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Other cryptographic primitives

Cryptographic hash functions
Definition: A polynomial-time family of functions hn : ℤ2

p(n) → ℤ2
*

n∈ℕ
 ,where p is a positive polyno-

mial, is said to be

• strongly collision-free: if it is (hard) impossible to find in polynomial-time x,x’ ∈ ℤ2
p(n) such that 

hn(x)=hn(x’)

• weakly collision-free: if given x ∈ ℤ2
p(n), it is impossible to find in polynomial time 

x’ ∈ ℤ2
p(n) such that  hn(x)=hn(x’)

Exercise: Show that the strongly collision-free implies weakly 

Assume h is not weakly, then for a given x it is possible to find x’ in PT, so randomly choose an x, 
and the provide the pair (x,x’) that collides, clearly then h is not stronfly collision-free.

Exercise: Show that the existence of a weakly collision-free family of functions implies P≠NP.

Proof: Assume P=NP, and and let hn : ℤ2
p(n) → ℤ2

*
n∈ℕ

 be a polynomial-time family of functions (with 

collisions) we are going to show that given any x∈ℤ2
p(n) then one can find in PT x’≠x such that 

hn(x) = hn(x ')

A = {(x,p): p is a prefix of a collision of x∈ℤ2
p(n)}

now clearly A is in NP, why because A is the projection of the set B

B={(x,p,w): h(x)=h(w) and p is a prefix of w, and x≠ w}

and checking whether (x,p,w)∈ B can be done in PT (on the first two variables).

So assuming P=NP we have that χA can be computed in PT

Here is the pseudo-code to construct the collision of x

Input x
output x’
x’=ε //empty string;
while(|x|!=|x’|){ 
   if(χA(x,x’0)==1) x’=x’0; //divide and conquer or bisection or whatever...
   else x’=x’1 
}

Clearly this program runs in polynomial time in n, and for sure the solution is a collision

Done!

md5 and sha1 are not strongly collision resistant but they are still weakly collision-free!

SHA2 is still strongly collision resistant.

Note: Strong collision vulnerable functions are problematic when hashing code that allows for if-
then-else commands.

h(X)=h(Y) it is publicly known for md5 and sha1

m1 ZZZZZZZZZif(↓X==Y)then{aspirin}else{morphine}

↓ denote the place where hash function block syncs

m2 ZZZZZZZZZif(↓Y==Y)then{aspirin}else{morphine}

(m1, sigDoctor' s_privatekey(h1(m1)))

(m2, sigDoctor' s_privatekey(h1(m1)))=(m2, sigDoctor' s_privatekey(h2(m1)))

Note: Use of hashing functions is relevant in signing.

Proposition[Birthday attack]
 Let h:X→Z be be such that |X|=m, |Z|=n and h-1(z) ≈ m /n ≥ 2, then the  number of samples k 

required to find a collision for h with probability ε is

k≈ -2 n ln(1 - ε)

Proof:
What is the probability of not having a collision in k samples

(1-1/n)(1-2/n)...(1-(k-1)/n) of no collisions!

∏i=1
k-1(1-i/n)

1 - δ ≈ e-δ for small δ

e-δ = 1 - δ + δ2 2 - δ3/3!...

and so ∏i=1
k-1(1-i/n)≈∏i=1

k-1 e-in=

e-in=e-kk-12 n the probability of no collision

and so the probability of collision is ε=1-e-kk-12 n

(1-ε)=e-kk-12 n

ln(1-ε)=-k(k-1)/2n  and so -2n ln (1 - ε) = k (k - 1) ≈ k2 and so

k≈ -2 n ln(1 - ε)
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k≈ -2 n ln(1 - ε)

N[Sqrt[-2 * 365 Log[1 / 2]]]

22.4944

Theorem[Aaronson+Shi] There are (computable) functions h (not necessarily compute in PT) for 
which there is no BQP algorithm that finds collisions.

Secret Sharing

Secret sharing problem: 
w elements want to share a key k such that they need t elements to cooperate to reconstruct the 
key k. 

Theorem[Lagrange Interpolation Polynomial] Given n points (xi, yi)  with xi ≠ xj if i ≠ j, there is a 

polynomial of degree smaller than or equal than  n-1 that passes over all these points. Moreover 
such polynomial is

p(x) = ∑i=1
n pj(x) 

where pj(x)=yj∏k=1,
k≠j

n (x-xk)
xj-xk

 (so pjxj = yj and pj(xk) = 0 if k ≠ j !

Exercise[Shamir Secret Sharing]: User LIP to set up a secret sharing scheme where a secret is split 
among w agents so that 
t (≤w) are required to compute the scheme.

Solution:
Create a polynomial of degree t-1

p(x) = ∑i=0
t-1 ai xi (mod p)  where a0 = k = p(0) and ai are random.

Give to w elements points (xi, p(xi)) (clearly with xi ≠ 0)  now it is enough  (using LIP) for t guys to get 
together to recover p(x) and so k
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In[@ ]:=

k = 9;
P[x_] := Modk + 33 x + 7 x2 , 47

In[@ ]:= P[0]

Out[@ ]= 9

In[@ ]:= P[3]

Out[@ ]= 30

In[@ ]:= P[5]

Out[@ ]= 20

In[@ ]:= P[7]

Out[@ ]= 19

In[@ ]:= P[11]

Out[@ ]= 44

In[@ ]:= InterpolatingPolynomial[{{3, 30}, {5, 20}, {7, 19}}, x, Modulus → 47]

Out[@ ]= 30 + (42 + 7 (-5 + x)) (-3 + x)

In[@ ]:= Expand[%, Modulus → 47]

Out[@ ]= 9 + 33 x + 7 x2

{5, P[5]}

{5, 34}

{40, P[40]}

{5, 34}
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{40, 20}

{4, P[4]}

{40, 20}

{4, 2}

However, there is a problem? How can one be sure that his share is good ?

Solving this problem is much harder, and that is our next step, called 

Verifiable secret sharing.

To solve this problem we need the concept of OT and zero-knowledge

Zero knowledge

The notion of zero knowledge require the use of probabilistic programs that run in polynomial-
time, that is, programs that have access to independent and fair Bernoulli’s. A ZK is a public verifica-
tion of of a private secret.

Definition: A function f(n) is said to be negligible iff 
for all positive polynomial p and n large enough f(n) < 1/p(n)

Definition Zero-knowledge protocol is a two-part (ping-pong) protocol (indexed by a security 
parameter η) between a PPT prover P (Peggy), that knows some secret s; and a PPT verifier V 
(Victor) that wants to check whether P has the secret or not. The protocol must fulfill the following 
conditions:

1) Completeness: If P knows the secret then V accepts P up to a negligible probability;
2) Soundness: If P does not know the secret then V accepts P with negligible probability;
3) Zero-knowledge: V learns nothing about the secret by interacting with P;

To properly define ZK (3) we need the notion of simulator. A simulator of V is a program that 
generates traces (transcripts) of the interaction between an honest P and (an eventually dishonest) 
V without interacting with P. It is enough that these traces cannot be distinguished from real ones 
by another PPT.

GMW - ZK protocol
 
Consider two graphs G0 and G1 and assume that P knows a secret isomorphism 
σ : G1 → G0 , (σ-1 : G0 → G1 ) and both P and V know G0 and G1. 

1) Iterate η times
    i) P creates a random iso μ:G0→G2 (note that G2 is also random) and sends G2 to V //Commitment
    ii) V generates a random bit b ∈{0,1} and sends b to P //Challenge
    iii) P sends the isomorphism λ=μ◦σb: Gb → G2 to V //Reply μ◦σ:G1 → G2
        where σb = σ if b is 1 and σb = id otherwise
    iv) V checks whether λ is indeed an iso from Gb → G2, if it is not V rejects P
 2) if P is not rejected in any of the η iterations, then V accepts P
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Theorem:  The above protocol is a ZK protocol under the assumption that graph isomorphism is 
hard problem.
Proof:

Zero knowledge: Assume Victor is malicious, and already knows some initial κ=κ1 (bitstring) of 
information about the secret σ, and when he interacts with Peggy he has two PPT programs, 

one B that given the i-th iteration and the current knowledge κi about the secret, and the given 
graph G2

i  will choose a bit to get more information the secret

B(i,G2
i ,κi )→ei (and evil bit to get more information from Peggy)

another PPT program, that updates Victor knowledge about the secret. It receives all previous 
information and updates the knowledge as follows

U(i,G2
i ,κi,ei,λi)→κi+1

So what we are going to show is that if there such program B and U, then Victor can get information 
about σ without talking with Peggy. We do this by actually simulating the interaction with P

Simulator

import B,U
input κ1

output κn+1

for (int i=1;i<=n;i++){
label s:      r=toss of random coin // Guess output of B

λ= random iso from Gr  to G2 (which is also random and different in each iteration)
e=B(i,G2,κi)
if(e==r) then κi+1 = U(i,G2,κi,e,λ) //prob 1/2
else goto label s: // but do not increment i - rewind

}

The simulator will generate in Expected polynomial time κn+1 that has precisely the same distribu-
tion as the one generated by the interaction with Peggy.

Trace of the interaction: (G2
1,e1,λ1)...(G2

i ,ei,λi)...(G2
n,en,λn) we can generate this without talking with 

Peggy
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i ,ei,λi)...(G2
n,en,λn) we can generate this without talking with 

Peggy

Completeness: If P is honest then he can always answer correctly in step iii) and so the probability 
of being accepted is 1
Soundness: If P doe not know the isomorphism σ then he has to commit in step 1 either with G2 for 
which he knows the isomorphism with G0, or with G1 (he cannot do both, otherwise he knows the 
isomorphism), but then he has 1/2 probability of being detected so the overall probability of pass-
ing is 1/2n.

Impossibility of knowledge transference: V cannot send to E that P was interacting with him. V 
cannot transfer the ZK proof to E

The idea is that since G2
1, e1, λ1 ... G2

η, eη, λη is what we get by interacting with P, V could have 

generated this trace alone, and so how can V show that P was indeed there.

Theorem If there are tamper-proof devices, then it is possible to transfer knowledge in a ZK from V 
to E.

ZK protocol for discrete log and FS signatures

Consider the next example (we only show the inner cycle)

P wants to prove to V that she knows  the discrete logarithm a of β = αx mod p;

i) P picks a random  v ∈ℤp-1, computes γ = αv mod p and sends γ to Bob. //com

ii) V picks a random c ∈ℤp-1,  and sends c to P. //challenge

iii) P computes r=v-c x  mod p-1 and returns r to P. //reply 
iv) V checks whether γ= αrβ c mod p (γ, c, r and β are accessible by V)

If P is honest (iv) holds  because  αrβ c= αv-c xβ c= αv(α x)-cβ c=γβ -cβ c = γ mod p

Exercise: Show that the above protocol is ZK.

Exercise: Make a ZK protocol based the hardness of computing square roots mod n=pq.

Fiat and Shamir realized that a ZK could be used to provide signatures!

Definition: A random-oracle is a map that outputs to every unique query with a random response 
chosen uniformly from its codomain. However,  If a query is repeated it responds the same way 
every time that query is submitted.

Note that (cryptographic) hash functions h are essentially implementations of random-oracles 
where  the output cannot be distinguished by a PPT from a uniform sample.

By replacing in ii) c by h(γ, m) (which is random in the RO model)  the triple (m,γ,r) yields a signa-
ture for m. 
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Oblivious transfer and Bit commitment
Oblivious transfer (OT) is a fundamental  concept upon which all privacy can be set! Namely verifi-
able secret sharing, an even ZK can be constructed directly from OT. It is quite unituitive that OT is 
enough to construct all privacy protocols.

Definition An all-or-nothing OT protocol is a two party protocol between the sender S and the 
receive R where S wants to send a message to R such that:

1) R receives the message with probability 1/2, but R knows that S tried to send some message
2) S does not know if the message was received or not

Rabin OT protocol

S wants to send obliviously x to R

1) S generates a RSA cryptosystem with public key (n,a) such that n=pq and p,q=3 mod 4;
2) S sends (n, a) and y = xa mod n to R
3) R computes a random v and sends z = v2 mod n to S
4) S computes a square root w of z and sends w to R
5) R if w=±v then R does not receive the message, otherwise R can factor n and thus compute 
b = a-1 modϕ(n), extracting x from y. Note that S does not know if R is able to factor or not.

Theorem: Rabin OT is an all-or-nothing OT

Before giving the full solution on how to construct all privacy protocols from OT, we consider a 
simple example called bit commitment:

Definition A bit commitment protocol is a two party protocol between the Alice A and Bob B. 
A wants to commit to some bit b (yes or no) and so she sends a commitment γ=com(b) to B. More-
over, this commtiment can be opened with some function op(γ)=b in such a way that:

1) Hiding: Bob cannot know which bit Alice is committing 
2) Binding: Given the commitment com(b) Alice cannot open ~b (not b)

Exercise Show how to construct a BC protocol from a all-or-nothing bit OT protocol with the 
following idea:

Consider a random set of bits bij such that

b11⊕b12⊕ ...⊕b1 n = b 
b21⊕b22⊕ ...⊕b2 n = b
...
bn1⊕bn2⊕ ...⊕bnn = b

Send obliviously from A to B each bij. Which is the commitment and opening?
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Oblivious transfer (OT) is a fundamental  concept upon which all privacy can be set! Namely verifi-
able secret sharing, an even ZK can be constructed directly from OT. It is quite unituitive that OT is 
enough to construct all privacy protocols.
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receive R where S wants to send a message to R such that:
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2) S does not know if the message was received or not

Rabin OT protocol
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2) S sends (n, a) and y = xa mod n to R
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4) S computes a square root w of z and sends w to R
5) R if w=±v then R does not receive the message, otherwise R can factor n and thus compute 
b = a-1 modϕ(n), extracting x from y. Note that S does not know if R is able to factor or not.

Theorem: Rabin OT is an all-or-nothing OT

Before giving the full solution on how to construct all privacy protocols from OT, we consider a 
simple example called bit commitment:

Definition A bit commitment protocol is a two party protocol between the Alice A and Bob B. 
A wants to commit to some bit b (yes or no) and so she sends a commitment γ=com(b) to B. More-
over, this commtiment can be opened with some function op(γ)=b in such a way that:

1) Hiding: Bob cannot know which bit Alice is committing 
2) Binding: Given the commitment com(b) Alice cannot open ~b (not b)

Exercise Show how to construct a BC protocol from a all-or-nothing bit OT protocol with the 
following idea:

Consider a random set of bits bij such that

b11⊕b12⊕ ...⊕b1 n = b 
b21⊕b22⊕ ...⊕b2 n = b
...
bn1⊕bn2⊕ ...⊕bnn = b

Send obliviously from A to B each bij. Which is the commitment and opening?

Several flavors of OT and secure multiparty computation

There are several flavor of OT, all equivalent (but if they are equivalent in the quantum case is open)

Definition An 1-out-2 OT protocol is a two party protocol between the sender S and the receiver R 
where S wants to send either m0 or m1 to R and R receives one of these messages mb for some b 
chosen by R such that

1) R receives mb but does get any information about  m~b

2) S does not know which message R received.

This kind of seems HUP...

Theorem[Crepeau] These flavors of OT are equivalent.

With 1-out-2 OT one can construct any privacy protocol with the following properties.

Definition[Two-party secure computation] Let f (x1, x2)be a computable (total) function with input 
of size at most n, Alice wants to introduce a private x1 and Bob a private x2 such that both of them 
know f (x1, x2) without reveling to each other their private inputs.

The generalization of two-party secure computation to multiparty is clear. Note that ZK is a two-
party secure computation and Verifiable Secret Sharing and Elections (checking the mode of 
private preferences) are all particular cases of secure multiparty computation

Example[Millionaire dilemma] Two millionaires want to know who is richer without reveling to the 
other their own fortune. So they want to compute  f (x1, x2) = χx1<x2(x1, x2) keeping their inputs 
private.

Yao garbled circuits (semi-honest protocol)

The idea behind garbled circuits is the following, if f (x1, x2) is a computable (total) function where 
the inputs are bounded by a size, say η, then f can be implemented with a Boolean circuit.

All Boolean circuits can be constructed using NAnd (NAnd is  universal gate) and Fan-Out (copying a 
bit), since only NAnd requires two inputs, only there one input can belong to one agent and the 
other to another agent.

Garbling

This is the  truth table describing the NAnd gate, the three columns are: 1st input, 2nd input and 
output. 

a b o = ~(a ⋀ b)
0 0 1
0 1 1
1 0 1
1 1 0

To implement garble circuits one needs a (double key) symmetric cryptosystem (could be just 
the composition of two single key symmetric cryptosystems).

Then, for each column, Alice generates a random key for 0 and for 1 in the first two columns and a 
random string for the output column

a b o = ~(a ⋀ b)

K0a K0b S1o

K0a K1b S1o

K1a K0b S1o

K1a K1b S0o

Now, Alice encrypts the output 

a b o = ~(a ⋀ b)

K0a K0b eK0a,K0b (S1
o)

K0a K1b eK0a,K1b (S1
o)

K1a K0b eK1a,K0b (S1
o)

K1a K1b eK1a,K1b (S0
o)
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and extracts the last column

o = ~(a ⋀ b)
eK0a,K0b (S1

o)

eK0a,K1b (S1
o)

eK1a,K0b (S1
o)

eK1a,K1b (S0
o)

and finally permutes it with a random permutation γ (that is why the circuit is called garbled).

Transferring (, K1
a2... K1

a5.)

Alice sends the  garbled tables for all gates of the circuit to Bob.  

if Alice’s input for the gate is a=0, then she sends the key K0
a1, otherwise she sends

K1
a1

Bob will not learn anything about Alice’s input,  a, since the labels are randomly generated by Alice 
and they look like random strings to Bob. 

Bob needs the keys corresponding to his input as well, which he will using OT!

if Bob’s input  for 5 gates is b=1 then he runs  1-out-of-2 bitstring OT’s with Alice where
for the 1st OT Alice places as input of the OT

K0
b1, K1

b1

and Bob places is secret input 1 obtaining K1
b1. Alice will not learn anything about Bob’s input 

because of the obliviousness of the OT protocol.

And the for the second bit Alice places as input of the OT

K0
b2, K1

b2

and Bob places is secret input 0 obtaining K0
b2. And so on until Bob receives all the five keys.

Evaluation

After the data transfer, Bob has the garbled tables and the input labels. He goes through all gates 
one by one and tries to decrypt using  dK0a1,K1b1  the rows in their garbled tables. 

He is able to open only one row for each circuit and obtain just one S (the remaining are 
encrypted), 
and so he will obtain S1

o1 S1
o2 S0

o3 S1
o4 S1

o5

although Bob does not know whose strings remain encrypted and whose were decrypted!

Revealing output (for Zero-knowledge Alice can just send the random strings)

Alice knows it is mapping to Boolean value since she has the both labels S0
oi  and S1

oi.
 
Either Alice can share her information to Bob or Bob can reveal the output to Alice such that one or 
both of them learn the output.

Theorem: Any semi-honest protocol can be compiled into a protocol secure against Byzantine 
attacks (computationally), if there are commitment schemes.
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