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Discrete log problem
Let p be a prime number α a primitive element (generator of ℤp

⨯) and β an element of  ℤp
⨯.

Objective: Find a, with 0 ≤ a ≤ p-2, such that αa = β mod p, such a is denoted by
a = logα β mod p (sometimes we drop the “mod p” whenever it is obvious from context).

Exercise: Show that the Discrete Log problem is NP (and also that it is co-NP).
Show that 
A={(p,α,β,k):logα β mod p < k} ∈ NP

B={(p,α,β,k,a):αa = β mod p and  a < k} ∈ P the complexity depends only on the first 4 inputs,

First a < k can be tested in O(|k|)

χB(p, α, β, k, a) =1 iff a<k && powermod(α,a,p)==β , power mod can be computed in PT with the SQ 
and M and so χB  can be computed in PT on |p,α,β,k| (note that && is lazy)

Thus, A is in NP since A is  a projection of B in the first 4 components.

As we shall see, there are several primes for which the problem is known to be polynomial-time. 
This idea is also the basis of Elliptic Curve crypto and cryptography based on Galois Fields.
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El Gamal Cryptosystem - basic setting
Let p be a prime number for which the Discrete Log problem is hard (p=2q+1) and α a public known 
primitive element for ℤp. 

• X=ℤp
⨯  (plaintext space)

• Y=ℤp
⨯⨯ℤp

⨯  (ciphertext space)

• K={ (a,β) :αa = β mod p } (key space - note that the space is very easy to sample)
• u:K→ℤp

⨯   where u(a,β)=β  (publication map)

• eβ(x) = (y1, y2)with (encryption random map)

-y1 =αk mod p,
-y2 = xβk mod p
- and k randomly chosen in ℤp-1

• d(a,β)(y1, y2) = y2(y1
a)-1 mod p  (decryption map)

Exercise: Show that  d(a,β)(eβ(x))=x.

y2(y1
a)-1=xβkαk a-1 = xβk(αa)k-1 = xβkβk-1 = x mod p

We now look at how hard is it to find a generator using a result that we prove later on.

Theorem: A finite cyclic group of order m contains ϕ(m) generators.

So how many primitive elements are in ℤp if p=2q+1 with q prime?

p-1=2q which is the order (number of elements) of (ℤp
⨯,⨯), by the above theorem, the number of 

generators of ℤp
⨯  (which is the number of primitive elements) is ϕ(2q)=(2-1)(q-1)=q-1  (which is a 

lot!! its half minus one)

There is another reason why we should use p=2q+1

Exercise: Implement the ElGamal Cryptosystem. Trival stuff...

Pohlig-Hellman Theorem

Definition A number n is said to be k-smooth, if the prime numbers in their prime number decom-
position of n are not larger than k.

 Example: 
* 2k is 2-smooth
 * Babylons liked 5-smooth numbers and that is why an hour has 60 minutes 
 (and we divide the circle in 360 degrees)  both 60 and 360 are 5-smooth.
 * 5-smooth numbers are also important in music theory and are in the basis of five-limit tuning of a 
musical instrument 
 
Ologk(pn) ⊂ O(polylog(pn))

p - 1 = 2k×3e then I can compute the discrete log for p

p=2 q + 1 not smooth and so (nobody knows how to break it)
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Theorem[PH]  Let pn be a sequence of prime numbers such that (pn-1) is O(polylog(pn)) - smooth. 
Then there is a polynomial algorithm to compute the discrete log of pn.

Proof: Goal compute a=discrete log of β, where β is an input

Let p-1 =∏i=1
k qi

ei  where all qiare small (polylog bounded) thank to the Chinese Remainder Theorem 
(note that a, the discrete log of β, takes values from 0 to p-2 so a ∈ ℤp-1 =ℤq1

e1 ⨯...⨯ℤqk
ek

 essentially, finding a mod p-1 is equivalent of finding a mod qi
ei  for all i 

Note that p-1 = 0 mod qi
ei  and so a mod qi

ei  can be written in base qiwith at most ei  symbols  
a = (aei-1 ... a1 a0)=∑j=0

ei-1 a j qi
j note that ei∈O(log(p)) and also, by hypothesis  

qi ∈ O(polylog(p)) as p - 1 is polylog smooth.

Now it remains to find all these a j for q (we are going to drop the i in the q)  

 
 Recall that Power Mod can be computed in PT!
 

Lemma a0 is the element such that β
p-1

q = α
(p-1)a0

q mod p

Proof:

β
p-1
q =αa

p-1
q = α

p-1
q

d qe+∑j=0e-1aj qj = α
p-1 d qe-1+∑j=1e-1aj qj-1+

(p-1) a0
q =αp-1 d qe-1+∑j=1e-1aj qj-1 α

(p-1) a0
q =1

⨯α
(p-1) a0

q

We just need to range over all a0 from 0 to q-1 and test whether β
p-1
q = α

(p-1) a0
q .

The next step is to remove a0  from the exponent and divide by q and get the next ai, iteratively, this 
can be seen as

Lemma   βi

p-1

qi = α
(p-1)ai

q mod p  where 

β0 = β and βi+1 = βi.α-ai qi
 

The proof is exactly as in the previous case by noticing that βi is number where the its discrete log 
mod qe has the last i significant qdigits 0

Thew overall complexity
1) So the number of primes k is clearly O(log(p))
2)  Each ei∈O(log(p)) 
3) By hypothesis  qi ∈ O(polylog(p)) as p - 1 is polylog smooth.

Clearly the overall complexity is polynomial on the number of bits of p

 
 Exercise: Write the PH algorithm for discrete log...
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Partial knowledge attacks 
Let p be a prime number α a primitive element (generator of ℤp

⨯) and β an element of  ℤp
⨯.

Objective: Find a, with 0 ≤ a ≤ p-2, such that αa = β mod p, such a is denoted by
a = logα β mod p (sometimes we drop the “mod p” whenever it is obvious from context).

We have seen that if p=2q+1 with q prime, then p is a safe prime against PH, note that p=3 mod 4 in 
this case.

Let Lα
i (β) mod p be the  i-th (less significant) bit of the discrete logα mod p.

logα β=an ... a1 then  Lα
i (β)=ai

Exercise: Show that Lα
1(β) can be found in polynomial time.

[Euler criterion], Lα
1 (β) =0 iff β is quadratic residue iff β(p-1)2 = 1 mod p (SQ & M)

Lemma   Let p=3 mod 4, and β a quadratic residue mod p, then 
±β(p+1)4 are the two square roots of β mod p. (the expression β(p+1)4 makes sense only if p=3 mod 4)!

-1=α(p-1)2

Exercise: Show that if  p=3 mod 4, and β  an element in ℤp
⨯, then either β or - β is quadratic residue 

mod p.

Theorem Let p=3 mod 4, then knowing the discrete log problem for p is reducible to knowing  Lα
2(β) 

problem for any β.

Proof:
The idea is the following let logα β=an ... a1

Case β is a quadratic residue
if a1=0 then β is a quadratic residue, and one of its square roots is going to be

β’=αan... a2

the other is going to be -β ' = αan... a2⨯α(p-1)2

so one of them is β(p+1)4 this can be verified by checking if Lα
2(β)=Lα

1(β ')  moreover

Lα
1(β ')≠Lα

1(-β ')

so we just need to compute Lα
1β(p+1)4 and if it is equal to Lα

2(β), then β’=β(p+1)4 else β’=-β(p+1)4

Case β is a not a quadratic residue

β=β⨯α-1 and now notice that β is a quadratic residue and moreover logα β=an ... a2 0

and then we proceed as above

import  Lα
2(β) // our oracle, somebody has to give access to this

int Log(β,α,p,η){ // p=3 mod 4
bit a[]=new bit[n]; // we are going to start indexing in 1 like in old languages
 a[1]= Lα

1 (β); // using Euler Criterion SQ & M
 a[2]= Lα

2 (β); // O(1)
 i=1;
 while(β!=1){
 if(a[i]==1) then β=β⨯α-1 mod p; // if β is not a QR, we compute the inverse  with EEA
 β=β(p+1)4 mod p // this is one of the square roots, we need to choose the right one SQ &M
 if(Lα

1 (β)!=a[i+1]) then β =-β mod p
 i++
 }
 return converbin(a);

}  

Holiday homework (try to do the same Lα
3(.)

4     DiscreteLog.nb



Let p be a prime number α a primitive element (generator of ℤp
⨯) and β an element of  ℤp

⨯.

Objective: Find a, with 0 ≤ a ≤ p-2, such that αa = β mod p, such a is denoted by
a = logα β mod p (sometimes we drop the “mod p” whenever it is obvious from context).

We have seen that if p=2q+1 with q prime, then p is a safe prime against PH, note that p=3 mod 4 in 
this case.

Let Lα
i (β) mod p be the  i-th (less significant) bit of the discrete logα mod p.

logα β=an ... a1 then  Lα
i (β)=ai

Exercise: Show that Lα
1(β) can be found in polynomial time.

[Euler criterion], Lα
1 (β) =0 iff β is quadratic residue iff β(p-1)2 = 1 mod p (SQ & M)

Lemma   Let p=3 mod 4, and β a quadratic residue mod p, then 
±β(p+1)4 are the two square roots of β mod p. (the expression β(p+1)4 makes sense only if p=3 mod 4)!

-1=α(p-1)2

Exercise: Show that if  p=3 mod 4, and β  an element in ℤp
⨯, then either β or - β is quadratic residue 

mod p.

Theorem Let p=3 mod 4, then knowing the discrete log problem for p is reducible to knowing  Lα
2(β) 

problem for any β.

Proof:
The idea is the following let logα β=an ... a1

Case β is a quadratic residue
if a1=0 then β is a quadratic residue, and one of its square roots is going to be

β’=αan... a2

the other is going to be -β ' = αan... a2⨯α(p-1)2

so one of them is β(p+1)4 this can be verified by checking if Lα
2(β)=Lα

1(β ')  moreover

Lα
1(β ')≠Lα

1(-β ')

so we just need to compute Lα
1β(p+1)4 and if it is equal to Lα

2(β), then β’=β(p+1)4 else β’=-β(p+1)4

Case β is a not a quadratic residue

β=β⨯α-1 and now notice that β is a quadratic residue and moreover logα β=an ... a2 0

and then we proceed as above

import  Lα
2(β) // our oracle, somebody has to give access to this

int Log(β,α,p,η){ // p=3 mod 4
bit a[]=new bit[n]; // we are going to start indexing in 1 like in old languages
 a[1]= Lα

1 (β); // using Euler Criterion SQ & M
 a[2]= Lα

2 (β); // O(1)
 i=1;
 while(β!=1){
 if(a[i]==1) then β=β⨯α-1 mod p; // if β is not a QR, we compute the inverse  with EEA
 β=β(p+1)4 mod p // this is one of the square roots, we need to choose the right one SQ &M
 if(Lα

1 (β)!=a[i+1]) then β =-β mod p
 i++
 }
 return converbin(a);

}  

Holiday homework (try to do the same Lα
3(.)

DiscreteLog.nb     5



Let p be a prime number α a primitive element (generator of ℤp
⨯) and β an element of  ℤp

⨯.

Objective: Find a, with 0 ≤ a ≤ p-2, such that αa = β mod p, such a is denoted by
a = logα β mod p (sometimes we drop the “mod p” whenever it is obvious from context).

We have seen that if p=2q+1 with q prime, then p is a safe prime against PH, note that p=3 mod 4 in 
this case.

Let Lα
i (β) mod p be the  i-th (less significant) bit of the discrete logα mod p.

logα β=an ... a1 then  Lα
i (β)=ai

Exercise: Show that Lα
1(β) can be found in polynomial time.

[Euler criterion], Lα
1 (β) =0 iff β is quadratic residue iff β(p-1)2 = 1 mod p (SQ & M)

Lemma   Let p=3 mod 4, and β a quadratic residue mod p, then 
±β(p+1)4 are the two square roots of β mod p. (the expression β(p+1)4 makes sense only if p=3 mod 4)!

-1=α(p-1)2

Exercise: Show that if  p=3 mod 4, and β  an element in ℤp
⨯, then either β or - β is quadratic residue 

mod p.

Theorem Let p=3 mod 4, then knowing the discrete log problem for p is reducible to knowing  Lα
2(β) 

problem for any β.

Proof:
The idea is the following let logα β=an ... a1

Case β is a quadratic residue
if a1=0 then β is a quadratic residue, and one of its square roots is going to be

β’=αan... a2

the other is going to be -β ' = αan... a2⨯α(p-1)2

so one of them is β(p+1)4 this can be verified by checking if Lα
2(β)=Lα

1(β ')  moreover

Lα
1(β ')≠Lα

1(-β ')

so we just need to compute Lα
1β(p+1)4 and if it is equal to Lα

2(β), then β’=β(p+1)4 else β’=-β(p+1)4

Case β is a not a quadratic residue

β=β⨯α-1 and now notice that β is a quadratic residue and moreover logα β=an ... a2 0

and then we proceed as above

import  Lα
2(β) // our oracle, somebody has to give access to this

int Log(β,α,p,η){ // p=3 mod 4
bit a[]=new bit[n]; // we are going to start indexing in 1 like in old languages
 a[1]= Lα

1 (β); // using Euler Criterion SQ & M
 a[2]= Lα

2 (β); // O(1)
 i=1;
 while(β!=1){
 if(a[i]==1) then β=β⨯α-1 mod p; // if β is not a QR, we compute the inverse  with EEA
 β=β(p+1)4 mod p // this is one of the square roots, we need to choose the right one SQ &M
 if(Lα

1 (β)!=a[i+1]) then β =-β mod p
 i++
 }
 return converbin(a);

}  

Holiday homework (try to do the same Lα
3(.)

Signature scheme

Definition The family {(X, S, K, sig, ver, u, U)}θ is a signature scheme with security parameter η=|θ| 
where:
1) X is the set of messages
2) S is the set of signatures
3) K is the set of keys
4) u: K→ U is a PT publication function u(k) is called the public key of k.
5) {sigk : X → S}θ is the signing function  (might be a random variable)

6) veruk : X⨯ S → 2θ is the verification function such that

i) veruk(x, s) = 1 iff s = sigk(x) (sometimes s∈ Sigk(x) )

            ii) given x and u(k), it is hard to find s such that veruk(x, s)=1

7) It should be efficient to sample K as |θ| grows.

Proposition Let {(X, Y , K, e, d, u, U)}θ be an asymmetric crypto

dkeuk(x) = x // dk ◦ euk = idX the decription function is the left inverse of the encryption

 such that 
euk(dk(y)) = y // euk ◦ dk = idY the decription is the right inverse of the encryption

then 
 {( Y , X, K, d, ver, u, U)}θ is a signatures scheme where
ver(y,x)=1 iff y = euk(x). (verification only uses the public key)

Exercise: Show that RSA can be used as signature scheme.

n=pq
Y=ℤn

S=ℤn

K={(a,b): ab=1 mod (p-1)(q-1)}
u(a,b)=a
siga,b(y)= yb mod n

ver(y, x) = (xa mod p ⩵ y)

Note that this has too much information, as the signature recovers the full message..

x=dec(y)
x*t=  dec(y*enc(t)) So you can generate a lot of valid signatures, although most of them and noise
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Note that this has too much information, as the signature recovers the full message..

x=dec(y)
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El Gamal (and DSS) signature scheme
Let p be a prime number such that the discrete log is hard and α a primitive element

p=2q+1, where q is prime and moreover p=1 mod 4
p-1=2q all odd number with exception of q are invertible mod p-1

• X =ℤp
⨯

• S= ℤp
⨯⨯ℤp-1

• K = {(a, β) : β = αamod p)
• u(a,β)=β // publication function - public key is β, and private is a the discrete log of β
• siga(x)=(γ,δ) where

   -γ = αk mod p
   -δ = (x - aγ) k-1 mod (p - 1)
   for some random k∈ ℤp-1

⨯
�� (so gcd(k,p-1)=1) (this means k odd and ≠ q)

 • verβ(x, γ, δ) = 1 iff β
� γ
γδ = αx mod p

 
 Exercise: Check the soundness of ElGamal signature scheme!
 

β
� γ
γδ=β

� γ
γ(x-aγ) k-1

=αaγ αk (x-aγ) k-1
=αaγ α(x-aγ) =αaγ αx α-aγ = αx

It works
  

Forging signatures

 Breaking discrete log ⇒ signing ElGamal  obvious...
 
Exercise: Show what happen if, for a given x, one fix γ or fix δ and try to finish the signature.

1) Fix x and γ and try to find δ such that (x,γ,δ) is a signature

Solve γδ = αxβ
� -γ mod p,δ] No one knows, unless computing logγ(α

x β-γ)

2) Fix x and δ and try to find γ such that (x,γ,δ) is a signature

Solve γδ = αxβ
� -γ,γ]  nobody knows as well, but if you can I can make you rich

 
 xa = bβ-x mod p
  
 Proposition:  Let 0≤i,j≤p-2 such that gcd(j,p-1)=1 (notice that if p=2q+1 then j  is odd and ≠ q). Then

 γ = αi β j mod p

δ = -γ j-1 mod p - 1

x = -γ i j-1 mod p - 1
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 γ = αi β j mod p

δ = -γ j-1 mod p - 1
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then (x,γ,δ) is a valid signature.

β
� γ
γδ=β

� γ
γ-γ j-1

=β
� γ
αi βj -γ j-1

=β
� γ
α-γi j-1

β-γ j-1 j = β
� γ
α-γi j-1

β-γ =αx

So we can sign a lot...

Exercise: Show that if k is revealed then one can get the discrete log a in PT.

If k is revealed and since we know δ = (x - aγ) k-1 mod (p - 1) and γ, we obtain a from δ, so we just 
need to compute a=γ-1(x-δ k) mod p-1 (note here that γ needs to be invertible) now if γ is even this 
might be  problem!

γ is not invertible it means that gcd(p-1,γ)=d>1 (because we chose p-1=2q), so d=2 or d=q

assume d =2 because for the other case is very improbable
 (that is, γ=2λ )

x-k δ = aγ mod 2 q it follows   x-k δ =  aγ mod q and  now γ is invertible mod q

and you can compute the solution γ-1(x-k δ) = a mod q

a=γ-1(x-k δ)   or a=q +γ-1(x-k δ)  mod 2q (and we check which is the correct one!!)

(assume p= d⨯q+1,  with even d,     a=i q +γ-1(x-k δ)  mod d q where i=0...d-1)

Theorem[PS3 hack, putty hack] If k is used twice, then k is revealed up to negligible probability.

siga(x)=(γ,δ) where

   -γ = αk mod p
   -δ = (x - aγ) k-1 mod (p - 1)

Proof: Assume we has two messages x1 and  x2 are signed with the same k, so
we

sig(x1)=(γ,δ1) and sig(x2)=(γ,δ2) (see how this is trivial to check!)

(1)  β
� γ
γδ1 = αx1  

and we also have β
� γ
γδ2 = αx2  and so 

(2) β
� -γ

γ-δ2 = α-x2  mod p by multiplying (1) with (2)

we obtain

αx1-x2 =γδ1-δ2= αk (δ1-δ2) mod p iff x1 - x2=k (δ1 - δ2) mod p-1

so if gcd((δ1 - δ2), p-1)=1 we are done because we find k=(x1 - x2)(δ1 - δ2)-1 mod p - 1 and 
we can now use the exercise above

if gcd((δ1 - δ2), p-1)=2 (since p-1=2q and being equal q is negligible)

But now (x1 - x2)=k (δ1 - δ2) mod q and now (δ1 - δ2) is coprime with q and so invertible

 (x1 - x2) (δ1 - δ2)-1=k mod q and k might be either
 
k=(x1 - x2) (δ1 - δ2)-1mod p-1 or  k=(x1 - x2) (δ1 - δ2)-1+q mod p-1 and we are done!
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might be  problem!

γ is not invertible it means that gcd(p-1,γ)=d>1 (because we chose p-1=2q), so d=2 or d=q

assume d =2 because for the other case is very improbable
 (that is, γ=2λ )

x-k δ = aγ mod 2 q it follows   x-k δ =  aγ mod q and  now γ is invertible mod q

and you can compute the solution γ-1(x-k δ) = a mod q

a=γ-1(x-k δ)   or a=q +γ-1(x-k δ)  mod 2q (and we check which is the correct one!!)

(assume p= d⨯q+1,  with even d,     a=i q +γ-1(x-k δ)  mod d q where i=0...d-1)

Theorem[PS3 hack, putty hack] If k is used twice, then k is revealed up to negligible probability.

siga(x)=(γ,δ) where

   -γ = αk mod p
   -δ = (x - aγ) k-1 mod (p - 1)

Proof: Assume we has two messages x1 and  x2 are signed with the same k, so
we

sig(x1)=(γ,δ1) and sig(x2)=(γ,δ2) (see how this is trivial to check!)

(1)  β
� γ
γδ1 = αx1  

and we also have β
� γ
γδ2 = αx2  and so 

(2) β
� -γ

γ-δ2 = α-x2  mod p by multiplying (1) with (2)

we obtain

αx1-x2 =γδ1-δ2= αk (δ1-δ2) mod p iff x1 - x2=k (δ1 - δ2) mod p-1

so if gcd((δ1 - δ2), p-1)=1 we are done because we find k=(x1 - x2)(δ1 - δ2)-1 mod p - 1 and 
we can now use the exercise above

if gcd((δ1 - δ2), p-1)=2 (since p-1=2q and being equal q is negligible)

But now (x1 - x2)=k (δ1 - δ2) mod q and now (δ1 - δ2) is coprime with q and so invertible

 (x1 - x2) (δ1 - δ2)-1=k mod q and k might be either
 
k=(x1 - x2) (δ1 - δ2)-1mod p-1 or  k=(x1 - x2) (δ1 - δ2)-1+q mod p-1 and we are done!

Other discrete log cases
One can generalize ElGamal as follows.

Let (G,⨯) be a commutative group such that H is a cyclic subgroup with order n (|H|=n)and generator 
α. 

• X=G (plaintext space)
• Y=H⨯G (ciphertext space)
• K={ (a,β) :αa = β  } ⊂ ℤn⨯H (key space)
• u:K→H  where u(a,β)=β  (publication map)
• eβ(x) = (y1, y2)with (encryption random map)

-y1 =αk,
-y2 = xβk

- and k randomly chosen in ℤn

• d(a,β)(y1, y2) = y2(y1
a)-1  (decryption map)

Definition[Ring of polynomials mod p]: Let p be prime, then ℤp[x], +, x denotes the ring of all 

polynomials with coefficients in  ℤp. Note that multiplication and summation are defined as usual 

but mod p.
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One can generalize ElGamal as follows.

Let (G,⨯) be a commutative group such that H is a cyclic subgroup with order n (|H|=n)and generator 
α. 

• X=G (plaintext space)
• Y=H⨯G (ciphertext space)
• K={ (a,β) :αa = β  } ⊂ ℤn⨯H (key space)
• u:K→H  where u(a,β)=β  (publication map)
• eβ(x) = (y1, y2)with (encryption random map)

-y1 =αk,
-y2 = xβk

- and k randomly chosen in ℤn

• d(a,β)(y1, y2) = y2(y1
a)-1  (decryption map)

Definition[Ring of polynomials mod p]: Let p be prime, then ℤp[x], +, x denotes the ring of all 

polynomials with coefficients in  ℤp. Note that multiplication and summation are defined as usual 

but mod p.

Clear[x]
(x^2 + 3) (x^3 + 3 x + 5)

Expand3 + x2 5 + 3 x + x3

15 + 9 x + 5 x2 + 6 x3 + x5

PolynomialMod[(x^2) (x^3 + 2), 3]

2 x2 + x5

Note that if p is a prime, it is always possible to divide a polynomial D(x) by another polynomial d(x) 
such that

D(x)=d(x)q(x)+r(x)  (for integer D=d q+r)

and the degree of r(x) < degree of d(x).

x2+1 =2x*2x+1 this means that  x2+1 ÷2x=2x=q(x) with remainder r(x)= 1 mod 3

x2+1 ÷ 2x  we cannot define this division mod 4
(Why do we need p to be prime?) x2÷ 2x mod 4

PolynomialQuotient[x^2, 2 x, x, Modulus → 5]

3 x

PolynomialRemainder[x^3 + x^2, 2 x^2 + 2, x, Modulus → 5]

Now we can also reduce a polynomial modulo another polynomial 

Definition[Ring of polynomials mod q(x) and p]: Let p be prime and q(x) a polynomial in ℤp[x] , 

then ℤp[x]q[x], +, x denotes the ring of all polynomials with coefficients in  ℤp modulo q(x). Note 

that multiplication and summation are defined as usual but mod q(x).

PolynomialRemainder[(x^3 + x^2) * (2 x^3 + 1), 2 x^4 + 2, x, Modulus → 5]

3 x + 4 x2 + x3

Expand[(x^3 + x^2) * (2 x^3 + 1)]

x2 + x3 + 2 x5 + 2 x6

PolynomialRemainder[x^3 + x^2, 2 x^3 + 2, x, Modulus → 5]

4 + 4 x

so, d(x) | q(x) iff q(x)=0 mod d(x) and so we can also define GCD between polynomials q(x) and t(x)!

q(x)=r(x) mod d(x) iff q(x)-r(x)=0 mod d(x)
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so, d(x) | q(x) iff q(x)=0 mod d(x) and so we can also define GCD between polynomials q(x) and t(x)!

q(x)=r(x) mod d(x) iff q(x)-r(x)=0 mod d(x)

PolynomialGCD[x^3 + 3 x^2, 2 x^2 + 2, Modulus → 5]

3 + x

Factor[x^3 + 3 x^2, Modulus → 5]

x2 (3 + x)

Factor[2 x^2 + 2, Modulus → 5]

2 (2 + x) (3 + x)

Note that we can represent the elements of ℤp[x]q[x] as a list of coefficients in ℤp with length 

degree of q(x).

PolynomialGCDx2 + x + 1, 1 + x2 + x3 + x4 + x5 + x8 + x10 + x11 + x12, Modulus → 2

1

1 = p (x) x2 + x + 1 + q (x) 1 + x2 + x3 + x4 + x5 + x8 + x10 + x11 + x12

Factor1 + x2 + x3 + x4 + x5 + x8 + x10 + x11 + x12, Modulus → 2

1 + x2 + x3 + x4 + x5 + x8 + x10 + x11 + x12

This representation is particularly relevant when p=2, as in this case this list can be represented as a 
bit string!

If a polynomial cannot be factored, then it is said to be irreducible

Definition: An element q(x) with degree d in ℤp[x] is said to be irreducible if there is no polynomial 

d(x) with degree between [1,d-1]  such that d(x)|t(x) mod p. In other words, t(x) cannot be factored 
properly in polynomials with smaller degree. 

Which  elements in ℤp[x]q(x) are invertible? Similarly to the case of ℤn, we have

Theorem:  An element t(x) in ℤp[x]q(x) is invertible iff gcd(q(x),t(x))=1 mod p. Moreover, if q(x) is 

irreducible all elements in ℤp[x]q(x)  are invertible with exception of 0 (and therefore form a field).

For each prime p and  k, there is always an irreducible polynomial of degree k.

Impressively, Galois [22 years old] showed the following result:

Theorem[Galois]:  If (F,+,⨯) is a finite field, then |F|=pk for some prime p and  positive integer k and 
moreover F is isomorphic to  ℤp[x]q(x) for an irreducible polynomial q(x) of degree k.

As corollary one can use (F,⨯) as the group for the ElGamal elements;

GFpk in computer science and crypto GF2k 

Exercise: Implement the ElGamal for the  multiplicative group of a Galois Field.

Let (G,⨯) be a commutative group such that H is a cyclic subgroup with order n (|H|=n)and generator 
α. 

• X=G (plaintext space)
• Y=H⨯G (ciphertext space)
• K={ (a,β) :αa = β  } ⊂ ℤn⨯H (key space)
• u:K→H  where u(a,β)=β  (publication map)
• eβ(x) = (y1, y2)with (encryption random map)

-y1 =αk,
-y2 = xβk

- and k randomly chosen in ℤn

• d(a,β)(y1, y2) = y2(y1
a)-1  (decryption map)
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Theorem[Galois]:  If (F,+,⨯) is a finite field, then |F|=pk for some prime p and  positive integer k and 
moreover F is isomorphic to  ℤp[x]q(x) for an irreducible polynomial q(x) of degree k.

As corollary one can use (F,⨯) as the group for the ElGamal elements;

GFpk in computer science and crypto GF2k 

Exercise: Implement the ElGamal for the  multiplicative group of a Galois Field.

Let (G,⨯) be a commutative group such that H is a cyclic subgroup with order n (|H|=n)and generator 
α. 

• X=G (plaintext space)
• Y=H⨯G (ciphertext space)
• K={ (a,β) :αa = β  } ⊂ ℤn⨯H (key space)
• u:K→H  where u(a,β)=β  (publication map)
• eβ(x) = (y1, y2)with (encryption random map)

-y1 =αk,
-y2 = xβk

- and k randomly chosen in ℤn

• d(a,β)(y1, y2) = y2(y1
a)-1  (decryption map)

<< FiniteFields`

GF[2, 8]

GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}]

GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}] *

GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}]

{1, 0, 0, 0, 1, 1, 0, 0}2

Length[
Union[Table[GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}]^i, {i, 0, 255}]]]

H = Table[GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}]^i, {i, 0, 51}];

α = GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}]
a = 13;

{1, 1, 0, 0, 1, 1, 0, 0}2

β = GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}]^13

GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 0, 1, 1}]^
-1 (* EuclideExtended Algorithm *)

El Gamal generalized encryption scheme

enc[x_, k_] := αk, x * βk

dec[y_, a_] := y[[2]] * (y[[1]]^a)-1

dec[enc[GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 0, 0, 1, 0, 1, 0, 1}], 8], a]

{1, 0, 0, 1, 0, 1, 0, 1}2
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GF[2, {1, 0, 1, 1, 0, 0, 1, 0, 1}][{1, 1, 0, 1, 1, 0, 0, 1}]

{1, 1, 0, 1, 1, 0, 0, 1}2

El Gamal on Elliptic curves
One can generalize ElGamal as follows.

Let (G,⨯) be a commutative group such that H is a cyclic subgroup with order n (|H|=n)and generator 
α. 

• X=G (plaintext space)
• Y=H⨯G (ciphertext space)
• K={ (a,β) :αa = β  } ⊂ ℤn⨯H (key space)
• u:K→H  where u(a,β)=β  (publication map)
• eβ(x) = (y1, y2)with (encryption random map)

-y1 =αk,
-y2 = xβk

- and k randomly chosen in ℤn

• d(a,β)(y1, y2) = y2(y1
a)-1  (decryption map)

Definition[Elliptic curve mod ℤp]: 

Let p be prime >3, then and Elliptic curve y2 = x3 + a x + b over ℤp is the set of solutions E ⊆ ℤp⨯ℤp 

such that (x,y) ∈ E such that
 y2 = x3 + a x + b mod p
 and 4 a3 + 27 b2 ≠ 0 mod p.
 
 

Examples

curves = {x^3 - 1, x^3 + 1, x^3 - 3 x + 3, x^3 - 4 x, x^3 - x};

Factor /@ curves

(-1 + x) 1 + x + x2, (1 + x) 1 - x + x2, 3 - 3 x + x3, (-2 + x) x (2 + x), (-1 + x) x (1 + x)

GraphicsGrid[
{ContourPlot[#, {x, -3, 3}, {y, -3, 3}, PlotLabel -> #, ContourStyle → Red,

BaseStyle → 9, FrameTicks → None, Axes → True, AspectRatio → 1] & /@

(y^2 ⩵ # & /@ curves)}, ImageSize → 400, Spacings → -15]

y2 J x3 -1 y2 J x3 +1 y2 J x3 -3 x +3 y2 J x3 -4 x y2 J x3 -x

Elliptic curve group operation
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Elliptic curve group operation

We enrich E with a neutral element  K, such that 

P+K=K+P=P

Given   P = (x1, y1)  and Q = (x2, y2), if x1 = x2 and y1 = -y2 then P+Q=K, that is, Q=-P

otherwise
P + Q = (x3, y3)where x3 = λ2 - x1 - x2 and y3 = λ (x1 - x3) - y1

with λ = y2-y1

x2- x1
if P≠Q (the slope of the secant passing over P) or  λ = 3 x1

2+a
2 y1

 if P=Q (the slope of the 

tangent in P)

This operations forms an abelian group (associativity is hard to check), moreover kP can be com-
puted in polynomial time on |p|

Theorem[Hasse] Let E be an elliptic curve defined over ℤp, then

p+1-2 p ≤|E|≤p+1+2 p  , 

moreover there is an polynomial algorithm (Schoof’s) O p 8 to compute |E|.

Theorem Let E be an elliptic curve defined over ℤpthen (E,+) is isomorphic to (ℤn1⨯ℤn2, +) for 

integers n2 n1 and n2 (p - 1)

E ⊃ H ≃ ℤn1⨯{0}

H ≈ 2120

Thus E as cyclic subgroup of order n1 that can be used in the general ElGamal cryptosystem.

EC Discrete log Problem: Given a element P∈ E, that generates a (large) cyclic subgroup H={kP:k∈
ℤ} , given Q∈ H find k such that kP=Q.

PH theorem can be generalized to EC. Moreover, Discrete Log can be computed to several classes of 
EC.

Signatures schemes can be also generalized to Elliptic Curves (this is the case o Bitcoin - the curve is 
called Koblitz c) and finite fields. 
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Theorem[Hasse] Let E be an elliptic curve defined over ℤp, then

p+1-2 p ≤|E|≤p+1+2 p  , 

moreover there is an polynomial algorithm (Schoof’s) O p 8 to compute |E|.

Theorem Let E be an elliptic curve defined over ℤpthen (E,+) is isomorphic to (ℤn1⨯ℤn2, +) for 

integers n2 n1 and n2 (p - 1)

E ⊃ H ≃ ℤn1⨯{0}

H ≈ 2120

Thus E as cyclic subgroup of order n1 that can be used in the general ElGamal cryptosystem.

EC Discrete log Problem: Given a element P∈ E, that generates a (large) cyclic subgroup H={kP:k∈
ℤ} , given Q∈ H find k such that kP=Q.

PH theorem can be generalized to EC. Moreover, Discrete Log can be computed to several classes of 
EC.

Signatures schemes can be also generalized to Elliptic Curves (this is the case o Bitcoin - the curve is 
called Koblitz c) and finite fields. 

NIST standards for discrete log

•G = Zp⨯ ✓

•G = GF 2k and some α ✓

•G = EC Zp (bitcoin and most of the cryptocurrencies are signed) 7
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