10.

11.

12.
13.

List of projects

. Implement the Identity-based Encryption scheme of [BF0I] based on pairings. Discuss

similarities with BLS signature scheme [BLSOI].

. Implement one of the following from [GS08|: NIZK or NTWI.

Verifiable Delay Functions. Implement one of the following VDF’s and discuss what are
the applications of this primitive (see [BBBF18]):

o Wesolowski VDF [Wes19].
o Pietrzak VDF [Piel9b].

Implement (Partial) Homomorphic Time-Lock Puzzles |[MT19]. Discuss its applica-
tions. How can you build a Fully-Homomorphic Time-Lock Puzzles?

Implement one of the following Proof of retrievability:

e Shackam-Waters PoR [SWO0S].
¢ Dodis-Vadhan-Wichs PoR [DVW09).

Implement one of the following:

e Proof of Replicated Storage from [DGO19].
e Proof of Catalytic Space from [Piel9a]
e Proof of Replicated Storage from [Fis19).

Implement one of the following:

e Proof of Sequential Work from [CP18].

e Incremental Proof of Sequential Work from [DLM19].
e Reversible Proofs of Sequential Work from [AKK™19)
e Proof of Storage from [DFKP15].

Proof of Storage from [Fis19].

Implement Oblivious Linear Evaluation scheme from |[CDIT19| based on the Pailler
cryptosystem. How can you use this scheme to perform non-interactive MPC.

Implement the Trapdoor hash function from one of the following assumptions: DDH,
QR or LWE. [DGI"19).

Implement the LPN-based cryptosystem from [D6t15]. What special security properties
this scheme has?

Implement the Oblivious Transfer protocol from [PVW0S] from one of the following as-
sumptions: DDH, QR or LWE.

Implement Lossy Functions from [PWO08§|
Implement one of the Trapdoor Function from DDH from [GHIS], [GGH19] or [DGH™19]



14. Implement the GSW Encryption scheme [GSW13] (no need to implement the bootstrap
technique).

15. Implement the Bideniable Encryption scheme from [OPWT11] (from any of the assump-
tions).

16. Implement the Non-Committing encryption scheme from [YKTI9].

17. Implement the PRF from [BPRI12].

18. Implement the Private Set Intersection protocol from [KS05].

19. Implement the Unbalanced Private Set Intersection from [CLRI7].

20. Implement the Rainbow [DS05] or the Unbalanced Oil and Vinegar [KPG99] signature
scheme.

21. Implement the Key-Homomorphic Pseudorandom Function from [BLMRI3].

22. Implement the Hybrid Key-Encapsulation Mechanism from [BBET19| (using your
favourite classical and post-quantum cryptosystems).

23. Implement one of the following signature schemes based on RSA [HW09al [HW09b| [HW1S].

24. Tmplement the Verifiable Random Function of [DY05].

25. Implement the Non-Malleable Code of [DPW1S].

26. Implement the authentication protocol of [CKTTI6| or the one from [LM13].

27. Implement the Mersenne Prime Cryptosystem from [AJPSIS].
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