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Abstract

In the Portuguese context, the transposition of European directives for this purpose led the National
Cybersecurity Center to gather a set of measures for information security risk mitigation in the Na-
tional Reference Framework for Cybersecurity (NRFCS). This dissertation focus is to look for a method
supporting the implementation of the measures described in this document, or to simplify the imple-
mentation validation. Based on the analysis of the set of implementation evidences foreseen by the
document, and through techniques covered by enterprise architecture discipline, these evidences were
verified and treated as information entities, in order to translate the structure of the documentation
designed by NRFCS.A tool based on information entities was developed aiming to support an organi-
zation to assess its level of compliance with the measures determined by NRFCS. A case study was
carried out reflecting the reality of AMA, which provided satisfactory demonstration of results
Keywords: Cybersecurity, Information Security, QNRCS, CNCS, Information Architecture.

1. Introduction
After listing the implementation evidences of the
NRFCS security measures, raised the need of find-
ing a different name for each evidence, in order to
uniquely identify them in the context of the docu-
ment under study. With a strong sense of enter-
prise architecture, these documents are treated as
information entities, and form the basis of the de-
veloped tool. This tool offers to an organization, the
possibility to assess the status of implementation
of security processes required for by NRFCS, facil-
itating the determination of the AS-IS status of the
organization, regarding cybersecurity or informa-
tion security. For organizations who intend to start
implementing the measures, the tool contributes to
the construction of a TO-BE vision, showing the
failures or lacks in their implementation of the pro-
cesses suggested in accordance with European reg-
ulations, within the scope of ISO 27001, da Direc-
tive (UE) 2016/1148, and similar norms. This study
intends to offer an objective contribution, through
the integration of the knowledge expressed in NR-
FCS with concepts of enterprise architecture, of-
fering as a result a list of information entities that
make up the information architecture here proposed,
faithful to the context of the document under study.
Presenting an information architecture of the infor-

mation security processes referred to by NRFCS,
based on information entities, is a concept clearly
expressed in the TOGAF meta-model, which al-
lows to unequivocally demonstrate which informa-
tion structure is to be implemented or being imple-
mented, clarify how it approaches to the informa-
tion architecture designed by the Information Secu-
rity Strategy defined in the NRFCS. This research
is intended to complement the NRFCS and support
organizations that intend to initiate or to assess the
current state of its security measures implementa-
tion. This listing is intended to be used as checklist,
to validate an organization’s documentation, with
the purpose of verifying the existence of the doc-
uments required by NRFCS. This information will
allow us to conclude on the state of preparation
or possible gaps, in the documentation that makes
up the information architecture or in the informa-
tion security processes. Given the relationship ex-
pressed in the NRFCS, between these information
entities and the COBIT 5 processes, the developed
tool allows the possibility to offer a view of the pro-
cesses implemented, through the existence of re-
ferred information entities.

2. Motivation
The implementation of a business architecture in-
cluding cybersecurity in Portugal, has NRFCS as
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a reference. This document transposes the Euro-
pean cybersecurity directives to the national scope,
contemplating the implementation of risk mitigation
measures. These measures are grouped by the
objectives of identifying, protecting, detecting, re-
sponding and recovering.

It is increasingly evident for organizations, the
need for an enterprise reference architecture, which
favors the implementation of requirements, in ac-
cordance with regulations and legislation. Accord-
ing to NRFCS, risk management is strongly sup-
ported by incident management, which depends
on the existence and constant analysis of secu-
rity events records. These records, are part of the
set of documents representing information entities,
which along with other structural documents such
as strategies, plans or policies, form the informa-
tion architecture defined by NRFCS. Despite the
recognition that the management of information se-
curity incidents is increasingly considered by orga-
nizations, there is little certainty about which model
to implement to ensure efficient information man-
agement.

The main motivation of this investigation is to
contribute so that organizations can review their
information architecture, ensuring compliance with
the main requirements of NRFCS. A case study will
be presented, with the target organization being
the Administrative Modernization Agency (AMA), a
public institute responsible for the promotion and
development of administrative modernization in Por-
tugal.

3. Basic Concepts and Related Work
In defense of Cybersecurity and the concern with
protecting systems against threats that can com-
promise business continuity, and in the commitment
to sharing knowledge, normative and regulatory mea-
sures were born and grew, with the purpose of con-
ducting the implementation of architectures aimed
at include these security objectives. In Europe,
the measures adopted are strongly driven by stan-
dards such as ISO/IEC 27001, ISO/IEC 27032 and
ISO 22301 which guide systems to achieve these
security goals, integrating risk management and in-
formation security management plans for data and
for critical assets. Directive (EU) No. 2016/1148,
of the European Parliament and of the Council, of
6 July was released public and it was determined
that each member state of the EU has the respon-
sibility to define a national strategy for the security
of networks and information systems, as well as
the creation of bodies for strategic cooperation and
exchange of information. In Portugal, National Se-
curity Office/National Cybersecurity Center (CNCS)
would lead the process of transposing the SRI Di-
rective into the national legal system. In the Res-

olution of the Council of Ministers 92/2019 (RCM
92/2019) and Resolution of the Council of Ministers
41/2018 (RCM 41/2018), technical guidelines for
the Public Administration are defined regarding the
security architecture of networks and systems of
information, and the National Framework of Refer-
ence for Cybersecurity (NFRCS) is presented as a
transposition of European regulations, in particular
Directive (EU) 2016/1148, and in accordance with
ISO 27001 standards. The document allows orga-
nizations to reduce the risk associated with cyber
threats, providing the bases for implementing the
minimum security requirements of networks and
information systems, reflecting the Portuguese or-
ganizational reality and responding to the need to
implement measures for the Identification, Protec-
tion, Detection, Response and Recovery of threats
to the security of the cyberspace [7][2][5].

3.1. World wide
All over the world, governments have created new
security systems or improved existing systems, reg-
ulated by international guidelines and cooperating
internationally for the common purpose of cyber-
security. BSI presents a juxtaposition of both, con-
cluding that there is a clear conceptual overlap.
Although NCSC CAF presents an objective-based
assessment, the overlap is very evident when com-
paring ”Objective A” (Managing security risk) with
”Segment Identify”. Similar to these frameworks
the NRFCS is distributed over five objectives, in
a very direct relationship with the NIST CSF illus-
trated in figure 1.

Figure 1: UK frameworks comparison.

Although the aforementioned or similar strate-
gies have been adopted by several countries, some
studies are dedicated to the analysis of gaps in
these documents, such as the article Cybersecu-
rity management of critical energy infrastructure in
national cybersecurity strategies: cases of USA,
UK , France, Estonia and Lithuania [8], which an-
alyzes the solutions adopted by these countries,
arguing that the strategies that transpose the NIS
Directive are generally inefficient in protecting criti-
cal infrastructures. The strategy adopted by France
placed the country in third place in the ranking of
cybersecurity in 2019, with a security strategy aimed
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more at the international level than at the national
level. In the case of Lithuania, it is clear that cyber-
security is not just about technical aspects, having
been enacted the Lithuanian Cybersecurity Law,
which defines a set of legal, information disclosure,
organizational and technical measures necessary
to prevent, detect , analyze and respond to inci-
dents. The strategies adopted by the various coun-
tries are often accompanied by guides, which are
intended to support their implementation. Validat-
ing an existing implementation often falls within the
scope of certification, oriented to existing standards
or norms such as the ISO27001 Certification.

4. Context and Problem Analysis
The National Framework of Reference for Cyberse-
curity defines information security measures that
generate documents when implemented. These
documents represent evidence of the risk mitiga-
tion measures implementation required by NRFCS.
Such evidence is also referred to in the Cybersecu-
rity Capabilities Assessment Framework (QACC),
a complementary document to the NRFCS for cy-
bersecurity, where three levels of capability are de-
fined for each cybersecurity measure defined by
the NRFCS [4]. The evidences are thus distributed
over the three defined levels, allowing the verifica-
tion of the effective state of implementation of the
security measures. When preparing the list of evi-
dence contained in the NRFCS, from the subcate-
gory (measure)/implementation evidence relation-
ship, it’s higlighted tha some evidence name are
the same, but due to the context, it doesn’t repre-
sent the same measure. For example, in the sub-
category ”ID-AR-3 - Internal and external threats
must be identified and documented in the risk man-
agement methodology”, it requires as evidence of
implementation the document with the description
”Document that supports the management method-
ology of risk”, exactly the same description as the
evidence of implementation of the measure ”ID.GR-
2 - The organization shall determine and identify
its tolerance to risk”. By analyzing the reference
information indicated in the NRFCS, it is possible
to verify that it is not the same document. The first
problem to be solved is precisely the presentation
of a list of the referred documentation, which allows
to identify the documents designated by evidence,
in a clear and unambiguous way.

This study intends to offer an objective contri-
bution, drawing up a clear list of evidences and
treat them as information entities.Bringing to NR-
FCS a concept clearly expressed in the TOGAF
meta-model, it will be possible to present an in-
formation architecture of the information security
processes referred to by NRFCS. In other words,
demonstrate unequivocally which information struc-
ture to implement or being implemented, clarify how

it approaches the information architecture designed
by the Information Security Strategy defined in
the NRFCS. This research is intended to comple-
ment the NRFCS and support organizations to initi-
ate (or assess the current status of ) the implemen-
tation of the measures in that document. This sup-
port or complementarity is delivered through the
integration of the knowledge expressed in the NR-
FCS with concepts of business architecture, offer-
ing as a result a list of information entities that make
up the information architecture proposed here, faith-
ful to the context of the document under study. This
list is intended to be used as a form of validation of
an organization’s documentation, in order to check
the existence of the documents required by the NR-
FCS, whose results allow us to conclude on the
status of preparation or possible gaps, both in the
documentation that makes up the architecture in-
formation and the processes it relates to. Given
the relationship expressed in the NRFCS, between
these information entities and the COBIT 5 pro-
cesses, the possibility of offering organizations a
view of the processes implemented. CNCS pro-
vides online a self-diagnosis tool, with the purpose
of an organization assessing cybersecurity status.
This tool is complementary to the NRFCS and con-
siders the levels defined by the Minimum Capabili-
ties Assessment Framework in Cybersecurity [3].

Figure 2: Results of a Cybercheckup.

Throughout this work, we seek to answer the
following questions:

1. Considering that the implementation evidences
required by NRFCS are documents, what name
uniquely identifies them?

2. If we treat this evidence as information enti-
ties, we know from the outset that there is a
relationship with processes to be implemented.
So, what processes to implement, according
to the NRFCS, and what is its relationship
with the information entities?

3. Is it possible to integrate notions of enterprise
architecture following the TOGAF ADM method
in order to favor the implementation/understanding
of NRFCS?

4. What is the contribution of the developed method,
in the analysis of the state of implementation
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of the NRFCS in an organization?

From the developed tool, an objective contribution
is expected, which responds to concrete problems
and clarifies the criteria used. By creating a so-
lution that encompasses both the knowledge ex-
pressed in NRFCS with aspects of enterprise ar-
chitecture, it is expected to achieve a tool that is
ready to guide organizations in different stages of
the implementation of security measures, offering
the results in a simplified way.

5. Methodology description and case study
The incongruity in the name of the evidence raises
the need to propose a change, in order to avoid
interpretation error in the security measures imple-
mentation. The work is developed essentially in an
Excel file named Information Entities 1, which has
grown iteratively according to the raised possibili-
ties, following the steps demonstrated on figure 3
and described below.

Figure 3: Methodology mind map.

By carefully analyzing all the documentation in-
dicated in the NRFCS as reference information, a
name was reached up for each evidence, which, in
addition to identifying it uniquely, is in line with the
standard or regulation that drives the measure re-
lated to it. The standard or reference that justifies
the change was indicated in the list of evidences.

The aforementioned evidences are then treated
with information entities. The relationships between
these information entities, identified by both NR-
FCS and reference documents (CIS Controls; CO-
BIT 5; ISO/IEC 27001:2013 and NIST SP 800-53
Rev. 4) enables the design of a possible informa-
tion architecture, offering a structure for the con-
text defined by QNRCS information. Throughout
the investigation, it was possible to validate the re-
lationship between the information entities and the

1https://tinyurl.com/entidadesdeinformacao

information security processes, having presented
matrices with this relationship[6][1].

Figure 4: Structure of the information architecture for NRFCS.

From the information entities list, a check list
tool was developed, through which the organiza-
tion AMA confirmed the existence of the evidences,
allowing the analysis of applicability and demon-
stration of results in a case study.

This data collection allows to present results
for the ’Identify’ objective of the NRFCS, and to
present an information architecture, which repre-
sents the reality of the organization in question. On
the left table of figure 5 we can see the base archi-
tecture defined by NRFCS, if an entity is signed as
1 means that AMA confirmed existence of all its
components while incomplete entities are signed
with decimal numbers.

Figure 5: Information architecture for AMA.

The presented table shows the main informa-
tion entities of the information architecture, in which
information entities, plans, strategies and policies
that are grouped as part of the security strategy
under study. For each main information entity, the
developed tool is prepared to present how the base
architecture is affected by the entities validation. In
order to exemplify the results, figure 6 shows the
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13 components of Incident Response and Recov-
ery Strategy, from where AMA has confirmed the
existence of 2 information entities that specifically
belong to Vulnerability Management Plan. With this
information, it is possible to say that referred plan is
composed by entities EV-ID.AR-1.1 and EV-ID.AR-
4.2, representing 2 of the 8 documents in it compo-
sition.

Figure 6: Incident Response and Recovery Strategy - AMA.

Knowing that ’Vulnerability Management Plan’
is the only document represents 1 in a set of 13
information entities composing ’Incident Response
and Recovery Strategy’, it appropriate to say that
this strategy is 1.92 % complete. The investigation
referred to in this article, presents similar informa-
tion results for all entities.

The presentation of results, includes a summary
of the implementation status for COBIT 5 processes
foreseen by NRFCS, grouped in the macro-processes
APO, BAI, DSS, EDM and MEA, and in accordance
to the validation carried out in the case study. For
the observed resultes only EDM domain processes
are near from 50% of completion. If consider that
each macro process referred represents 1/5 of the
total of foreseen processes, then we can say that
22.41% of the processes are probably implemented
in this organization. The developed tool allows to
generate matrices relating the information entities
with the processes, allowing the visualization of an
implemented panorama. This information guides
the creation of diagram in figure 9, showing the
processes affected by the lack of evidence, as val-
idated by AMA organization. This feature offers to
the organization the possibility to proceed with im-
provement actions, related to the implementation
of the mitigation measures itself, or with the docu-
mentation required by NRFCS.

Figure 7: Category ’Identify’ - Processes Diagram.

The table in Figure 8, allows to conclude that,
from the 252 existent information entities, only the
first 38 were validated. Outcome considerations
are limited to the ‘Identify’ objective, as the first 45

EI refer to this objective only. In any case, it can
be said that around 78% of the information enti-
ties that prove the implementation of risk mitigation
measures, related to the Identify objective, were
validated as existent. Which means that AMA or-
ganization confirms the existence of 35 of the 45
EI that make up this objective.

Figure 8: Incident Response and Recovery Strategy - AMA.

6. Case study summary
From the information entities list validation, AMA
has validated as existent the first 38, reffering to
’Identify’ category. This allowed the presentation of
results including the information architecture sum-
marized in Figure 1, which represents the reality of
the organization in question.

Figure 9: Structure of Ama’s information Architecture

According to AMA collected data, Ama’s Infor-
mation security strategy is 13.27% complete with
the readiness of its main information entities ex-
pressed on table 1 .

EIP (%)
Information security architecture 45,45%
Communications strategy 3,33%
Business continuity strategy 66.67%
Asset Management Strategy 40.00%
Risk management strategy 23.61%

Table 1: Confirmed entities readiness table

7. Contributions
The study carried out offers an objective contri-
bution with regard to the documentation required
by the NRFCS. The implementation of risk miti-
gation measures generate documents, for which a
change to the name is suggested. The suggested
name is unique and clear as proposed.

The integration business architecture knowledge,
using strategies present in the TOGAF ADM method,
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allows treating these documents as information en-
tities, and consequently, bringing a vision of infor-
mation architecture to the scope of NRFCS. This
vision makes it possible to structure the documen-
tation and demonstrate its relationship with the CO-
BIT 5 processes, provided for in the national strat-
egy for information protection.

The tool developed based on these information
entities allows an organization to assess the status
of implementation of the security processes pro-
vided for by the NRFCS, that is, the determination
of the AS-IS status of the organization regarding
to cybersecurity or information security. From the
results obtained, implementation status of COBIT
5 processes suggested by NRFCS is given, allow-
ing improvements to be considered, indicating the
implementation gaps. From the way the results are
presented, it’s clear that gaps may exist in the doc-
umentation that serves as evidence of the imple-
mentation of these processes, allowing improve-
ments to occur in an assertive and efficient man-
ner.

Organizations intending to start implementing
the measures, the tool contributes to the construc-
tion of a TO-BE vision, showing the failures or short-
comings in the actual implementation of the NR-
FCS suggested processes which follows the Eu-
ropean regulation, within the scope of ISO 27001
measures, of Directive (EU) no. 2016/1148, among
with other norms and standards. The tool devel-
oped can guide an organization towards informa-
tion security and in compliance with the NRFCS,
efficiently.

8. Further Work
Predicting the continuity of this study, as well im-
provements in the developed tool, an active review
of the proposed names for the information entities
should be considered as a priority. The attribution
of the evidence names must chase an approval
by the CNSC. Furthermore, the development of an
interface or application integrating all features de-
veloped, with automation mechanisms of crossing
information and better output, to offer greater us-
ability and make the tool more appealing. As Cy-
bercheckup is a cybersecurity self-assessment tool
integrating the notion of levels, defined by the Ca-
pacity Assessment Framework. Knowing that it re-
trieves undetailed results ofr allowing ’de facto’ im-
provement actions, there is a clear possibility of in-
tegrating both tools, for better results in the context
of information security in Portugal.

9. Limitations
No relevant studies were found based on the doc-
umentation generated by the strategies measures
implementation, in particular, the NRFCS, which
made the investigation difficult in terms of the pre-

cision of the considerations about the results.
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