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Peer-to-peer Communication in Android Devices:
Web Access over an Ad Hoc Network

Tomás Falcato Costa

Abstract—Ad hoc networks are emerging as a possible solution
to offload traffic from the infrastructure network, or to help
disseminate messages when the infrastructure network is not
accessible. However, most existing frameworks only provide
single-hop or broadcast message transfers, limiting the possible
uses of the ad hoc network. This thesis proposes a detailed
framework, with a routing protocol, which is able to establish
an ad hoc network allowing users to exchange data in a unicast,
multi-hop manner. The developed framework can be used in
Android applications for different purposes. It currently estab-
lishes Bluetooth connections, but is easily adapted to use other
communication technologies. A prototype peer-to-peer Android
application was developed, based on the proposed framework,
which enables users to real-time web browse without an active In-
ternet connection, where web pages may be exchanged in a multi-
hop manner. The prototype was tested in experimental settings.
The results show that the proposed framework and developed
application provide an acceptable quality of service, that could
be further increased by improving Android’s implementation of
certain technologies.
Index Terms—Ad hoc network; Bluetooth; Wi-Fi Direct; An-
droid; Peer-to-peer application; Multi-hop routing

I. INTRODUCTION

Nowadays the demand for better mobile devices is higher
than ever. Mobile phones are an indispensable gadget in
today’s society. Increasingly demanding application and con-
nectivity requirements bring the need for devices with more
capabilities, e.g. battery life, memory, persistent storage, In-
ternet access speeds, etc. With this evolution of equipment,
inevitably, comes an evolution of communication technologies.

Mobile phones, usually communicate between themselves
in different ways: via mobile cellular networks, via Internet
access, via Bluetooth, etc. New communication technologies
are appearing at a fast pace and the possibilities for using them
to provide new services for the users are endless.

The main communication methods use a limited number
of central points, that coordinate the communication process
between devices, acting as mediators in the communication
channel. However, from this dependence, a question arises: if
there is a limited number of central points, what happens if
a partial or total failure from their part occurs? This question
has an answer in device-to-device communications.

There are many devices available, usually more than one per
person (see [1]), making the creation of an ad hoc network
a big possibility to overcome possible failures with central
points or even if one is not within reach of any central point.
Despite that, this solution is not a replacement to the existing
communication methods. It aims to add more range and
robustness to the network and possibly reduce the workload
of the infrastructured network, which has a limited capacity
and range.

This thesis offers a framework to create applications of this
nature. To realise this framework a new application of this kind
was implemented. Which allows users to access web pages
using ad hoc links when they are not within range of an access
point or base station. In the proposed solution, the devices are
able to reach the Internet by sending their requests to their
immediate peers, who will forward them to their neighbors
until the destination is reached, travelling more than one hop.
In Figure 1, an overview of a possible network established
using the developed framework is shown.

Fig. 1. Example of an ad hoc network.

The rest of this paper is organized as follows: an analysis on
the Android’s implementation of Bluetooth and Wi-Fi Direct,
as well as some of the possibilities it may present, such as ad
hoc networking and multi-hop routing. The implementation
of both framework and application is described, providing an
explanation of the implemented network creation and commu-
nication protocols. A theoretical and empirical evaluation of
Bluetooth and Wi-Fi Direct is provided, assessing how both
technologies fare in certain aspects considered relevant. Sev-
eral experiments are performed on the developed application,
in order to point its overall performance. Finally, conclusions
will be presented and the possible future work to be developed
in the proposed framework and application will be discussed.

II. BACKGROUND

Peer-to-peer communication in an ad hoc network can be
achieved using different technologies. In this paper the focus is
Bluetooth and Wi-Fi Direct, since they provide a better option
for the proposed framework and application.

A. Bluetooth in Android

Bluetooth1 is a wireless communication technology. It is
mainly used to implement Wireless Personal Area Networks
(WPANs), a type of network deployed in order to connect

1https://www.bluetooth.com

https://www.bluetooth.com
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multiple devices of one’s personal area, such as home, office,
etc..

1) Ad Hoc Networking: In the Bluetooth standard, ad hoc
networking is achieved through the creation of piconets and
scatternets. Devices connect to each other forming piconets.
Each piconet has a master, the device that controls the network,
similarly to an Access Point (AP) without providing access to
the infrastructured network. Associated to each master there
can be up to seven slaves, which are devices that take part
in the same piconet. Multiple piconets can connect between
themselves and form a scatternet.

In [2], D. Zhang et al. propose a system architecture to
deploy a mobile ad hoc social network in Android systems.
In Figure 2, the authors of [2], propose a preliminary network
model, based on the proposed scheme. It is possible to see the
formation of several Mobile Ad hoc Networks (MANETs),
connected by a central sub-network with Internet access,
resembling the formation of a scatternet. In each MANET,
mobile devices establish a linear communication topology,
meaning that they hold a maximum of two connections,
whereas computers may establish meshed networks between
themselves and other devices.

Fig. 2. Overview of the preliminary network model of the proposed scheme.
(source: [2])

In [3], G. Hinojos et al. propose a different approach to
create an ad hoc network in Android devices using Bluetooth.
To achieve ad hoc networking, the authors created what they
called BlueHoc, a static ad hoc network, composed of a ”boss”
and several ”workers”. ”Bosses” are able to issue job requests,
that are distributed through the ”workers”. When a ”worker”
finishes the job, it sends the results back to the ”boss” node.
With this mechanism, the authors state that it is possible to
achieve parallel computation within a BlueHoc network.

2) Multi-Hop Routing: The previously presented works
focus the creation of ad hoc networks. However, none of
the described works tackles multi-hop routing. In fact, most
of the works are focused on establishing local networks,
based on proximity between connected devices. For this thesis,
multi-hop routing is a limitation that must be overcome, in
order to successfully implement the proposed framework and
application.

In [4], Y. Wang et al., propose a multi-hop connectivity
framework for Android, using Bluetooth and Wi-Fi Direct as

communication technologies, called BWMesh. This framework
discovers and connects neighbour users, using both Bluetooth
and Wi-Fi Direct, transmits messages and provides network
status to applications using the framework.

BWMesh uses Bluetooth and Wi-Fi Direct’s discovery pro-
cesses to scan for nearby devices. Once two devices are
connected, BWMesh attempt to maintain their connection as
long as possible, for instance by enabling Wi-Fi Direct when
a current Bluetooth connection is broken, due to devices being
out of Bluetooth communication range.

The authors designed and implemented a BWMesh based
prototype Android application, named MultiChat. MultiChat
enables users to exchange real-time text messages with nearby
people in a multi-hop manner, when they are beyond single-
hop Wi-Fi Direct range or without an active Internet connec-
tion.

In Figure 3, a possible network of MultiChat is shown. Four
users are presented: A, B, C and D. Between A and B, and C
and D, a Bluetooth connection is established. Between users
B and C a Wi-Fi Direct connection is established.

Once the devices are all connected, the four users are able
to exchange text messages in a broadcast manner, similarly
to a community chat. Also, although user A is not in com-
munication range of user D, they are able to communicate.
Using MultiChat, every user has knowledge about the unique
identifier and number of hops separating him/her from the
remaining users of the network.

Fig. 3. Overview of a preliminary network model of MultiChat. (source:
[4])

B. Wi-Fi Direct in Android

Wi-Fi Direct2 is a Wi-Fi standard created by Wi-Fi Alliance.
The previously called Wi-Fi P2P, now Wi-Fi Direct, is an inno-
vative way of mobile communication without the dependence
of a physical AP. It can be used for different purposes, such
as file transfer, Internet browsing, device communication, etc..
Wi-Fi Direct assumes an ad hoc topology, meaning the devices
are not dependent on one another, but form a network where
all devices share information, hence called peer-to-peer.

1) Ad Hoc Networking: C. Casetti et al. propose in [5] a
process to successfully form a meshed network, by allowing
multiple groups to communicate. This proposition is based on
stock Android, not requiring any ”root” to be made to the
devices, meaning all the actions will be performed in applica-
tion layer, not envolving any changes in Internet Protocol (IP)
addresses or Medium Access Control (MAC) interfaces.

2https://www.wi-fi.org/discover-wi-fi/wi-fi-direct
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The authors state that multi-group formation can be imple-
mented by taking advantage of both virtual network interfaces
of a device, i.e., the Wi-Fi or legacy interface and the Wi-Fi
P2P interface, using each one to act as bridge in each group.

This said, upon experimentation, the following scenarios are
not feasible in stock Android, due to the inability of creating
a custom virtual network:

• a device is the Group Owner (GO) of one group and
Group Member (GM) in another;

• a device is the GO of two or more groups;
• a device is a GM in two or more groups (non-legacy).
Due to these limitations, the authors propose that a GO be

a legacy client in a different group, seen in Figure 4:

Fig. 4. Multi-group physical topology with six devices (source: [5])

Two cases are distinguished by the authors: the GO is not
connected to any other group as a legacy client, which is the
default topology of the network. In this case all connections
are feasible, as Wi-Fi Direct has been implemented in order
to provide full connectivity among all devices of a single
group. In the second case, the GO is connected to another
group as a legacy client as depicted in Figure 4 Groups 2
and 3, limiting data transfer to only a subset of D2D data.
These limitation are due to two reasons, first the IP conflict of
both GOs, who share the same address, 192.168.49.1, making
the communication between two adjacent GOs impossible.
Secondly, when a GO wants to send a unicast packet to any
client, the packet is sent through the GO’s Wi-Fi interface,
due to Android’s implementation of routing table entries in
the GO.

C. Funai et al. propose a similar approach in [6]. Their
approach is to test two distinct possibilities for multi-group
formation, as seen in Figures 5 and 6, where ”LC” stands for
legacy client and refers to clients that use the classic Wi-Fi
interface, instead of the P2P interface to connect to a group.

The authors describe the limitations of stock Android, one
of which the multi-group communication must be handled at
the application layer and not at the network layer. Actions such
as setting IP addresses and managing routing tables cannot
be performed without reprogramming the operating system of
the device. Another limitation, already referred in [5], is the
inability to create virtual network interfaces or multiple virtual
MAC entities. Due to these limitations scenarios a) and c) from
Figure 5 and scenarios b) and c) from Figure 6 are not feasible
using simple application layer procedures.

Fig. 5. Multi-group communication scenarios where the gateway node acts
as a client in two groups (source: [6])

Fig. 6. Multi-group communication scenarios where the gateway node acts
as the GO in one group and as a client in the other (source: [6])

To overcome these limitations the authors propose three
distinct solutions. The first is time-sharing, allowing the
gateway node to connect alternatively between groups. The
second solution would allow simultaneous connection between
groups but establishing a reception link with one group and a
transmission link between the other group, managed by control
messages. Finally, the third solution is to modify the source
code of Android 4.4.2, altering the current implementation
of Wi-Fi Direct to assign a unique IP address to each GO,
mitigating the routing problem.

K. Liu et al. propose a new implementation of MANETs
using Wi-Fi Direct in stock Android, in [7]. It is the authors’
belief that MANETs using this technology can be used in
Long-Term Evolution (LTE) offloading systems.

This solution follows a different approach than the previ-
ously presented. According to the authors, in order to achieve
all of the properties listed above, all devices must become
GOs when there is no data transmissions, creating a topology
similar as the one in Figure 7.

Fig. 7. Wi-Fi Direct MANET topology (adapted from: [7])

The transmission cycle is as follows: the device with data
to transmit must first remove its GO status and connect to
the destination as GM, via the Wi-Fi Direct interface. Once
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the connection is established, the devices may communicate
between them. After the transmission, the device acting as a
GM disconnects from the group and becomes a GO again.
This cycle is repeated whenever there is data to transmit.

One disadvantage of this solution is that the status change
of the devices are triggered by human interaction with the ap-
plication, making the network somewhat dependent on human
interaction.

2) Multi-Hop Routing: In [5], C. Casetti et al. propose
a content-centric routing algorithm on top of the network
topology proposed. Meaning each node knows what is the
next hop to which it has to send the request for a specific
content.

The authors introduce two data structures responsible for
storing the information for content routing. Content Routing
Tables (CRTs), providing the next hops to reach a certain
content. These tables function similarly to standard IP routing
tables.

The other data structure is the Pending Interest Table (PIT),
where the information about the destination of the content item
is stored, they are the next hops from the reverse path of the
content requests.

K. Liu et al. also provide a multi-hop routing implemen-
tation in [7]. The authors create a routing table composed
by two sub-tables, one containing all peers that are directly
discovered by the node and the other composed by peers that
are accessible via other peers, i.e., multi-hop peers.

The first sub-table is created with a simple broadcast of the
peer discovery signal and it will receive the responses from
the devices in the vicinity, since in the authors’ topology all
devices are GOs if no data is being transmitted.

After the first sub-table is complete all the nodes in the
network have knowledge on who are their immediate peers.
The nodes will then exchange routing table information be-
tween themselves to get a knowledge of all the multi-hop peers
that may exist in the network. The second sub-table is filled
proactively when nodes receive routing messages.

III. IMPLEMENTATION

A. Design Choices
1) Application Type: The choice of the target application

was mainly based on the innovation criterium. Most of the ex-
isting applications are designed to support text messaging with
much of the developed work focusing on recreating popular
applications, such as Messenger and WhatsApp, using a peer-
to-peer network to route the messages to their destinations.
Beaconing and geolocation messages are also not completely
innovative, since applications such as Uepaa! already imple-
ment peer-to-peer applications where these types of messages
are exchanged. Given this reasoning it is considered that one of
the most innovative application types would be web browsing,
supporting a multi-hop hot spot in an ad hoc network.

2) Ad Hoc Communication Technology: The application
was developed using simple Bluetooth connections for both
advertisement of the devices and data transfer. Although
this is not the best technology for communication in an ad
hoc network, it is the only one that currently meets all the
requirements for this work.

3) Ad Hoc Routing Protocol: Destination-Sequenced Dis-
tance Vector (DSDV) is a routing protocol used in ad hoc
mobile networks. This protocol uses a routing table where
it stores in each entry the destination, next hop, number
of hops to reach the destination and a sequence number to
avoid routing loops. The devices exchange full routing tables,
creating a network where every device has total knowledge
of the topology. However, DSDV requires the exchange of
routing tables and their regular updates, wasting bandwidth –
see [8].

Ad hoc On-Demand Distance Vector (AODV) is also a
known routing scheme used in ad hoc mobile networks. It
establishes paths in a reactive way, i.e. only when a device
wants to retrieve a web page does this protocol search for a
path in which to send the packet – see [9]. This scheme is
not the most reliable, since the requesting device should know
beforehand if it is capable of reaching the Internet, otherwise
users will uselessly experience long periods of path requesting
and advertising every time they request a web page.

The proposed application does not have a specific desti-
nation as a goal, i.e., a device A does not want to transmit
to B, it only wants to reach a node with network access
with the minimum amount of hops. Hence, the sending device
will have no need to know the elements of the routing path,
other than the next hop node. Thus, in order to accommodate
such requirements some modifications were made to DSDV.
Firstly, to reduce the signalling overhead used by DSDV,
the developed version will simply exchange the best next
hop estimate of the current device. Secondly, instead of a
periodic exchange of tables, devices will update their tables
every time a new Advertisement message is received and they
only exchange routing information when a new best path is
received. After a flexible period of time, each device erases
its routing table and proceeds to restart the discovery and
advertisement protocol. The period is flexible and can be
changed according the dynamics of the network.

B. Architecture

In Figure 8 an overview of the developed application is
shown. It can be seen that there are two main parts of the
application: the main activity and the BluetoothService.

• The main activity is where most of the processing logic
is executed, from the analysis of the received data to
the management of the routing tables. It comprises four
threads: the Main thread seen by the user, also known as
the user interface thread; the NetworkCheck thread, used
to perform the query regarding the Internet connection
status of the device; the LoadUrl thread, created when a
WebView object is used to show or download a web page;
finally, the WaitForWebPage Thread used to ensure the
requested web page is successfully saved in the device.

• The BluetoothService is used to manage the Bluetooth
connections between devices, it comprises three threads:
the AcceptThread, the ConnectThread and the Connect-
edThread.
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Fig. 8. Overview of the different parts of the application and the communi-
cation between the threads running in each part.

1) Bluetooth Connections: Since the communication tech-
nology is Bluetooth, the application must have a thread3

that handles the listening and acceptance of connections and
the data transfer between devices. This corresponds to the
BluetoothService.java class. It creates and listens to insecure
communication sockets, allowing devices to exchange data
without user intervention.

The service has three different threads within it: a thread for
the acceptance of incoming communications – AcceptThread;
a thread for the initial exchange of vital information before
the connection – ConnectThread; and a thread for the actual
exchange of data between devices – ConnectedThread. The
connection of devices goes through each of these stages,
allowing the Main thread to get information on the connection
status of the device at a given time.

2) Discovery and Advertisement Protocol: In order to reach
an hotspot, a device must first fill its routing table. This
process is done by a series of neighbor discoveries4 and
advertisements5. Each device will advertise its best estimate
to reach the Internet. This advertisement will be processed by
peer devices, helping them to fill their own routing tables with
the best possible routes.

In Figure 9 the format of an Advertisement message is
shown. The type is a feature common to all messages ex-
changed in this application. It serves the purpose of identifying
which type of message is being received. It can take four dif-
ferent values: ADV, RQT, RSP and FAIL for an Advertisement,
Request, Response and Fail message, respectively. In this case
it will take the value ADV. The Bluetooth MAC identifier
is always the MAC address of the Bluetooth adapter of the
sender. It is then used by the receiver to populate its routing
table. Finally, the estimated number of hops is the lower
number of hops that separate the sender from the Internet

3Thread is a sequence of instructions managed independently, usually by
a scheduler from the operating system. See [10] for more documentation on
threads.

4Discovery is the act of finding nearby devices with Bluetooth on.
5Advertisement is the act of notifying peer devices of the cost of relaying

a Request message to the device issuing the advertisement.

Access Point plus one hop, corresponding to the connection
between sender and receiver.

Fig. 9. Advertising message format.

Each device has two different routing tables: one that is
used to store the information retrieved from the advertisement
process, providing the best path for routing the Request
messages to the Internet Access Point; another used to route a
Response message back to the original sender of the Request
message that originated the Response. For simplicity, the first
routing table will be referred as Routing Table, while the
second will be referred to as Response Table, since it handles
the routing of Response messages.

The keys of a Routing Table correspond to the MAC address
of the next hop while the values correspond to the respective
estimated number of hops. When querying a Routing Table
for a specific MAC address it should return one and only one
estimate for the number of hops.

There are three important things that the application needs
from the Routing Table (1) to get the absolute minimum hop
distance estimate to the Internet Access Point, in order to
retrieve the device’s best path; (2) to get the corresponding key
to the minimum hop distance estimate to the Internet Access
Point, in order to retrieve the receiver to whom this device
should send the message; (3) to update or add a row with a new
key-value pair, in order to add newly received advertisement
information.

The discovered peers are now stored and the device can start
the advertisement process. The peer list is iterated through
and each item is analysed to understand if it should receive
an Advertisement message or not. The analysis consists of
checking if the peer fits in the desired category: in this case
a smart phone using the developed application. If a peer
meets the necessary conditions to send the message, the device
queries its Routing Table for the minimum estimated number
of hops. This value is incremented and added to the aver-
tisement message. The Advertisement message is then sent,
following the format seen in Figure 9, where the Bluetooth
MAC identifier is the device’s own MAC address. This process
is then repeated for each peer device found.

On the advertisement receiver device, the BluetoothService
notifies the main activity of the message reception. Once the
main activity is notified of the message reception, it analy-
ses the message type and concludes it is an Advertisement
message. The Bluetooth connection to the advertiser is no
longer required, thus the BluetoothService is restarted in order
to allow the device to start listening to incoming connections.

Once the sender’s MAC address and the estimated number
of hops to reach the Internet are extracted from the Ad-
vertisement message, the device compares the received hop
distance estimate with the best from the ones stored in the
Routing Table. If the comparison concludes that the received
hop distance estimate is not smaller than the current best, a
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new entry is added to the Routing Table is added with the
received hop distance estimate and MAC address, since it
provides a possible alternative route if the current best path to
reach the Internet Access Point is broken.

Otherwise, if the received hop distance estimate provides
a better path to reach the Internet Access Point, the Routing
Table is updated, the device then takes the necessary steps to
start a new advertisement process, this time advertising the
new best hop distance estimate, previously described.

3) Web Page Exchange Protocol: To manage the exchange
of the web pages, two messages are exchanged between
devices (1) a Request, containing the web page’s Uniform
Resource Locator (URL), which is sent from the request
initiator to the Internet Access Point; (2) a Response message,
managing the return of the web page, guaranteeing it follows
the correct path to its destination. The Response message
will follow the Request’s inverse path, starting in the Internet
Access Point and ending in the request initiator.

To aid devices sending Response messages in the correct
path, a Response Table is created. Once a device has received
a Request message and it has an Internet connection, it simply
sends back the Response message from where it received the
Request. But, in the case this device is a ”bridge” node, i.e., a
node that forwarded a Request message, with no direct Internet
connection, it may have received requests from different de-
vices and it still needs to be able to differentiate each message
and decide which device to send back the Response message
to.

In Figure 10, a generic Request message is shown. Its format
does not differ much from the one presented in Figure 9.
However, two new fields are introduced: the Message ID, a
unique identifier representing each message that will be useful
to keep track of what is each message’s payload and sender,
and the URL to request, which is the URL the user is trying
to access.

Fig. 10. Request message format.

The web page request process may be initiated by two
different events: when the user inputs an URL and presses the
”Go!” button, or when the device receives a Request message
and its next action is to forward it to the next hop.

Assuming the originating event is correctly identified and
the process is aware that it was initiated by user interaction, the
first action is to retrieve the next hop’s MAC address, to whom
the device shall send its request. This can be achieved by using
the Routing Table retrieving the best next hop candidate to
reach the Internet.

Once the Request message is sent, the application updates
its Response Table with the generated message identifier and
the MAC address of the sending device, i.e., its own MAC
address, as a key-value pair. With this mechanism the device
is able to assess if it is the destination of a certain response or if
it is a relay node that should forward the response to the next
hop. If the request sending device is forwarding a received

Request message, there is no random identifier generation,
since the value will be retrieved from the received Request
message.

If the Request message is not sent correctly, a failure notice
is sent to the originator of that message. When the failure
notice reaches the originator of the Request message, the user
is notified and is able to re-request the desired web page.

The receiver of this Request message faces two options of
execution: one if the device has an Internet connection and
another if the device does not have an Internet connection. To
define which approach is taken by the device, a quick check of
the Internet connection status is performed. If the check returns
false, meaning the device has no active Internet connection, the
request will be forwarded to the next hop. On the other hand,
if the Internet check returns positive, it means the device is a
final destination for the received request. The device will act
as a communication link between the Internet and the owner
of the request. It now has to retrieve the requested web page
and send it backwards until it reaches its original requester.

The thread WaitForWebPage (see Figure 8), is used to ensure
that the web page is successfully saved in the application’s file
directory. It is specially useful for the download and saving of
large web pages where this process can be time consuming.
If this thread is not run, the device risks sending a Response
message before having the complete web page file, failing to
transmit the requested web page to its destination.

Once the download and saving process is completed, the
device must notify the next hop about the file transfer that
will occur. For this effect, a Response message is sent to the
MAC address mapped by the received message identifier from
the Request message. If a valid MAC address is returned, the
device attempts to establish a connection and send a Response
message.

To send the Response message to the correct destination,
the device queries the Response Table for the MAC address
of the next hop mapped by the message identifier received in
the Request message. In Figure 11 the format of a generic
Response message is shown. The Message ID will have
a direct correspondence with the message identifier of the
request that originated this response. The Response message
is used as a notification, alerting the receiving device of an
incoming web page file.

Fig. 11. Format of a Response message.

The device checks if the previously established connection
is still open. If this is the case, the web page is sent in smaller
partitions, since the its size may exceed the buffer’s. These
partitions must be sent individually and, during the reception,
they must be regrouped into the original file. If the connection
was shut down due to unexpected behaviour from one of the
parts, such as a forced disconnection due to moving out of
range, the web archive is not sent, the web page sending
process is aborted and the device keeps listening to incoming
connections.
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In the receiver side, the device knows it will be receiving
a web page archive, so the connection is not shut down. This
mechanism allows the application to reduce the duration of the
web page exchange. At this point, the web page and Response
message are received and the device must assess if it is the
final destination or if it is a relay node for a different device.

If the device is not the destination, it attempts to establish
a connection with the next hop, identified by the retrieved
MAC address from the Response Table. Once the connection is
established the Response message and web page are forwarded
to the next hop. On the other hand, if the device is deemed the
owner of the request that originated this response, i.e., its MAC
address corresponds to the one retrieved from the Response
Table, the web page archive is unpacked and displayed to the
user.

When the user receives the requested web page, he/she
might want to navigate through other pages, corresponding to
web links in the previous one (for instance when a user clicks
in a link present in the web page, requesting a subsequent
page). A solution that proved to be effective is to create a
mechanism to detect web page loading errors, such as the ”no
Internet connection” error. Once the mechanism is triggered,
meaning an error occurred, the application must retrieve the
requested URL and form a new Request message from it.

IV. TESTS AND RESULTS

A. Bluetooth vs. Wi-Fi Direct in Android Devices

Since the first implementation of Bluetooth in Android,
several releases have been developed. Different Bluetooth
versions provide different Quality of Service (QoS), this may
impact the performed tests, as a device running a newer
Bluetooth version may provide better results than a device
running an older version. For sake of uniformity, all the tested
devices will be running Bluetooth version 4.0.

1) Communication Range: The communication ranges are
of extreme importance. They can greatly reduce or increase the
number of hops a packet has to pass through, in order to reach
the destination. If the range of communication is too short, the
number of established connections will increase, which may
cause an overload of the network, and the deterioration of
communication speed. On the other hand, if the communica-
tion range is long, the devices are able to reduce the number
of hops, creating less traffic in the network and establishing
the least possible number of connections.

Four different experiments are conducted, two with line-
of-sight and another two without line-of-sight, having walls
separating the devices, one for each communication technol-
ogy. These experiments aim to provide an estimate on the real
communication ranges of Bluetooth and Wi-Fi Direct, with
and without line-of-sight.

Bluetooth specifies that the average range of transmission,
for mobile phones, in order to have a reliable connection
is 10m, from [11]. Wi-Fi Direct on the other hand offers,
theoretically, ranges of communication up to, approximately,
200m (see [12]).

In order to verify these claims from both technologies,
two mobile devices were taken to an open space and several

discovery procedures were made, until the devices stopped
being discovered by one another. Both tests were made with
a direct line-of-sight between devices. Bluetooth was able
to create a connection between devices from a distance up
to 42m apart. Using Wi-Fi Direct, the devices were able to
communicate from a maximum distance of 77m.

The other experiment concerns non-line-of-sight communi-
cation. The first test was made using Bluetooth technology
where a wall was blocking the line-of-sight between devices.
The devices were able to communicate from a distance of 27m,
closer to the theoretical 10m. The second test was made using
Wi-Fi Direct, and, in order to maintain the same scenario as
the previous experiment, it was located in the same place as
the first. However, due to the scenario configuration, it was
impossible to recreate the experiment with only one wall,
so two walls are now dividing the devices. The measured
maximum range of communication was 29m.

2) Discovery Times: The discovery time is a critical factor
for this work. The discovery process is one of the biggest time
consumers during an application run. Thus, minimizing it, is a
great advantage for the overall performance of the application.

For the purpose of testing the Bluetooth and Wi-Fi Direct
discovery times, three mobile devices were used: Samsung
Grand Neo, Motorola Moto G2 and Huawei P8 Lite. Every
device is running Bluetooth version 4.0, which theoretically
provides a discovery time of 10.24s, as mentioned in [13].
To confirm this hypothesis, discovery times values from the
three devices were measured. Each device was submitted to
multiple discoveries with a different number of discovered
peers, ranging from 0 to 3.

Figure 12 shows the measured Bluetooth discovery times
from the three tested devices. It is important to note that these
results were measured with a chronometer, having a maximum
precision of 0.5s.

Samsung Grand Neo (in blue) is constant throughout the
measuring, having a Bluetooth discovery time of 13s. Motorola
Moto G2 (in green) shows some variance in the various
measurements. The Bluetooth discovery time ranges between
13s and 14s, having an average of 13.85s. Huawei P8 Lite
(in purple) shows the biggest deviation throughout the sample
space. Its Bluetooth discovery time ranges between 16.5s and
15s, having an average of 15.976s.

None of the three devices approached the theoretical Blue-
tooth discovery time value of 10.24s. The difference is quite
significant in a delay-sensitive application, such as the devel-
oped one.

Wi-Fi Direct, on the other hand, does not provide a dis-
covery time limit. This technology is constantly scanning
for peer devices, until the ongoing search is stopped – see
[14]. This is also a cause for Wi-Fi Direct’s higher energy
consumption, since this process is running in background when
the technology is being used.

B. Testing the Developed Application
A sequence of tests aiming to provide an overview of the

developed application’s performance are now described. The
main processes of the developed applications were tested: the
discovery, advertisement and web page exchange process.
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Fig. 12. Boxplot of the measured Bluetooth discovery times from the three
devices.

1) Discovery Times: In this experiment the number of
discovered peer devices also ranges from 0 to 3. However,
to retrieve the Bluetooth discovery times from the developed
application the Android debugger was used, providing a pre-
cision of 0.5ms.

In Figure 13, the times measured during the developed
application’s discovery procedure are shown. Analysing the
boxplot it is possible to see that (1) Samsung Grand Neo
(in blue) shows the best Bluetooth discovery times, being
almost constant throughout the sample space – it provides an
average discovery time of 12.826s; (2) Motorola Moto G2’s (in
green) discovery times were similar to Samsung Grand Neo’s
discovery times, except for punctual samples, where the times
are slightly higher – it provides an average discovery time
of 12.991s; (3) Huawei P8 Lite (in purple) provides the most
irregular measures – its measured times range from 15s to 18s,
having an average of 16.755s.

As expected, the measured application discovery times were
very similar to the ones obtained during a native discovery
time. All the devices maintained the same properties in the
two scenarios: Samsung Grand Neo was mostly constant in
both tests, providing the lowest discovery times; Motorola
Moto G2 provided the second best discovery times; Huawei
P8 Lite showed the worst discovery times, however its average
discovery time was similar in both tests – it also showed the
most deviation from the average in both tests, having a larger
amplitude of results in the current test, as mentioned before.

Once again, it is possible to see that all three devices
failed to meet the theoretical value of 10.24s, having shown
discovery time averages of the theoretical time plus 2s to 4s.

2) Advertisement Times: The devices used to test the ad-
vertisement process duration are the same used in the previous
test: Motorola Moto G2, Samsung Grand Neo and Huawei P8
Lite. To measure and analyse the advertisement times of these
devices two sets of tests were performed: one where devices
advertise to one peer and another one where devices advertise
to two peers.

Motorola Moto G2 Samsung Grand Neo Huawei P8 Lite

12
13

14
15

16
17

18

Fig. 13. Boxplot of the Bluetooth discovery times measured while using the
developed application from the three devices.

In Figure 14 it is possible to see a boxplot of the adver-
tisement times of the three devices. Analysing the boxplot, it
is possible to see that (1) Motorola Moto G2 has the lowest
average advertisement time, as well as the lowest standard
deviation from the three devices – it provides, approximately,
a maximum of 2s and a minimum of 0.75s, having an average
advertisement time of 1.333s; (2) Samsung Grand Neo has
the highest standard deviation, covering the highest and lowest
advertisement time values from the three devices – it provides,
approximately, a maximum advertisement time of 3.5s and
a minimum of 0.35s, having an average advertisement time
of 1.514s; (3) Huawei P8 Lite has most of its values in the
interval between 1.75s and 1s – it provides, approximately, a
maximum of 2s and a minimum advertisement time of 0.75s,
having an average advertisement time of 1.388s.

Motorola Moto G2 Samsung Grand Neo Huawei P8 Lite
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Fig. 14. Boxplot of the advertisement times towards one peer measured
while using the developed application from the three devices.

In the boxplot of Figure 15, it can be seen that (1) Motorola



9

Moto G2’s advertisement times range from, approximately,
1.8s to 5.2s, having an average advertisement time of 3.066s
– in comparison with the previous test, the amplitude of
advertisement durations is now of around 3.4s, compared to
the previous 1.25s; (2) Samsung Grand Neo, similarly to the
previous test, shows the biggest disparity of results, ranging
from 1.7s to 7s, approximately, also having a higher amplitude
of 6.3s, than the previously measured 3.15s – it provides an
average advertisement time towards two peers of 3.449s; (3)
Huawei P8 Lite shows the smallest standard deviation, having
measures ranging from 2.2s to 4.1s – this device provides an
average advertisement time towards two peers of 3.414s.
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Fig. 15. Boxplot of the advertisement times towards two peers measured
while using the developed application from the three devices.

The results of the different experiments suggest that the
advertisement time is given by, approximately, the base ad-
vertisement time times the number of peers being advertised
to. Although this is not confirmed, due to lack of testing
equipment.

3) Web Page Exchange Throughput: To measure the
throughput and percentage of time spent by each process,
four scenarios were considered (1) two devices, one acting
as client and another one acting as server – a web page with
1.9KB was transferred (https://www.example.com); (2) same
topology as the first one – a web page with 105.5KB was
transferred (https://www.google.com); (3) three devices, one
acting as client, one as relay node and one as server – the
transferred web page was the same as in the first scenario;
(4) same topology as the third scenario – the transferred web
page was the same as in the second scenario.

In the first two scenarios, two devices are used, meaning (1)
one request is issued from the client to the server (Request #1);
(2) the web page is downloaded (Download Web Page); (3) the
response is sent from the server to the client (Response #1);
(4) the web page is transferred from the server to the client
(Web Page Transfer #1).

In the third and fourth scenarios, three devices are used,
meaning (1) a request from the client to the relay node is sent
(Request #1); (2) the request is forwarded from the relay to

the server node (Request #2); (3) the web page is downloaded
(Download Web Page); (4) a response is sent from the server to
the relay node (Response #1); (5) the web page is transferred
from the server to the relay node (Web Page Transfer #1);
(6) the reponse is forwarded from the relay node to the client
(Response #2); (7) the web page is transferred from the relay
node to its final destination (Web Page Transfer #2).

To measure the throughput in the first and second scenarios,
the number of transferred bits are divided by the number
of seconds that the application took to accomplish processes
Response #1 and Web Page Transfer #1. In the third and
fourth scenarios, the throughput was measured by dividing the
transferred bits by the number of seconds that the application
took to conclude the processes of Response #1, Web Page
Transfer #1, Response #2 and Web Page Transfer #2.

In Figure 16, the measured throughputs in the previously
described scenarios are shown. In both the first and third
scenarios, the average throughput is approximately 0.3Mbps.
Also, if compared to the other two scenarios, it is possible
to see that the standard deviations are greater. This is mainly
due to the small duration of the web page exchange, making
the measuring harder and less precise. The second and fourth
scenarios provide similar results, with an average throughput
of roughly 0.75Mbps and lower standard deviation.
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Fig. 16. Boxplot of the measured throughput in the different experiment
scenarios.

To measure the percentage of time spent by each of the
processes described above, the duration of that process was
divided by the total duration of the web page exchange, since
the initial request is sent until the final web page is received
by the destination.

In Figure 17, a barplot is presented, showing the different
percentages of time each process took, in each scenario.
Starting from left to right (first to last scenario), it is possible
to see that:

1) In the first scenario the majority of time was spent
downloading the web page, representing over 70% of
the total duration. The remaining processes’ durations
sum up to less than 10% of the total duration.

https://www.example.com
https://www.google.com
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2) The second scenario shows that two processes occupy
most of the total duration, Download Web Page and
Web Page Transfer #1. Combined, they sum more than
90% of the total duration, representing roughly 50% and
40% of the web page exchange’s duration, respectively.
The remaining processes are almost insignificant in the
overall duration of the web page exchange.

3) The third scenario shows a similar process distribution
to the first scenario, with the Download Web Page pro-
cess occupying significantly more than the rest, around
30%. It is also seen that, despite more processes being
measured, the total duration of the processes reaches less
than 35% of the total duration.

4) In the fourth scenario, the most time costly processes
are Download Web Page, Web Page Transfer #1 and
Web Page Transfer #2. Together, they represent close
to 70% of the total duration. The remaining processes
are insignificant, summing up to little more than 1% of
the total duration.
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Fig. 17. Barplot of the percentage of occupied by the various processes in
the different experiment scenarios.

As expected, when the web page size is larger, so is the por-
tion of time occupied by its transfer. The request and response
sending processes are mostly insignificant, introducing little
delay in the web page exchange process. Also as expected, in
the third and fourth scenarios, the Web Page Transfer #1 and
Web Page Transfer #2 processes occupy a similar percentage
of the web page exchange duration, as the same number of
bytes is being sent over a similar link.

V. CONCLUSION AND FUTURE WORK

Bluetooth and Wi-Fi Direct’s Android implementations
were analysed, in order to provide an overview of how were
these technologies used to achieve ad hoc networks and multi-
hop routing within them. This analysis establishes the rough
guidelines on which the developed framework would be based.

The developed framework successfully implements a de-
centralized ad hoc network, using mobile devices with un-
modified Android system versions. Moreover, although the

framework was developed using the Bluetooth technology, it
is easily adaptable to other communication technologies. This
is achieved due to the division of protocol/communication
technology present in the framework, as can be seen in
Figure 8. The developed application successfully provides
a mechanism to download, store, transfer and display web
pages was implemented. The developed application functions
as intended, providing a simple but seamless web browsing
experience to the user and, allowing the relay and Internet Ac-
cess Point nodes to be running the application in background.
Moreover, the developed application can be adapted to transfer
different data formats, such as pictures, videos, or even simple
messages. To accomplish this, it is needed to modify the data
download and display mechanisms, adjusting them to whatever
format is chosen.

The developed application was subject to a set of tests,
aiming to assess its performance during the different processes
it executes when running. The results show that the application
fares the worse during the discovery process. The adver-
tisement process suggests a linear scaling with the number
of advertised peer devices. The web page exchange process
throughput was smaller than the native Android’s Bluetooth
throughput, but this was to be expected since other delays are
introduced during this processed. Overall, the application and
framework’s performance could be increased by introducing
Wi-Fi Direct as the communication technology and by transi-
tioning the discovery and advertisement processes to a beacon
advertisement and search mechanism, such as the one provided
by Bluetooth Low Energy (BLE).
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