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Abstract—We present VTTLS, a vulnerability-tolerant com-
munication protocol based on diversity and redundancy. There
are often concerns about the strength of some of the encryption
mechanisms used in SSL/TLS channels, with some regarded as
insecure at some point in time. VTTLS is our solution to mitigate
the problem of secure communication channels being vulnerable
to attacks due to unexpected vulnerabilities in encryption mech-
anisms. It is based on diversity and redundancy of cryptographic
mechanisms and certificates to provide a secure communication
channel even when one or more mechanisms are vulnerable.
VTTLS relies on a combination of k cipher suites. Even if
k − 1 cipher suites are insecure or vulnerable, VTTLS relies
on the remaining cipher suite to maintain the channel secure.
We evaluated the performance of VTTLS by comparing it to an
OpenSSL channel.

Keywords—network protocol, secure communication channels,
diversity, redundancy, vulnerability-tolerance.

I. INTRODUCTION

Secure communication protocols are fundamental building
blocks of the current digital economy. Transport Layer Security
(TLS) alone is responsible for protecting most economic
transactions done using the web, with a value so high that
it is hard to estimate.

These protocols allow entities to exchange messages or data
over a secure channel in the Internet. A secure communication
channel has three properties: authenticity, confidentiality, and
integrity. Regarding authenticity, in an authenticated channel
no one can impersonate the sender. Regarding confidentiality,
in a confidential channel only the receiver of the message is
able to read that message. Regarding integrity, the messages
can not be modified without the receiver detecting it.

Several secure communication channel protocols exist no-
wadays, with different purposes but with the same goal of
securing communication. TLS is a secure communication
protocol widely used. TLS 1.0, developed after SSL 3.0,
introduced the support for extensions in the Client and Server
Hello messages. TLS 1.1 and TLS 1.2 upgraded TLS 1.0 by
providing mitigation of cipher block chaining (CBC) attacks
and supporting more block cipher modes to use with AES.

Such a secure communication protocol becomes insecure
when a vulnerability is discovered. Vulnerabilities may con-
cern the protocol’s specification, the cryptographic mecha-
nisms used, or specific implementations of the protocol. Many
vulnerabilities have been discovered in SSL/TLS originating
new versions of the protocol with new security features such
as deprecating cryptographic mechanisms or enforcing security
measures. Concrete implementations of SSL/ TLS have been

also found vulnerable due to implementation bugs, causing
security breaches and affecting devices worldwide.

VTTLS is a protocol that provides vulnerability-tolerant
communication channels. These channels are characterized
by not relying on individual cryptographic mechanisms, so
that if one is found vulnerable (or possibly a few of them)
the channels remain secure. The idea is to leverage diversity
and redundancy of cryptographic mechanisms and keys, i.e.,
the use respectively of different and more than one set of
mechanisms/keys. More clearly, diversity is employed in the
following aspects: pair certificate/private key, key exchange
mechanism, authentication mechanism, encryption mechanism
and MAC.

This use of diversity and redundancy is inspired by previ-
ous works on computer immunology [1], diversity in security
[2], [3], and moving-target defenses [4].

In the context of VTTLS, diversity and redundancy consist
on using two or more different mechanisms with the same
objective. For example, SHA-1 and SHA-3 are both hash
functions that may be used to generate message digests. If
used in combination and SHA-1 eventually becomes insecure,
VTTLS would rely upon SHA-3 to keep the communication
secure.

VTTLS is configured with a parameter k, the diversity
factor (k > 1). This parameter indicates the number of differ-
ent cipher suites and different mechanisms for key exchange,
authentication, encryption, and signing. This parameter means
also that VTTLS remains secure as long as k vulnerabilities
exist. As vulnerabilities and, more importantly, zero-day vul-
nerabilities that cannot be removed as they are unknown [5],
do not appear in large numbers in the same components, we
expect k to be usually small, e.g., k = 2 or k = 3.

Although TLS supports strong encryption mechanisms
such as AES and RSA, there are factors beyond mathematical
complexity that can contribute to vulnerabilities. Diversify-
ing encryption mechanisms includes diversifying certificates
and consequently keys (public, private, shared). Diversity of
certificates is a direct consequence of diversifying encryption
mechanisms due to the fact that each certificate is related to
an authentication and key exchange mechanism.

The main contribution of this paper is VTTLS, a new
protocol for secure communication channels that uses diversity
and redundancy to tolerate vulnerabilities in cryptographic
mechanisms. It also presents and experimental evaluation of
the protocol and shows that it has an acceptable overhead in
relation to the TLS implementation in which our prototype is
based, OpenSSL v1.0.2g [6].



The rest of the document is organized as follows. Section II
presents background and related work. Section III presents the
protocol and Section IV its implementation. Section V presents
the experimental evaluation. Section VI concludes the paper.

II. BACKGROUND AND RELATED WORK

This section presents related work on diversity (and redun-
dancy) in security, provides background information on TLS,
and discusses vulnerabilities in cryptographic mechanisms and
protocols.

A. Diversity in Security

The term diversity is used to describe multi-version soft-
ware in which redundant versions are deliberately created
and made different between themselves [2]. Without diversity,
all instances are the same, with the same implementation
vulnerabilities. Using diversity it is possible to present to the
attacker different versions, hopefully with different vulnera-
bilities. Software diversity targets mostly software implemen-
tation and the ability of the attacker to replicate the user’s
environment. Diversity does not change the program’s logic,
so it is not helpful if a program is badly designed. According
to Littlewood and Strigini, multi-version systems on average
are more reliable than those with no versions [2]. They also
state that the key to achieving effective diversity is that the
dependence between the different programs needs to be as low
as possible. Therefore, attention is needed when choosing the
diverse versions. The trade-off between individual quality and
dependence needs to be assessed and evaluated, as it impacts
the correlation between version failures.

Recently there has been some discussion on the need
for moving-target defenses. Such defenses dynamically alter
properties of programs and systems in order to overcome vul-
nerabilities that eventually appear in static defense mechanisms
[7]. There are two types of moving-target defenses: reactive
and proactive [4]. Proactive defenses are generally slower than
reactive defenses as they prevent attacks by increasing the
system complexity periodically. Reactive defenses are faster as
they are activated when they receive a trigger from the system
when an attack is detected. This may cause a problem where
an attack is performed but not detected. In this case, reactive
defenses are worthless, but proactive defenses may prevent that
attack from being successful. The best approach would be to
implement both [8]. Nevertheless, these defenses are as good
as their ability to make an unpredictable change to the system.

Forrest et al. studied analogies between immunology and
computer systems [1]. They claimed that introducing diversity
in a deliberate fashion into computer systems can make them
more robust to replicated attacks [9].

Earlier Avižienis and Chen introduced N-version program-
ming (NVP) [10]. NVP is defined as the independent gen-
eration of N ≥ 2 functionally equivalent programs from the
same initial specification called versions. The authors state that
in order to use redundant programs to achieve fault tolerance
the redundant program must contain independently developed
alternatives routines for the same functions.

The N in NVP comes from N diverse versions of a program
developed by N different programming teams, or programmers,

that do not interact with each other regarding the programming
process. One of the limitations of NVP is that every version is
originated from the same initial specification. There is the need
to assure the initial specification’s correctness, completeness
and unambiguity prior to the versions development.

There is some work on obtaining diversity without ex-
plicitly developing N versions [11]. Garcia et al. show that
there is enough diversity among operating systems for sev-
eral practical purpose [3]. Homescu et al. use profile-guided
optimization for automated software diversity generation [12].
TRR dynamically and randomly relocates program’s parts to
provide different versions [13]. Proactive obfuscation aims to
generate replicas with different vulnerabilities [14]

B. SSL/TLS Protocol

This section presents the SSL/TLS, as this is the protocol
on which VTTLS is based. TLS is composed by two layers:
the TLS Handshake Protocol and the TLS Record Protocol.
The TLS Handshake Protocol is used to establish or resume a
secure session between two communicating parties – client
and server. A session is established in several steps, each
one corresponding to a different message. The TLS Record
protocol is responsible for processing all the messages to sent
and received. Regarding an incoming message, the message is
decrypted, verified, optionally decompressed, reassembled and
delivered to the application. Regarding an outgoing message,
the operations are the inverse and executed in opposite order.

1) TLS Vulnerabilities: To show the relevance of our work,
we discuss some of the vulnerabilities discovered in TLS in
the past. TLS vulnerabilities can be classified in two types:
specification vulnerabilities and implementation vulnerabili-
ties. Specification vulnerabilities concern the protocol itself
and can only be fixed by a new protocol version or an
extension. Implementation vulnerabilities exist in the code of
some of the implementations of SSL/TLS, such as OpenSSL.

The most recent attack against a specification vulnerability
is Logjam, which was discovered in May 2015 which con-
sists in a man-in-the-middle attack exploiting several Diffie-
Hellman key exchange weaknesses [15]. TLS supporting
Diffie-Hellman with weak parameters is one aspect that makes
this attack possible. The other aspect concerns export cryptog-
raphy. This man-in-the-middle attack trades the cipher suites
used in the DHE_EXPORT cipher suite, forcing the use of weaker
Diffie-Hellman key exchange parameters.

Regarding implementation vulnerabilities, Heartbleed, dis-
covered in 2014, is one of the most recent. Heartbleed was a
security vulnerability in OpenSSL 1.0.1 through 1.0.1f, when
the heartbeat extension was introduced and enabled by default
which allowed an attacker to perform a buffer over-read, i.e.,
to read data from the memory of the victim [16].

C. Vulnerabilities in Cryptographic Schemes

To further motivate the relevance of our work, this section
presents vulnerabilities in cryptographic mechanisms, specifi-
cally in some of those used by the TLS protocol.



1) Public-key Cryptography: RSA’s security is based on
two problems: factorization of large integers and the RSA
problem [17]. RSA will be considered broken when those
problems can be solved within a practical amount of time.

Kleinjung et al. performed the factorization of RSA-768, a
RSA number with 232 digits [18]. The researchers state they
spent almost two years in the whole process, which is clearly
a non feasible time.

Shor designed a quantum computing algorithm to factor
integers in polynomial time [19]. However, quantum computers
are not yet available.

2) Symmetric Encryption: The Advanced Encryption Stan-
dard (AES), originally Rijndael, is the current American stan-
dard for symmetric encryption [20]. AES can be employed
with different key sizes – 128, 192 or 256 bits. The number
of rounds corresponding to each key size is, respectively, 10,
12 and 14. AES is used by many protocols, including TLS.

The most successful cryptanalysis of AES was published
by Bogdanov et al. in 2011, using a biclique attack, a variant
of the MITM attack [21]. This attack achieved a complexity
of 2126.1 for the full AES with 128-bit (AES-128). The key is
therefore reduced to 126-bit from the original 128-bit, but it
would still take many years to successfully attack AES-128.

Ferguson et al. presented the first known attacks on the first
seven and eight rounds of Rijndael [22]. Although it shows
some advance in breaking AES, AES with a key of 128 bits
has 10 rounds.

3) Hash Functions: The main applications for hash func-
tions regard data integrity and message authentication. The
hash is a compact representation of the input string and can be
used to uniquely identify that hashed input string [23]. If a hash
function is not preimage resistant or 2nd-preimage resistant, it
is therefore vulnerable to preimage attacks. If a hash function
is not collision resistant, it is vulnerable to collision attacks.
Some generic attacks to hash function include brute force
attacks, birthday attacks and side-channel attacks.

SHA-1 is a cryptographic hash function which produces a
160-bit message digest. Although there is no public knowledge
of collisions for SHA-1, it is no longer recommended [24].
Stevens et al. presented a freestart collision attack for SHA-1’s
internal compression function [25]. Taking into consideration
the Damgard-Merkle [26] construction for hash functions and
the input of the compression function, a freestart collision
attack is a collision attack where the attacker can choose the
initial chaining value, also known as initialisation vector (IV).
Although, freestart collision attacks being successful does not
imply that SHA-1 is insecure, but it is a step forward in that
direction.

Regarding SHA-2 and its security, Khovratovich et al.
presented in 2011 a biclique attack against SHA-2’s preimage
resistance [27]. This attack only breaks SHA-2’s preimage
resistance for 57 rounds of SHA-512 and for 52 rounds of
SHA-256 and does not represent a real threat against SHA-
2 security. For several years, other researches have also tried
differential attacks for collisions and pseudo-collisions [28]–
[31]. Similarly to the biclique attack, these attacks do not
mean that SHA-2 is insecure, as they could only break a small

number of rounds of SHA-2 variants. Concluding, SHA-2 is
still a secure hash function without collisions, and preimage
and second preimage resistant.

III. VULNERABILITY-TOLERANT TLS

VTTLS is a protocol for diverse and redundant vulnerabili-
ty-tolerant secure communication channels. It aims at increas-
ing security using diverse and redundant cryptographic mech-
anisms and certificates. The protocol aims to solve the main
problem originated by having only one cipher suite negotiated
between client and server: when one of the cipher suite’s
mechanisms becomes insecure, the communication channels
using that cipher suite may become vulnerable. Although most
cipher suites’ cryptographic mechanisms supported by TLS 1.2
are believed to be secure, Section II clearly shows that new
vulnerabilities may be discovered.

Unlike TLS, a VTTLS communication channel does not
rely in only one cipher suite. VTTLS negotiates more than
one cipher suite between client and server and, consequently,
more than one cryptographic mechanism will be used for each
phase: key exchange, authentication, encryption and Message
Authentication Code (MAC). Diversity and redundancy appear
firstly in VTTLS in the Handshake protocol, in which client
and server negotiate k cipher suites to be used in the commu-
nication.

The strength of VTTLS resides in the fact that, even when
(k − 1) cipher suites become insecure, e.g., because (k − 1)
of the cryptographic mechanisms are vulnerable, our protocol
remains secure. The server chooses the best combination of k
cipher suites according to the cipher suites server and client
have available. However, the choice of the cipher suites might
be conditioned by the certificates of both server and client.
Diversity and redundancy will be introduced in the following
communication between client and server. VTTLS uses a
subset of the k cipher suites agreed-upon in the Handshake
Protocol to encrypt the messages.

A. Protocol Specification

The VTTLS Handshake Protocol is similar to the TLS
Handshake Protocol. The names of the messages are identical
in order to provide easier migration and transition from TLS.
Using this simplification, the reader familiarized with TLS can
more easily understand VTTLS.

The messages that require diversity are CLIENTHELLO,
SERVERHELLO, SERVERKEYEXCHANGE, K-SERVERKEY-
EXCHANGE, (Server and Client) CERTIFICATE, CLIEN-
TKEYEXCHANGE and K-CLIENTKEYEXCHANGE.

The first message to be sent is CLIENTHELLO. The content
of this message consists in the client’s protocol version, a Ran-
dom structure (analogous to TLS 1.2) containing the current
time and a 28-byte pseudo-randomly generated number, the
session identifier, a list of the client’s cipher suites and a list
of the client’s compression methods, if compression is to be
used.

The server responds with a SERVERHELLO message con-
taining the k cipher suites to be used in the communication.
The server also sends the k cipher suites chosen by the server
from the list the client sent, among other data. enabled.



The server proceeds to send a (SERVER) CERTIFICATE
message containing its k certificates to the client. VTTLS
behaves correctly if the server sends c certificates, with 0 <
c ≤ k . The cipher suites to be used are chosen considering
the available certificates. If c < k, the diversity is not fully
achieved due to the fact that a number of cipher suites will
share the same key exchange and authentication mechanisms.

The SERVERKEYEXCHANGE message is then sent to the
client by the server. This message is only sent if one of the k
cipher suites includes a key exchange mechanism like ECDHE
or DHE that uses ephemeral keys The contents of this message
are the server’s DH ephemeral parameters. For every other
k − 1 cipher suites using ECDHE or DHE, the server sends
additional SERVERKEYEXCHANGE messages with additional
diverse DH ephemeral parameters. This decision is based on
the fact that instead of computing all the ephemeral parameters
at once and sending them all on a single larger message, the
server computes one parameter and sends it immediately.

After sending its certificates, the client sends k CLIEN-
TKEYEXCHANGE messages to the server. The content of these
messages is based on the k cipher suites chosen. If m of the
cipher suites use RSA as KEM, the client sends m messages,
each one with a RSA-encrypted pre-master secret to the server
(0 ≤ m ≤ k). If j of the cipher suites use ECDHE or DHE, the
client sends j messages to the server containing its j Diffie-
Hellman public values (0 ≤ j ≤ k). Even if a subset of the
k cipher suites share the same KEM, this methodology still
applies as we introduce diversity by using different parameters
for each cipher suite being used.

Client and server now exchange CHANGECIPHERSPEC
messages, like in the Cipher Spec Protocol of TLS 1.2, in order
to state that from now on they use the previously negotiated
cipher suites for encrypting messages.

In order to finish the Handshake, the client and server send
each other a FINISHED message. These are the first encrypted
messages sent using the k cipher suites.

B. Combining Diverse Cipher Suites

Diversity between cryptographic mechanisms can be taken
in a soft sense as the use of different mechanisms, or in
a hard sense as the use of mechanisms that do not share
common vulnerabilities (e.g., because they are based on dif-
ferent mathematical problems). In VTTLS we are interested
in using strong diversity in order to claim that no common
vulnerabilities will appear in different mechanisms. Measuring
the level of diversity is not simple, so we leverage previous
research on heuristics for comparing diversity among cryp-
tographic mechanisms [32]. Moreover, not all cryptographic
mechanisms can be used together in the context of TLS 1.2
and other security protocols. As VTTLS uses the cryptographic
mechanisms available in TLS, we assess diversity only among
those mechanisms.

Regarding hash functions, the metrics used were the de-
signers, the country of origin, the year when it was first pub-
lished, the digest size, the structure, the number of rounds, the
properties (collision, preimage, and second preimage resistant),
and the known attacks.

Authenticated Encryption with Associated Data (AEAD)
was included in this study due to the fact that, although
not being a hash function, it is considered an alternative
mechanism which can be used redundantly with a keyed-hash
message authentication code (HMAC) to achieve even higher
diversity.

All VTTLS cipher suites use either AEAD (MAC-then-
Encrypt mode), SHA-2 (SHA-256 or SHA-384), SHA-1 or
MD5. The first metric to be taken into account is the current
security of each hash function. While AEAD (which is not
an hash function) and SHA-2 are considered secure, SHA-1 is
being deprecated and MD5 is considered insecure. Therefore,
we excluded SHA-1 and MD5 from the possible combinations
of hash functions.

Having a small range of available hash functions limits
the maximum diversity factor achievable concerning hash
functions. The choice for a combination relies in choosing
between AEAD and a SHA-2 variant or SHA-384 and SHA-
256.

Our choice for creating maximum diversity relies on AEAD
plus a variant of SHA-2. As AEAD is a different approach
to MACs, it is supposedly vulnerable to different attacks
than the ones targeting pure hash functions, such as SHA-2.
Using a combination of two SHA-2 variants would not create
maximum diversity. Although having different digest sizes and
rounds, their structure is identical.

If SHA-3 was available in TLS, more combinations would
be possible, and the preferred combinations would include
SHA-3.

VTTLS supports several public-key functions used for both
key-exchange and authentication. The metrics used to classify
public-key functions include the designers, the publishing year,
the mathematical hard problems on which the mechanism is
based-upon, if the mechanism provides perfect forward secrecy
(PFS), the semantic security (i.e. given a ciphertext and the
public key, it must be unfeasible to derive any information
about the original message) and the known attacks. As we
want to increase diversity in order to increase security, we
prioritize mechanisms which grant PFS instead of mechanisms
with disjoint mathematical hard problems.

After comparing several public-key encryption mechanisms
(RSA, ECDH(E), DH(E), ECDSA and DSA) using the metrics
stated above, we conclude that the best three combinations are:
RSA + ECDHE, ECDSA + ECDHE and ECDSA + RSA.

VTTLS uses public-key encryption mechanisms for key
exchange and authentication. Although there is not a wide
range of supported mechanisms for both purposes, VTTLS’
supported mechanisms provide a good diversity.

Regarding authentication, the preferred combination for
authentication is ECDSA + RSA. Using elliptic curves results
in a faster computation and lower power consumption [33].
Regarding key exchange, the preferred combination is RSA +
ECDHE.

In order to classify each symmetric mechanism supported
by VTTLS, we consider the following metrics: the type (block
cipher or stream cipher), the mode of operation, the designers,
the year it was first published, the key size (strength), the



number of rounds, the block size, the internal structure, and
the current status (secure, low strength or insecure). We do not
consider semantic security for symmetric-key. If a mechanism
is not semantically secure, its status is insecure.

The symmetric mechanisms chosen for comparison were
AES, Camellia, SEED, and 3DES EDE. We also included
ARIA [34] in our comparison, although not being implemented
in VTTLS.

Analogous to public-key encryption mechanisms,
symmetric-key encryption mechanisms’ three most important
metrics to be taken into account are structure, mode of
operation and common known attacks. In a certain sense
these metrics are related: attacks target a specific structure or
mode of operation. Additionally, we will only consider secure
mechanisms, preferably with different key sizes.

Therefore, the combinations of symmetric encryption
mechanisms we consider to be the most diverse are: AES +

CAMELLIA (using a different mode of operation and key size),
and AES256-GCM + SEED128-CBC.

Both AES and Camellia are supported by TLS 1.2 and are
considered secure. We consider the most diverse combination
to be AES256-GCM + CAMELLIA128-CBC due to the fact that their
structure is different, as its mode of operation, and the set of
known attacks is disjoint.

Although, using a cipher suite that contains Camellia or
SEED, in order to maximize diversity in symmetric encryption,
has some drawbacks. There is no cipher suite that uses RSA
for key exchange, Camellia for encryption and a SHA-2 variant
for MAC. Although RFC 6367 [35] describes the support for
Camellia HMAC-based cipher suites, extending TLS 1.2, these
cipher suites are not supported by VTTLS. Using Camellia or
SEED implies using SHA-1 for MAC, and not using ECDHE
for key exchange nor ECDSA for authentication, at least in that
cipher suite. Concluding, using Camellia or SEED increases
diversity in symmetric encryption but forces reduced diversity
and security essentially in MAC.

Nevertheless, diversity in symmetric encryption is still an
objective to accomplish therefore we decided that, in the end,
the best combination is AES256-GCM + AES128-CBC which can
be considered diverse, although having an inferior degree
of diversity comparing to any of the combinations proposed
before.

The ideal scenario would be the one where Camellia
HMAC-based cipher suites would be available in OpenSSL,
and VTTLS, and allowing to combine AES and Camellia.

Concluding, the best combination of cipher suites is
arguably: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 and
TLS_RSA_WITH_AES_128_CBC_SHA256. For key exchange, VT-
TLS will use ECDHE and RSA; for authentication, it will use
ECDSA and RSA; for symmetric encryption, it will use AES-
256 with Galois/Counter mode (GCM) and AES-128 with
cipher block chaining (CBC) mode; finally, for MAC, it will
use AEAD and a SHA-2 variant (SHA-256).

Using this combination of cipher suites, maximum diversity
is achieved using a diversity factor k = 2. The least diversified
parts of the communication are the MAC and the symmetric
encryption, due to the fact that TLS 1.2 does not support

SHA-3 and OpenSSL does not support Camellia HMAC-based
cipher suites.

IV. IMPLEMENTATION

VTTLS’ implementation is a modified version of OpenSSL
v1.0.2g.1 Implementing a secure communication channel from
scratch would be a bad option as it might lead to the creation
of vulnerabilities; existing software such as OpenSSL has the
advantaged of being extensively debugged, although serious
vulnerabilities like Heartbleed still appear from time to time.
Furthermore, creating a new secure communication channel,
and consequently a new API, would create adoption barriers to
programmers otherwise willing to use our protocol. Therefore,
we chose to implement VTTLS based on OpenSSL and
keeping the same API. Nevertheless, OpenSSL is a huge code
base (currently 438,841 lines of code) and modifying it so
support diversity was quite a challenge.

While VTTLS intends to increase security regarding weak-
nesses in cryptographic mechanisms, preventing implementa-
tion vulnerabilities is not a primary goal of our protocol. In
the end, VTTLS can be implemented from scratch or based
on another existing TLS implementation.

Although being based on OpenSSL, VTTLS is not compat-
ible with OpenSSL. Due to its diversity and redundancy fea-
tures, VTTLS can not connect to a OpenSSL server or client.
Moreover, the current VTTLS prototype does not support all
OpenSSL cipher suites, e.g., PSK and SRP.

VTTLS adds a few functions to the OpenSSL API, repre-
sented in Figure 1. They allow defining additional certificates,
keys, cipher functions, etc. The parameter n should be set
to the number of the certificate, key, etc. being added. For
example, with k = 2 the parameter n takes only value 2 as we
have to add just the second of each. For k = 3 every function
has to be called twice, with parameter n set to 2 and 3.

The signing and encryption ordering is very important for
VTTLS. Figure 2 shows the ordering for one cipher and one
MAC in the OpenSSL implementation.

The approach taken was the following, ordered from first
to last:

1) Apply the first MAC to the plaintext message;
2) Encrypt the first message and its MAC with the first

encryption function;
3) Apply the second MAC to the first ciphertext;
4) Encrypt the first ciphertext and its MAC with the

second encryption function.

We opted to maintain the signing prior to the encryption. Using
this approach, both message and MACs are encrypted with
both ciphers. Figure 3 shows the final ordering of VTTLS
communication.

In relation to the Record Protocol, signing and encrypting k
times has a cost in terms of message size. Figures 2 and 3 show
also the expected increase of the message size due to the use of
a second MAC and a second encryption function (for k = 2).
For TLS 1.2 (OpenSSL), the expected size of a message is
first len = eivlen + msg length + padding + mac size,

1https://www.openssl.org



const char* SSL_get_n_cipher(short n, const SSL* s);
const SSL_CIPHER* SSL_get_current_n_cipher(short n, const SSL* s);
int SSL_CTX_use_n_certificate(short n, SSL_CTX* ctx, X509* x);
int SSL_CTX_use_n_certificate_file(short n, SSL_CTX* ctx, const char* file, int type);
int SSL_CTX_use_n_PrivateKey(short n, SSL_CTX* ctx, EVP_PKEY* pkey);
int SSL_CTX_use_n_PrivateKey_file(short n, SSL_CTX* ctx, const char* file, int type);
int SSL_CTX_check_n_private_key(short n, const SSL_CTX* ctx);
X509* SSL_get_n_peer_certificate(short n, const SSL* s);
int SSL_CTX_add_n_preferred_cipher_suite(short n, SSL_CTX *ctx, int hex);

Fig. 1: VTTLS API: Additional functions in relation to the OpenSSL API.

Fig. 2: First four steps regarding the ordering of the encryption
and signing of VTTLS using a diversity factor k = 2.

where eivlen is the size of the initialization vector (IV),
msg length the original message size, padding the size of
the padding in case a block cipher is used, and mac size the
size of the MAC (Figure 2). For VTTLS, the additional size
of the message is eivlen sec + first len + padding sec +
mac size sec, where eivlen sec is the size of the IV asso-
ciated with the second cipher and mac size sec the size of
the second MAC.

In the best case, the number of packets is the same for
OpenSSL and VTTLS. In the worst case, one additional packet
may be send if the encryption function requires a fixed block
size and the maximum size of the packet, after the second
MAC and the second encryption, is exceeded by, at least, one
byte. In this case, an additional full packet is needed due to
the constraint of having fixed block size.

V. EXPERIMENTAL EVALUATION

We evaluated VTTLS in terms of two aspects: performance
and costs. We considered OpenSSL 1.0.2g as the baseline, due
to the fact that VTTLS is based on that version of OpenSSL.

Implementing diversity has performance costs and creates
overhead in the communication. Every message sent needs

Fig. 3: Remaining three steps regarding the ordering of the
encryption and signing of VTTLS using a diversity factor
k = 2. Here is represented the second signing and the
second encryption, employing diversity and redundancy in the
communication.

to be ciphered and signed k − 1 times more than using a
TLS implementation, such as OpenSSL, and every message
received needs to be deciphered and verified also k − 1 times
more. In the worst case, users should experience a connection
k times slower than using OpenSSL. We considered k = 2
in all experiments, as this is the value we expect to be used
in practice (we expect vulnerabilities to appear rarely, so the
ability to tolerate one vulnerability per mechanism sufficient).

In order to perform this tests, we used two virtual machines
in the same Intel core i7 computer with 8 GB RAM. The virtual
machines run Debian 8 and openSUSE 12 playing the roles of
server and client, respectively. All the tests were done in the
same controlled environment and same geographic locations
in order to maintain the evaluation valid, exact and precise.

A. Performance

In order to evaluate VTTLS’ performance, we executed
several tests. The main goal was to understand if the over-
head of VTTLS is lower, equal, or bigger than k times in
relation to OpenSSL. We configured VTTLS to use the fol-
lowing cipher suites: TLS_RSA_WITH_AES_256_GCM_SHA384 and
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384. The suite used
with OpenSSL was the later.

To evaluate the performance of the handshake, we ex-
ecuted 100 times the Handshake Protocol of both VTTLS
and OpenSSL. In average, the VTTLS’ handshake took 3.909
milliseconds to conclude and the OpenSSL’s handshake 2.345



Fig. 4: Comparison between the time it takes to send and
receive a message using VTTLS and OpenSSL.

milliseconds. Therefore, the VTTLS’s Handshake takes 66.7%
longer than OpenSSL’s Handshake. The VTTLS’ Handshake
is only 1.67 slower than the OpenSSL’s Handshake, which is
better than the worst case, 2 times.

B. Data Communication

After evaluating the Handshake, we performed data com-
munication tests to assess the overhead generated by the
diversity and redundancy of mechanisms. As the Handshake,
the communication is expected to be at most k = 2 times
slower than a TLS communication. For this test, we considered
a sample of 100 messages sent and received using VTTLS, and
other 100 messages sent and received using OpenSSL.

Figure 4 shows the comparison between the time it takes to
send and receive a message using VTTLS and OpenSSL/TLS.
The measurements concern the time each channel needs to
perform the local operations in order to send the message
(including encryption, signing, second encryption and second
signing). These values do not include the time taken by the
message to reach its destination through the network. The timer
is started before the call to SSL_write and stopped after the
function returns. As for the results regarding the reception of
messages, the measured time is the time taken to perform the
operations necessary to retrieve the message (including second
decrypting and second verifying), i.e. the time of execution of
SSL_read.

This methodology is only possible due to the fact that
SSL_write is a synchronous call. It only returns after writing
the message to the buffer. And also due to the fact that
SSL_read is also synchronous as it only returns when the
message is read.

In average, a message sent through a VTTLS channel
takes 22.88% longer than a message sent with OpenSSL. For
example, a 50 MB message takes, in average 534.55 ms to be
sent with VTTLS. Using OpenSSL, the same message takes
435.01 ms to be sent. The overhead generated by using diverse
encryption and signing mechanisms exists, as expected, but it
is much smaller than the worst case.

In Section IV, we do an analysis of the expected message
size increase. In order to validate the premise that the message

increase is the same considering the same message size, we
measured the increase in the message size comparing once
again VTTLS and OpenSSL channels. A 100 KB plaintext
message converts into a ciphertext of 102, 771 bytes with
VTTLS. Using OpenSSL, the same message corresponds to
a ciphertext of 102, 603 bytes. Concluding, sending a 100
KB message through VTTLS costs an additional 168 bytes.
Although, as stated before, the number of extra bytes sent is
not directly proportional to the message size.

We also evaluated the message size of the ciphertext of a 1
MB plaintext message. A 1 MB plaintext message corresponds
to a ciphertext of 1, 029, 054 bytes using VTTLS, while
using OpenSSL the same message converts into a message
of 1, 025, 856 bytes. Concluding, sending 1 MB through a
VTTLS channel costs an additional 3, 198 bytes than using
a OpenSSL channel.

We chose not to evaluate latency of the communication
using VTTLS. Latency is defined as the time interval between
a request and response. VTTLS, as OpenSSL, does not respond
to requests by default. Additionally, measuring latency in
one-way communications is very difficult. Although, some
protocols for communication which use secure channels, such
as HTTPS, respond to requests, but this is not the case of
standalone VTTLS.

C. Cost

Similarly to TLS, VTTLS uses certificates that require
some management effort and costs. A server using OpenSSL/
TLS to protect the communication with clients needs only
one certificate. If the administrator decides to use VTTLS
instead of TLS, at least 2 certificates are needed for maxi-
mum diversity. Although certificates are not expensive, they
represent a cost. Using a diversity factor k = 2, the cost
associated with certificates duplicates. Nevertheless, we believe
that the additional cost of having two certificates instead of one
is compensated by the increase in security and vulnerability
tolerance provided by VTTLS. Regarding management, there
is the need to manage two certificates instead of one. This does
not represent a substantial increase in management effort.

VI. CONCLUSIONS

VTTLS is a diverse and redundant vulnerability-tolerant
secure communication protocol designed for communication
between clouds. It aims at increasing security using diverse
cipher suites to tolerate vulnerabilities in the encryption
mechanisms used in the communication channel. In order to
evaluate our solution, we compared it to an OpenSSL 1.0.2g
communication channel. While expected to be k = 2 times
slower than an OpenSSL channel, the evaluation showed that
using diversity and redundancy of cryptographic mechanisms
in VTTLS does not generate such a high overhead. VTTLS
takes, in average, 22.88% longer to send a message than
TLS/OpenSSL, but considering the increase in security, this
overhead is acceptable. Overall, considering the additional
costs of having an extra certificate, the time increase, and
potential management costs, VTTLS seems to provide an
interesting trade-off for a set of critical applications.
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