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Abstract

The Internet of Things promises to radically simplify the way devices are connected and coordi-
nated, especially in the context of home and building automation. The current IoT practice favors the
creation of devices with complex features that typically expose functionality on the network through
web-services. In practice, this means that existing systems do not allow updating their behavior
without changing the devices firmware or without complex changes to the entire system. Since the
device behavior logic is distributed, coordination is difficult to accomplish or needs to be centralized in
dedicated gateways. This work explores the idea of moving the logic from devices to the cloud, creating
an infrastructure for device coordination that is agnostic of device details. Coordination logic and
application development is thus fully decoupled from the device firmware and physical devices, enabling
fast application development and extension of functionality without modifying the device firmware.
This work proposes a solution that allows to move the devices coordination logic to the cloud, and
abstract the applications of the protocols and technologies details, offering services that improve the
way of interaction with devices. Our proposed solution is validated through performance and load tests
in a controlled environment, and through tests with physical devices in the real environment. The end
result is a fully functional system, from the device drivers to a client mobile application, which acts as
an interface used by end users.
Keywords: Internet of Things, Cloud Computing, Home Automation, Building Automation

1. Introduction

The Internet of Things (IoT) has been receiving in-
creasing attention from industry and is recognized
as an important area of future technology develop-
ment. The true value of IoT is realized in the ability
to efficiently integrate and coordinate new devices
in the network [29]. Current IoT systems are de-
signed to provide features based on a lineup of de-
vices that are developed independently of other IoT
systems, often from different manufacturers, with
distinct protocols and command semantics, which
makes it difficult to integrate. Indeed, current IoT
devices are not totally interoperable and are part of
small systems which are provided independently of
each other [22].

To achieve the full potential of the IoT, all devices
and systems should be developed aiming to be in-
tegrated. Thus, each device should perform a well
defined set of functions with a well defined inter-
face. Moreover, device coordination logic should be
decoupled from the responsibility of devices to per-
form simple functions and located at a single point.
In practice, however, this is not verified.

As in Software Engineering, in which the logic
of programs spread over several points of the code
(scattering) creates maintainability problems, the
distribution of logic across devices firmware also
creates cohesion problems in these systems, mak-
ing maintenance, development and debugging more
difficult [27].

The main problem of IoT and Home and Build-
ing Automation systems in particular is mostly that
the development of these systems does not take into
account the definition and implementation of proto-
cols and standards or a clear separation of respon-
sibility that each component of the system must
have, not allowing full customization of the devices
behavior because the API that each provides is not
designed to be coordinated [8, 9].

Some of the challenges to the evolution of IoT
have already been the subject of previous research
work, it is the approach to the architecture of the
systems that constitutes a major problem: devices
should implement a well defined set of features and
coordination logic should be externalized, encapsu-
lated outside the devices being coordinated.
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The following requirements suggest that increas-
ing the complexity of devices will result IoT systems
that are difficult to maintain:

1. There must be a way to super-impose new
behavior of regulating the interaction of de-
vices. For the sake of separation of concerns
this should be kept outside the device.

2. Devices need to be able to delegate complex
tasks, especially those related to data analysis.

3. Device coordination needs to be performed in-
creasingly based on variables external to de-
vices and application-dependent and that can-
not be accounted for upfront.

4. New features need to be developed atop of ex-
isting devices, for which the devices were not
initially designed.

To meet these requirements, and to relieve the
devices to perform complex tasks, it is necessary
to externalize the logic to a location that has ap-
propriate resources to manage all devices, storing
collected data and perform its processing in sensi-
ble time. Thus, the need to introduce a gateway
arises, that is rich in resources, which is aware of
a significant number of devices and where complex
computation tasks can be delegated, rather than
being locally performed in the devices. This re-
quirement is unoverridable since some tasks need to
have a complete overview of the system and require
variables and data from multiple devices that are
not locally available, nor do they tend themselves
to distribution [8].

Currently, IoT devices have been extending their
functionality, but this evolution is achieved by in-
creasing the complexity, cost and power consump-
tion of the devices. In the architecture of current
systems, the logic is embedded in the devices, forc-
ing each of them to process large amounts of data
as to coordinate with one another. According to
Drytkiewicz et al., “Logic, communication and user
interaction often reside in the same code”, hidden
within the code [15].

Our hypothesis is that designing a gateway in the
cloud would simplify the processing performed on
physical devices, simplifying systems management,
developing new features, and integrating multiple
data sources. Moreover, moving the processing of
data to the cloud will require less computing power
from each device, thus lowering the cost and power
consumption. Also, if logic is centralized, the sys-
tems can be continuously improved and the devel-
opment process can also be simplified [26].

2. Background
2.1. Internet of Things
The concept of Internet of Things, initially pro-
posed by Ashton, refers to the paradigm of con-
necting the physical world to the digital world, in-
tegrating the everyday physical devices, the things,
in a continuous Internet access scenario, where de-
vices and software are closely coupled, which gives
behaviors to devices that are perceived as intelli-
gent. [3, 21, 16].

The devices can be simple sensors and actuators
or more complex systems that have themselves sen-
sors, actuators or processing capacity to interact
with the real world [24]. In IoT objects are charac-
terized by three key aspects [31]:

• Have the ability to communicate;

• Are identifiable;

• Interact with the environment, sensing or ac-
tuating.

Although the main idea of IoT aims to connect all
objects, making each a node capable of sensing and
actuating in the environment, it is essential that
the devices operate invisibly to the user, the objects
and their technology must be involved and adapted
in the environment so that people are unaware of
their presence. This requires that all devices are
able to make autonomous decisions, according to
the context, needs and preferences of users, without
bothering them [20].

Based on the idea that all things are connected
to each other, the IoT devices besides performing
their function they can also work together to pro-
vide more complex services, with greater utility,
rather than several isolated and independent fea-
tures [43].

Currently, IoT systems are developed in a vertical
approach, where applications are extremely depen-
dent on the devices, each application is designed
to provide services that depends on a specific de-
vice, and most of the existing protocols are propri-
etary [38, 6].

To build more complex services, that are capa-
ble of interacting with various types of systems it
is necessary to use a horizontal approach in their
development, separating the data collection phase,
the transmission phase and the processing phase,
so that, in each phase independent protocols can
be defined for each level, allowing the systems of
processing phase take advantage of data from sev-
eral sources [8].

The growth in the number of interconnected de-
vices creates many opportunities for new services
and features in IoT [20]. However, to take advan-
tage of these opportunities, it is essential to over-
come a number of obstacles [13]. The major chal-
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lenges that must be overcome for the expansion of
IoT are:

Device Management. On the IoT, because of
the number and diversity of devices, manage
the entire system is a complex process [8].

Data Management. A precise analysis is re-
quired to get value from the data. [8].

Security. With the increasing number and type
of devices the likelihood of security flaws also
increases [33]. According to a study, 70% of
the most used devices on the IoT have security
flaws [37]. The main flaws that exist in these
types of devices are derived from the low pro-
cessing power they have [5, 36, 19]. The lack
of encryption and poor access control are the
flaws that mostly matter [11].

Privacy. Any system that has access to personal
data of users should ensure privacy [33]. In
the IoT devices this issue is particularly im-
portant as these devices exist on the user’s per-
sonal environment and send them over the In-
ternet [36].

Energy Efficiency. Currently about 5% of the
electricity consumed worldwide is spent by de-
vices connected to the Internet [20]. With the
evolution of IoT the increase of network con-
nected devices is unavoidable, having a direct
impact on energy consumption [1].

Distributed Inteligence. The systems that cur-
rently exist in the IoT have more features, but
this requires an increase in complexity, cost and
power consumption of the devices. If the logic
virtually reside at a single point, systems can
be continuously improved and the development
process can also be simplified [26].

2.2. Cloud Computing
The term Cloud Computing is used to describe two
different things, a platform and type of application.
The concept of Cloud Computing refers to the use
of shared computing resources that are provided on-
demand, as services, over the Internet. The infras-
tructure that supports these services is hosted in
data centers and is what is typically referred to as
the Cloud [42].

Cloud resources are always available, and be-
cause they are virtually unlimited, the amount of
resources that can be used can be adapted, in real
time, to the task to be carried out, using only the
required resources [9]. Thus, using the cloud’s re-
sources as a service, there is no need to build and
maintain computing infrastructures in-house [1].

In cloud computing model, resources, such as
compute, storage or software, can be easily provided

on-demand in one of three different ways, Infras-
tructure as a Service (IaaS), Platform as a Service
(PaaS) or Software as a Service (SaaS) [35, 17]. The
main difference between each of these categories is
the purpose and suitability which each has for the
different types of systems and applications [41].

By moving the applications to the cloud it is pos-
sible to obtain a better use of existing resources
since the hardware is being used more efficiently,
due to the sharing of powerful resources.

2.3. Home Automation
Home automation is an application of ubiquitous
computing which aims to offer a better quality of
life and also reduce power consumption [2, 10].

The environment of smart homes is composed of
systems and devices with very different features and
applications and also use a variety of communica-
tion technologies [28, 25].

However, although Home Automation systems
have had a great evolution, this focuses on the fea-
tures and services available to users. The systems
that currently exist are composed by a set of soft-
ware and hardware that depend on each other and
there are no standards to enable interoperability be-
tween devices from different vendors [23, 32]. More-
over, such systems are difficult to expand, with de-
vices or behavior, especially by users [18].

3. Existing Cloud Gateways Systems
Currently there are already systems that attempt
to solve some of the problems that we found, how-
ever none of them can comply with the requirements
identified for our solution.

3.1. Intel IoT
The Intel IoT is a platform, developed by Intel, to
provide a seamless integration and communication
with devices, intending to move data to the cloud,
and be able to provide analytics.

The main objective of this platform is to exploit
and monetize the data. This platform is composed
by software that analyzes the data, and dedicated
hardware, that collects the data. One of the key
components of this platform is the Intel IoT Gate-
way, a physical board that allows the connection to
the cloud.

3.2. IFTTT
The IFTTT (”If This Then That”) is a service that
allows users to use event-based programming to in-
teract with the devices.

Although this system is not intended for home
automation, it can be used for this purpose, since
it is able to generate actions on the occurrence of
events. However, although users can create their
own recipes, they can not extend the system’s com-
patibility with new devices, in addition to those
that are already supported. Moreover, this system
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does not allow the storage of data collected by the
devices.

3.3. EasyIoT
The EasyIoT is a project, co-financed by the Eu-
ropean Union, which aims to provide an interface
between the IoT devices and users. This project
consists of a framework that allows programming
and connecting the devices to the cloud, and a web
interface where it is possible to manage and control
the physical devices.

Currently the number of supported devices is
quite limited and can not be added device drivers
to increase compatibility with other devices. More-
over, it is not possible to keep the history of the
data generated by the devices.
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Public Access API • • •
Sharing Features • ◦ •
Virtual Commissionings • • •
External Data Integration ◦ • •
Protocol Independent ◦ ◦ ◦
History Data Storage • ◦ ◦
Software as a Service • • •

Table 1: Comparison of features of existing IoT Gate-
ways (◦– Not Supported •–Supported).

4. Implementation
The developed solution aims to contribute as a gate-
way in the cloud that allows to extract all the logic,
that is currently in the IoT devices, to the cloud and
is also intended to provide value-added services The
main target of the developed gateway are the home
automation devices.

The main goal of the developed solution is to
manage the coordination logic of the devices and
provide applications a way to interact with devices,
without establishing a direct link with them.

4.1. Requirements
Currently IoT is facing multiple challenges, a long
diversity of devices and various sources of external
information. Taking into account these considera-
tions, we define the following set of requirements
that our solution must fulfill:

• Public Access API

• Remote Control

• Sharing Features

• Cloud Based Reconfiguration

• External Data Integration

• Security

• Protocol Independent

• Vendor and Technology Independent

• History Data Storage

• Low Latency

• Software as a Service

4.2. Architecture
Since the main target of the developed solution are
the home automation devices, it is crucial that the
system can be accessed on any device, permanently.
This goal can only be achieved if there is an archi-
tecture that simultaneously ensures high availabil-
ity, high throughput and processing almost in real
time.

Taking into account the solution requirements
and processing and communication needs, the fea-
tures of the system are distributed over multiple
components, as depicted in Figure 1, in order to
optimize and balance the use of resources.

Figure 1: Solution Architecture.

The application server is the main component of
the system, responsible for the main features of the
system, such as the management of physical devices,
and the interface between these devices and appli-
cations through the available services. These ser-
vices, exposed via an Application Programming In-
terface (API) allows the applications interact with
the devices and the gateway via simple HTTP re-
quests, creating an abstraction layer that simplifies
the logic in applications [14, 39].

To meet the requirements of our solution there
are some features that require communication to
be extremely fast, near real-time and asynchronous.
For this to be possible there are two different solu-
tions: poll and push [12].

Both solutions have advantages and disadvan-
tages that have been carefully considered, and the
decision fallen in the use of an architecture in which
the server sends push notifications to client appli-
cations, as depicted in Figure 2

In this model, the complexity of architecture is
greater but the benefits achieved justify this in-
creased complexity. In this model, where the server
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Figure 2: Architecture of push-based notifications.

notifies the devices there is a set of data that must
be kept on the server, for example, active subscrip-
tions and which devices made these subscriptions,
but the need of the devices periodically contact the
server to check if there are pending messages is elim-
inated [40].

Once the server can notify the devices as soon
as it receives the event, the time interval between
the occurrence of the event and the receipt of the
notification on the client application can be as lit-
tle as possible, excluding network delays, because
these depend on the transmission medium that is
used [30].

This notifications model is especially beneficial
when the client applications are mobile applications
because the devices where they run have limited re-
sources and the use of these resources by applica-
tions should be reduced in order to optimize the
battery consumption [34, 4, 7, 12].

4.3. Cloud Gateway

Our solution, the cloud gateway, consists of multi-
ple components that work together to provide high-
level features. Taking into account the best prac-
tices and principles of software development, the
features of our system are implemented by several
different components, each with a well defined re-
sponsibility.

To perform the equipment management and offer
an abstraction of the physical devices, we developed
a model, where each type of device is represented
by an interface according to the type of features
it provides. This allows client applications of the
cloud gateway can disregard the protocols used by
each device, since the features do not depend on the
brand, model or technology used by it.

In Example 1 we present the interface of a hu-
midity sensor, that provides a method to read the
value measured by the sensor. Example 2 reveals
the interface for a lamp with basic features.

Example 1: Humidity Sensor Interface

public interface HumiditySensor extends

Sensor {

double getHumidity();

}

Example 2: Lamp Interface

public interface Lamp extends Actuator {

boolean getStatus();

void turnOn();

void turnOff();

int getIntensity();

void setIntensity(int intensity);

}

To realize these abstractions, the system needs
to translate the protocols of each device, through
drivers, that map the protocol-specific commands
to methods of the interface corresponding to the
type of device.

This approach simplifies the way the client ap-
plications interact with the devices, reducing the
communication complexity to simple methods that
represent the features of devices, while allowing the
existence of complex devices, rich in features, by
composing the interfaces that represent the device
types.

As explained previously, in home automation sys-
tems there is the concept of commissionings, i.e.
associations between devices that cause actions on
a device triggered by an event on another device.
Typically, in this type of systems the commission-
ing between devices is configured locally, making it
difficult to change.

In our solution, we have developed an engine that
allows to configure the associations between devices,
dynamically and easy to change, i.e. virtual com-
missionings, which enable to interconnect the de-
vices, in order to create behavior rules based on
events generated by other devices.

This approach allows to configure device commis-
sionings dynamically and also allows to create be-
havior based on complex rules, by compose multi-
ple commissionings, but keeping all the coordina-
tion logic in a single point, in the cloud.

4.4. Mobile App

In order to create a fully functional system, we de-
veloped a mobile application, for the Android plat-
form, which acts as an interface to the services pro-
vided by the gateway. The developed application
allows the registration of new users, management
of user locations and devices, and also features re-
lated to the sharing of spaces.

4.5. System Management Dashboard

The system management dashboard is a web appli-
cation, which allows to check the system status and
perform all administration tasks. This application
allows to query all devices registered in the system,
know where they are currently installed, what are
their current status, and what errors occurred.
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5. Results
Our work comprises the development of a system,
especially oriented to home and building automa-
tion systems, which promises to centralize the de-
vice behavior logic in the cloud, and also to provide
to applications an abstraction of the devices speci-
ficities.

To evaluate the proposed solution, we conducted
tests in two different environments, in order to be
able to accurately evaluate the system developed.

5.1. Methodology
In order to evaluate the proposed solution, we con-
ducted tests to measure the gateway performance,
and understand how it behaves in different load con-
ditions. To evaluate system response in high load
scenarios, we developed an emulator which simu-
lates the behavior of devices with simple functions,
purged of any logic.

5.2. Device Drivers Implementation
Once the devices which currently exist in home au-
tomation systems already implement multiple fea-
tures and have too behavioral logic, to validate our
solution we developed an emulator for simulating
devices without behavioral logic, which are fully
controlled by the server.

We develop device drivers for both versions of
the emulator, a sensor and an actuator, according
to the protocol we define for these devices. Once
implemented device drivers for these two devices,
they were registered in the server, making the sys-
tem able to interact with such devices, not requiring
any adjustment on the server side.

5.3. Hardware Prototype
In order to validate our solution in a real environ-
ment, we also implemented in hardware the proto-
col used by the previously developed emulator. As
in the emulator, we also developed two versions of
the physical devices, a temperature sensor and an
actuator that controls a lamp.

5.4. Test Environment
To evaluate the viability of our solution and run
the performance tests, we set up a test environ-
ment, composed by a server, which runs the Cloud
Gateway, and five computers, through which we dis-
tributed the emulator instances. The machine spec-
ifications where the Cloud Gateway was deployed
are as follows:

• # of Cores: 2

• Clock Frequency: 2,4 GHz

• RAM Memory: 8 GB

• Storage: SSD 40 GB (RAID 10)

• Network Connection Speed: 100 Mbps

Besides these equipments, in the use cases tests,
we also used five ESP8266 boards connected via
WiFi to a 802.11g access point.

5.5. Use Case Scenarios
In order to test the features provided by the gate-
way, we conduct tests to validate them and also to
validate that the virtual commissionings between
devices are fully functional, and they can reproduce
the features found in home and building automa-
tion systems. Taking into account the features of
this systems, we defined four scenarios in which we
conducted the tests.

Light Control Scenario: In this scenario, a
switch is associated with a lamp through a commis-
sioning, which can change the lamp status, accord-
ing to the event triggered by the switch.

Remote Control Scenario: For the remote
control scenario, it is required that there is a mo-
bile device registered in the system. This scenario
aims to evaluate the ability to control the devices
remotely, via cloud.

Alarming Scenario: In this scenario we intend
to evaluate the possibility to warn the user in the
occurrence of abnormal situations. Specifically, us-
ing a temperature sensor, the system must be able
to detect an unusual situation, for example, if the
value measured by the sensor reaches a threshold.

Multiple Commissionings Scenario: This
scenario is composed of a motion sensor and two
lamp actuators. Each lamp is associated with the
sensor, through a commissioning, so that in the
presence of movement both lamps turns on. In this
scenario we validate the possibility of associating
multiple commissioning to the same device, in this
case to the sensor.

In the tests we conducted about the use cases,
the system proved to be able to perform all tasks
and responded as expected in each situation.

In the Light Control Scenario we measured the
time between the change of switch state and the
lamp status update. The results obtained were as
follows:

• Minimum Time: 0.73 seconds

• Maximum Time: 1.27 seconds

• Average Time: 0.97 seconds

In the Remote Control Scenario was performed
the measurement of the elapsed time between the
request sent by application until receiving confirma-
tion. The values obtained were as follows:

• Minimum Time: 0.82 seconds

• Maximum Time: 2.14 seconds

• Average Time: 1.16 seconds
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The tests performed in Alarming Scenario showed
us that the system is able to detect abnormal situ-
ations and take the initiative to send a notification
to the user devices. In our test case, both mobile
devices registered in the system received the notifi-
cation about the same time.

The tests performed in Multiple Commissionings
Scenario enabled us to validate that it is possible
to associate multiple commissionings to the same
device, but also showed that in some cases there
may be a delay in the execution of the commands,
triggered by commissionings.

In this scenario we used an emulator of a mo-
tion sensor first, associated with two lamps. Then
we performed the same procedure, but the sensor is
associated to five lamps. We found that after the
sensor detects movement, there may be a variable
delay in the execution of the various commands in
different devices. In this case we noticed that not
all lamps updated its state at the same time. Nev-
ertheless, the delay is a small interval of time, which
is not critical for most applications. Table 2 sum-
marizes the delays observed in each test.

Delay (s)
Commissionings Min Max Avg

2 0,11 0,73 0,27
5 0,17 0,84 0,65

Table 2: Delay Observed in Multiple Commission-
ings Scenario

5.6. Performance Tests
To evaluate the gateway performance over a long
period of time we conducted a long term test, last-
ing 12 hours. With this test we intend to evaluate
the performance of the gateway does not decrease
over time. With this test we intend to validate that
the gateway performance is not liable to a down-
grade over time. We want to ensure that the gate-
way can manage resources efficiently so that the
response time remains constant over time.

Table 3 summarizes the response times measured
by the emulator instances over the four test cases.

Connected Response Time (s)
Devices Min Max Avg

1 0,15 0,59 0,34
100 0,17 0,93 0,54
500 0,35 0,99 0,67
1000 0,46 1,35 0,92

Table 3: Gateway response time along 12 hours.

To evaluate the feasibility of our system, it was
conducted a set of tests to evaluate the performance
of a key feature of the proposed solution, the vir-
tual commissionings between devices. In order to

understand the impact that the number of commis-
sionings has on system performance, we set up a
scenario composed of a set of devices, and multiple
commissionings among them.

With this test we intend to measure the elapsed
time between the occurrence of an event in a device,
until the occurrence of the event triggered by the
commissioning, in another device.

Table 4 presents the average delay between the
generation of an event until the occurrence of the
action determined by the commissioning. Each test
case was conducted for 30 minutes.

Delay (s)
Devices Commissionings Max Avg

5 1 0,47 0,19
5 5 0,58 0,22

100 1 0,85 0,42
100 5 0,91 0,57
100 10 0,89 0,59
100 100 0,93 0,66
500 1 0,72 0,52
500 5 0,81 0,54
500 10 0,75 0,63
500 100 1,28 0,78

Table 4: Commissionings Delay

5.7. Discussion

The device drivers, the emulator and the mobile
application developed allowed us to thoroughly test
the proposed solution. Both features and perfor-
mance were evaluated, each with different tests.

The use cases we tested allowed to validate that
our solution meets the defined requirements. The
performance tests conducted enabled us to validate
that the gateway is able to handle a large number of
devices, with a small impact on performance. Fur-
thermore, we also validated that the virtual com-
missionings engine is fully functional.

6. Conclusions

IoT and Home Automation are fast growing areas.
While consumers are already realizing their poten-
tial to convince users, it is necessary to solve chal-
lenges that arise. IoT and Home Automation sys-
tems have the ability to improve users lives, but
for this to be possible it is necessary that systems
are ubiquitous, so that users are unaware of their
presence.

Currently, there is already a multitude of devices
that promise to fulfill a large portion of people’s
needs and provide features that really improve the
daily life, however, these devices operate in isola-
tion, each manufacturer has its own ecosystem of
devices and applications, creating a barrier to the
interoperability among the different devices.

7



The difficulty in designing a system that can ab-
stract the details of the physical devices, technolo-
gies and protocols of each is very high because it
requires that the entire system is guided to func-
tionality, allowing to concentrate on it all the coor-
dination logic and the rules that control the devices.

In contrast to other systems that provide a vari-
ety of features, but only support a limited number
of devices, our solution is designed to allow the ex-
pansion of compatibility with new devices through
the addition of software components, the device
drivers, which have the responsibility to perform
the translation between protocols of each device to
the interface provided by the gateway. Thus, from
the gateway’s point of view, the device is identi-
fied by the features that it provides, and not by the
details of the protocol, technology or vendor.

To validate the proposed approach, we have de-
veloped a prototype of a gateway, according to the
defined requirements. We also developed an emu-
lator of physical devices with simple features and
purged of any logic, a communication protocol for
these devices and a device driver that translates
such protocol to the gateway interface.

In order to demonstrate the feasibility of our so-
lution we conducted several performance and load
tests to our system, in order to understand: (i) how
much is the delay introduced by the different com-
ponents of our architecture and if the developed so-
lution has the ability to manage and control the de-
vices in near real time, (ii) if the gateway is able to
handle multiple requests simultaneously, and what
is the impact that increasing the number of devices
has on the system responsiveness and on the re-
sources used by the server. Our solution enables
moving out from the logic embedded in the devices,
helping to create more maintainable systems with
extended features. The results contained in this
thesis contribute to more modular and more expan-
sible systems, that do not rely on the specific char-
acteristics of the physical devices and proprietary
protocols and technologies.
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