
TimelyWare: a Middleware for Timely and Reliable
Communication over the Internet

ABSTRACT
Delivering messages within a deadline is an important objec-
tive in several cloud infrastructures in which remote instruc-
tions have to be executed within limited time. This work
addresses the problem of delivering messages on time over
wide-area networks such as the Internet, considering small
messages like control messages. We present a middleware
called TimelyWare that aims to deliver messages in a timely
way with higher probability than alternative solutions. This
is possible by exploring the concepts of overlays networks,
multihoming, and prediction of timing failures. The article
presents the middleware routing protocol and the prediction
algorithm. It also presents an experimental evaluation using
PlanetLab.

1. INTRODUCTION
Many systems that were considered unsuitable for the In-

ternet are now using it. The reason for this change is prob-
ably that it reduces the costs involved, by avoiding building
and managing private networks. One example are critical
infrastructures such as the power grid. Although their com-
munications are quite critical, they are often interconnected
by virtual private networks that share the same resources
as normal Internet traffic [18]. Another example are cloud
infrastructures, whose data centers are often connected over
the Internet, even for control traffic.

Some of these systems require messages to be delivered on
time, i.e., before a certain deadline. For instance, for power
grid control deadlines of 2s, 1s, or less are common [15].
However, meeting deadlines in wide area networks (WANs)
such as the Internet is difficult, as their dimension and num-
ber of users leads inevitably to time unpredictability. More-
over, timeliness in WANs is susceptible to events such as
component failures [20, 9], congestion, and distributed denial
of service (DDoS) attacks [24]. These events not only delay
communication, but also make this delay unpredictable.

There are some solutions that aim at delivering messages
faster in the Internet. For instance, overlay networks [4, 5,
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27] and multihoming [3, 6] have been used to allow rout-
ing traffic through different paths at the application layer,
without modifying the network infrastructure. However, the
objective of these works is to deliver messages faster, not
to meet deadlines. Moreover, most of these works consider
what we call small messages, i.e., messages carried in a sin-
gle packet and with a negligible length. We consider not
only such messages but also large messages, e.g., carrying
files, with non-negligible length.

The objective of this work is to provide TimelyWare, a
middleware that timely delivers messages over WANs in a
reliable way with higher probability than alternative solu-
tions. As mentioned, we aim to provide these guarantees
to small control messages. This is possible by using indi-
rect channels, i.e., logical connections between two nodes
obtained using an overlay network, besides the ones that the
network operator provides, and by monitoring these chan-
nels. TimelyWare is also cost sensitive, meaning that we
aim avoiding sending unnecessary messages, as done by ap-
proaches like flooding the network. This is done by using
mechanisms that detect and adapt to the current network
state (congestion, delay, bandwidth), including prediction
of timing failures. The motivation for this mechanism is
our observation that there are network issues that impact
timeliness but happen periodically, so they are predictable.
TimelyWare works at application layer, so it does not need
modifications to the underlying network in order to run.

This solution combines overlay networks with multihom-
ing routing strategies to assure that messages are delivered
within the deadline. The main novelty is TimelyWare’s abil-
ity to adapt to the current state of the environment and pre-
dict problematic periodic events. The goal is specifically to
predict when a channel will change into a problematic state,
so that alternative channels can be used instead.

The contributions of this paper are: (1) an algorithm to
predict channel problems; (2) a protocol for dynamically
selecting a set of channels for small messages to be delivered
on time over a WAN.

2. TIMELYWARE
TimelyWare is an evolution of an algorithm called Calm-

Paranoid (CP) [13]. That algorithm aims to deliver short
(control) messages on time. The design rationale of CP was
driven by the architecture of modern wide-area critical in-
formation infrastructures such as the power grid, which are
distributed over several facilities following a WAN-of-LANs
model. CP also uses overlay networks combined with mul-
tihoming where each node is connected to all of the other



Figure 1: TimelyWare Architecture

ones, following a one-hop source routing scheme [5]. When a
node wants to send a message, it selects a base channel and
B backup channels based on their delay and correlation to
the base channel. The value of B is predefined and constant.

Unlike CP, TimelyWare tries to adapt to the current en-
vironment by monitoring the network channels and by using
mechanisms to predict their future state in order to increase
the timely delivery probability and reduce the number of
transmitted messages. Furthermore, TimelyWare also aims
to provide timeliness assurances for large files.

2.1 Architecture
We consider a system composed of several nodes con-

nected by an IP network. These nodes may or may not
be interested in sending their own messages, but they serve
as gateways that can relay other node messages. This archi-
tecture allows creating one-hop overlay channels, i.e., logical
connection between two nodes that can be used to reach a
certain destination node over different network-layer routes
(because the intermediate nodes are different).

In each node TimelyWare is composed by several modules,
as illustrated in Figure 1:

• The network parameters estimation module is re-
sponsible for measuring the one-way time (OWT), the
round-trip time (RTT), the available bandwidth, and
the network elements of each channel.

• The network adaption module is responsible for
adapting the channel timeout and the estimated avail-
able bandwidth based on the latest state of the net-
work.

• The network prediction module is responsible for
predicting timing failures by analyzing and extracting
frequent patterns from the timing failure table.

• The channel selection module selects the primary
and backup channels. The number of backup channels
is dynamic and its calculated based on the deadline
and the channel’s delay.

• The channel correlation module calculates the cor-
relation between channels based on the network ele-
ments data obtained by the network parameters esti-

mation module. The channels data is stored in the
channel matrix.

2.2 Network Adaption
TimelyWare monitors the network in order to adapt to

its current state. Based on the network parameters mea-
sured, it decides whether to take a pessimistic approach or
an optimistic one.

2.2.1 Network Monitoring
As previously mentioned, TimelyWare measures several

network parameters. To obtain the RTT and OWT its nodes
exchange UDP datagrams periodically. UDP was used in-
stead of ICMP because it was discovered that ICMP was
inaccurate in some cases due to load balancing mechanisms
in some routers [26]. TimelyWare also monitors the band-
width available in each channel. Although the accuracy of
these measurements improves with measurement frequency,
this frequency cannot be high to avoid congesting the net-
work. The adaption of RTT, OWT, and bandwidth can
be done using TCP’s RTT estimation formula [25] or the
Adaptare Framework [16]. TCP algorithm uses an expo-
nential weighted moving average to estimate the round-trip
time. The Adaptare framework uses the concept of coverage,
the probability that a timing property will maintained over
a time period, to calculate time bounds based on statistical
properties of the current state of the environment.

TimelyWare has also to assess the correlation between
channels, although with a much lower frequency and this
tends to be stable. Nodes assess this correlation by observing
the Autonomous System (AS) traversed by each channel, us-
ing a variation of traceroute. Give the ASs traversed by two
channels, the correlation between them is calculated using
the Sorensen-Dice coefficient. Given two sets of ASs A and
B, the correlation is given by: corr = 2|A ∩B|/(|A|+ |B|).

In order to obtain accurate delay measurements, Timely-
Ware uses the Jnetpcap library [10] to obtain kernel times-
tamps therefore filtering the application delay. For mea-
suring the OWT, TimelyWare synchronizes the participant
nodes clocks using NTP [23], which has the benefit of be-
ing available in many systems, without need for additional
hardware. This way in the moment of sending or receiving
the packets, the nodes extract their clock offset and calcu-
late the difference between their clock and the NTP server
clock, in order to adjust their current time. To obtain the
ASs present in a path, TimelyWare uses the Paris traceroute
[8] to extract the IP of the routers, because it can handle
anomalies present in the network, caused by load balancing
mechanisms in the routers, that traceroute [22] for example
cannot. Then for each IP it searches for the correspondent
AS name.

2.2.2 Network Stability Detection
TimelyWare monitors the channels to identify if they are

stable or unstable. We use the term unstable to designate a
network or channel with large variations in delay and band-
width, where it is difficult to establish a trend. In this
state the network becomes unpredictable. On the contrary,
a stable network is characterized by having little variation
in the parameters mentioned, being possible to establish a
trend. This stability detection approach is mostly useful
for the available bandwidth estimation as its measurement
frequency has to be low.



TimelyWare identifies the channel state in three steps.
First for each new extracted sample it calculates the RTT
deviation, which is given by (1). The value of β is discussed
in the evaluation section.

devRTT = (1− β).lastDevRTT + (β|lastRTT −newRTT |)
(1)

Then it averages the last n devRTTs in order to calculate
the stability ratio, given by (2). The n value is discussed in
the evaluation section.

stability ratio = AV G(devRTTs) (2)

Finally a channel is considered unstable when the value of
this ratio is higher than a certain threshold. The threshold
value is also discussed in the evaluation section.

2.3 Prediction of Timing Failures
The main novelty of TimelyWare is the prediction of tim-

ing failures. The goal is to predict when a channel is going
to become unstable, as this instability can affect message
timeliness. The motivation for this mechanism is an effect
we observed in several channels in different circumstances:
high delay variations that occur with a certain periodicity,
typically daily. An example is shown in Figure 2. It shows
the RTT between a host in Singapore and another in Brazil
during approximately 5 days (actually we observed the ef-
fect during 2 weeks, but the full graph was not easy to read).
Everyday around noon there was a high increase in delay,
which came down again about 12 hours later. We observed
many cases like this one, often with much lower periods when
the delay is higher. The issue is that when the delay passes
from low to high, the RTT estimation takes some time to
adapt, both when its done with TCP’s algorithm and with
Adaptare. This increases with the period between RTT mea-
surements.

Figure 2: RTT samples collected over a week

TimelyWare considers that there is a timing failure when
the observed RTT is higher than the estimated RTT. When-
ever it detects a timing failure, it stores the instant when it
happened and the channel where it happened in a table. Pe-
riodically, e.g., everyday by midnight, it does prediction of
timing failures.

The prediction algorithm is shown in Algorithm 1. Its
objective is to search for time intervals when events (timing
failures in our case) occur frequently. The key ideas of the
algorithm are two. First, it searches for events that happen
periodically in a large interval, e.g., a certain hour of the

day; then if it finds them, it calls itself recursively to define
thiner intervals in which there are still periodic events (e.g.,
a certain 30 min interval of the day, a certain 10 min interval
of the day, etc.). The second idea is to measure the frequency
of these events in all the intervals equally spaced, following
the idea of frequency of the classical Apriori data mining
algorithm [2].

Algorithm 1 Periodic Event Mining

1: procedure findPeriodicEvents(list, interval, cycle, start, stop,
offset)

2: intervals← [ ]
3: subIntervals← [ ]
4: cycleStartIntv ← offset
5: while (offset = 0 and cycleStartIntv < cycle) or (offset 6= 0

and cycleStartIntv < offset + intervalAbove(interval)) do
6: newStart← start + offset + cycleStartIntv
7: if confidence(list,newStart, stop, cycle, interval) >

confThreshold) then . If it is higher its because we found a
periodic event

8: belowInterval← intervalBelow(interval)
9: newOffset← offset + cycleStartIntv
10: subIntervals ← findPeriodicEvents(list,

belowInterval, cycle, start, stop, newOffset)
11: if subIntervals = null then
12: intervals ← intervals U (cycleStartIntv, inter-

val)
13: else intervals← intervals U subIntervals
14: cycleStartIntv += interval / 2 . Considering the sliding

window
15: return intervals

16: procedure confidence(list, start, stop, cycle, interval)
17: frequencyCount← 0
18: count← 0
19: for startIntv ← start; startIntv < stop; startIntv+ = cycle

do
20: count← count + 1
21: endIntv ← startIntv + interval
22: if isEventInInterval(startIntv, endIntv) = True then
23: frequencyCount← frequencyCount + 1

24: return frequencyCount/count

When triggered in line 1, the algorithm receives a list of
events, a time interval size, a cycle size, the dates of the first
and last events, and an offset. The list in our case is the part
of the timing failure table for a certain channel. The interval
size refers to the size of the interval to look for an event,
e.g., 30 minutes. The cycle size indicates the frequency of
the events, e.g., daily or weekly. The offset tells from which
interval the algorithm should start searching, e.g., the third
30-minute interval of the day.

Starting from the given interval size and offset, the algo-
rithm searches for events that occurred frequently in that
interval (line 5 to 14). This verification is made by proce-
dure confidence (lines 16-24) whose goal is to see if an event
occurred in that interval in a high proportion of the cycles.
This procedure returns a degree of confidence that there is
a periodic event in that interval. If the degree is higher
than a threshold, the algorithm will repeat the search but
with a smaller interval size given by the auxiliary proce-
dure intervalBelow (line 8). This recursion (line 10) reduces
the interval size of prediction and consequently improves the
prediction accuracy as much as the data allows. This way, it
is possible to obtain predictions with different granularities.
Also, this algorithm uses a sliding window (line 14) so that
is possible to find events that occurred near an interval. For
example the algorithm finds events that occurred between
1:30 a.m. and 2:30 a.m.

Consider the example in which the algorithm is called



as follows: findPeriodicEvents(events, 60, 1440, 2014-10-05
00:04, 60, 1440, 2014-12-04 23:54, 0). The algorithm will
search if there is an event that occurred every day in a 1
hour interval, from midnight to 1 a.m., from 1 a.m. to 2
a.m. and so on. If it finds that an event occurred periodi-
cally in an interval, the algorithm will search with an interval
size of 15 minutes on the next step.

The algorithm will return a pair indicating the start pe-
riod and the duration of the periodical timing failures. For
example it could return 〈3, 60〉 meaning that every day a
failure can occur between 3 a.m. and 4 a.m. With this
information, TimelyWare can avoid the channel on those
periods.

2.4 Channel Selection
To aid in the selection of the best channels to use, each

node shares its information about channels with the others
in order to have a complete view of the network. A channel
is a logical connection between two nodes which provides an
abstraction from the underlying network topology. When a
node wants to send a message it can obtain a list of channels
that reach the intended destination. TimelyWare does one-
hop overlay routing, so channels can be direct (sender sends
messages to the destination node) or one-hop (sender sends
messages to another node that sends them to the destination
node).

TimelyWare selects the channels based on their estimated
timeout value and stability. Basically the approach for this
case consists in sending the message through a base chan-
nel or primary channel while also sending copies through k
backup channels. The value of k is calculated dynamically.

The channel selection algorithm works as follows: first the
node obtains a list of channels that can reach the destination
ordered, ascendent, by their respective timeout value. The
goal is to select the channel that has the lowest timeout as
the primary channel. Before selecting a channel, it filters out
any channel that may soon become unstable. If there are no
available channels to use as primary channel, the algorithm
enters in the last resort mode. In this mode the algorithm
selects the n fastest channels to send the message. The value
of n is given by the square root of the number of channels
that can reach the destination within the deadline. Normally
the more channels we use the higher is the probability that
one will deliver the message within the deadline. However
after a certain amount of channels the probability will not
increase as the later channels in the ordered list do not offer
good probability due to high timeout values or because they
are unstable. In other words there is a limit of number of
channels that after it the probability of delivery will not
increase in the same ratio as the number of channels used.
Therefore the use of the square root function was very useful
for this situation as it fulfills the intended goal to calculate
the number of backup channels.

After selecting the primary channel, the node calculates
the number of backup channels based on the number of at-
tempts until deadline and the number of channels that can
meet the deadline in the next iteration. The number of
backup channels is given by Equation (3). avChannels refers
to the number of channels available that can deliver the mes-
sage within the time left for the deadline, channNxtRnd is
the number of channels that can deliver it in the next iter-
ation in case of failure, attempts is the number of attempts
left until the deadline, and msgSent refers to the number of

message copies sent in previous iterations. This value is sub-
tracted by one in order to account that one of the channels
is the primary channel.

backups =
avChannels− channNxtRnd

attempts
−msgSent− 1

(3)
The goal is to use several channels if needed, but also to

use them efficiently, e.g., to avoid using many in just one
iteration if there are more attempts left. The channels that
are predicted to have timing failures until the deadline are
not used. With the number of backup channels selected,
TimelyWare then proceeds to select the channels least cor-
related with the primary using the sorensen-dice coefficient.

When the primary channel’s timeout is triggered we pro-
ceed to the next iteration and repeat the procedure until
there is no more time, reached the deadline, or no more
available channels or we receive an ack.

In conclusion, the goal is to use several channels if needed,
but also to use them efficiently, avoiding using the majority
of channels in just one attempt if there are more attempts
left until the deadline.

3. EXPERIMENTAL EVALUATION
TimelyWare was validated on PlanetLab [1]. PlanetLab

was selected for the experiment because it can provide a
WAN environment while also providing control of each of
its nodes.

The goal of this evaluation is to analyze the success rate
and the cost of the TimelyWare strategy, for small messages,
with varying deadlines. Also we intend to compare Time-
lyWare with other overlay strategies: Flooding, Primary-
Backup (strategy used in the Italian power grid backbone),
SORS [19] and Multi-Path which is a combination of [27]
and [7]. The evaluation is composed of two major test cases
and both were executed during 10 days. The goal of the first
test case is to observe and compare the strategies behavior
in a stable environment. The goal of the other test case is to
observe their behavior when facing an unstable environment
where it is possible to experience multiple timing failures
due to network congestion for example.

The flooding strategy uses all channels simultaneously to
send a message. The Primary-Backup strategy uses the di-
rect channel supplied by the underlying network and in case
of failure uses a backup channel, also supplied by the un-
derlying network, if available. The SORS strategy sends the
message through a direct channel and in case of failure it se-
lects 4 random overlay channels as backups. The Multi-Path
strategy uses simultaneously a direct channel and a random
overlay channel to send the message. For this experiment
we integrated the timeout mechanism described in Section
2.2.1 to all of the other strategies in order to observe their
behavior in case of retransmission.

For both test cases the message exchange frequency was 1
in each 5 min. In other words each node would attempt to
send a message with a 5 minute interval. For example one
node would attempt to send the message and then 5 min-
utes later it would attempt to the message but this time to
another destination. For each attempt first the node would
notify all the other nodes participating in the experience
that it is its time to send the messages and then after send-
ing the messages to all destinations it would notify them



that it was over and the next node could start. This pro-
cess is sequential, meaning that another node will start only
after the previous has attempted to send the message to all
the intended destinations.

TimlyWare uses some configurable paramters in its de-
scribed mechanisms. One of them is the value of the stability
ratio. To estimate the stability of the network TimelyWare
monitors periodically the network. TimelyWare uses the
latest 5 measurements made to extract information about
the state of the network. This value was concluded through
the analysis of several RTT measurements made during a
month between PlanetLab nodes. It was possible to observe
that with these latest measurements it was possible to con-
clude if a network was unstable or not. Also through these
analyses we were able to define a value that classifies the
stability of a network. When the network was presenting
large variations in the delay we observed that for a stability
ratio was of 0.5 using the last 5 measurements it was pos-
sible to classify the network as unstable. For the prediction
mechanism we configure the confidence threshold to a value
of 75%. This value was selected after analyzing the timing
failures obtained during the measurements between Planet-
Lab nodes and was possible to observe that this value was
able to capture several intervals of instability.

3.1 Stable Environment
The goal of the first test case was to evaluate the strategies

behavior in a steady WAN environment. The strategies were
deployed in 7 PlanetLab nodes in the following regions: Ire-
land, Germany, Spain, Portugal, Rice (U.S.), Oregon (U.S)
and Ontario (Canada). The values for the deadlines were
100ms, 200ms, 400ms and 600ms. This test occurred during
10 days where each node exchanged only control messages.
Table 1 shows the result of the test where the success rate
refers to attempts which the message was delivered within
deadline over all the attempts and the channel usage ratio
refers to the average number of sent messages per attempt.

The Flooding strategy obtained the best success rate when
the deadline was 100ms while all of the others, including
TimelyWare, obtained similar results with Multi-Path be-
ing slightly above the rest. As the deadline increases all
the strategies caught up to Flooding and obtained similar
results. Flooding was able to obtain the best success rate
for 100ms because for this deadline it is almost impossible
to have more than one attempt to send the message. This
means that we do not have time to retransmit the message if
a timing failure occurs. Therefore sending through multiple
channels in one attempt would be the best option. However
the number of channels that can deliver within this deadline
is low thus TimelyWare can not use more channels as we
would want to.

We can observe that Flooding is the least efficient as it
uses all of the available channels to send a message and
Primary-Backup is the most efficient using only one chan-
nel per attempt. We can also observe that TimelyWare
is the only that varies the number of messages sent as it
tries to adapt to the current condition. As the deadline
increases TimelyWare approach becomes more optimistic
and for 600ms we can see that it has the same efficient as
Primary-backup strategy. Also it is possible to observe that
TimelyWare had its least efficiency when the deadline was
200ms. This behavior occurs because as the deadline in-
creases the number of available channels to reach a destina-

tion also increases. This gives TimelyWare more possibilities
to choose. However as the deadline is still short, the num-
ber of attempts to send a message remains short. Therefore
TimelyWare employs a more aggressive approach to improve
the delivery probability.

3.2 Unstable Environment
For the second test case we wanted to evaluate the strate-

gies behavior when facing an unstable environment where
the probability of failure is high. Therefore we discarded
every first message in order to simulate the intended en-
vironment. Table 2 summarizes the result illustrating the
success rate and the channel usage ratio also. The same
PlanetLab nodes and deadlines used in the first test case
were used for this one.

In this case we observe that for the smallest deadline
TimelyWare, Flooding and SORS obtained good success
rate while Multi-Path and Primary-Backup did not. For
Primary-Backup the result was expected as PlanetLab does
not have multihoming therefore there is only one direct chan-
nel for each destination. In terms of channel usage ratio
TimelyWare was the most efficient between those which had
good success rate while Flooding was the least efficient. For
TimelyWare it is also possible to see the behavior described
in the stable environment about the increase of messages
sent per attempt when the deadline also increases. However
this time we can observe that TimelyWare channel usage did
not decrease right away as deadline increased. This is due
to the instability observed in the network. As the deadline
increased TimelyWare still was able to be one of the most
efficient strategies. Another remark is that we can also ob-
serve the TimelyWare adaption mechanism in display as the
number of messages sent per attempt was varying through
the deadlines instead of just being a fixed value like SOSR
or Multi-Path.

Just regarding TimelyWare, we can conclude that for con-
trol messages the expected result was obtained. TimelyWare
was able to obtain high success rate while also trying to be
very efficient. For example for 100ms we were able to have
the similar success rate as Flooding and SORS while being
more efficient. One note is the rise of sent messages per
attempt when moving for 100ms to 200ms.

4. RELATED WORK
The goal of the majority of the solutions in this field is

to improve the system availability and performance in terms
of delay or bandwidth consumption in WANs. Others ap-
proaches rely on dedicated networks to link their facilities
in order to provide the same goals as this one.

Today there is a significant number of applications that re-
quire certain level of quality of service (QoS) in WANs. How-
ever todays WANs can not provide these QoS requirements
because it is best effort. Therefore applications rely on tech-
niques to maintain the required degree of QoS. One of the
firsts approaches to deliver QoS in WANs was Asynchronous
Transfer Mode, designated as ATM [11], [14]. ATM splits
the usable bandwidth into small and fixed size units des-
ignated as cells and these cells are allocated to services on
demand. However ATM was not highly used and nowadays
it is mostly found in the core of the networks.

Another solution for supporting QoS requirements is us-
ing the differentiated services model (DiffServ) [12]. It pro-
vides QoS for aggregates of flow using 2 bits in the IP



Table 1: Success rate and channel usage ratio for each strategy in a stable environment.

Strategy
Deadline (ms)

100.0 200.0 400.0 600.0
Success Efficiency Success Efficiency Success Efficiency Success Efficiency

PB 83,81% 1 99,86% 1 100% 1 100% 1
TW 83,95% 2 99,93% 4 100% 2 99,73% 1

Flood 87,01% 6 99,49% 6 99,91% 6 100% 6
SORS 83,61% 2 99,74% 1 99,74% 2 99,82% 2
MP 85,28% 2 99,74% 2 100% 2 100% 2

Table 2: Success rate and channel usage ratio for each strategy in a unstable environment.

Strategy
Deadline (ms)

100.0 200.0 400.0 600.0
Success Efficiency Success Efficiency Success Efficiency Success Efficiency

PB 0% 1 0% 1 0% 1 0% 1
TW 80,6% 2 100% 5 99,69% 5 99,84% 4

Flood 85,37% 6 100% 6 99,54% 6 99,22% 6
SORS 82,44% 5 99,85% 5 99,23% 5 99,68% 5
MP 34,24% 2 91,09% 2 99,54% 2 99,34% 2

packet header to assign each flow to an aggregate behav-
ior. Nonetheless DiffServ can not guarantee that a message
will be delivered within the deadline.

Multihoming approaches, [6], [17], and overlay routing ap-
proaches, [4], [27] and [5], can only provide resilience in the
network and quick failure recovery by relying on mechanisms
to detect a failure and select a backup path quickly. The is-
sue with multihoming approaches is that although they add
redundancy in the paths it is not possible to control the en-
tire path to reach a destination. The client only chooses the
access link and the rest is chosen by the by the network-level
routing protocols, namely BGP. The only way to control the
entire path is to modify BGP, more precisely changing the
path selection protocol to take into account other network
parameters such as latency or packet loss rate. However this
is a difficult task because the network providers normally
have agreements between them about the traffic exchanged.
Overlay routing can solve this issue by providing the client
an indirect path to reach the destination, but it does not
add the same degree of redundancy as multihoming.

Data centers approaches,[28], [21], are able to provide
timeliness assurances. However they rely on having a dedi-
cated underlying network that is able to provide high avail-
able bandwidth which is not the case for this work.

The work that mostky relates to TimelyWare is JITeR
[13] whose goal is to provide timeliness assurances for only
short messages. JITeR uses the combination of overlays with
multihoming and an aggresivively monitoring approach over
the network to provide these assurances. However JITeR can
not deal with the instability that the WANs presents thus
it can not use efficiently the channels. Another issue with
JITeR is that the number of backup channels is allways the
same independently of the network’s current state.

5. CONCLUSIONS
In this work we proposed TimelyWare, a middleware that

timely delivers messages over WANs in a reliable way with
higher probability than alternative solutions for control traf-
fic messages without the need to change the underlying net-
work. TimelyWare is able to achieve its goal by taking ad-

vantages of overlay network and multihoming to establish
multiple paths to reach a destination. Besides sending the
message through a primary path, it also selects b backup
paths to send simultaneously. The value of b is dynamic
and is calculated based on the current environment of the
network. The novelty of this work is in the ability to adapt
to the current environment and predict the future state of
the network as WANs presents different states in each pe-
riod. The goal is to predict when the network will change its
state thus it is possible to use the channels efficiently. This
is done by extracting the channel’s temporal constrains.

We compared TimelyWare with others overlay strategies
in the same conditions on the PlanetLab. The results showed
that TimelyWare is able to achieve similar success rate, in
terms of delivering within deadline, as Flooding while send-
ing less messages per attempt. In fact when the deadline in-
creases we observed that TimelyWare has similar efficiency
as Primary-Backup strategy which is the most efficient one.
For unstable environments we observed that TimelyWare
maintained its success rate while being the most efficient
against those strategies which had similar success rates. There-
fore we can conclude that TimelyWare was able to fulfill its
requirements.

For future work we pretend to evaluate extensively the
benefits of TimelyWare event prediction algorithm and also
improve the channel correlation algorithm adding statisti-
cal methods that are able to correlate more accurately the
paths in terms of the probability to fail at the same mo-
ment. In terms of selecting the bakcup channels we intend
to improve the current algorithm in order to be more ef-
ficient. Also we aim to assure the timeliness requirements
for larger messages like files for example by exploring the
multiple available channels to reach a destination.
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