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Resumo 

 

 As Redes sem Fios de Sensores (RSFSs) têm surgido ao longo dos anos como possíveis 

soluções para sistemas de aquisição de dados em diversas situações. Por exemplo, a aplicação de 

RSFSs em ambientes com condições adversas para prevenção de catástrofes ou monitorização de 

parâmetros de segurança tem sido proposta em diferentes estudos. No entanto, nesse tipo de 

condições, é por vezes mais prático ou até necessário ter os dados adquiridos pela rede à mão sem 

ser necessário recorrer a um computador para os aceder. Com a proliferação dos smartphones nos 

últimos anos, faz sentido pensar em formas de integrar ambos os sistemas. Esta dissertação 

pretende desenvolver uma forma de promover a interoperabilidade entre RSFSs e smartphones. Ao 

munir um nó da rede com um módulo de Bluetooth para interagir com um smartphone Android, é 

possível usar o smartphone como plataforma de aquisição de dados da rede e como Painel de 

Controlo. A aplicação para smartphone - DAPhone - fornece uma ferramenta com a qual os 

utilizadores podem adquirir medições e fazer upload desses dados para um servidor Web ou utilizar o 

smartphone para definir limites sobre as medidas a adquirir, permitindo receber no telemóvel alertas 

de cada vez que uma medida exceder esses valores definidos. A solução proposta demonstra que os 

smartphones podem ser ferramentas úteis para interagir com sistemas de aquisição de dados 

complexos, funcionando como painel de controlo para o sistema e permitindo ao utilizador adquirir e 

rapidamente analisar os dados adquiridos pela rede. 
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Abstract 

 

 Wireless Sensor Networks (WSNs) have emerged over the years as possible solutions for 

data acquisition systems in diverse scenarios. For instance, the application of WSNs in harsh 

environments for catastrophe prevention or safety monitoring has already been proposed by different 

studies. However, in such conditions, it is often more practical or even necessary to have the acquired 

data at one's disposal without having to access a computer to retrieve such data. With smartphones 

having become part of everyday's lives, it makes sense to think of ways to integrate both systems. 

This dissertation aims to develop a way to promote interoperability between WSNs and smartphones. 

By equipping a WSN node with a Bluetooth module for interacting with an Android smartphone, it is 

possible to have a smartphone communicating with a WSN and acting both as a data acquisition 

platform and as a control panel. The smartphone application - DAPhone - provides a powerful tool for 

users to interact with a WSN, acquiring sensory data on the go and uploading it to a web server for 

remote access. The user can also use the smartphone to define measure thresholds on the network 

and have alert logs on the application screen each time a measure exceeds those limits. The 

proposed solution proves that smartphones can be useful tools for interacting with complex data 

acquisition systems, acting as a portable control panel for the system and allowing the user to quickly 

evaluate the acquired data.  
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1 
Introduction 

 

 

 The smartphone proliferation in recent years has been evident [1]. Many people no longer 

want a regular mobile phone to perform phone calls and send text messages. Instead, people want to 

do as much as they can with their mobile phones. They want to use it to communicate but also for 

entertainment purposes. Smartphones come as a solution for this desire of having a multi-purpose 

device in people’s pockets. More and more people have access to such devices, which are no longer 

solely used for communication but also for web browsing, games and a whole set of other 

functionalities.  

 Data acquisition systems are a different matter. These types of system perform the 

acquisition, processing and data visualization of specific data like temperature, voltage, blood sugar, 

amongst others. Until recently, however, most of these systems required specific equipment for its 

functions, since every system was composed of several modules, each one being responsible for its 

own function.  

 With the smartphones’ current processing power and diverse embedded functions and its 

ongoing development to have more and more powerful devices, one can think of ways to incorporate 

both areas and use a smartphone as an interface for a data acquisition system.   

 Moreover, if we consider a Wireless Sensor Network (WSN), it could also be possible to use a 

smartphone for interacting with it. A WSN is typically composed of several nodes which communicate 

between themselves wirelessly to transmit their acquired data. Usually there is one or more sink 

nodes, to where all the information is sent. So, how can a smartphone come into play in such 

networks? An example of an important functionality would be to collect the network's data directly into 

the smartphone or use it to control and monitor the network's status. In hazardous conditions or other 
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situations where the wireless sensor network lacks external connectivity, this functionality could prove 

to be especially important. 

 There is already some research on these subjects, trying to explore the smartphones' 

connectivity and functionalities to interact with diverse data acquisition systems for data collection and 

remote acting. Some of these will be described and analyzed throughout the next chapters. The aim of 

this work is to develop a new way of interacting with Wireless Sensor Networks using a smartphone as 

a mobile, remote control panel and to perform data acquisition from the WSN. 

 

 

1.1.  Motivation and goals 

 Most smartphones have already several embedded sensors themselves, allowing for some 

data to be measured directly from the devices. For instance, the gyroscope is used for measuring the 

smartphone’s orientation and allows for its screen to respond accordingly. The GPS module, 

embedded in every high-end smartphone and even in many other, inexpensive smartphones, is widely 

used for navigation purposes or for detecting nearby points of interest. And other modules such as 

cameras exist in today’s smartphones.  

 However, not every data can be acquired through a smartphone embedded module. As an 

example, it is not common for a smartphone to acquire temperature data. Also, chemical parameters 

like pH or carbon monoxide as well as circuit currents and voltages or blood sugar all require specific 

sensors which, as of today, cannot be easily embedded into a smartphone. 

 Even though measures such as pH or circuit voltages may not be of interest for the majority of 

smartphone users, one can still think of situations where acquiring these or other types of data through 

a smartphone interface and have them transferred to the smartphone itself could prove to be an 

advantage. For example, it would be possible to remotely perform such measures or have the 

acquired data stored in the smartphone for later use. It would be also possible to have a log of several 

measures and use it to perform important statistical calculations such as daily average values. The 

data itself could then be easily distributed via specific Web services, using the phone's data 

connectivity capabilities, which is still not available in many data acquisition systems. This way, the 

smartphone would act as a gateway, allowing the collected data to be remotely accessed and 

manipulated.  

 For instance, having a sensor network with temperature sensors in several nodes scattered 

throughout different areas requiring distinct temperature ranges would allow a smartphone user to 

collect the sensor network's data and evaluate if any node has reached a certain threshold and thus 

requiring attention in the node's associated area.  
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 Several areas such as medicine or security could benefit from a better interaction between 

specific equipment and smartphones, as they are flexible and powerful devices that people carry 

around with them every day. In particular, one could have a smartphone with a glucometer dongle
1
, 

collecting glucose data for later reference, aiding people with diabetes or hypoglycaemia. 

Furthermore, having a WSN deployed in a harsh work environment for monitoring critical parameters 

such as structural vibrations or temperature, one could use a smartphone as a control panel for this 

WSN, acquiring sensible data which could prove helpful in a distress situation. 

 The main goal of this project is to develop an interface between a smartphone and a data 

acquisition system. The smartphone should acquire the collected data from the WSN on the go (the 

traditional role of a Data Mule) and store it in the smartphone's internal database. Also, the 

smartphone should also be capable of acting as a gateway for the WSN, uploading its acquired data 

to the Internet for remote access. Furthermore, using the smartphone's capabilities, it should also act 

as a portable control panel for the sensor network. This way, the user should be able to use the 

smartphone for viewing the current network status, define measures' thresholds and acquire alert logs 

for when a certain node's measure is out of bounds.  

 This work is composed of three main components: the smartphone application, the WSN 

deployment and interaction and the web application. The smartphone application is the core element 

of the project as it is what allows the user to perform every interaction with the remaining components 

of the whole system. The developed application includes two main functionalities: the data mule mode 

and the control panel mode. The former allows the user to acquire sensory data from the WSN, storing 

it in the smartphone's database. Additionally, this function also allows the user to export this data to 

the web application, which is used to represent the acquired data in a web browser. The control panel 

function allows the user to graphically represent the acquired data on the smartphone, show the WSN 

node topology, configure groups of nodes and triggers and receive alert logs. The triggers are the 

main control panel functionality that the user is able to perform. A trigger represents a threshold for a 

certain group of nodes, firing an alert log whenever a node in such group exceeds the established 

limit. Despite actuation on the WSN not being part of the project, the application allows the user to 

define actuator nodes for each trigger, allowing them to perform specific actions.  

 To interact with the WSN, a Bluetooth module for a specific sensor node was developed, 

allowing the smartphone application to communicate with the sensor network using this protocol, 

available in most modern smartphones. To validate the system's functionality, a TinyOS WSN 

application was modified to comply with the project's purpose. The application, which in its original 

form is used to acquire data from a WSN, was adapted to include command processing from the 

Bluetooth interface and to send the acquired data to the smartphone on request.   

 

 

                                                           
1
 Dario: http://mydario.com and iBGStar: http://www.mystarsanofi.com. Latest access: 5 April 2015. 
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1.2.  Document organization 

 The remainder of this document is structured into five main chapters.   

 The second chapter gives us a brief description of existing related work in the areas of 

smartphones as data mules for sensor networks and as remote control panels, considering its 

implementations and features. The third chapter describes the system architecture and the 

requirements to be met for this project. In chapter four, a solution overview is presented, explaining 

the main implemented algorithms and design decisions. Chapter five describes the used testbed for 

this project as well as the experimental results. Lastly, chapter six gives us an overview of the whole 

project as well as the achieved results and future work.  



5 
 

2 
State of the art 

 

 The data acquisition concept refers to the process of acquiring real world physical measures 

and converting them into numerical, informative values. There are several systems that perform such 

actions, acquiring the most diverse types of signals. The acquisition process typically consists in 

converting the physical parameters to electrical signals (through sensors), then converting them into 

an adequate form which can be converted to digital values (signal conditioning) and finally converting 

these conditioned signals into the digital values themselves (with the use of analog-to-digital 

converters, ADC). The acquired signals can be as diverse as necessary. Currently, data acquisition 

systems have its application in areas such as home automation, chemistry or medicine.  

  

2.1. Smartphones and data acquisition 

 When relating data acquisition with smartphones, however, the first aspect to notice is that 

modern smartphones also have their own data acquisition modules. Sensors like cameras or 

accelerometers are present in many smartphones and can be included in this category. The 

accelerometer is often used to rotate the phone's screen while the camera is used by the user to take 

photographs. Both make use of its data acquisition capabilities to perform their required functions. 

One could consider solutions that collect sensory data directly from the smartphone's onboard sensors 

and upload it to a web server for future analysis [2], [3]. Apart from that, other acquired data can be 

transferred into the smartphone via different input methods such as USB or wireless connections (Wi-

Fi, Bluetooth). Thus, it is possible to use a smartphone as an interface for a data acquisition system 

which otherwise would not be present in such devices. These smartphones' connectivity possibilities 

can also be explored to integrate smartphones with Wireless Sensor Networks, a functionality which 

will be described later on. 
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 One good example of a data acquisition system that can be integrated with a smartphone is 

an oscilloscope. An oscilloscope is an instrument used to observe the change of an electric signal 

over time, such as voltage. Such instruments, though, require a screen for the waveform display, 

which is usually incorporated into the system itself. It is possible to build a small module for the data 

acquisition process itself, using an analog-to-digital converter, processing this data and then 

transmitting it to the smartphone for the waveform visualization, using a Bluetooth module
2
.  

 Another example is the Science & Technology Directorate of the US Department of Homeland 

Security's project Cell-All
3
, which aimed to equip smartphones with chemical sensors capable of 

detecting dangerous chemicals and alert its possessor or the authorities automatically anywhere a 

chemical threat breaks out. 

 

2.2. Wireless Sensor Networks  

 A Wireless Sensor Network (WSN) is comprised of several sensors (nodes) which can interact 

with the environment, gathering information about physical conditions such as temperature or 

vibrations. Each node is wirelessly connected to one or more nodes in the same network, allowing 

their collected data to be typically sent to a terminal collection node: the sink node. Often the term 

Wireless Sensor and Actuator Network (WSAN) is also used to describe a network which apart from 

sensors, also involves actuator nodes that can perform physical actions like switching some electrical 

appliance or a mechanical device [4].  

 The WSNs have applications in areas such as disaster relief and prevention, agriculture, 

intelligent buildings or structural health monitoring. Considering the first scenario, one could have 

several sensor nodes equipped with thermometers deployed over a forest to collect temperature data 

so that wildfires can be quickly detected if the temperature values are above normal [4]. However, 

some problems can emerge in this scenario. In particular, the forest area can be so large that some 

nodes may not have the required range to complete the network, thus forming several sub-networks. 

In this case, one could consider having mobile nodes that can communicate with different sensor 

nodes while on the move. This communication, however, can only happen when the moving node is in 

range of the target node. This type of solution has been known as an Opportunistic WSN. 

 

2.2.1. Opportunistic Wireless Sensor Networks 

 Opportunistic WSNs emerge as a possible solution to the problem of collecting data from 

otherwise isolated sub-networks. They are mainly characterized by exploiting the mobility of one or 

more elements of the network. There are essentially three types of mobility that can be considered: 

                                                           
2
 http://projectproto.blogspot.pt/2010/09/android-bluetooth-oscilloscope.html. Latest access: 5 April 2015. 

3
 http://www.dhs.gov/cell-all-super-smartphones-sniff-out-suspicious-substances. Latest access: 5 April 2015. 
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node mobility, sink mobility and event mobility [4]. In the node mobility scenario, the sensor nodes 

themselves are mobile, meaning there is no fixed topology on the network as it needs to constantly 

rearrange itself depending on the position of the nodes. Sink mobility implies that only the sink node is 

mobile and can collect data from several nodes (or sets of nodes) by moving itself around. It is 

important to notice that in this particular case, the mobile sink node can be an external element to the 

WSN itself, as we will consider later on. Finally, the event mobility refers to a scenario where the 

objects or events to be tracked are mobile and so the sensors will wake up when around its target. 

This form of mobility is particularly uncommon when compared to the previous two. 

 

2.2.1.1. Data Mules 

 Focusing only on mobile sink nodes, we can in particular consider the concept of Data Mobile 

Ubiquitous LAN Extensions (MULEs). The Data Mule model was first proposed in [5] and consists in a 

mobile device, equipped with radio communication capability to interact with sensor nodes. The 

MULEs can move around between the network nodes and collect its data, offloading it to the actual 

data sink access point when nearby. Alternatively, we could consider several sensor sub-networks 

and have the MULE moving around these smaller networks instead of collecting data from isolated 

nodes. The main advantage of this approach is that it allows the network nodes to be disconnected in 

a wireless perspective, only connecting to the wandering Data Mule to transfer the sensory data. The 

Data Mule, which could be carried by animals, vehicles or even humans, would eventually reach the 

(wired) Access Point, which would act as a Sink Node, receiving the data from the Mule for 

processing. This model is known as the MULEs Three-Tier Architecture and is represented in figure 1.  

 

Figure 1 - Data Mule Three-Tier Architecture [5] 

  

 Some research already exists in this area, mainly trying to optimize or implement the Data 

Mule model in real world circumstances. The ZebraNet [6] project, established in the Mpala Research 
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Centre in Kenya, included tracking collars deployed in zebras, collecting data and sending it to a 

mobile base station. It should be noted that, by placing the sensors in wild animals - even in a 

restricted area - the sensors would not be deployed in a fixed position. The Sink Node was mounted 

on a vehicle, which periodically moved around the restricted area, collecting data. Another project [7] 

included an experiment with an Autonomous Underwater Vehicle (AUV) as a Data Mule for an 

underwater WSN. In terms of optimization, there are works related to deploying multiple Data Mules in 

a WSN for the purpose of reducing latency for data collection [8], as well as better path planning 

algorithms for the Data Mules to increase its efficiency [9], [10], [11]. 

   

2.3. Wireless Sensor Networks and Smartphones 

 Wireless Sensor Networks can take advantage of smartphone integration. Being a versatile 

device, one possible application is to have a smartphone acting as a Data Mule. As we have seen, 

Data Mules basically provide the interface between isolated sensor nodes (or even sub-networks) and 

the Sink Node itself. A smartphone user could use the device to collect all the data from the network 

when near the sensor nodes and eventually bridge it with a specific access point or even with web 

services for data sharing, having the smartphones' connectivity capabilities in mind [12]. Depending on 

the considered scenario, the smartphone user's movement could be unpredicted or intentional. In 

particular, a WSN deployed in an office environment, better suited for the smartphone's range, could 

allow the user to move at random and still have the smartphone interact with the WSN in an 

opportunistic way. In a large and sparse area this may not be possible and could require the user to 

move close enough to a WSN node to have the smartphone communicate with the node. 

Nevertheless, studies have shown that "data muling" with human-carried mobile phones is both 

possible and practical [13]. 

 Another possible application is to have a smartphone control the network itself. In a typical 

WSN solution with a fixed sink node, this node often acts as an interface between the sensor network 

and the end user, allowing the user to control certain network parameters or manually trigger actuation 

procedures in a WSAN. The base station can also act as a gateway, forwarding the acquired sensor 

data for external access and processing of the collected data in other more powerful devices, such as 

personal computers or dedicated servers. As mentioned, with the smartphones' connectivity features, 

one could also use the smartphone to act as a gateway and forward its data to a web server also in 

non mobile conditions. 

 Surveillance and home automation are good examples of areas which could benefit from a 

smartphone integration. In the former, one could have a WSN with camera sensors spread out 

throughout sensitive areas and use a smartphone as a surveillance hub, monitoring each area on the 

go [14]. With home automation, it would be possible to use a smartphone as a remote control for 

several sensors and actuators at home, controlling the different rooms' light level or other relevant 

parameters [15]. 
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2.3.1. Related work 

 As mentioned, smartphones can play a role in WSNs by acting as Data Mules or control 

panels for a sensor network. Some solutions have already been presented and are hereby discussed. 

 

2.3.1.1. Tracking Water Collection 

 The access to clean and potable water is of vital importance to our health. However, it is not 

always available in rural areas when it has to be collected far from home by the families. The project in 

[16] addresses a way to track the individual water trips to and from the water sources and homes by 

the family members in rural areas of Ethiopia, often women and children. The purpose of the project 

was to analyze the time spent by children and women in the process of collecting clean water from 

water sources and allowing researchers to study the problem of overburden. 

 The project involved the attachment of Bluetooth-enabled sensors to the water containers for 

the data acquisition and a smartphone would then act as a gateway, retrieving the sensory data over a 

wireless connection and in turn uploading it to a central database where the researchers could access 

its content. This is an example of how a smartphone can be used as a Data Mule in its original 

concept: the sensors are disconnected from themselves, not forming any wirelessly connected 

network. In fact, it would be nearly impossible to have a functional traditional WSN with these sensors 

as the system was implemented in three different villages spread across an Ethiopian region. Several 

other additional sensors would be necessary to allow a WSN to form attending to the sensors' range. 

The smartphone then was used by the researchers on the field to collect data and upload it to the 

server by getting the smartphone near the water containers where the sensors were mounted. In 

addition, the smartphone had a control panel feature to allow the user to program the sensors' IDs, 

assigning them to the selected households. 

 

2.3.1.2. Smartphones as augmented WSN gateway devices 

  Apart from acting as simple gateways for the sensor network, smartphones can make use of 

their own embedded sensors and processing capabilities to enhance the acquired data before 

forwarding it to the server. The paper in [17] evaluates this possibility by using a smartphone as an 

opportunistic WSN gateway device. The smartphone was connected to one of the nodes in a network 

via Bluetooth and was used to retrieve the sensory data, which included information about 

temperature, humidity, pressure and luminance, and added GPS location metadata to the acquired 

values, using the smartphone's embedded GPS sensor. This data was then forwarded to the server 

database as usual. 
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 This is an interesting feature regarding the possibility of adding important metadata to the 

acquired data. In the paper, the authors merged the smartphone's GPS data to the sensory data from 

the sensor nodes. For instance, if we consider the Water Tracking scenario presented in 2.3.1.1, the 

implementation of this feature could allow for a faster identification of the households being analyzed 

or even an immediate mapping of the different time data acquired by village/region. 

 

2.3.1.3. uSink: Smartphone-base Mobile Sink for WSNs 

 So far we have seen several solutions encouraging interaction between smartphones and 

WSNs. In the presented solutions, the smartphone acted as a gateway device, collecting data from the 

WSN and relaying it to a web server. However, all the considered solutions thus far required 

specialized nodes with a particular connectivity functionality such as Bluetooth so that they could 

interact with the smartphone's typical available technologies. The commonly adopted communication 

protocols for WSN such as IEEE 802.15.4/ZigBee are typically not present even in the most modern 

smartphones.  

  The uSink project, proposed in [18], addresses this problem by attempting to use a 

smartphone as a mobile sink node without adapting sensor nodes with smartphone-compatible 

connectivity but the other way around. This work presents a cross-platform SD card with expanded 

hardware - the uSink card - that utilizes the micro SD card port present in most smartphones as a 

general purpose IO port (GPIO), interfacing it with a ZigBee transceiver. Its main idea is that the card 

can be manipulated by the mobile device through its own file system API. That is, from the 

smartphone's perspective, it only needs to read and write to a normal micro SD card, unknowing of the 

ZigBee-compatible expanded hardware present in the uSink card.  

 This project shows a good way of using smartphones as mobile sink nodes without the need 

of adapting the WSN sensors to the smartphones. The uSink card also provides good cross-platform 

compatibility as it can be used by any smartphone with a micro-SD card interface, as long as the 

required software is developed.  

 

2.3.1.4. Sense Companion 

 One possible scenario for using a smartphone to control a WSN is home automation. The 

Sense Companion project [19] was developed within the GEMS group of IST-Taguspark and 

proposed a solution for integrating smartphones with home automation functionalities. Home 

automation has been a rising trend but has the disadvantage of too many automations requiring too 

many controls or monitoring terminals. One solution could be to merge the various different control 

panels into one generic control panel for the whole system. In this particular case, the smartphone 

could be used as a portable control panel for the home environment. 
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 The Sense Companion's main feature was to monitor the energy consumptions of home 

appliances through the smartphone. The application included a graph visualization of the energy 

consumption, energy consumption predictions and the ability to display the current network topology. 

This allows for the smartphone user to have a quick and easy access to which appliances are the 

most consuming and to have better awareness of the automated home's consumptions. Although the 

solution did not involve a direct interaction with the WSN, as the smartphone connected to a server 

database where the sensory data was stored by means of a typical base station middleware to 

forward the acquired data, it still shows how a smartphone can be a useful control panel for a 

deployed WSN. 

 

2.3.1.5. Disaster management 

 Still considering the usage of smartphones and WSNs as a mean to promote safety and 

disaster prevention, one could have other types of solutions in mind. Let us take a look at weather 

unpredictability. WSNs could play a role in monitoring critical regions for natural disasters such as dry 

periods, earthquakes, floods, landslides or sea-level rise. The authors of [20] propose this method to 

have the WSN as a means to detect catastrophes and alert the local population in time for prevention 

or even evacuation.  

 Unlike the other solutions, the smartphone here comes into play not directly connecting to a 

WSN element but to the data cloud. The paper proposes a solution where the WSN itself would 

include a base station with its own infrastructure to where the remaining network would send its 

collected data. The base station, which would act as a web server, would upload the information to a 

cloud, where the data would be stored and analyzed for detecting a dangerous situation. The 

smartphone's role would be to warn its user if it was close to a catastrophe area. The main idea is that 

the smartphone application would be kept connected to the cloud and receive real time catastrophe 

information, displaying a notification on the user interface and warning the user for its location.  

 While it does not promote a direct interaction between the smartphone and the WSN, it shows 

how both can play important parts in catastrophe prevention scenarios. The goal of the proposed 

model was to have an independent WSN that could alert its users for hazardous situations by means 

of a smartphone application after uploading its data to the cloud.  

 

2.3.1.6. Social sensing applications 

 Considering the smartphones' own sensing capabilities, it is increasingly common to have 

smartphone applications requiring sensory data to be transmitted for increased accuracy or 

functionality. Google Now
4
 is one example of such applications, using the smartphone's GPS sensor 

                                                           
4
 https://www.google.com/landing/now/. Latest access: 5 April 2015. 
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to accurately determine the user's location and provide information on nearby points of interest or 

traffic and weather conditions. CenceMe
5
 for instance, makes use of both accelerometer, Bluetooth, 

location and microphone to characterize the user's social status in terms of his activity or disposition 

and share it with other people. From the same authors, BikeNet proposes a way to collect specific 

data associated to the cycling experience. The BikeNet application provides a way for cyclists to share 

information about themselves and the paths they transverse for real-time display [21]. 

 The authors of METIS [22] propose a way to integrate smartphones with pre-deployed 

sensors, albeit not integrated in a sensor network itself. The main idea is that in an office scenario, for 

instance, sensors could be deployed which could then interact with the smartphone, allowing it to 

offload the sensorial activities to the external sensors to try and save the phone's battery life. For 

instance, using an external GPS sensor instead of the smartphone's integrated sensor. Although this 

work addresses a different problem than the WSN and smartphone integration, it is still an interesting 

perspective of a way to have sensor nodes and smartphones communicating, in this case to unburden 

the smartphones' work load.  

  

                                                           
5
 http://metrosense.cs.dartmouth.edu/projects.html. Latest access: 5 April 2015. 
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2.3.2. Summary 

 In the previous chapter, different works on the field of smartphones and WSNs' integration 

were considered. Several projects addressed the problem of WSN nodes' isolation from the network 

and proposed smartphones to act as Data Mules, collecting data from the network and using the 

phone's inherent connectivity features to have it relayed to a web server. In particular, the solution 

presented in (2.3.1.1) was deployed in a real world environment, helping researchers to address an 

important problem by reducing the data collection cycle. This project did not include a functional WSN 

per se but made use of the smartphone to act as a mobile sink node and to configure the node 

deployment. The project in (2.3.1.2) proposed using the smartphone to add extra metadata like GPS 

coordinates to the acquired data, which is an interesting feature. The projects whose main feature was 

to expand on the WSN's functionality, however, either have an already deployed WSN with complete 

functionality and infrastructures or simply use the sensors individually, thus neglecting the possibility of 

having the smartphone also act as a Data Mule for the system.  

 The projects described in the previous chapter as well as their main characteristics are 

summarized in table 1.   

 

Project WSN 
Smartphone 

interface 

Data 

Mule 

Control 

Panel 
Others 

Tracking Water 

(2.3.1.1) 
No Bluetooth 

Yes 

Sensor ID 

configuration 
- 

Augmented Gateway 

(2.3.1.2) 

Yes 

Bluetooth No 
Smartphone metadata 

incorporated 

uSink 

(2.3.1.3) 
ZigBee No - 

Sense Companion 

(2.3.1.4) 
Web server 

No 

Node 

configuration 

Node topology, energy 

consumption graphs and 

predictions 

Disaster prevention 

(2.3.1.5) 
Web server No 

Smartphone notifies the 

user of possible forthcoming 

disasters 

Social sensing apps 

(2.3.1.6) 
No Bluetooth No Background tasks only 

Table 1 - Comparison between different works on the WSN/Smartphone integration 
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 Most of the considered projects take only one approach into consideration: either using the 

smartphone as a gateway to a server, acting as a Data Mule for the WSN or use it to control certain 

parameters and interact with the Sensor Network, thus acting as a Control Panel.  

 While most projects include a functional WSN communicating with the smartphone, the ones 

in (2.3.1.1) and (2.3.1.6) make use of isolated sensors. In particular, having a smartphone as a sink 

node in the former, a WSN with star topology could be considered but having a mobile sink node: it 

only acquires data from a different node at a time, depending on its relative position.  

 It is worth noting that only one project (2.3.1.3) successfully managed to incorporate 

smartphones and WSNs using only the typical WSN communication protocols, i.e. the IEEE 802.15.4 

protocol. The remaining works mainly use Bluetooth as a communication method, mainly due to being 

inherent to most modern day smartphones, opting to adapt the sensor nodes themselves. Opting for 

Bluetooth communication therefore allows for a more generic solution, since almost any smartphone 

can be used without additional hardware.  

 Considering the projects which do not include a Data Mule functionality, one should notice that 

only one promotes direct interaction between the smartphone and a sensor. The remaining projects 

retrieve the WSN data from the web server to perform the required actions. This means that the 

smartphone plays no role in retrieving data from the WSN or uploading it to the remote server, which 

is done by a dedicated WSN sink node. 

 On the other hand, the projects that focus on the Data Mule functionality end up having few to 

no additional functionalities besides the data retrieval from the WSN. In most cases, the smartphone 

merely acts as a bridge and the user is still required to use a computer to view the retrieved data or to 

manipulate parameters from the network. An exception is the project in (2.3.1.1) where the user can in 

fact define the sensor identificators. 

 Overall, it would be interesting to have a system that could aggregate the different 

functionalities from the various projects. In particular, having a smartphone acting as a bridge, 

collecting data from the WSN as a Data Mule and uploading it to a web server but also acting as a 

Control Panel, allowing the user to manipulate parameters from the network and even view the 

acquired data on the smartphone. The DAPhone project aims to do so, providing a more complete 

way to integrate smartphones with WSNs. 

  



15 
 

3 
Architecture 

 

 This project involves three main parts: the Android application, DAPhone, the Wireless 

Sensor Network (WSN) deployment and the online database. Whereas the Android application was 

developed from scratch, the WSN makes use of an already existing platform. The main focus on the 

WSN is the TinyOS application development so that the existing network can perform the required 

actions and communicate with the Android application. Also, for this interaction to be successful, a 

Bluetooth communication is required between both the Android and the WSN sides. For that matter, 

a Bluetooth module for the WSN's sink node - where all the collected data is merged - was also 

developed. In addition, an online database was created for the specific use of the DAPhone 

application. This functionality allows the acquired data to be made available online and be remotely 

accessed without the use of the smartphone. 

 The two main functions of the DAPhone application are the Data Mule and the Control Panel. 

Whilst the Data Mule function is used to send and acquire data to and from the WSN and synchronize 

it with the online database, the Control Panel function should allow the user to interact with the WSN 

and perform actions such as active nodes display, alert log reading and node configurations. All the 

different functions must be present on both ends so that both can understand every command sent. It 

is vital that both the smartphone and the sensor node can communicate with each other and 

understand their exchanged messages. Therefore, the messages should always follow a pre-

established protocol so that every message can be correctly interpreted. The application on both ends 

will discard incorrectly read messages. 

 The online database is not a vital functionality but rather an important feature
6
, allowing users 

to remotely access the WSN data from a computer. However, the online database should have the 

same main tables so that the same data can be displayed after a synchronization. 

                                                           
6
 The project mainly focuses on the WSN and Smartphone interoperability. Both systems can run without the 

online database. 
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 If for some reason the user is to remove the application or decide to use a different 

smartphone or equivalent mobile device like a tablet, there should be a possibility to save the collected 

data on the smartphone for later access if required. As such, the application should have a 

functionality that allows users to backup and restore the database values to and from the 

smartphone's micro SD Card. These features - especially the database restore functionality, which 

should replace any existing values - should be password protected as they should be used in unlikely 

circumstances. 

 A simple Graphical User Interface (GUI) is desired but not essential. The developed GUI was 

designed to be intuitive so that any user can interact with the application without any previous 

knowledge of its functionalities but still requires some knowledge of the application's available 

features. 

 

3.1. System Requirements 

 This chapter describes the system's main requirements. These requirements are divided into 

functional and non-functional requirements: whereas the functional requirements represent what each 

function should do and what the user is expected to see, the non-functional requirements are 

constraints that limit the system's behaviour and capabilities if they are not met. 

 

3.1.1. Functional Requirements 

 A smartphone with the DAPhone application installed should be able to connect to any WSN 

node with an implemented Bluetooth module 

 When requesting new data from the WSN, the smartphone application should send a 

message to the connected node with the selected parameters. The node should then reply 

with the requested data, prompting the application to warn the user that the data acquisition 

process was completed 

 The system should provide the user the possibility to select which types of data and from 

which nodes to acquire data from 

 The system should provide the user a way to visualize the acquired data, either on a browser 

or on the smartphone application 

 In synchronizing the database values, the application should automatically update the online 

database with new values from the smartphone's local database, provided there is a data 

connection available. If there is a conflict, the local database values should replace the 

conflicting ones from the online database 
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 The system should provide the user the option to automatically update the database values as 

well as performing these actions manually if desired 

 The system should keep track of the recently updated values in the online database, as to 

know which values to update in a future update procedure 

 The smartphone's local database and the online database must comply with the Structured 

Query Language (SQL) standards 

 The system should continuously acquire sensor data from the WSN, regardless of being 

connected to a smartphone 

 The WSN application should be ready to receive a new message from the smartphone 

application at any time. In receiving a new message from the smartphone, the WSN 

application should process the request and send a reply message with the required data. 

Otherwise, the application should continue its normal proceeding, acquiring new sensory data 

from the remaining network 

 

3.1.2. Non-functional requirements 

3.1.2.1. Bluetooth Communication 

 As previously mentioned, to communicate with the deployed WSN, a Bluetooth 

communication is required between the smartphone and the sink node. Therefore, this 

node should have a Bluetooth module. The smartphone must also have Bluetooth 

capabilities. This requirement is of the utmost importance since without a Bluetooth 

connection available, the application itself is pointless. That being said, there is hardly 

any smartphone in the market nowadays without this functionality. 

 The communication between the application and the sensor network requires the 

smartphone to be within range of the sink node's Bluetooth module at all times 

 

3.1.2.2. Internet Access 

 Although not mandatory, the smartphone should have Internet access if the 

application's full potential is to be used. As mentioned, the application has the 

capability of storing the acquired data from the WSN into the smartphone's internal 

memory but also to send this data to a remotely accessible database. For that matter, 

the application must connect to the database itself via Internet (3G, LTE or Wi-Fi). The 

Internet connection, however, is not needed for the data collection itself. In fact, there 
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is no need for the smartphone to be permanently connected to the Internet. This is 

only required for accessing the online database. The application was designed so that 

the user can collect every data from the sensor network in conditions where no data 

communication is possible and, later on, accessing the online database for 

synchronization purposes as soon as there is an Internet connection available. 

 The communication between the application and the online database server requires 

a reliable internet connection 

 

 

3.2. Architecture design 

 This project has three main components: the Wireless Sensor Network (WSN), the 

smartphone application and the online database. The architecture of the whole system is depicted in 

figure 2. 

 

Figure 2 - Architecture design 

  

 The WSN includes several wirelessly connected nodes, from which at least one of them must 

have a custom Bluetooth module to communicate with the smartphone. These nodes can be of any 

type, as long as they are able to communicate using the IEEE 802.15.4 protocol, which is the standard 

protocol adopted by low-cost, low power WSNs.  

 The WSN runs a TinyOS application for data collection, acquiring data values from the 

different nodes and forwarding them to the WSN's "sink node". This "sink node", which should have 

the implemented Bluetooth module, is responsible for temporarily storing the sensory information from 

the remainder WSN but also sending it to the smartphone when a connection is established and the 

collection is requested by the application.  
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 The smartphone application, DAPhone, acts both as a control panel for the network and as a 

data mule, acquiring and sending data to and from the WSN and storing it in the application's internal 

database. It also acts as a bridge to an external web server-based database, where all the acquired 

data can be stored for remote access. The smartphone is able to process the acquired data and show 

it in graphical form. It can also send commands to the connected WSN node such as setting new node 

groups and associated triggers, which will be described later on. Apart from these features, the 

smartphone also acts as a gateway, updating an online database - for the DAPhone's specific use - 

with the WSN's sensory data for remote access without the need of the smartphone application. 

 The online database was developed using MySQL and features the same tables available on 

the smartphone application's internal database. MySQL
7
 is a widely used, open source relational 

database system, designed and optimized for Web applications. Using a client/server architecture (it 

uses a database server and as many clients as needed) and supporting the Structured Query 

Language (SQL), it became an obvious choice for the implementation of the project's online database, 

due to its simplicity and overall availability and existing support for various forms of applications. Its 

goal is to provide users access to the acquired data without the need of a smartphone or to be in the 

vicinity of the WSN. The communication between the smartphone and the server is done using HTTP 

Post and Get methods. An HTML page was also developed to allow the graphical representation of 

the acquired data using the Google Charts API. 

 

 

Figure 3 - System architecture block diagram 

  

 A functional decision was to have the smartphone decide when to connect to the Sink Node 

and not the contrary. This prevents the Mote's Bluetooth transceiver from being constantly searching 

for devices to connect to, which would lead to a possible yet avoidable energy consumption. In 

addition, it is hard to know which devices (smartphones) the Mote can connect to without knowing if 

the device itself has the DAPhone application installed for the data transfer. Allowing the smartphone 

to decide when to connect provides a greater control over the automatic connection functionality, as 

the application knows which nodes have already been paired and are available to connect. However, it 

is worth noting that the smartphone must be manually connected to a mote for the first time in order to 

pair both devices and for the application to recognize the available motes which it can connect to. The 

smartphone application was therefore designed in such way that it only needs to manually connect to 

the Sink Node for the first time, so that it can acquire the Bluetooth transceiver's identification. After 

                                                           
7
 https://www.mysql.com/. Latest access: 10 June 2015. 



20 
 

that, an option is given to the user to automatically reconnect to the same Bluetooth device if needed 

or if the connection is lost. This decision is resumed in table 2, with the opted solution in green.  

 Having flexibility to decide when to update the online database with the acquired data from the 

smartphone was also important. In particular, the system was designed to allow the user to perform 

either a manual or an automatic data synchronization, i.e. the user can update the online database 

values in selecting the "Sync Data" option or by activating the automatic synchronization mode which 

seamlessly performs this action in the background in a periodic fashion. The user is also able to 

update the database values whenever he feels necessary, even after having moved away from the 

WSN nodes. In fact, this is one of the main advantages of this system, allowing the user to acquire 

data from the WSN and have it copied to a web server only when a mobile data connection is 

available. 

 

 Advantages Disadvantages 

Smartphone 

connects to Node 

 Less energy consumption on the 

node 

 More control over automatic 

connectivity 

 

 Must be connected manually for 

the first time 

Node connects to 

Smartphone 

 Node keeps searching for a 

device to connect 

 Application is automatically 

connected when near the node 

 No easy way to determine if the 

smartphone has the application 

before connecting 

 Bluetooth transceiver is always 

active in the search for devices 

Table 2 - Connection design decisions 
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3.2.1. Hardware 

 As previously mentioned, the project involves the deployment of a WSN. It was opted for using 

a previously deployed network in the IST Taguspark Campus as a test-bed. This network is composed 

of 9 MicaZ motes with MTS300 sensor boards
8
, located on the first floor of the IST Taguspark. 

However, the available nodes only comply with the IEEE 802.15.4 standards for WSN. The lack of 

802.15.4 communication in smartphones is a drawback as far as the smartphone/WSN interaction is 

concerned. Therefore, an obvious choice was to implement a new module for a WSN node that allows 

the network to interact with the smartphone via an existing communication channel. For that matter, 

the Bluetooth technology was chosen.  

 The Bluetooth technology is currently implemented in most modern smartphones, even 

considering the ones which lack Wi-Fi connectivity. As we have seen in chapter 2, there are already 

projects which aim to provide smartphones with IEEE 802.15.4 technology. However, this would imply 

adapting a smartphone instead of the WSN nodes. Being the smartphone a more generic device, 

which is carried around daily by the users of this system, it makes more sense to allow users to use 

their personal devices without the need of extra hardware. The WSN nodes, on the other hand, are 

typically fixed and therefore adding an extra hardware piece becomes less of a problem. One should 

note, however, that this solution implies that the user is only able to connect to a WSN node with an 

implemented Bluetooth module. Having a dedicated node with a Bluetooth module means the 

remaining nodes in the network cannot directly communicate with the smartphone. 

 The standard Bluetooth technology - at the beginning of this work - was used. In comparison 

to the newer Bluetooth Low Energy (BLE) technology, it is cheaper but also more widely available at 

the time of writing: in particular, the smartphones available for this project did not have BLE capability. 

 It was therefore opted to develop a Bluetooth Communication Board, which would be added to 

an additional MoteIST5++ node, which would act as a sink node. The MoteIST is a modular state-of-

the-art WSN platform developed by the GEMS group in IST
9

. It allows for up to two small 

communication modules being used at a time, for instance USB and IEEE 802.15.4 radio. However, at 

the beginning of this work, the USB and the radio modules - in particular, using a Texas Instruments 

CC2420
10

 radio transceiver - were the only available modules for the MoteIST5++. There were no 

Bluetooth modules developed for this platform, which became therefore an objective of this project. 

This mote would act as sink node, collecting information from the network and sending it to the 

smartphone application via the Bluetooth transceiver. The other nodes in the network do not need to 

have this extra module and, as such, can vary as long as they comply with the IEEE 802.15.4 

standards for communication purposes with other nodes and the MoteIST5++. In this case, as 

                                                           
8
 Although the previous test bed included 9 MicaZ motes, not all of them were still deployed at the time and some 

appeared to have issues. In the end, 5 MicaZ motes were used for this project's test bed. 
9
 http://leme.tagus.ist.utl.pt/gems/PmWiki/index.php/Projects/MoteIST. Latest access: 5 April 2015. 

10
 http://www.ti.com/product/cc2420. Latest access: 5 April 2015. 
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mentioned, five additional Crossbow MicaZ motes with MTS300
11

 sensor boards were used in the 

deployed test-bed. 

 The block diagram presented in figure 4 represents the main MoteIST modules, including the 

Bluetooth Communication Board developed within the scope of this project.  

 

Figure 4 - MoteIST modules block diagram 

 

 

 

3.2.1.1. Bluetooth Communication Board 

 The Bluetooth Communication Board (CB) is an extension of the MoteIST5++ platform, 

designed to provide Bluetooth communication to the main board. The MoteIST5++'s main board, 

which comprises a Texas Instruments MSP430F5438A
12

 microcontroller (MCU), has an Hirose DF9
13

 

51 pin connector and two Hirose DF17
14

 CB connectors at one's disposal for interacting with the MCU. 

However, the Bluetooth CB should, in the end, be a complementary board for the MoteIST platform. 

Hence, the developed module includes only one connector, compatible with the MoteIST's own CB 

connectors. 

 On developing the Bluetooth CB, some aspects were considered. Firstly, the dimensions 

should be the same of the USB and CC2420 boards so that it could fit properly into the MoteIST5++'s 

CB slot. Also, the MoteIST's main board and CBs include mounting holes whose size (2mm diameter) 

and relative position one should consider while designing the Bluetooth module for full compatibility. 

Moreover, it is important to note that the CB connector includes three GPIO lines for the MCU to use 

as selection bits, identifying which CB is attached to the respective connector. These pins were 

ultimately connected to replaceable 0-Ohm resistors in the final design in order to be able to select a 

different bit code if needed. 

                                                           
11

 http://www.memsic.com/wireless-sensor-networks/MTS300. Latest access: 5 April 2015. 
12

 http://www.ti.com/product/msp430f5438a. Latest access: 5 April 2015. 
13

 http://www.hirose-connectors.com/connectors/H204SeriesListCompareNew.aspx?snprm=DF9. Latest access: 
5 April 2015. 
14

 http://www.hirose-connectors.com/connectors/H204SeriesListCompareNew.aspx?snprm=DF17. Latest access: 
5 April 2015. 
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 The most important component of the Bluetooth CB is the Bluetooth transceiver. Choosing the 

most adequate component was tricky. While a Microchip RN41XVC
15

 module was initially used for 

testing purposes, the RN41 transceiver proved to be more expensive than it was worth, considering 

the possibility of producing several CBs. Consequently, it was opted to acquire a cheaper module. 

Two similar modules - HC-05 and HC-06, as seen on figure 5 - were considered and, while they 

proved to be similar in terms of both the required functionality for this project and price, their stock 

availability was different. Therefore, it was opted to use an HC-05 Bluetooth module
16

. 

 

 

Figure 5 - HC-06 and HC-05 Bluetooth transceivers 

 

 The HC-05 is a Bluetooth module developed by Guangzhou HC Information Technology Co., 

Ltd. It is described as a low power, low cost wireless transceiver and is has several switchable GPIOs, 

including two LED ports for on/off and connected status. It requires a standard 3.3V input in the VCC 

port, which matches the CB connector's VCC pin, as expected. It allows for either UART or SPI serial 

communication. However, although both have been successfully wired to the CB connector, only the 

UART communication is used in the scope of this project due to its simplicity. The module also has a 

RESET port, likewise wired to the CB connector, allowing the MCU to reset the transceiver in case of 

malfunction. The transceiver also includes a PCM connection, which is not required and thus has not 

been included in the CB. Additionally, several GPIO ports have been connected to the CB connector. 

While not necessary for this project, they were added for future use if necessary.  

 The block diagram from figure 5 represents shows the main connections available in the 

Bluetooth CB. 
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 http://www.microchip.com/wwwproducts/Devices.aspx?product=RN41XV. Latest access: 5 April 2015. 
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 The HC-05 transceivers were acquired from the DealExtreme online shop: http://www.dx.com/p/hc-05-wireless-
bluetooth-serial-pass-through-module-for-arduino-green-240417. Latest access: 20 December 2014. 
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Figure 6 - Bluetooth CB block diagram 

 

 

 

3.2.2. DAPhone mobile application 

 The mobile application plays a major role in the scope of this project. The main goal of the 

project is to be able to remotely acquire data as well as monitor and control a WSN by using a 

smartphone. In addition, it must also allow for the user to update the web-based database for future 

access. Therefore, the smartphone app must compile with all the required functionalities. It must be 

able to send and collect data from the network - either for the Data Mule or for the Control Panel 

functionalities - and also to interact with the web server where the online database is deployed. Figure 

7 describes the application's main modules. 

 It was opted for developing the application initially for the Android OS. Being the most widely 

used mobile OS as of today [1], it became a natural option for the development of this project's 

smartphone application. Furthermore, it was decided that the application should be as compatible as 

possible with older devices. 

 The application will ask the user to enable the Bluetooth communication in its start-up. 

Furthermore, to use the application in its full capabilities, the smartphone should also be able to 

access the Internet. This requirement is essential for the application to access the online database 

where the acquired sensor network data can be stored. 

 The Control Panel and Data Mule modes are selected by the user through the application's 

Graphical User Interface (GUI). The Main Application block represents the core of the DAPhone 

application: it is responsible for handling the GUI and the user's interactions. It also connects the 

remaining functional blocks of the application.  
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 The Main Application, as every Android application, sits on top of the Android Operating 

System (OS), making use of its assets. The Android OS provides an Application Framework which 

includes important services used by the application such as the Resource Manager (for embedded 

resources such as strings and colour settings), the View System (provides views used to create 

application UIs) and the Activity Manager (controls all aspects of the application lifecycle).  

 The GraphView
17

 library, created by Jonas Gehring, was used to represent the acquired data 

in graphical form. Therefore, when the user selects that option from the Control Panel mode, the 

application uses methods provided by the GraphView API for data visualization.  

 The application makes use of three additional handler blocks: the Bluetooth Handler, the 

Database (DB) Handler and the Updater. The Bluetooth Handler is responsible for managing the 

application's interaction with other Bluetooth devices. In particular, when the user tries to connect to a 

new Node, it is the Bluetooth Handler that manages this connection through a series of threads 

running in background. These threads are also managed by the Android OS. After a connection is well 

succeeded, the Bluetooth Handler continues to run in background waiting for additional messages to 

be transmitted to the connected device.  

 The DB Handler is responsible for keeping the smartphone's internal database up to date. 

Whenever a new data collection procedure finishes, the acquired data from the WSN is stored in the 

SQLite database, which is accessed through the DB Handler. The DB Handler is also responsible for 
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 http://www.android-graphview.org/. Latest access: 5 April 2015. 

Figure 7 - DAPhone Application Functional Blocks 
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retrieving these values whenever the application requests them either for visualization or to 

synchronize the online database. 

 The Updater is responsible for all the interactions between the application and the online 

database. In particular, its purpose is to establish every connection to the web server and update the 

database values with those from the smartphone's own internal database. For this purpose, the 

Updater also makes use of the DB Handler, which, as mentioned, is responsible for managing every 

interaction with the internal database.   

 

3.2.2.1. Data Mule 

 The Data Mule functionality is used to collect and send data to and from the sensor network 

and the online database. Through the Bluetooth interface, the application can collect network data 

such as recent measures or alert logs from different nodes. This data is then stored in the application's 

internal SQLite database and can then be used by the control panel mode. Also, this data can also be 

uploaded to an online database for convenience. This allows the smartphone to act as a bridge 

between the sensor network and the Web. This functionality can be particularly useful if the sensor 

network is isolated from the Web and has no means to communicate with any web-based service. In 

this situation, the smartphone acts as a means to send the sensor network's information over the Web 

as soon as it has available Internet connection, thus the designation "Data Mule". 

 The Data Mule function provides three additional options: Request New Data, Sync Data and 

Send Data. The first one allows for acquiring all the recent data from the sensor network or selecting 

which active nodes and/or which measures to acquire. The received data is automatically stored in the 

application's internal database and each different piece of information, for each node, is identified by 

its own timestamp, corresponding to the date and time which that information was acquired by the 

network. There is also an option to perform this action automatically and periodically when the 

smartphone is connected to the WSN if the user so desires.  

 Having received new data, the Sync Data functionality updates the online database, providing 

the smartphone has an available Internet connection. The online database can be accessed by a 

personal computer for convenience and, as it was previously mentioned, its goal is to contain all the 

data acquired from the sensor network by the smartphone. Therefore, the smartphone application is 

responsible for keeping this database up to date. This process can be done automatically or manually. 

In any case, when updated, the online database will always have the same information as the 

application's internal database.  

 The user can also manipulate all the data stored in the database using the control panel 

function, which will be described in the next topic.  
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 Apart from sensor data collection, other network-related information like active node 

configuration parameters can be received from the WSN. This allows the user to know which sensors 

are currently transmitting data to the sink node or which thresholds are set for each node.  

 Finally, the Send Data feature allows for manually sending information to the nodes, setting 

new parameters or even sending a new file. This can prove particularly useful if the sink node is able 

to, for instance, interpret configuration files of firmware updates on the go and broadcast them through 

the sensor network. 

 

3.2.2.2. Control Panel 

 The Control Panel mode can be used to manipulate the acquired data or to manipulate the 

sensor network itself.  

 The Control Panel mode has four main functionalities: List Connected Devices, Alert Log, 

Display Recent Measures and Node Configuration. Starting with the first option, the List Connected 

Devices functionality shows which nodes are currently connected to the sensor network and which 

ones are listed as belonging to the network but are not active at the moment. The active nodes are 

represented by green circles whereas the offline nodes are represented by red circles. The actual 

network topology is then represented as the connection between nodes is drawn on the screen. 

 In this mode, by clicking a green circle, corresponding to an active node, the user can then 

proceed to request the node's latest measures or enable some configurations. When requesting the 

current measures, such as temperature or luminance, the application will send a request to the 

network for the selected node to acquire new data. This data will be sent back to the application, 

providing real time data from the selected node. If necessary, some parameters associated with to the 

group where the node belongs to (if any) can be configured. The node groups are a feature of the last 

Control Panel option, which allows for defining a group of nodes with possible actuators and triggers. 

Each trigger, which corresponds to one single actuator, can then be set to fire if a given measure from 

any node in the respective group is above or below a certain threshold. If, for example, the user 

decides that the actuator node should release a sound if the temperature goes above a certain value, 

the alert threshold can therefore be defined for that temperature value in the respective group. These 

options provide some control over each node by using a smartphone, thus being a more versatile and 

portable way of controlling the sensor network than by using a computer. This feature, along with the 

data acquisition mode are pictured in figure 8.    
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Figure 8 - Concept art for Acquiring New Data and Active Nodes 

  

 Additionally, the sensor network's recent Alert Logs can also be visualized. By selecting this 

option, the most recent triggered alarms are displayed on the screen. If, for example, a certain node 

reached a certain temperature above the set threshold in its group limit, this will show up in the alert 

log. The alert logs are separated from the sensor data by having a different table in the database. This 

allows for a faster data processing when requesting and accessing new data. Like its sensor data 

counterpart, when accessing the Alert Log function, the alert log data will be stored in the application's 

internal database and can also be uploaded to the web database, providing that the smartphone has 

available Internet connection.  

 The last functionality provided by the Control Panel mode is the (graphical) data visualization 

(Display Recent Measures). By selecting this option, a graph representing the latest measures for a 

certain node's sensor data is shown onscreen. All these parameters can be configured, allowing for, 

as an example, viewing the temperature variation in node 2 for the last 24 hours or view the average 

luminance in the last week for node 3. There is also the option to change which node's data to be read 

at the moment or to change which sensor data to be shown on the screen. Also, the timescale can 

also be set so that the user can opt by viewing a graph showing only the last hours' values or values 

for the whole week. Aggregation functions can also be enabled to, for instance, read the daily average 

luminance values for the last week or read the weekly average temperature for the last month. The 

default visualization parameters can also be set in the options menu so that the smartphone knows 

which values to show when entering the data visualization mode. Furthermore, complete details of a 

certain value from the graph can also be obtained. A text-only version of the displayed data is also 

available. This functionality, along with the Alert Log function, is represented in figure 9. 
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Figure 9 - Concept art for Alert Logs and Display Recent Measures 

 

 The block diagram from figure 10 resumes the main functionalities of the DAPhone 

application. 

 

Figure 10 - DAPhone App block diagram 
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3.2.3. TinyOS application 

 To make use of the developed smartphone application and the designed Bluetooth module, it 

was necessary to implement a WSN software application that could cope with the app's commands 

and requests. The chosen Operating System for this application is TinyOS 2.1.2. TinyOS
18

 is an open-

source operating system, designed for embedded systems and is widely used in the GEMS research 

group. Writing the WSN software for interacting with the smartphones application in TinyOS would 

therefore allow other developed work inside the GEMS group to be adapted and utilize the same 

interface. 

 The developed TinyOS application has two main features: it collects sensory data from the 

WSN, sending it to the sink node, and processes the received commands from the DAPhone 

smartphone application. The sensory data collection is performed every two minutes in all nodes from 

the deployed WSN network. These motes include an MTS300CB sensor board. These sensor boards 

are designed to interface with the Crossbow family Motes and allow for a range of different sensing 

modalities, such as Light and Temperature. As additional features, they also include a Microphone 

and a Buzzer, which are not used in this project. The TinyOS application alternates both sensor 

acquisitions periodically and transmits them to the sink node in a multi-hop fashion, using the 

Collection Tree Protocol (CTP) routing protocol implemented in the TinyOS environment.   

 It was opted to leave the WSN's Sink Node out of the data acquisition process, so that it could 

solely process the incoming data from both the remaining WSN and the Bluetooth interface. 

Therefore, the Sink Node's first goal was to receive the incoming sensory data from the remaining 

nodes and store it for retransmission to the smartphone application through the Bluetooth interface. As 

the acquired data would be mainly processed by the smartphone, it was opted to store it in an internal 

circular buffer, thus only storing it temporarily in the sensor network. Its main advantage is its 

simplicity. However, it requires the smartphone to be present when important data is to be collected, 

since its FIFO structure may prevent all acquired data to be collected if long time has passed since the 

last collection by the smartphone. It is worth noting that this solution is adequate for having the 

smartphone constantly acquiring data from a WSN's single node but proves to be inefficient if the 

smartphone acts in an opportunistic way, collecting data periodically from different nodes from the 

network. In such conditions, it would be important to store the acquired data in the respective nodes 

for as long as possible, so that the smartphone can collect every WSN data when approaching the 

selected node(s). This would remove the need for having all the acquired data to be stored in a single 

node but rather having each node store its own acquired values.  

 It is important to mention that having the smartphone acting in an opportunistic way can result 

in an excessive number of data values to be acquired in each node. A possible way to overcome this 

problem would be to store the acquired data in the Mote's internal Flash Memory or even on an 

external storage device, like an SD Card, allowing for more values to be stored per mote. 
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 http://www.tinyos.net/. Latest access: 10 April 2015. 
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 The second goal of the Sink Node is to process the incoming commands from the smartphone 

application through the Bluetooth interface and the existing triggers. There are four different types of 

commands, related to the four main interactions between the application and the Node. These 

messages are briefly described in table 3.  

Message Description 

Send Data 
Smartphone requests Node to send sensory data from selected nodes 

and types of measures 

Active Nodes 
Smartphone requests Node to send information about current nodes in 

the network 

Group Info 
Smartphone requests Node to send information about Node Groups and 

respective Triggers (if any) 

Alert Logs Smartphone requests Node to send information about alert logs 

Table 3 - Exchanged messages between smartphone and Sink Node 

  

 The Send Data command is received whenever the smartphone makes a request for new 

data. This command includes additional information about which nodes and which types of data are 

requested. The Active Nodes command is selected whenever the user requests the node topology on 

the smartphone application. It is expected that the node transmits information about the connected 

nodes and their respective parents. The Group Info command is issued when the user accesses the 

Node Configuration menu: information about the existing groups and triggers should be sent to the 

smartphone. Finally, the Alert Logs message is a request for recent alerts caused by node values 

exceeding an established threshold. This information is then sent back to the smartphone application 

when requested. 

 The block diagram representing the TinyOS application's main features is depicted in figure 

11. 

 

Figure 11 - TinyOS application block diagram 
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3.2.4. Web server 

 An additional feature of this project is the possibility of uploading the WSN retrieved data from 

the smartphone to a web-based database for future and/or remote access. Therefore, a web hosting 

service was used to create a MySQL database in every means similar to the one developed for the 

Android application. The smartphone app can then access this database via PHP and insert or 

remove data accordingly. This data can then be accessed through an HTML page developed for 

showing the acquired data in the respective tables and in a simple graphical interface, using the 

Google Charts API.  
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4 
Implementation 

 

 This chapter describes some implementation details about the developed system and 

technologies used. In particular, some aspects of the Bluetooth CB that were introduced in the 

Architecture chapter are expanded and the software solutions implemented in the smartphone and 

TinyOS applications are explained.   

 

 

4.1. Hardware 

 

4.1.1. WSN 

 The test-bed for the project implementation includes several motes. More specifically, one 

MoteIST5++ module, with a CC2420 Radio CB and an HC-05 Bluetooth CB was used as a sink node. 

The MoteIST5++ (moteist++s5 1011) is the fourth prototype of the GEMS's MoteIST project and is 

based on an TI MSP430F5438A microprocessor. Its CC2420 CB is a 2.4 GHz ZigBee/IEEE 802.15.4 

compliant. The remaining motes used were Crossbow MicaZ wireless sensor nodes. Likewise, the 

MicaZ are also 2.4 GHz, ZigBee/IEEE 802.15.4 compilant and provide a Hirose 51-pin expansion 

connector. This connector was used to attach the Crossbow MTS300 sensor boards. These boards, 

especially designed to interface with the Crossbow mote family (including the aforementioned MicaZ), 

include a thermistor and a photoresistor for temperature and light acquisition, both used in this project. 

The sensor board also includes a "buzzer" and a microphone. 
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4.1.2. Smartphone 

 The smartphone used in the test-bed was a Sapo A5 smartphone. The A5 is based on a ZTE 

Blade
19

 and features a 3.5' 480 x 800 pixel display, Wi-Fi 802.11 b/g an Bluetooth 2.1 communications 

as well as other common features of modern smartphones (accelerometer or GPS). It runs a 600MHz 

Qualcomm Snapdragon MSM7227 processor, which is relatively weak in the current gamma of 

modern smartphones' processors but enough to run the desired functionalities for the DAPhone 

application. It originally runs Android version 2.1 Froyo, a relatively outdated Android version which 

was deployed to Android-powered smartphones from January 2010 (at the time of writing, the most 

recent Android version is the 5.1 Lollipop version), however the smartphone used for testing purposes 

had a custom CyanogenMod
20

 Android 4.1 version. 

 

4.1.3. Bluetooth Communication module 

 To test the Bluetooth communication between the MoteIST and a smartphone, an initial test 

module was developed. In addition to being able to support two communication modules at a time, the 

MoteIST platform also allows for a third, external module to be installed on top via a Hirose DF9 51 

pins connection. Using a custom MDA100
21

-like board with prototyping area, an RN41XVC Bluetooth 

module with its own breakout board was connected for initial testing purposes, as shown on figure 12 

Needing only an UART connection for data exchange and a VCC/GND connection for power supply, 

the module was observed to correctly communicate with both the MSP430 controller and a 

smartphone Bluetooth terminal application, therefore validating the interaction between a smartphone 

and the MoteIST via Bluetooth.  

 

Figure 12 - Initial Bluetooth testing module mounted on a MoteIST5++ 

  

 The next step was to develop the Bluetooth CB, using the already mentioned HC-05 

transceiver and complying with the size limitations imposed by the MoteIST5++'s actual size. The 
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 http://www.gsmarena.com/zte_blade-3391.php. Latest access: 12 April 2015. 
20

 http://www.cyanogenmod.org/. Latest access: 12 April 2015. 
21

 http://www.memsic.com/wireless-sensor-networks/MDA100. Latest access: 12 April 2015. 
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easiest way to incorporate the transceiver into the Bluetooth communication board is through the 

manufacture of a printed circuit board.  

 Following the HC-05 datasheet [23] and the specifications of the MoteIST platform [24], [25], 

the communication board was designed to correctly interface the Bluetooth module with the MoteIST 

main board. For that matter, the most important connections of the Bluetooth Communication Module 

are the UART TX and RX, the VCC (3.3V) and the GND. While the latter two are required to power the 

Bluetooth transceiver, the UART TX and RX connectors are used to send and receive data to and 

from the Bluetooth module and the MSP430 processor through the DF17 connector. The DF17 

connector already had available pins for these connections since the other existing MoteIST CB 

modules make use of them for the same purpose, as seen on the MoteIST5++'s schematics available 

in [26].  

 Being fully reconfigurable, the other DF17 pins were used to interact with other available pins 

from the Bluetooth transceiver. Despite being optional, it was opted to connect as many general 

purpose IOs as possible from the Bluetooth module so that, in the future, they may be used if required. 

With that in mind, the UART CTS and RTS pins, as well as the RESET and the SPI pins were 

connected to several available pins from the DF17 connector, including the correct SPI pins made 

available from the MSP430 through the connector, despite the SPI connection not being used in this 

board. Furthermore, a specific IO pin was also connected: pin number 34, called PIO11 in the 

schematic diagram, is used to enable the module's response to AT commands. This is a useful feature 

of the HC-05 module since with the pin in the HIGH status, the module is able to interpret AT 

commands but with LOW status enabled, it resumes its normal operation. The remaining GPIO pins 

were connected to available pins from the DF17 connector for future use, having no specific purpose 

while not being used. The schematics for the Bluetooth CB can be seen in Appendix 1.  

 Besides the mentioned connections, the Bluetooth transceiver also provides two IO ports for 

LEDs. Pins number 32 and 31 are specifically designed to connect to LEDs and to work accordingly. 

Pin 32, which connects to LED1, indicates pairing: the LED is in a steady state (and connected) when 

a pairing is successful. Pin 31, on the other hand, indicates power on. Although it is not designed by 

the Bluetooth transceiver manufacturer, a third pin was connected to an LED though a GPIO 

connection. This third LED, LED3, only exists for manual use and can therefore be programmed at 

one's will using the GPIO port 30. 

 The communication board's size and layout were designed so that it matches as best as 

possible the other already existing CB modules for the MoteIST5++. As a reference, the MoteIST's 

USB CB has dimensions of 30 mm x 30 mm. One should also consider that it was only possible to 

fabricate the PCB in two layer technology resorting to the available technology. The PCB was 

fabricated using a LPKF ProtoMat Circuit Board Plotter
22

 from the IST-Taguspark PCB Laboratory. 

Having this in mind, the resulting board has dimensions of 32 mm x 30.10 mm. This is due to the fact 

that the same space for Bluetooth transceiver and other integrated circuits had to be shared with the 
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 http://www.lpkf.com/products/rapid-pcb-prototyping/circuit-board-plotter/. Latest access: 10 April 2015. 
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different routing connections. The fabricated prototype, however, was shown to fit into the reserved 

space for the MoteIST5++'s CB without a problem.  

 The CB was also designed so that the Bluetooth antenna was left outside the board itself. This 

is to minimize interference with the ground plane where the Bluetooth transceiver was soldered, which 

could lead to malfunction. 

 The HC-05 module, by default, works at 9600 bits/s with 8 data bits, 1 stop bit, no parity bits 

and no Flow Control. However, it is possible to program the module through AT commands and 

change these parameters or other configurations such as the master mode (automatic connection). 

 

 

4.2. Smartphone application 

 This section describes the main functionalities of the DAPhone Android application. The goal 

of the application is to act as a graphical interface for a sensor network, providing several 

functionalities such as data acquisition, node topology visualization or node configuration.  

 

4.2.1. Android OS  

 Android
23

 is a mobile operating system based on the Linux kernel and currently developed by 

Google. It is divided into five main sections: the kernel, the Android core libraries, the Android 

Runtime, the Application Framework and the Applications themselves.  

 The kernel - based on Linux 2.6 - provides the abstraction between the device hardware and 

the upper layers and offers basic system functionality like processes or memory management. On top, 

the Android Runtime provides the Dalvik virtual machine (VM), which acts as a standard Java VM but 

designed and optimized for the Android environment. Each Android application running on an Android 

device uses its own instance of the Dalvik VM. The Application Framework provides high-level 

abstractions of underlying libraries and functions to applications in the form of Java classes.  

 The Android applications are composed of up to four types of components: Activities, 

Services, Content Providers and Broadcast Receivers. An Activity represents a screen with a user 

interface and is the most important component of an Android application since every graphical user 

interface requires at least one Activity. Services, as well as Broadcast Receivers, provide background 

functionality to the applications. While a service can be kept running in the background for a long time 

(like downloading a file), a broadcast receiver only respond to certain events (for instance, if a picture 

is captured) and exist for a short period of time. The Content Providers, on the other hand, manage 
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shared sets of data, like SQLite databases
24

. The Android applications are written in the Java 

programming language. 

 In addition, Android applications also include Resources, which are separate from the main 

code and are used to define actions such as menu options, animations or the user interface layouts. In 

particular, the UI layouts are defined through XML files, which then are retrieved in the respective 

Activities. 

 The architecture of an Android application and the underlying components in the Android OS 

is represented in figure 13. The DAPhone application lies in the Application layer alongside every 

other Android application. From the Application Framework, three main resources are used: the 

Resource Manager, which manages embedded resources such as strings and colour settings, the 

View System, which provides views used to create application interfaces and the Activity Manager, 

which controls all aspects of the application lifecycle. From the libraries layer, the SQLite is used to 

create, access and manage the internal database for the acquired data. Finally, the Bluetooth driver is 

also important as it allows the application to access the Bluetooth functionalities and communicate 

with other Bluetooth-enabled devices such as the Mote's Bluetooth module. 

 

Figure 13 - Android architecture
25
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 The fundamentals of Android applications are available with more detail on the Android Developers' official 
webpage: http://developer.android.com/guide/components/fundamentals.html. Latest access: 10 April 2015. 
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 http://www.tutorialspoint.com/android/android_architecture.htm. Latest access 20 May 2015. 
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4.2.1.1. Android OS Version 

 The DAPhone smartphone application runs under the Android OS. The application was 

developed so that in can run in operating systems as old as version 2.1, which is the Sapo A5's factory 

version. This is to say that the DAPhone application is compatible with the minimum API level 7, 

corresponding to the Android 2.1.x version. The application was designed for maximum compatibility 

with the most widely used versions of the Android OS at the time of writing (Android 4.3 Jelly Bean, 

corresponding to the API level 18). These definitions are set in the Android Manifest file. The Android 

Manifest is an XML file which includes all the activities that make up the application as well as any 

permissions needed by the application such as Bluetooth and Internet connectivity (which the 

DAPhone application requires). It also sets the minimum and target SDK versions of the application. 

 

Figure 14 - DAPhone Manifest File: target and minimum SDKs 

 

 

4.2.2. Development 

 The four main concerns regarding the DAPhone main application development are the 

Bluetooth communication with the mote, the Control Panel functions, the database design and 

implementation and the User Interface.   

 

4.2.2.1. Main activities 

 As we have seen, an Activity is the main component of an Android application and represents 

a screen with a user interface. The DAPhone application has five main activities: DAPhone, 

GraphCreator, NodeDraw, GroupSettings and NewTrigger. The DAPhone is the main activity and it is 

responsible for starting the application and the Bluetooth interface (4.2.2.2) and to launch the main 

menu screen. On handling the Bluetooth connectivity, it is responsible for sending data to the 

Bluetooth interface using the existing message protocol and to handle the received data. In addition, it 

is also responsible for switching to the Control Panel or Data Mule screens on user request. All the 

remaining activities are launched from the main activity. The application's activities and exchanged 

messages with the mote are depicted in figure 15. The GraphCreator (figure 15: 3) Activity is launched 

when the new graph option is selected from the Control Panel. Here is where all the graph plotting 

methods (4.2.2.4) are handled and it makes sense to be handled by a new Activity due to its 

complexity. Similarly, the NodeDraw (figure 15: 1) is where the node topology is drawn on request. It 

includes calls to the Canvas specific methods (4.2.2.4) and its own user interface. The GroupSettings 
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(figure 15: 4) and NewTrigger (figure 15: 2) Activities are called when the user intends to create or 

manage node groups and triggers. These functions also include their own Activities due to having their 

own UI with specific objects for selecting groups or nodes. Finally, the communication between the 

application and the WSN (figure 15: 5) is also handled by the DAPhone's main application. This 

communication is done according to the messages represented in table 3: it includes messages for 

requesting and sending acquired data, node information, group (and trigger) information and alert 

logs. 

 

Figure 15 - DAPhone main activities 

  

 The flowchart of the application's main activities and functions are represented in the figures 

from Appendix 2.  

 Figure 38 represents the Man Menu's flowchart and the actions performed on selecting the 

different options. In particular, after enabling Bluetooth communications, the application stays in the 

Main Menu screen until the user performs an additional action, selecting a new menu.  

 In figure 39, the Options Menu is represented. This is accessed by clicking the Android UI's 

standard preferences button from the application's Main Menu. In it, the user is prompted with the 

possibility to connect to a device, to backup or restore the database values or to enable auto mode. As 

one can observe from the diagram, when selecting the auto mode, the user is prompted with three 

additional options: auto connect, auto sync and auto acquire data. As previously explained, these 

options are associated to the possibility of having the application perform certain actions seamlessly in 

the background. However, it is worth noting that when selecting the auto connect option, the user 

should have already connected at least once to a device for the application to recognize which device 

it should connect to.  
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 Figures 40 and 41 represent the Data Mule and Control Panel flowcharts, describing which 

actions are expected after entering any of these menus. One should mention that these functions 

heavily rely upon the application being connected to a mote or to the Internet, in case of having 

selected the online database synchronization procedure. Otherwise, the Send Data and Request Data 

functions from the Data Mule mode as well as the Active Devices, Alert Log and Node Configuration 

functions from the Control Panel mode all require the application to be connected to a node before 

proceeding. 

 Finally, figures 42 and 43 are associated with specific functions from the Control Panel 

interface: the graphs menu and the node configuration menu. The former describes the options the 

user can select while interacting with the graphs that represent the acquired data from the WSN while 

the latter shows which input is expected from the user while configuring or accessing an existing group 

of nodes or trigger. 

 

4.2.2.2. Mote communication 

 The Android platform includes support for the Bluetooth network stack, allowing for wireless 

communication with other Bluetooth devices through its Bluetooth API 
26

. Therefore, using the Android 

Bluetooth package and with the help of the Bluetooth Chat sample code - provided by the official 

Android development tools 
27

 -, most Bluetooth specific functions are straightforward, such as 

scanning and connecting to other devices and establishing connections to transfer and receive data. A 

BluetoothService Handler Class was created, which includes several threads for listening for incoming 

connections, connecting to devices and performing data transmissions. 

 On starting the application, the BluetoothService launches a Listening thread, waiting for new 

connections. When the user requests a new connection with a Bluetooth device, a Connect thread is 

launched. This thread attempts to establish a connection with the selected device and, if successful, 

launches a Connected thread, which manages all the incoming and outgoing data. If data from the 

mote is received, the Connected thread places the received bytes in a buffer and sends them back to 

the main activity. On the contrary, if a new send data command is issued by the main activity, the 

thread retrieves that data from the send buffer and sends it to the connected device. A flowchart of this 

operation can be found in Appendix 3. 

 Having established a Bluetooth communication with the mote, it is of vital importance to follow 

certain pre-defined rules in exchanging messages to and from the network. There are four main types 

of messages that can be exchanged: data acquisition, node information request, group information 

request and activity logs request. It is therefore important to have different message patterns for these 

different types of messages and both the mote and the DAPhone application must act accordingly 

when receiving a specific message. Moreover, the user does not need to know the message patterns 
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or what type of messages are exchanged between the application and the mote: the user should only 

select the desired messages to exchange through the UI. These messages are, therefore, exchanged 

in the background without the user's knowledge of its actual content or format. 

 The following diagram represents the sequence of exchanged messages between the Android 

application and the mote for every possible exchanged message:  

 

Figure 16 - Message Sequence Chart for the Android - Mote communication 

  

 As we can observe, the message exchange between the application and the Mote is handled 

by the Bluetooth Handler. When the user selects an option through the UI that requires a message to 

be sent, this message is passed on to the Handler class, which then handles the Bluetooth 

communication with the Mote. Afterwards, every data received from the mote is passed on to the main 

application for completion of the initiated task. The UI then notifies the user, which can be done in 

different ways according to the selected function. In requesting new data, the user simply receives a 

warning that the application has successfully acquired new data. Requesting node information, on the 
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other hand, prompts the UI to draw the node topology. The alert log functionality also warns the user 

immediately of the received data through a dialog interface. Lastly, the group information is shown 

only when accessing the node configuration menu: as such, a notification is displayed on the screen 

when group info data is received, allowing the user to proceed. 

 Figure 17 represents the data model for the exchanged messages: the tables in orange 

represent the messages sent by the smartphone application to the mote and the tables in blue 

represent the Mote's response messages. 

 

 

Figure 17 - Data Model for Android-Mote exchanged messages 

  

  The message type identifier, which is the first character of each message, is a single 

character and represents a certain keyword for each type: "D" identifies "Data", "A" identifies "Active 

nodes" (although the function was later renamed to "request node information") and so on.  

 The smartphone messages are simple, as they are mostly requests. The only exception is the 

Data Request - which is associated to the Data Mule function -, where the user specifies which motes 

and what measures he wants to acquire. Thus, after the first character, the sent message includes the 

requested types and node IDs, all of them separated by the dividing character "-" (which will be later 

explained). In all cases, after the message is sent, the application then waits for the mote to 

acknowledge its message and reply with the required information.  

 The mote messages, however, must include all the additional information requested by the 

smartphone application and therefore have several identifiers: 

 A data request is replied with the number of nodes with data (preceded by the letter "D"), 

followed by all those nodes, as well as their acquired values: the value itself, its type and a 

time stamp regarding the time of acquisition.  
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 When replying to the "A" command, the mote must reply the total of active nodes to represent 

its topology on the smartphone (thus beginning its reply message with a "T"): following the 

total active nodes, the message includes the nodes' identification and their respective parent 

nodes.  

 The Group Info has four components: the group ID, the sensors belonging to that group, the 

actuators belonging to that group and the active triggers. The triggers themselves must have 

the ID of the related actuator (one trigger is associated to only one actuator), a trigger value, 

its type and whether it is a maximum or a minimum value.  

 The Log Info has a similar structure to the data acquisition message: it has the node ID, the 

registered value and type and a timestamp but it also has the description of whether the alert 

log belongs to a maximum or minimum value reached.  

 Also, using a single string of characters for each different message, it is important to separate 

the different groups within the same message type: for example, different nodes while sending node 

information or different groups while sending node groups information. For that matter, the character "-

" is used. Every time the character "-" appears on a message, both the mote and the Android 

applications "know" that the next character belongs to a different set of data. Since the chosen 

character cannot appear in the acquired data itself - for instance, acquired temperature or luminance 

values - its meaning is unique in every message. This is of major importance for the data parsing in 

both ends. Also important is the string terminator ("~"), which was added to the end of each message. 

The chosen character was selected for the same uniqueness reason. 

 

4.2.2.3. Database design and implementation 

 Having established the communication protocol between the smartphone and the mote, an 

internal database was needed to store the acquired information. The Android platform ships with 

native support for SQLite
28

. SQLite implements most of the SQL standard and is a regular choice for 

small applications due to its lightweight characteristics. Therefore, it was decided that the easiest way 

would be to use Android's sqlite package and database utilities for the database development.  

 However, before implementing a database, one must first design its data model and have a 

full comprehension of the required tables to create. The entity-relationship model represented in figure 

18 describes the database developed for this application. 
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Figure 18 - DAPhone Database E-R Diagram 

  

 The database has three fundamental tables: Sensor, Actuador and Grupo. The first two tables 

represent the two main components of the WSN (sensors and actuators) while the latter represents 

the existing groups which can integrate different sensors and actuators. Then, whereas each sensor 

can measure (Mede) different values, stored in the Medidas table, the actuators can perform (Faz) 

different actions, stored in the Actuacao table. These actions only happen when a certain Trigger, 

belonging to a certain group, is activated. Finally, a group can also have (Tem) an average value 

(Medias) for certain parameters in a certain time frame.  

 The Actuation functionality of the WSN is out of the scope of this project, however the related 

tables were created for a possible future expansion of the implemented system.  

 Having established the database design, the implementation was relatively straightforward. It 

is worth noting that most of the database management is made with a database helper class, 

DBHandler. This class includes not only the unique, static identifiers for each table's data values but 

also methods for every existing table: from creating the table itself to inserting values in it. Accessing 

the database itself from the main application was then only a matter of calling the right methods for the 

different acquired data.  

 The only action left was to allow this data to synchronize with the previously mentioned online 

database. Being a different topic, the database synchronization with the web server is described in 

chapter 4.4. 

 As an additional feature, an option to backup and restore the database was implemented. If 

selected, it allows the user to export the database file to an external micro SD Card (if present) or to 
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import a copy of the same database. This allows the user, for instance, to have a safe way to restore 

the acquired data if anything goes wrong while using the control panel functions or to simply transfer 

the database to another smartphone by having the database file available on the SD Card. 

 

4.2.2.4. Control Panel 

 The Control Panel functions include the graph representation of acquired values, the node 

topology and the group and alert log functions.  

 The open source graph plotting library GraphView was used to plot the graphs for the visual 

representation of the sensory data. This library offers its own API and allows for a simple method of 

representing line, bar or point graphs while having some control over the X and Y scales. The most 

recent version of the GraphView library (version 4.0 at the time of writing) was used. In the DAPhone 

application, the graphical interface has its own Activity, recurring to the GraphView methods to 

represent the selected data. 

 In the graph plotting activity, the user also has the option to view the acquired values in text 

mode, which are represented in a pop-up window, or to calculate the average values in a certain time 

span for a certain group of nodes. As was previously mentioned, one design decision was to leave out 

the main computational and storage stress to the smartphone and not to the WSN node. As such, 

these measures are calculated by the smartphone and not by the node. However, the resulting 

measures can then be also stored in the internal database.  

 The user can also adjust which data to represent on-screen by selecting the types of 

measures, active nodes or by limiting the number of measures to a specific time span. These features 

are represented in figure 19. 

 

Figure 19 - Graph Creator activity 
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  To display the node topology, a Canvas was used to manually draw the nodes and its 

connections. The Android API provides a set of ways to render one's own 2D graphics onto a canvas. 

It was opted to use circles to represent the nodes, with red and green colours to distinguish between 

inactive and active nodes. The drawCircle() method from the Android Canvas class allows the 

application to draw a circle centred in a defined x and y position, with a certain radius and a certain 

colour (red or green, in this case), selected via the setColor() method from the Android Paint class. For 

every added node (circle) to the canvas, its connections (received in the mote message) would then 

be analyzed to draw lines between the connected nodes. 

 The group function involves the creation of groups of nodes and triggers. This function serves 

as proof of concept of using the smartphone as a control panel for a WSN. The user can create 

groups of sensors (or eventually actuators) and have the WSN knowing these groups have been 

created. Every group can then have one trigger, associated with one actuator, which would act if a 

certain value threshold has been reached in a node from the group. For example, let us consider 3 

nodes: 1, 2 and 3. Nodes 1 and 2 are temperature sensors and node 3 is an actuator: it can, for 

instance, fire a sound alarm. The user can use this control panel function to create a group with these 

three nodes and give the group an identification. Then, the user can add a trigger for actuator 3 that 

defines the maximum temperature in the group as 25 ºC. Having set the trigger, whenever a sensor 

from the group (either node 1 or 2) reaches 25 ºC or above, the trigger is fired and the actuator 3 

sounds its alarm. 

 This add/edit group/trigger function can be accessed either by selecting a node on the 

topology or by accessing the Node Settings option on the Control Panel menu. After selecting this 

option, the user must define the required parameters for a trigger, i.e. the group it belongs to, the type 

of measure, the threshold value and whether it is a maximum or a minimum value. This is represented 

in figure 20. As previously mentioned, both the group and trigger menus launch their own activities 

due to having a more specific graphical interface, in particular requiring the user to input different 

values. 

 

Figure 20 - New Trigger activity 
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 This leads us to the alert log function. This function is only a text representation of all the 

triggers that were fired in the meantime. The user can request an update on these actuations and the 

smartphone will then represent which nodes have reached which defined thresholds. 

 

 

4.2.2.5. User Interface 

 The User Interface design was another concern while developing the application since the 

user should be able to access the most important features with ease. In addition, being a smartphone 

application, the user should rarely be prompted to insert text or other alphanumeric characters due to 

its less practical use. Also, having two main features: data mule and control panel, both functionalities 

should be clear to the user that they perform different actions. 

 Another important aspect is the compatibility. Some Android features are only available in the 

most recent versions of Android OS, which therefore cannot be used in older versions. Moreover, 

some other more recent features may cause the phone to lag in certain conditions if the smartphone is 

not powerful enough. For that matter, the UI design was kept as simple as possible, while trying to 

have a minimum aesthetically pleasing visual. 

 The UI functionalities were then developed as to comply with the specifications described in 

chapters 3.2.4 and 4.2.2. 

 

 

4.3. TinyOS application 

 This section describes the main functionalities of the TinyOS application. The TinyOS 

application's main goal is to acquire the sensor network's data and respond to the smartphone 

application's requests. More specifically, it should send the acquired data to the smartphone - either 

periodically or on request -, and allow the sensor network to act accordingly to the requested 

commands. 

 

4.3.1. TinyOS 

 The TinyOS is an open source embedded operating system, initially developed by the 

University of Berkeley, California. It is designed for low-power wireless embedded systems and acts 

as a work scheduler and a collection of drivers for microcontrollers and commonly used wireless 
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embedded platforms. It is written in the nesC programming language, a dialect of the C language 

specific for network embedded systems (hence, nes)
29

 [26], [27].  

 TinyOS is an event-driven OS, meaning that it executes its tasks to completion, only being 

preempted by triggered events, therefore having no context switches among tasks. It has a 

component-base programming model, connecting components in TinyOS applications through 

interfaces which implement hardware abstractions. Its latest version, at the time of writing, is TinyOS 

2.1.2, launched in August 2012. 

   

4.3.2. Development 

 As previously mentioned, the TinyOS application has two main purposes: to acquire sensory 

data throughout the WSN nodes and to respond to the smartphone application commands.  

 

Figure 21 - TinyOS application wiring 

  

 The diagram depicted in figure 21 represents the relationships between the different 

components used in the TinyOS application. MainC, TimerMilliC and LedsC are fundamental 

components to the whole application, as they are used to implement common functionalities of the 

application like the bootup, the timer and the leds. The TempC and PhotoC components are used to 

implement the functions needed for the data acquisition. In particular, TempC and PhotoC are wired to 

the MTS300 sensor board thermistor and photoresistors and allow for the acquisition of temperature 

and luminance values. The Collection protocol components are also wired to the application for the 

multi-hop transmission of data messages between nodes. Lastly, UartByte and UartStream are used 

in the Sink Node for transmitting data to the Bluetooth interface via UART.     

 It is worth mentioning that there are already several applications available from the TinyOS 

community to execute data acquisition procedures in a WSN. As a result, an already existing 

application was initially used and adapted to match the purpose of the developed system. The demo 
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applications Oscilloscope and MultihopOscilloscope are good examples of applications which provide 

this type of functionality out-of-the-box, being the difference between the two the data retransmission 

capability of the Multihop variant, which uses a multi-hop packet delivery. For that reason, the 

MultihopOscilloscope application was used as a basis for the project's TinyOS application. That being 

said, the majority of the developed TinyOS application's functions were already implemented by the 

aforementioned demo application and only needed slight adjustments to comply with the system's 

requirements. In particular, looking back at the diagram from figure 22, the blocks depicted in white 

represent the main functionalities already existent in the MultihopOscilloscope application. The blocks 

depicted in blue, which are mainly associated with the UART communication with the Bluetooth 

interface, represent the main contribution of this project to the new application.  

 

4.3.2.1. Application flowchart 

 The TinyOS application includes different workflows whether it is programmed on a sink node 

or not. The sink node code is mainly event-driven, as it only needs to respond to certain events. In 

particular, it listens for UART Receive interrupts - meaning it has received commands from the 

Bluetooth interface -  and for AM interrupts, where data from the remaining network is received and 

stored on the internal buffer (4.3.2.3). When an UART interrupt is received, the application checks the 

message type identifier to decide on the type of message received and parses the remaining string 

characters considering the established protocol for the message exchange. Afterwards, the application 

retrieves the requested data from the mote's internal buffer, placing it in the output buffer. If an AM 

interrupt is signalled, the application simply stores the received data in its internal buffer. In addition, 

the timer was kept only for having a LED periodically blinking to check if the mote is working. The 

remaining nodes have two main functions: to listen for incoming messages from other nodes and to 

forward them to the sink node and to acquire new sensory data when the timer fires. These functional 

details of the TinyOS application are depicted in the flowchart from Appendix 4. 

 

4.3.2.2. Data acquisition 

 As mentioned, a good example of a data-acquisition application with multi-hop delivery of 

packets is the MultihopOscilloscope
30

 sample application. As such, this application was initially used 

as a base for the development of the DAPhone TinyOS application.  

 To deliver packets in multi-hop fashion, the Collection Tree Protocol (CTP)
31

 is used. The CTP 

is a tree-based collection protocol in which each node implicitly chooses a root by choosing the next 

hop. The sent messages will eventually be delivered to the destination (sink node) when the node(s) 

whose parent node is the sink node deliver - or forward - its (received) data. The implementation of the 
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Collection protocol must include the Sender, the Receiver and the Snoop interfaces. The Send 

interface is used by the node which generates data to send its message to the root of the collection 

tree. The Snoop interface is used by the nodes in between to overhear messages in transit and 

receive the messages whose destination is not themselves. These snooped messages are then 

forwarded to their own root nodes. Finally, the Receive interface is triggered in the Collection tree's 

destination node, to receive a message delivered by the collection. This protocol is depicted in figure 

22.  

 

Figure 22 - Multihop message delivery 

  

 To acquire data, the application uses the TempC and PhotoC components. As mentioned, 

these components are linked in the MicaZ platform to the MTS300 sensor board, meaning their Read 

functions serve the purpose of acquiring the related data. The application timer is set to fire every 

minute. Using a counter variable, both measures are acquired alternately, meaning that a temperature 

and a light level value is acquired every two minutes. This complies with the MTS300 user manual's 

[28] indication that the light and temperature sensors share the same A/D converter channel and 

therefore only one sensor should be used at a time.  

 Both values as they are do not represent readable standard units for temperature or light level. 

Following the calculations described by the MTS300's user manual, the raw temperature measures 

can be converted to degrees Kelvin using the approximation described in figure 23, valid over 0-50 ºC. 

However, due to not having an easily readable measure for the luminance values, its acquired data is 

stored as is. This allows for a relative comparison between different acquired values in different 

periods of time and for a later conversion to a particular measure if needed.   

 

Figure 23 - MTS300 User Manual's recommendation for Temperature values conversion 
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 The acquired readings are then stored in a message structure which includes the sampling 

period, the mote ID, its parent node, the number of readings acquired, the type of measure and a time 

stamp. The parent node is acquired through the getParent function from the CtpInfo interface, which 

returns the parent of the node in the tree. In the MultihopOscilloscope demo application, each 

message was only sent after five measures had been acquired. This was changed in the TinyOS 

application for the DAPhone project to send a message immediately after one measure has been 

acquired but the information on the number of acquired sensor readings remains so that the message 

structure can be changed to allow more readings to be sampled per message if needed. The time 

stamp includes information on how much time has passed since the mote bootup. As there is no easy 

way to locally determine the real date and time, it was opted to send a time stamp which represents 

the time passed since the deployment of the sensor network. The smartphone application will, in the 

end, be able to process this time stamp and compare it with the real data and time by having the 

sensor network's boot-up time in consideration. Since there are some minutes of difference between 

the deployment of each node, the resulting timestamps are not precise but suffice in terms of accuracy 

for the required specifications.  

 The message structure is then send using the Send interface, which is based on a typical 

ActiveMessage send procedure but without the destination address as it is implicitly the sink node. 

Figure 24 represents the data structure sent from the MicaZ nodes after a data acquisition procedure.   

 

Figure 24 - Data model for Mote-Mote messages 

 

4.3.2.3. Remote commands 

 The sink node's purpose is to store the received data from the remaining network and to 

respond to the remote commands from the Bluetooth interface.  

 In the deployed test-bed, it was opted to use a "fixed" data mule method. More specifically, the 

smartphone was present at all times during a fixed period of time, constantly acquiring data 

periodically from the WSN. This allows for an implementation where the main processing and data 

storage stress is on the more robust and powerful smartphone, thus relieving the WSN - and its Sink 
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Node in particular - from storing an excessive amount of sensory data from the network. Alternatively, 

it could be used a different approach, where the smartphone would not be present at all times for the 

data collection but would occasionally be brought near the Sink Node for the data collection. This 

solution would eventually require more storage space for the acquired data in the Sink Node and 

would represent a larger data transfer in each communication between the smartphone and the Node. 

Therefore, it was opted to reduce the data transfer overhead to a minimum, allowing for some data to 

be collected and temporarily stored into the Sink Node before being periodically transmitted to the 

smartphone.  

 It was opted to use a circular buffer to store the received information while the sink node waits 

for a command from the smartphone application for this data to be retransmitted. The circular buffer 

has a size of 30 data structures, having each data structure the sender node's ID, its parent, the 

reading, the timestamp, the type of reading and a trigger flag. The only new value is the trigger flag, 

which serves the purpose of verifying if the acquired value has reached (or passed) a threshold 

defined by a user-created trigger. As it was previously mentioned, the actuation component is not 

present in this project. This way, the triggers have no real effect without an actuator node. However, 

the groups of nodes and respective triggers can still be created by the user for demonstration 

purposes. When a message is received, the sink node evaluates if the node belongs to a group and if 

that group includes any triggers. If the node's acquired measure violates the trigger's defined threshold 

for that message type, the flag is enabled. This allows for an easier and faster evaluation of which 

measures can be sent when an Alert Log request is emitted from the smartphone application. Both the 

groups and the triggers created by the user using the DAPhone application are also stored locally in 

two much smaller circular buffers, including relevant data information like the associated nodes and 

the thresholds. 

 The parent information is also useful for a faster processing of the node topology. When the 

user requests the node information, the sink node browses the latest stored values in its internal buffer 

and is able to calculate the connections through the existing nodes' measures and their parents. This 

has the disadvantage of not showing the real-time information of the node topology but allows for a 

faster message exchange between the sink node and the smartphone as there is no need for a 

message to be broadcasted to the network and the respective reply delay. For the deployed test-bed 

network, where there is a fixed topology, this is a solution that accurately represents which nodes 

have data stored in the sink node's buffer. 

 The main data mule function is a matter of parsing the received message from the smartphone 

to determine which types of measures and which nodes are being requested and browsing the stored 

data to send the requested information. 

 Figure 25 represents the data structure buffer used to store the sensory information of the 

WSN in the sink node. 
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Figure 25 - Sink node's data structure buffer 

  

 The interface with the Bluetooth communication module is done via UART. The UartByte and 

UartSend interfaces were used for this matter. These interfaces allow for raw data to be send and 

received through the UART interface, which allows for an easier processing of the different exchanged 

messages. The UartSend interface provides an asynchronous receivedByte event, which is fired 

whenever a byte is received from the UART if no manual reception command is called, firing the 

receive interruption. This command is used to receive the inbound commands from the DAPhone 

application. It signals receiveDone when reception is complete. The received bytes are stored in a 

large enough buffer with a received byte counter which access is protected by an atomic declaration to 

avoid possible race conditions. The receiveDone signal releases the reception process and clears the 

reception buffer. Every command from the DAPhone application ends with a "~". This way, while 

processing the received bytes, each one is compared with the command delimitation character and if it 

happens, the reception buffer is evaluated to determine which command has been emitted and to call 

the correct function. To send a message to the smartphone application, the UartSendTask task is 

posted. Being a task, it means that only one can be running (to completion) at a given time, thus 

avoiding race conditions in the message sending process. This task calls the UartByte's send 

command to send one byte at a time. This allows for a better flow control when the sending buffer 

becomes very large, which can happen when sending the acquired data from the network, for 

instance. The call to the send command blocks until it is ready to accept another byte for sending. The 

buffer is cleared after the sending is done.  

  

4.4. Online database 

 As mentioned, another goal of this project is to allow the smartphone to also act as gateway 

for the WSN to access the Internet and upload its collected data to a database or a specific website. It 

was decided that an online database would be used for this project. Its goal would be to receive the 

DAPhone application's database content when synchronizing.  
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 Firstly, it was necessary to find a host for the database itself. For demonstration purposes, the 

GEMS's own WSN server was used to host a permanent database for the system and also for future 

use
32

. This server, however, can only be accessed from the IST-Taguspark's internal network. 

 The goal was then to create a MySQL database in every means similar to the one developed 

for the Android application. However, here lies the major problem of this solution: the cross-

compatibility. The smartphone and the web service should be able to work together and communicate 

in a seamless way. To solve this problem, it was decided that the smartphone app could then access 

this database via PHP and then insert or remove data accordingly. The PHP language
33

 is an open 

source, general-purpose scripting language that is especially suited for web development. It is 

compatible with HTTP GET and POST methods for retrieving and sending data to the server and it is 

focused on server-side scripting - the code is executed on the server -, in addition to being compatible 

with several platforms. 

 The Android platform includes the JSON
34

 package libraries package
35

, which allows the 

JSON data exchange format to be easily integrated in the Android application. The JSON (JavaScript 

Object Notation) data format is used as an alternative to XML for transmitting data between web 

servers and applications. It is lightweight, which allows for faster data parsing, and also language 

independent. Besides, it is easily integrated with PHP, which already provides specific functions for 

decoding and encoding JSON messages
36

.  

 Therefore, a JSONParser class was created in the DAPhone application to manage all 

incoming connections from the database and to parse the JSON exchanged messages. From there, 

another class to synchronize the database values was created, making use of the parser class. 

 Since the goal is to have a synchronized database between the smartphone and the web 

server, the database itself is in all means similar to the one developed for the DAPhone application, 

whose Entity-Relationship Diagram is described in chapter 4.2.2.2. However, since in the scope of this 

project the only way to access this online database is through synchronizing the - supposedly correct - 

DAPhone internal database, the table relationships are not an important feature as it is the 

responsibility of the smartphone application to have the correct data inserted into the web database. 

Therefore, unlike the DAPhone's database handler, which validates every table insertion, no 

relationship validation is made as the data is simply inserted into the correct tables as it is. 
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4.4.1. Synchronization 

 The web server responsible for hosting the DAPhone online database also includes several 

PHP scripts to allow communication between the database itself and the smartphone application.  

 Since we want to always access the same database using the smartphone, the simplest way 

is to hardcode the database connection variables (username, password and used database) in a PHP 

file, hosted in the server itself. Another file was then added, which handles the connection itself: it 

provides both the connect() and the close() functions to access the database using the hardcoded 

variables and close the connection, respectively. Although being an easy solution, this method is not 

safe as one can easily access the whole database by simply guessing the correct function to use from 

the connection handler file. However, this method was used to provide a seamless connection 

between the database and the Android application: while accessing the web server, the user does not 

need to insert its username or password as that process is avoided. If needed, one can simply modify 

the PHP files to allow the manual insertion of this type of sensible data. In this case, the stored data in 

the web server does not require that level of protection.  

  In addition to the connection handler files, the web server also hosts several other files, used 

by the smartphone application to manage the database. There are two main types of PHP files for the 

database management: add value, get value. The add value type inserts values into a table using the 

POST method. The get value file, on the other hand, uses the GET method to access certain values 

from a table. For each table in the database, both PHP file types are present so that the DAPhone 

application can perform any action for all tables. Additionally, some tables include an update value file 

which uses the POST method but to replace a certain value from a table, using an update SQL 

statement. These files, however, are not used in the application's current context but were created so 

that the database files can be easily changed if needed.  

 The main workflow of the database synchronization process between the DAPhone 

application and the web database is represented in Appendix 5. For every update request, the 

application checks if it has any tables that need synchronization. It does this by checking if the latest 

updated value corresponds to the latest acquired value, stored in the internal database. If not, the 

application starts by getting the latest updated value from the online database using the GET method 

and checking if the value is up to date, i.e. it corresponds to the same value in the internal database. 

From this point on, for every new value in the smartphone's internal database, a new message is sent 

to insert that value into the online database, using the POST method. This process is repeated for 

every table in the database. The message sequence protocol depicted in figure 26 represents the 

process of updating one table of the online database with values from the smartphone. 
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Figure 26 - Message sequence protocol of exchanged messages between the smartphone and the online database 

  

 In order to access the values, the Google Charts API 
37

 was used to access the database 

values and create simple graphs and tables, generated on the server side, into an HTML web page
38

 

to demonstrate the acquired values. External clients could therefore use this interface to view the 

database's stored data. 
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 https://developers.google.com/chart/. Latest access: 5 April 2015. 
38

 http://gems-server-wsn.tagus.ist.utl.pt:8080/DAPhone/dataview.html . Latest access: 12 April 2015. 
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5 
Validation 

 

 In order to validate the proposed hardware and software solutions, some tests were performed 

to assess the system's functionality. In particular, referring to chapter 3.3.1, a prototype of the 

communication board was built and the deployed test bed was used in order to demonstrate the 

DAPhone's main functionalities. 

 

5.1. CB Prototype 

 As previously mentioned, the Bluetooth CB includes a Linvor HC-05 Bluetooth transceiver and 

a Hirose DF17 connector in order to connect to the MoteIST5++ main board. The prototype includes 

only one LED, which corresponds to the pairing status. During the testing period, the LED proved to 

be functional, turning itself on and off if the smartphone was connected or not, respectively. Recalling 

chapter 4, the CB's dimensions are 32 mm x 30.10 mm as planned. The CB proved to fit into the 

MoteIST5++'s port without any problems. The prototype of the Bluetooth CB is represented in figure 

27, whereas figure 28 shows the MoteIST5++ module with two CBs: the Bluetooth prototype and the 

CC2420 CB. It is worth noting that the fabricated prototype had a few design errors that lead to the 

use of wrapping wire, as seen in the aforementioned figures. These errors were however detected and 

fixed in the final design version. 
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Figure 27 - Bluetooth CB prototype: top and bottom 

 

 

 

Figure 28 - MoteIST5++ with the Bluetooth CB prototype and a CC2420 module: top and bottom 

 

  

 The initial tests for the Bluetooth CB consisted in transmitting several random streams of data 

back and forth from the smartphone to the MoteIST5++ using the Bluetooth interface. For sending 

packets to and from the smartphone, a simple Bluetooth Terminal application available in the Google 

Play Store was used as well as a custom Bluetooth Chat application, using a modified version of the 

sample code available from the Android code repository. For testing the MoteIST5++, a simple C 

program was initially written, then replaced by an equivalent TinyOS application. Using the default 

configuration for the HC-05 module of 9600 bits/s with 8 data bits, 1 stop bit, no parity bits and no Flow 

Control, the communication proved to be adequate as all the data reached both ends.  
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5.2. Test bed 

 The evaluation of the system was performed with the redeployment of a WSN test bed already 

available, as already stated. The Tagus-SensorNet
39

 [29] is a WSN platform deployed at the IST-

Taguspark Campus for the implementation of diverse applications and experiments, with several 

independent node clusters spread throughout the Campus. It was opted to redeploy the MicaZ motes 

used previously by the LA6 [30] project due to their inactivity at the time of writing.  

 Five MicaZ motes and the MoteIST5++ module with the Bluetooth CB were deployed on the 

first floor of the IST Taguspark Campus near the laboratories. The MoteIST, which acts as a sink 

node, was deployed in front of the PCB fabrication laboratory, where the Sapo A5 smartphone was 

placed for the data collection. The MoteIST was programmed with the identifier 0x00 whereas the 

remaining five motes were programmed with the subsequent numbers for an easier identification. The 

physical locations of the deployed test bed elements are shown in figure 29. The nodes in green 

represent other, not used elements of the Tagus-SensorNet. 

 

Figure 29 - Test bed deployment 
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 http://leme.tagus.ist.utl.pt/gems/PmWiki/index.php/Projects/Tagus-SensorNet. Latest access: 10 April 2015. 
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 The WSN was left untouched after its deployment and often a communication was established 

between the smartphone and the WSN to evaluate if it had new data. Acquiring new data from the 

network was therefore a proof that the sensors were in fact transmitting data to the sink node, which in 

turn was storing it temporarily, waiting for the smartphone to collect it. 

 To demonstrate the system's overall functionality, the smartphone was left connected to the 

MoteIST module for three separate days with Auto Mode connected. In particular, every 5 minutes it 

would request new Luminance data to be delivered and every 15 minutes it would synchronize its data 

with the online database. In case of disconnection with the Bluetooth module, it would automatically try 

to reconnect to allow for a continuous operation. Each day, the smartphone was left unattended for the 

remaining of the day. To ensure it would not run out of battery throughout the lengthy process, as the 

application was constantly running, it was also left plugged in to a nearby power socket. 

   

5.3. Functionality testing 

 To validate the whole system, the main functionalities were tested throughout the 

experimentation process. As discussed in previous chapters, the DAPhone application includes two 

main functionalities: the Data Mule and the Control Panel. For testing the Data Mule functionality, the 

acquired data was analyzed and compared to the online database's values. To test the Control Panel, 

its main functions were used with the deployed test bed WSN. 

 The Data Mule function is the one responsible for collecting sensory data from the WSN. As 

mentioned, the smartphone was left connected to the network for an extended period of time, 

periodically acquiring data from the network. Furthermore, the data would be sent to the online 

database so it can be remotely accessed. To assess these functionalities, both databases were 

compared. For instance, the first few Luminance values, sorted by timestamp, are shown to be exactly 

the same, thus confirming that the synchronization with the web server is being done correctly. This 

comparison is shown on figure 30.  

 

Figure 30 - Luminance tables: smartphone and web 
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 It is worth noting that, due to having equal timestamps (different node measures), some values 

are not exactly in the same order in both tables. However, by comparing the displayed values, one can 

see that they represent the same data. It is also important to note that, as one can see, the 

smartphone's interface is more user-friendly, allowing the user to have a faster perception of the data 

he/she is reading. This is due to the fact that the smartphone application includes a Text Mode option 

to display the acquired measures in a user friendly way whereas the online database's main purpose 

is only to assess the data's correctness and to display a plotted graph of the acquired data. Thus, what 

is seen on the right side of the image is only the raw table for acquired the measures. As such, it does 

not represent the respective node, which is part of the "Sensors" table. 
40

 

 

 

Figure 31 - Manual data collection 

 The Data Mule functionality should not only allow for data to be constantly acquired with the 

Auto Mode but should also allow the user to interact with the WSN on the go and collect recent data 

from the network. In addition, the user should be able to select which nodes and what types of data to 

collect. To test this functionality, new data was collected after some time had passed before the latest 

interaction between the smartphone and the WSN, and new temperature data from nodes 2 and 3 was 

requested. The system acted accordingly and a screenshot of the acquired data is represented in 

figure 31. 

 It is important to notice that the temperature sensor from the MTS300 is not very accurate 

possibly due to hardware-dependent calibration errors, leading to showing unusually high temperature 

values when the weather conditions at the time did not match with the depicted data. However, the 
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 The table for the acquired measures can be accessed at the backup site: 
http://mdionisio.net78.net/datatable.html. Latest access: 5 April 2015. 
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main focus is to demonstrate the application functionality and, in particular, temperature data was in 

fact collected for both sensors 2 and 3, as requested.    

 The second most important feature related to the data acquisition is the data representation. 

This feature, which is already considered a part of the Control Panel, is where the user is able to view 

a graphical, more meaningful representation of the acquired data. Moreover, the user can select 

different time spans or active nodes, as mentioned in the Architecture chapter. To test these 

functionalities, the luminance data from 8th April between 12:00h and 16:00h for node 1 and between 

12:00h and 23:00h for node 2 was compared in both sides. The resulting graphs are depicted in 

figures 32 and 33. 

 One obvious disadvantage from the smartphone's graphical interface is the smartphone's size. 

Although the smartphones' dimensions have been usually increasing over the last years, to have a 

graphical representation of such large amounts of data turns out to be very difficult. The smartphone's 

user interface allows the user to scroll along the graph and not have every data represented at once, 

as we see in figure 32, but can also zoom in to view the complete data, as in figure 33. As we can see, 

in both cases the data graphs look identical, despite being easily read on the web server interface. 
41

 

 

 

 

Figure 32 - Luminance values for node 1 
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 The graphical web interface can be accessed at the backup site: http://mdionisio.net78.net/datatable.html. 
Latest access: 5 April 2015. 
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Figure 33 - Luminance values for node 2 

 

 From figure 33, it is worth noting that there is a linear drop in the luminance values around 

19:00h. This is due to the fact that the smartphone did not acquire any data for an hour around that 

time of day. As mentioned, the smartphone was deployed without further human intervention 

throughout the day, constantly acquiring data. Due to being locked inside a room and not very close to 

the sensor network, it is possible that the smartphone lost connection to the sink node and could not 

reconnect for a while. It eventually reconnected, as shown by later measures, but the measures from 

that particular period of time were lost. By having a circular data buffer that can only store so much 

acquired measures, the WSN kept sending data packets to the sink node, which kept storing them, 

eventually replacing some values which were not yet acquired by the smartphone. 

 The user should also be able to have detailed information about a specific point in the graph. 

As such, this functionality was also successfully tested for the same value in both graphical interfaces, 

as represented in figure 34. 

 

 

Figure 34 - Getting a value from a specific point in the graph 
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 The remaining control panel functions allow for more interactivity between the smartphone and 

the WSN. In particular, the user can request the node topology and configure groups of nodes and 

triggers. By moving, enabling and disabling some nodes, it is possible to obtain different configurations 

for the network, which were all represented accurately in the user interface. Recalling the 

Implementation chapter, the node topology representation is not a real time representation but instead 

it uses the previously acquired data for a faster interaction between the smartphone and the node. 

This way, to have an accurate representation of the network, one must wait for data from all nodes to 

reach the sink node, so that it can have information for all the network. Two different topologies are 

represented in the screenshots from figure 35. In particular, node 3 is represented in red in the first 

scenario as the sink node still had data from that node (thus, it exists in the network) but as the node 

was already disconnected, it had no other node connecting to it at the time.  

 

 

Figure 35 - Node topology representation 

  

 

 The last main functionality is the Group and Trigger creation and respective alert logs. 

Recalling the Architecture chapter, the user can create groups and triggers for having an alarm when 

a new measure goes above or below the established threshold. For demonstration purposes, a group 

was created with one single node: node 2. Then a threshold was set so that when the acquired 

temperature value reached a maximum of 25ºC, it would have a new alert log. Activating the alert log 

function in the Control Panel led to having in fact a value as soon as a new temperature value (of 34ºC 

due to the aforementioned reasons) was acquired. This is as shown in figure 36. 
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Figure 36 - An actuation log 

  

 The "Unknown" description is related to the fact that there is no actuation associated with this 

alert log and so the description only includes the node, the value and its time stamp.  

 

 

5.4. Performance analysis 

 An important aspect to consider while implementing a system working with two different radio 

boards is the possible interference between both radios. In particular, the simultaneous usage of 

Bluetooth and IEEE 802.15.4 communication on the system.  

 The first thing to consider is that it is important to maximize the distance between the antennas 

as much as possible, in particular on the same mote. Both these systems operate on the unlicensed 

2.4 GHz band. That being said, considering a wavelength of 12.5 cm for this frequency and the 

MoteIST5++ CBs' dimensions, one should notice that the separation between the antennas of the two 

MoteIST5++ radio boards is around 6 cm. Although a vertical separation would be ideal due to the 

horizontal propagation of said antennas, the existing separation is sufficient enough to disregard 

interference between the two. 

 Considering the radio interference in communications, it is important to consider that while the 

IEEE 802.15.4 standard has a total of 16 channels available in the 2.4 GHz band, each with a 

bandwidth of 2MHz, the Bluetooth standard operates in 79 channels with a bandwidth of 1MHz. The 

Bluetooth protocol implements a frequency-hopping technique, where the transmitted data is divided 

into packets, which are then transmitted in different channels alternately (hops), thus limiting possible 

interferences in communication since the Bluetooth only transmits in a given frequency for a short 

period of time. 

 Additionally, one should note that the IEEE 802.15.4 standard provides a CSMA-CA (Carrier 

Sense Multiple Access with Collision Avoidance) channel access mechanism. This mechanism is used 

in order to avoid collisions in data packet transmissions, having the nodes listening for existing 

communications before transmitting information: only when the channel is sensed to be idle the node 
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is allowed to transmit. Furthermore, the CC2420 radio implements by default an acknowledgement 

mechanism defined in the IEEE 802.15.4 standard, where the radio chip acknowledges the received 

packets. If a packet is sent but an acknowledgement is not received in time, the chip assumes the 

transmission was unsuccessful and retries the frame transmission.  

 With these in mind, we can conclude that the interference between the IEEE 802.15.4 and the 

Bluetooth communications are not a big issue on the developed system. The frequency hopping 

technique implemented by the Bluetooth allows the same frequency to be used only in short intervals, 

reducing the probability of having a collision at a given time. The collision avoidance and 

acknowledgement mechanisms implemented by the IEEE 802.15.4, on the other hand, ensure that is 

a collision does occur, the packet can still successfully reach its destination after being retransmitted. 

Furthermore, in the implemented test-bed this becomes less of an issue as the only data packets sent 

between nodes are sensory data values acquired from the different nodes. Having a short periodic 

acquisition of data, even if one packet fails to reach the final node, it would be compensated by a later 

packet from the same node.  However, during the testing period, there was no noticeable packet loss 

in the WSN due to Bluetooth interference. In fact, the data stored in the WSN "sink node" always 

included the most recent values from the nodes that were active at the time of transmission.  

 As for the Bluetooth communication, which is done between the "sink node" and the 

smartphone, it is worth noting that these communications are sporadic and typically very short. A 

Bluetooth data communication only happens when the application sends a command to the mote's 

interface. In the deployed test bed, this means that this occurred in a periodic fashion when the 

application was to request new data from the WSN. Even so, when a reliable connection was 

available, the data was successfully imported to the smartphone most of the time. Using the 

application's manual input, 18 out of 20 data request commands successfully imported data into the 

smartphone. What is worth mentioning is that the two failed commands did not necessarily fail due to 

interference but rather due to loss of communication between the smartphone and the mote. That 

being said, in a similar way to what happens in the WSN's internal communication, if a command fails 

to retrieve data from the WSN, the user can simply issue another command and most likely it will work 

the second time around. A retry system for the automatic mode, however, was not implemented on the 

developed application which leads to having to wait for the timer to fire again before issuing a new 

request command.  

 Considering the data messages, it is worth noting that the Bluetooth communication is done 

using the RFCOMM protocol, which provides a serial port emulation for the interface, providing 

packets with a payload of up to 64 kB
42

. The issued commands from the smartphone are typically very 

short messages. In fact, apart from the data request commands, where the smartphone must send a 

message including which nodes and types of data is expecting to receive, the remaining commands 

have typically only 2 bytes of payload length. The data request command, on the other hand, can vary 

depending on the number of motes and types of data. For 10 motes and two types of data (luminance 
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 https://developer.bluetooth.org/TechnologyOverview/Pages/L2CAP.aspx. Latest access: 15 May 2015. 
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and temperature), however, this means only 27 bytes of length which is still a relatively small value. 

The longest available messages transmitted by the mote are the sensory data messages, containing 

information about the values acquired by the motes and their timestamps. These messages can vary 

depending on the type of data acquired and its value and the number of data values available for each 

message. As mentioned, in the developed system, the WSN sink node stores up to 30 data values, 

which means that for each data acquisition procedure by the smartphone, the mote can issue a 

message with up to 30 different acquired data values. However, as both luminance and temperature 

values are acquired alternately, this means that typically the stored messages include 15 data values 

for each type of measure. Thus, in the deployed automatic mode, which acquires luminance values 

periodically, 15 data values are typically sent at a time. However, even the maximum possible payload 

(30 data values for both data types: temperature and luminance) only implies around 650 bytes of 

data, which is still a relatively small values. The typical payload lengths for different numbers of 

acquired data values are represented in table 4.  

Acquired data values 1 5 15 30 

Payload (bytes) 24 100 320 650 

Table 4 - Acquired data payloads 

 

 The Sapo A5 (ZTE Blade) smartphone implements Bluetooth v2.1, which supports a data 

throughput of up to  2.1 Mbps. However, during the testing period it was noted that the system's 

effective throughput was slightly inferior. This can be due to the fact that the smartphone was placed 

in a specific room behind closed doors and at a significant distance from the Bluetooth-enabled mote, 

allowing for it to affect performance. Additionally, considering the additional processing done by the 

application after acquiring data (such as storing it in the internal database), it was noted that a typical 

message with 15 data values took about one second to be completely processed by the smartphone. 

Likewise, a message with all 30 data values for both temperature and luminance values took up to 

three seconds before the user was notified that the application had completed the data acquisition 

procedure. 

 The main inefficiency, however, lies on the data synchronization with the online database. The 

application was designed to remember the last data values it synchronized so it does not have to cycle 

through the whole tables every time. Even so, if a lot of data is acquired between two 

synchronizations, it can take a while to finish sending data to the server. In average, during the 

automatic synchronization mode, it was noted that the database updated its values at a rate of one 

new data value (i.e., Node ID, type, value and time stamp) per second. This means that if the 

smartphone had acquired 30 new data messages, the process of updating the online database would 

take around 30 seconds before completing this process. This is most likely due to an inefficient 

implementation of the whole updating process, where the application tries to update every table even 

when some tables had not been updated. For instance, if the control panel functions have not been 

accessed since the last synchronization, it is inefficient to try and update the Groups table as no 
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changes were issued. Also, the fact that one POST message is sent for each new data value to insert 

into the database is also a possible aspect that could be revisited to improve performance. An 

additional inefficiency is related to the database design. Despite having been designed with a possible 

expansion in mind (the addition of actuators, actuation procedures and group average values), 

separating sensors and actuators as well as measures and actuation procedures lead to having to 

create an additional table to associate, for instance, measured values to its related sensors. In fact, 

whenever a new measure is added to the database, at least two tables are updated: the Medidas 

(measures) and the Mede (to measure) table. If a new node is added to the database, three tables are 

updated since the Sensor table also receives a new value. A possible solution to minimize the 

inefficiency would be to directly incorporate the sensor ID into the measures table, disregarding the 

relationship between tables that exist in the current implementation. This way, only one table would be 

updated for each new measure acquired. This would not only increase the efficiency in updating the 

online database as it would increase the overall efficiency of the smartphone application. 

 Another cause of the synchronization inefficiency has to do with connectivity issues associated 

with the smartphone's location. The smartphone was located in a room where the Wi-Fi connection 

was relatively unstable. Having no 3G/LTE connection available (no SIM card was inserted into the 

smartphone), this lead to the smartphone often losing data connectivity, which in turn lead to the 

synchronization process to be delayed. Had the smartphone had an available 3G/LTE connection, the 

smartphone would automatically switch to this mode and the synchronization would resume. However, 

in the deployed test-bed's particular case, it is worth reminding that the GEMS server can only be 

accessed from within the IST-Taguspark's internal network, thus 3G/LTE connectivity in this particular 

case would not solve the problem. 

 

5.5. Discussion 

 All the main functionalities from the DAPhone application were tested for different scenarios. 

Both with a smartphone constantly acquiring data in automatic mode from the network or through 

manual intervention, the system responded accordingly and the acquired data was shown on the 

smartphone interface or on the website if synchronization had been enabled. 

 The DAPhone application allows for a user to have fast access to a sensor network's data by 

using it as a data mule and it can also be used for basic control panel functionalities, as we have seen. 

The application proved to perform every interaction with the WSN with response times of up to a few 

seconds, which is reasonable even in a situation where the user would need to move away from the 

Bluetooth-enabled node to collect data either from another node or from another sub-network. The 

main delay in the Bluetooth communication between the smartphone and the mote is the initial pairing 

and handshake, which is inherent to the Bluetooth protocol and is not very reliable. The pairing can 

take a few seconds to establish a valid connection and establishing a connection for the first time 

between the DAPhone application and the mote can require a few tries. Also as mentioned, the 
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smartphone was placed at enough distance from the mote for it to have lost connection a few times 

during the testing period. With automatic mode enabled, the application is due to try and reconnect to 

the mote when it loses connection but this procedure can also require several tries before a 

connection is re-established. In fact, as we have seen in chapter 5.3, there were times when the 

application could not connect to the mote for an extended period of time, which lead to some acquired 

data being lost in the process. 

 Considering the application interface, the graph creation could also take some time to 

generate the requested graphs if large amounts of data are to be represented at once. For that matter, 

an additional adjustment was made to the application, limiting the number of initial measures to be 

displayed on screen to 50. This can be changed at runtime if the user specifies for instance a specific 

time span or a specific node. It was noted that for the 50 measures to be displayed on screen, the 

application can take up to five seconds before displaying the graphs. Increasing this limit to 100 

measures lead to the application taking around 10 seconds to display the graphs, which was 

considered an excessive delay for a mobile application. In that situation, an unaware user could try to 

press the "Back" button, thinking the application was not responding. This is a natural consequence of 

having large amounts of data and it is to be expected to happen, especially in lower end smartphones, 

as it was the case in the deployed test-bed. The graph creation functionality was later assessed in a 

more recent Sony Xperia Z smartphone, which needed only three seconds to display around 1000 

measures, proving that this delay only becomes a significant problem in lower-end smartphones like 

the Sapo A5 used in the test-bed. 

 The data itself sent between the smartphone and the WSN node was never a problem during 

the experimentation period and even the larger messages - the ones from the node containing 

sensory data - were accurately delivered to the application. 

 The system was only tested for 6 motes, therefore it was not possible to evaluate how it would 

perform for a large amount of nodes, as it is common with WSNs. It is worth mentioning, however, that 

in terms of scalability, for each WSN network or sub-network, only one Bluetooth-enabled mote is 

needed. Naturally, a smartphone is required to interact with the Bluetooth gateway, meaning that a 

smartphone is also required for each of these networks, especially if the "fixed data mule" model is 

adopted. Otherwise, a single smartphone can be used as a mobile data mule (as in the original 

definition of Data Mule), moving around the different sub-networks and collecting data from each 

Bluetooth gateway.  

 The current system allows the Bluetooth-enabled mote to act as a sink node for the WSN in 

the absence of a smartphone, therefore collecting data from the remaining WSN before sending it to 

the smartphone. However, the current implementation only allows for 30 different data values to be 

stored in the sink node's internal buffer, which means that this becomes a threshold for the number of 

nodes in a certain cluster. This means that if a cluster has more than 30 nodes periodically acquiring 

data and sending it to the sink node, there is a possibility that some motes' data will end up being 

replaced in the sink node's buffer before being sent to the smartphone. In conclusion, with the current 
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design, the system requires a maximum of 30 motes to be deployed per cluster (or sub-network) with 

a Bluetooth-enabled mote.  

 Although only one Bluetooth-enabled mote is needed per each node sub-network, it could be 

possible to have a Bluetooth module in every single node and simply use the smartphone to collect 

data individually from each mote. However, one should mention that due to the expected delays in 

pairing the smartphone with the mote, this becomes an inefficient way of handling the data acquisition 

process as the user must spend some time between motes before having a reliable connection 

established between the smartphone and the mote. 
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6 
Conclusion 

 

 The DAPhone application aims to provide users with a remote control panel with data mule 

functionality for interacting with a WSN.  

 The main motivation behind the project is that WSNs have been over the years increasingly 

important in areas such as medicine or catastrophe prevention. Having a smartphone as a way to 

interact with the sensor networks could offer advantages in terms of mobility and faster access to 

important sensory data. 

 The idea of having smartphones interacting with sensors and sensor networks is not a new 

one and we have seen some examples of existing projects that aim to improve that interaction. In 

particular, some projects were more focused in using a smartphone as a data mule, only acquiring 

data from a network, while others used the smartphone to control certain aspects of the network, thus 

focusing on the control panel functionality. The DAPhone application aimed to have, to a certain 

extent, both types of functionality. 

 It was noted that a regular smartphone could not interact with a typical sensor network due to 

the available communication protocols in both ends. It was therefore opted to adapt a sensor node to 

allow it to communicate with the smartphone. The platform used was a MoteIST5++ board, originally 

with a USB and a CC2420 communication boards. A new communication board was created, with a 

Linvor HC-05 Bluetooth transceiver that allows the MoteIST5++ board to have a Bluetooth serial 

interface to communicate with a smartphone or other Bluetooth-enabled devices. 

 A TinyOS application was developed to allow a WSN to collect sensor data and the sink node 

to respond to commands by the smartphone and act accordingly. A test bed of 5 MicaZ nodes with 

MTS300 sensor boards was used to acquire light and temperature values and send them to the 

MoteIST5++ node, which would act as a sink node, storing the collected data until requested by the 

smartphone. 
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 The smartphone application, developed for the Android platform, has both Data Mule and 

Control Panel functionalities. With the former, the user can acquire the light and/or temperature data 

from the network and store it on an internal database. An external, web-based database was also 

created so that the user can synchronize its acquired data with the web for remote access. These 

actions can be set to perform periodically by the smartphone automatically or simply be activated 

manually. The user can then access the data either on the smartphone or on the web, having access 

to a graphical representation of the acquired data. The Control Panel functionality allows the user to 

also have access to a node topology of the network or to create groups of nodes with triggers. These 

triggers allow the network to deploy alerts each time a certain parameter reach a defined threshold. 

These alerts are then represented in the form of Alert Logs on the smartphone application, thus 

allowing the user to know which nodes are requiring attention. 

 The functionality of the system was tested in the previously mentioned test bed, having the 

smartphone constantly acquiring luminance data for three different days, with the sensors sending 

such data every two minutes. This allowed for testing the data representation both on the smartphone 

and on the web. The triggers were tested by adding a threshold that was immediately surpassed in the 

next acquired value and its value was correctly represented in the Alert Log function afterwards. The 

main DAPhone functionalities were shown to be working accordingly and the sink node always 

responded to the commands sent by the application.   

 

6.1. Future Work 

 Although the main objectives of this project were met, there is still room for improvement both 

on the developed system and on related work. In what concerns the deployed WSN, the main focus 

was entirely on the sink node but the developed TinyOS application itself has its flaws. For instance, 

the limited storage for sensory data could be improved either through a better memory management 

or via an external storage device, like an SD Card. It would allow the sink node to store more data and 

to store it permanently or for longer periods of time. It is worth mentioning that it would probably mean 

larger arrays of data being sent in data acquisition requests by the smartphone. Some of the control 

panel functionalities could also be improved, for instance with a better topology detection. 

 The actuation on the network is an aspect from where this project can be expanded. There is 

already an ongoing project which aims to provide the Tagus-SensorNet with actuation capabilities by 

way of sirens, motors or other intelligent devices [31]. An interesting feature would be to have both 

projects merged together and allow the DAPhone application to effectively control real forms of 

actuation on the network.  

 The website provided for the data visualization is very basic and another interesting feature 

would be to have a complete website that could receive every data from the smartphone and also act 

as a control panel with the same functionalities of the smartphone application. 
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 Having a modern smartphone various embedded sensors as we have previously discussed, 

they could be used to add some metadata to the acquired sensor data. For instance, it would be 

possible to add the GPS coordinates to the acquired sensor values. Likewise, it would be interesting to 

assess the system's functionality in a real world scenario or with different types of acquired sensor 

data, for instance Ultraviolet (UV) radiation levels. In particular, in Portugal where the average UV 

radiation levels are typically Moderate to High
43

, the application could alert the user for excessive 

values as to prevent sunburns and eventually skin cancer. 

 With the ongoing advances in the development of Bluetooth Low Energy, designed for lower 

consumption applications, it would be interesting to develop a new Bluetooth CB using a BLE module 

and assess the differences between both versions. This would also require a newer, BLE-enabled 

smartphone to be used in this system. 

 Finally, there is also some room for improvement in what concerns the application's user 

interface design and performance when needing to load large amounts of data. Also, security 

mechanisms were not addressed in this project and, especially when connecting to the web database, 

it could be an issue if sensitive data is to be synchronized.  

 

  

                                                           
43

 https://www.ipma.pt/en/enciclopedia/amb.atmosfera/uv/index.html. Latest access: 14 April 2015. 
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Appendices 

 

Appendix 1: Bluetooth CB Schematics 

 

Figure 37 - Bluetooth Communication Board schematic 



76 
 

Appendix 2:  DAPhone's main application flowcharts 

 

 This Appendix includes 6 different flowcharts: Figure 38 refers to the Main Menu flowchart and 

the actions performed on selecting the different options. Figure 39 represents the available options 

when clicking the Menu Button on the main screen of the application. Figure 40 and 41 represent the 

Data Mule and Control Panel flowcharts, respectively. Finally, two particular functions from the Control 

Panel - the Graphs Menu and the Node Configuration Menu - are represented in figures 42 and 43. 

 

 

 

 

Figure 38 - Main Menu flowchart 
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Figure 39 - Options Menu flowchart 

 

Figure 40 - Data Mule flowchart 
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Figure 41 - Control Panel flowchart 

 

 

 

 

Figure 42 - Graphs Menu flowchart 
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Figure 43 - Node Configuration Menu flowchart 
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Appendix 3: Bluetooth handler flowchart 

 

 

 

Figure 44 - Bluetooth handler flowchart 
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Appendix 4: TinyOS application flowchart 

 

 

 

Figure 45 - TinyOS Application flowchart 
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Appendix 5: Database synchronization flowchart 

 

 

 

 

Figure 46 - Database synchronization flowchart 
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