
Cryptography and Security Protocols

RSA
So, the candidate for one-way function with trapdoor is as follows:

 RSA 
- θ=n=pq, with p and q primes
- X = Y =ℤn

- K={(a,b): ab=1 mod ϕ(n)}
- u(a,b)=a;

ea(x) = xa mod n
da,b(y) = yb mod n

Exercise: Show that ϕ(n)=(p-1)(q-1) if n=pq with p and q primes.

 R: ℤn = {0p ,1 ,2 ,3, 4,....p,....2p,....3p,...(q-1)p, ...., qp-1,( n=qp=0)} we have q multiples of p in ℤn (all 
these elements are not co-prime with n)
 
  ℤn = {0q ,1 ,2 ,3, 4,....q,....2q,....3q,...(p-1)q, ...., pq-1,( n=qp=0)} we have p multiples o q in ℤn (all 
these elements are not co-prime with n)
  
  All the elements that are not co-prime with n are multiples of p or multiples of q
  
  The elements that are co-prime with n are n-p-q+1=pq-p-q+1=(p-1)(q-1) and so 
  ϕ(n)=|{x:gcd(x,n)=1 & x<n}|=(p-1)(q-1).

Properties



Properties
We need to show several properties 

• da,b(ea(x)) = x, soundness

• ea and da,b can be computed in polynomial time

• We can find b given a and ϕ(n) (invert modulo in PT)
• It is possible to find efficiently arbitrary large keys, that is, prime numbers.

Soundness

Theorem[Chinese Remainder Theorem] Let n=k⨯m where gcd(k,m)=1. Then
ℤn ≃ℤk⨯ℤm, that is, 
there is an bijection γ:ℤn→ℤk⨯ℤm, such that 
γ(x+x')=γ(x)+γ(x') 
γ(xx')=γ(x)γ(x')
and so, γ(0)=(0,0) and γ(1)=(1,1).
Note that ℤk⨯ℤm is the ring where + and ⨯ are performed component wise, that is, 
(x,y)+(x’,y’)=(x+x’ mod k, y+y’ mod m)
(x,y)⨯(x’,y’)=(x⨯x’ mod k, y⨯y’ mod m).

It is enough to find a bijection that preserves the operations (homomorphism)

γ(x)=(x mod k, x mod m) (this map preserves the operations)

it is enough to find γ-1  (that is a right or a left inverse)!

let k-1 be the inverse of k mod m k-1 ∈ℤm

let m-1 be the inverse of m mod k m-1 ∈ℤk

γ-1 (y,y’)= y’ k k-1+y m m-1 mod n

γ◦γ-1(y, y ') = y ' k k-1 + y m m-1 mod nmod k, y ' k k-1 + y m m-1 mod nmod m

=y ' k k-1 + y m m-1 mod k, y ' k k-1 + y m m-1 mod m because k,m |n

=(0+y*1,y’*1+0)=(y,y’)!

gamma[x_, k_, m_] := {Mod[x, k], Mod[x, m]}

gammaI[y_, k_, m_] :=
Mod[y[[2]] * k * PowerMod[k, -1, m] + y[[1]] * m * PowerMod[m, -1, k], k * m]

gamma[gammaI[{2, 3}, 13, 17], 13, 17]

{2, 3}

For RSA ℤn ≃ℤp⨯ℤq and this is quite important (recall that gcd(p,q)=1)

Now we need to show that xϕ(n) = 1 mod n if gcd(x,n)=1 (the so called Euler Theorem). For that 
notice that

Theorem[Lagrange Theorem] Let (G,⨯) be a finite  group, and H a subgroup of G, then |H| divides |G|.

Proof: Idea, consider the equivalence relation 

a~b iff a=b⨯h for some h∈ H, the ~ defines an equivalence relation
* reflexive a~a , this is true because a=a⨯1 and 1∈ H!
* symmetric if a~b then b~a so by def a=b⨯h, that means a⨯h-1 = b, since H is a group h-1∈ H
* transitivity if  if a~b and b~c, then a~c, by def a=bh and b=ch’, but then a=c(h’h) and h’⨯h∈ H 
because H is a group

[a]={b:a~b} =aH (left co-set)

note that [1]=H={1 h, for some h∈H}!

G={[a],[a’],...[a’’’’]} forms partition with, say k sets, and |G|=k|[a]| if all the partitions have the same 
size |[a]|

the equivalence classes always form a partition and f:aH→bH is bijective with f (x) = b a-1 x 

f(x)=f(ah)=ba-1 ah=bh
f(x)=f(x’)->b a-1 x=b a-1 x ' → x = x ' injective, it is also surjective ...

|[1]|=|H|=|[a]| for all a and so  

|G|=k|H| Done!

Euler just realized the following:

Note that the powers of an element β, (βk mod n : k ≥ 0, ⨯) form a subgroup of ℤn
⨯ if gcd(β,n)=1, 

that is, if β ∈ℤn
⨯. So, since|βk mod n : k ≥ 0|=ord(β) we have the following result.

ord(β)=|βk mod n : k ≥ 0| divides |ℤn
⨯ =ϕ(n) as corollary of Lagrange

βk⨯βk' = βk+k'
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⨯ if gcd(β,n)=1, 

that is, if β ∈ℤn
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ord(β)=|βk mod n : k ≥ 0| divides |ℤn
⨯ =ϕ(n) as corollary of Lagrange

βk⨯βk' = βk+k'

Table[PowerMod[3, k, 19], {k, 1, 30}]

{3, 9, 8, 5, 15, 7, 2, 6, 18, 16, 10, 11, 14,
4, 12, 17, 13, 1, 3, 9, 8, 5, 15, 7, 2, 6, 18, 16, 10, 11}

{12, 11, 18, 7, 8, 1} = {12^k mod 19, k > 0}
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Note that the ord(12) is 6 modulo 19 

EulerPhi[19]

18

Mod[3 * 13, 19]

1

Corollary[Euler Theorem]  Let n and x be such that gcd(x,n)=1,  then ord(x)|ϕ(n), that is, xϕ(n) = 1 
mod n.

Proof: since ord(x)|ϕ(n) (by Lagrange theorem) we have that xϕ(n) = xk*ord(x) = xord(x)k mod n 

=(1)k mod n=1.

n = 20934850 298 374059
m = EulerPhi[n]

20934850298374 059

13956566865582 704

GCD[19, n]

1

PowerMod[19, m, n]

1

Corollary[Little Fermat Theorem]  Let p be a prime and x≠ 0 then 
xp-1 = 1 mod p (recall ϕ(p)=p-1).

Theorem[RSA soundness] For any RSA key we have da,b(ea(x)) = x.

Proof: 

For all x, we have to show that  xa b = x mod n. Recall that ϕ(n)=(p-1)(q-1), and also that ℤn ≃ℤp⨯ℤq 

thanks to the CRT.

So, it is enough to show that xa b = x mod p and xa b = x mod q  (because of the CRT), w.l.o.g., let us 
show that xa b = x mod p for all x in ℤp

xa b = x(p-1) (q-1) k+1 = xx(p-1)(q-1) k mod p, because ab=ϕ(n)k+1,since  ab=1 mod ϕ(n), 

( ϕ(n)=ϕ(p)ϕ(q)=(p-1)(q-1) )
*either x=0, but then xa b=0=x mod p!
*or gcd(x,p)=1, but then by Euler Thm x(p-1) = 1 mod p, and so

xx(p-1)(q-1) k=x.1=x mod p

The same happens mod q, and so,
we just have to shown that xa b = x mod n. Done!
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n = Prime[30 000] Prime[40000] (* Fixed some primes *)

pin = (Prime[30000] - 1) (Prime[40000] - 1) (* pin=ϕ(n) *)

168149075693

168148245408

a = Random[Integer, {1, pin - 1}]

25044597329

GCD[a, pin]

1

b = PowerMod[a, -1, pin]

115545321521

PowerMod[3, b, n]

116852418847

3^115545 321521

$Aborted

enc[m_] := PowerMod[m, a, n];
dec[c_] := PowerMod[c, b, n];

enc[40000]

98152079057

dec[enc[500000]]

500000

Encryption efficiency

The idea to perform power modulo xa mod n efficiently is to decompose the exponent a in binary 
a = a1 a2 ... ak  and perform exponentiation in the following way (assume x≠0):
1) if a=0 then the solution is 1
2) else we know that a1 = 1 and so 
a) the result r is initialized to r = x mod n  
b) we perform a for loop  where i ranges from 2 to k

i) r=r*r mod n (if r = xa1... ai-1 then r*r = xa1... ai-1 0mod n
 which corresponds to squaring, doubling the exponent, which is the  same as  placing a 0 in 

the right of the exponent
 ii) if ai=1 then we have to make r=r*x mod n (in this way we add one in the exponent, that is, 

we have that  r = xa1... ai-1 0and r*x=xa1... ai-1 1 mod)

Theorem[Square and multiply] The power mod can be computed in PT.

Proof:

Assume all inputs x,a,n have at most η bits

RSA.nb     5



The idea to perform power modulo xa mod n efficiently is to decompose the exponent a in binary 
a = a1 a2 ... ak  and perform exponentiation in the following way (assume x≠0):
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we have that  r = xa1... ai-1 0and r*x=xa1... ai-1 1 mod)

Theorem[Square and multiply] The power mod can be computed in PT.

Proof:

Assume all inputs x,a,n have at most η bits

mypowermod = Function{x, a, n}, Module{r, ba},

IfMod[x, n] ⩵ 0, (* Costs Oη2 *)

r = 0,
Ifa ⩵ 0, r = 1,

r = Mod[x, n]; (* Costs Oη2 *)

ba = IntegerDigits[a, 2]; (* Costs O(η) *)

Do (* Iterates at most η times *)

r = Mod[r * r, n]; (* Costs Oη2 *)

If[ba[[i]] ⩵ 1, r = Mod[r * x, n]];(* Costs Oη2 *)

, {i, 2, Length[ba]}

; (* The overal complexity Oη3 time *)

r
;

Thus, it takes cubic time, and powermod can be computed in polynomial time.

In[;]:= mypowermod[29084 570 298347509234875,
94568405968409 586 309458039485293845702938457029384570, 576767]

Out[;]= 482225

EuclidesGCD[a_, b_] := If[b ⩵ 0, a, EuclidesGCD[b, Mod[a, b]]]

EuclidesGCD[75, 10]

5

Theorem[Lamè] Let a>b>0 be integers such that Euclides[a,b] has k>0 recursive calls, then 
a ≥ Fk+2 and b≥ Fk+1 where F1 = F2 = 1 and Fk+2 =Fk+1 + Fk is the Fibonacci sequence.

Proof: Induction on k.

Basis k=1
We have to show that:
(1)a ≥ F3=2
(2) a > b ≥ F2=1

assume that this is not case
Assume (2) does not hold that is b<1, then b=0 and so the number of recursive call is 0, which 
contradicts the assumptions

Assume (1) does not holds, a<2, -> a<=1 but then since b<a, we also have b=0, the same as above.

Induction Hypothesis IH) Theorem holds for k

Thesis) Show that it holds for k+1  (meaning we have show that a≥Fk+3 and b ≥ Fk+2 )

Assume that EEuclidesGCD[a,b] does k+1 recursive calls, and so it means that
EEuclidesGCD[b,Mod[a,b]] does k recursive calls, and so we can use the IH, and so, we know that

b ≥ Fk+2

and 
Mod[a,b] ≥ Fk+1

notice that a=(a÷b)b+Mod[a,b], and moreover that (a÷b)>=1 (because a>b), meaning
that a≥b+Mod[a,b]≥Fk+2+Fk+1=Fk+3. Done!
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We now spend some time to solve the recurrence of Fibonacci.

RSolve[f[1] == 1 && f[2] == 1 && f[n + 2] ⩵ f[n + 1] + f[n], f[n], n]

Out[1]= {{f[n] → Fibonacci[n]}}

Clear[f]

The idea is to solve first the recurrence f[n+2]⩵f[n+1]+f[n], and notice that solutions are closed 
under summation and multiplication by a real constant (that is they, form a linear space of infinite 
sequences) . The next observation is that if we consider a solution r to the equation x2 =x+1 , then 
by taking  f[n]=a⨯rn we get that 

f[n+2]=a rn+2 =a rn r2 = a rn(r + 1) =a rn+1 +a rn=f[n+1]+f[n]

In[3]:= Solve[x^2 ⩵ x + 1, x]

Out[3]= x →
1

2
1 - 5 , x →

1

2
1 + 5 

And so we have two basic solutions

In[19]:= g[n_] := a
1

2
1 - 5 

n

h[n_] := b
1

2
1 + 5 

n

and indeed we have that 

In[16]:= Simplify[g[n + 2] ⩵ g[n + 1] + g[n]]

Out[16]= True

In[17]:= Simplify[h[n + 2] ⩵ h[n + 1] + h[n]]

Out[17]= True

Now it follows that the general solution is  a sum of the basic ones
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In[21]:= f[n_] := g[n] + h[n]

We now consider the fact that f[1]=1 and f[2]=1 to extract a and b

In[22]:= Solve[f[1] ⩵ 1 && f[2] ⩵ 1]

Out[22]= a → -
1

5
, b → -

-5 - 5

5 1 + 5 


This give the following analytical expression to Fibonacci

In[23]:= f[n] /. a → -
1

5
, b → -

-5 - 5

5 1 + 5 


Out[23]= -
 1
2
1 - 5 

n

5
-
1

5
× 2-n -5 - 5  1 + 5 

-1+n

In[25]:= Fib[n_] := -
 1
2
1 - 5 

n

5
-

1

10
-5 - 5  1 / 2 1 + 5 

-1+n

In[26]:= Simplify[Fib[8]]

Out[26]= 21

N-
1

10
-5 - 5 

0.723607

N1 + 5   2

1.61803

So, Fibonacci[n] ∈ Θ( 1+ 5
2


n

) , as the other summand is dominated by this, and grows 

exponentially.

Theorem[Complexity of Euclides Algorithm] Let |a|,|b|∈ O(η), then the number of recursive calls of 
Euclides is O(η).,

Proof: As a corollary of Lamè, we have that the number of recursive call has to be 

O log 1+ 5
2

a =O(|a|)=O(η).

And so, Euclides takes Oη3) times....

Finding modular inverses

EuclidesGCD[a_, b_] := If[b ⩵ 0, a, EuclidesGCD[b, Mod[a, b]]] (* assume a ≥ b *)

EuclidesGCD[75, 10]

We can extend this algorithm to obtain integers n and m such that
n*a +m*b=gcd(a,b)

to obtain n and m we have to consider the recursive call to (b, Mod[a,n]) whose result will be n’ and 
m’
that is,  n’ b + m’ Mod[a,b] =  d = gcd[b, mod[a, b]]=gcd[a,b]

But now, we notice that Mod[a,b]=(a-b(a÷b)) where a÷b is the integer division

n’ b + m’ (a-b(a÷b)) =m’a +(n’-m’(a÷b))b, and so,

 n=m’ and m=(n’-m’(a÷b))

Exercise Implement extended Euclides algorithm where the result for input a, b should be {n,m,d} 
where 
n*a+m*b=d=gcd[a,b]
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Exercise Implement extended Euclides algorithm where the result for input a, b should be {n,m,d} 
where 
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In[32]:= EEuclidesGCD :=
Function{a, b}, Module{r}, (* Each recursive call costs Oη2 *)

If[b ⩵ 0, (* assume a ≥ b *)

{1, 0, a}, (* Basis n=1, m=0, a is gcd(a,0) *)

r = EEuclidesGCD[b, Mod[a, b]];
{r[[2]], r[[1]] - r[[2]] * Floor[a / b], r[[3]]}

] 

Clearly, the complexity of EEuclides is the same as of Euclides, moreover, this allow to compute 
PowerMod[a,-1,n]!!!!!!!!

a*b=1 mod ϕ(n)=ϕ(p)ϕ(q)=(p-1)(q-1)

In[33]:= mymodinverse[a_, n_] := EEuclidesGCD[a, n][[1]]

In[35]:= mymodinverse[5, 17]

Out[35]= 7

Which we compare with Mathematica’s implementation

In[36]:= PowerMod[5, -1, 17]

Out[36]= 7

Primality testing

In order to find large prime numbers, we need to introduce quadratic residues together with the 
Legendre and Jacobi symbol.
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In order to find large prime numbers, we need to introduce quadratic residues together with the 
Legendre and Jacobi symbol.

Definition A non-null element x ∈ ℤn is said to be a quadratic residue modulo n if there exists y 
such that y2 = x mod n.

In[;]:= n = 23;
Union[Table[Mod[i^2, n], {i, 1, n - 1}]]

Out[;]= {1, 2, 3, 4, 6, 8, 9, 12, 13, 16, 18}

Exercise Let  p be a odd prime , show that if x is a quadratic residue modulo p then x has two 
square roots. 

R:  There are always at least two square roots of x since if y mod p is a square root, so  is -y mod 
p.Thus,  we just have to prove that there is at most two square roots (moreover if p is odd, then y≠-y 
mod p unless y=0).
Assume x = y2 = z2 mod p, this implies that y2 - z2 = 0 mod p and so  (y-z)(y+z)=0 mod p
this implies that p|(y-z)(y+z) , and so either p|(y-z) or p|(y+z) (because p is prime) and so y-z=0 mod p 
or y+z=0 mod p. We conclude that y=±z mod p.
 

Exercise Let n=pq,with p and q odd primes, show that if x is a quadratic residue modulo n then x 
has four square roots. Moreover, show that if one knows all these square roots, then it is possible to 
factor n.

R: So the idea is to show that 1 has four square roots {1,-1,w,-w} and so if x = y2 mod n the square 
roots of x are {y,-y,wy,-wy}

So recall that ℤn ≃ℤp⨯ℤq (Chinese Remainder Theorem)

x2 = 1 mod n this is equivalent to solving the system

x2 = 1 mod p

x2 = 1 mod q

  and since p and q are prime, we have  x = ±1 mod p

x = ±1 mod q

 

ℤp⨯ℤq→ℤn

(1,1)→1 trivial root of 1
(-1,-1)→-1 trivial root of 1
(1,-1)→ w non-trivial root of 1
(-1,1)→-w non-trivial root of 1
 
Indeed there are precisely four square roots of one, and the same for any quadratic residue.

It remains to show that if one has w (or -w) and n, then we can factor n (and so crack 
RSA).

w2 = 12 mod n  and moreover, 1<w<n-1 since w≠±1 mod n
w2-12=0 mod n
(w-1)(w+1)=0 mod n (recall that n = pq)

pq|(w-1)(w+1)

(1) either pq|(w-1) which is impossible 0<w-1<pq-2
(2) p|(w-1) and q|(w+1)
(3) q|(w-1) and p|(w+1)
(4) pq|(w+1) which is impossible 2<w+1<pq

so then GCD[w-1,n] is either p or q
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It remains to show that if one has w (or -w) and n, then we can factor n (and so crack 
RSA).

w2 = 12 mod n  and moreover, 1<w<n-1 since w≠±1 mod n
w2-12=0 mod n
(w-1)(w+1)=0 mod n (recall that n = pq)

pq|(w-1)(w+1)

(1) either pq|(w-1) which is impossible 0<w-1<pq-2
(2) p|(w-1) and q|(w+1)
(3) q|(w-1) and p|(w+1)
(4) pq|(w+1) which is impossible 2<w+1<pq

so then GCD[w-1,n] is either p or q

In[;]:= n = Prime[1200] * Prime[200]

Out[;]= 11903459

In[;]:= Do[If[PowerMod[i, 2, n] ⩵ 1, Print[i]], {i, 1, n - 1}]

1

467185

11436274

11903458

In[;]:= GCD[11436274 + 1, n]

Out[;]= 9733

In[;]:= Prime[1200]

Out[;]= 9733

Theorem[Euler Criterion] Let non-null x ∈ ℤp with p an odd prime, then x is a quadratic residue 

modulo p iff x(p-1)2 = 1 mod p .

Proof:
Recall , we know that this is a cyclic group, and so there is a generator α such that 
{αk mod p : 0 ≤ k ≤ p - 2 =ℤp

⨯, and so ord(α)=p-1=ϕ(p) and so there exists some k such that y=αk  

mod p.

Recall that zϕ(p)= zp-1 = 1 mod p (if z≠0 Euler Thm, Little Fermat  Thm).  
 

⇒) Assume that x = y2 mod p, we know that ℤp
⨯ = {1, ..., p - 1},.

So now x(p-1)2 = y(p-1) =1 mod p (this fallows from Euler Thm)
⇐)
x(p-1)2 = 1 mod p  and assume that x=αe mod p, since α is a generator
αe(p-1)2 = α0 mod p since the ord(α)=p-1 we conclude that
(p-1)|e(p-1)/2     (1)
so it remains to show that e is even.

Assume that e is odd
(p-1)=2d r with r odd

e(p-1)/2=2d-1 s with s odd, but then (p-1) cannot divide e(p-1)/2, which contradicts (1).

So e must be even, meaning that x=α2 e' = αe'2 mod p and so x is a quadratic residue.
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⇒) Assume that x = y2 mod p, we know that ℤp
⨯ = {1, ..., p - 1},.

So now x(p-1)2 = y(p-1) =1 mod p (this fallows from Euler Thm)
⇐)
x(p-1)2 = 1 mod p  and assume that x=αe mod p, since α is a generator
αe(p-1)2 = α0 mod p since the ord(α)=p-1 we conclude that
(p-1)|e(p-1)/2     (1)
so it remains to show that e is even.

Assume that e is odd
(p-1)=2d r with r odd

e(p-1)/2=2d-1 s with s odd, but then (p-1) cannot divide e(p-1)/2, which contradicts (1).

So e must be even, meaning that x=α2 e' = αe'2 mod p and so x is a quadratic residue.

Observe if x≠0, then x(p-1)2 = ±1 mod p for odd prime p. 

This follows, since xp-1 = 1 mod p. So, x(p-1)2  this is a square root of 1, and there are two square 
roots of 1 mod p ±1

Definition The Legendre symbol for a odd prime p is

  a mod p
p

= a
p
 =

0 if a = 0 mod p
1 if a is a quadratic residue mod p
-1 otherwise.

Exercise: 

Show that  a
p
=a(p-1)2 mod p if p is an odd prime, and moreover, state that it can be computed in 

polynomial time.

S: By Euler Criterion we have that α(p-1)2=1 mod p iff α is a QR and has to be square root of 1, 
different from 1, otherwise so so if α is not 0 and is not a QR then a(p-1)2=-1 mod p. It can be com-
puted in polynomial since PowerMod can be computed in polynomial time.

Definition The Jacobi symbol for odd positive integer n whose prime decomposition is n =∏i=1
k pi

ei  is

  a
n
 =∏i=1

k  a
pi


ei

 where  a
pi
 is the Legendre symbol.

 a mod n
n

 =∏i=1
k  a mod n mod pi

pi


ei =∏i=1
k  a mod pi

pi


ei=∏i=1
k  a

pi


ei  = a
n
 

Fortunately the following properties (which we do not prove for the moment) of the Jacobi symbol 
allow to compute it in polynomial time without factoring n.

Exercise: If gcd[n,m]>1 then  m
n
=0 . 

Lemma1: If  k=m mod n then  k
n
= m

n
. 

Lemma2:  m k
n
= m

n
  k

n
. 

Lemma3:   2
n
=

1 if n = ±1 mod 8
-1 if n = ±3 mod 8.

 

Lemma4[Law of quadratic reciprocity]: If n and m are odd then  m
n
=

- n
m
 m = n = 3 mod 4

 n
m
 otherwise.

 

 1
n
 = 1

 0
n
 = 0
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Exercise: If gcd[n,m]>1 then  m
n
=0 . 

Lemma1: If  k=m mod n then  k
n
= m

n
. 

Lemma2:  m k
n
= m

n
  k

n
. 

Lemma3:   2
n
=

1 if n = ±1 mod 8
-1 if n = ±3 mod 8.

 

Lemma4[Law of quadratic reciprocity]: If n and m are odd then  m
n
=

- n
m
 m = n = 3 mod 4

 n
m
 otherwise.

 

 1
n
 = 1

 0
n
 = 0

Exercise: Implement the Jacobi symbol in polynomial time using the above properties.

The idea m<n  (otherwise we use lemma 1),  if m is even m=2k s, then we can use Lemma2 and 
Lemma3  to simplify to ( s

n
, then we apply Lemma4 n>s

jacobisymb = Function[{m, n}, (*a assume m , n ≤ η *)

If[Mod[n, 2] ⩵ 0, Print["Error segmentation fault"], (* quadratic *)

If[m > n,
jacobisymb[Mod[m, n], n], (* quadratic *)

If[m ≤ 1, m,
If[Mod[m, 2] ⩵ 0, (* m is even *)

If[Mod[n, 8] ⩵ 1 || Mod[n, 8] ⩵ 7, (* quadratic *)

jacobisymb[m / 2, n],
-jacobisymb[m / 2, n]

], (* m is odd *)

If[Mod[n, 4] ⩵ 3 && Mod[m, 4] ⩵ 3
- jacobisymb[Mod[n, m], m], (* quadratic *)

jacobisymb[Mod[n, m], m] (* quadratic *)

]]

]

]

]]; (* So the number of calls
is O(η) and the overal complexity is cubic.*)

In[;]:= jacobisymb[498576945 876948576, 2734672637462777]

Out[;]= 0

In[;]:= JacobiSymbol[498576945876 948576, 2734672637462777]

Out[;]= 0

Theorem:  Let n be an odd integer, the sets {x:  x
n
 =x(n-1)/2 mod n} and ℤn

⨯ are the same iff n is 

prime. Moreover, if n is not prime, at least (n-1)/2 elements of ℤn are such that  x
n
 ≠x(n-1)/2 mod n.

Goal: Show that  |{x:  x
n
 =x(n-1)/2 mod n} ≤ (n-1)

2

1) We will show that SS(n)=({x:  x
n
 =x(n-1)/2 mod n}, ⨯) is a subgroup of ℤn

⨯

2) Then |SS(n)| divides ϕ(n)≤ n-1 (Lagrangia a.k.a. Langrange theorem)
3) When n is not prime there is at least one element x such that   x

n
 ≠x(n-1)/2 mod n

 thus, when n is not prime |SS(n)|≤ (n-1)/2
 
Lemma: The pair SS(n)=({x:  x

n
 =x(n-1)/2 mod n}, ⨯) is a subgroup of ℤn

⨯.

Proof
i) 1∈ SS(n)

 1
n
 =1=1(n-1)/2 mod n

ii) x,y ∈ SS(n) then xy ∈ SS(n)

 x
n
 =x(n-1)/2 mod n and  y

n
 =y(n-1)/2 mod n and so

  xy
n
= x

n
  y

n
=(xy)(n-1)/2 mod n which implies that xy ∈ SS(n)

 
 iii) x∈ SS(n) then  x-1∈ SS(n)
 

RSA.nb     13



Goal: Show that  |{x:  x
n
 =x(n-1)/2 mod n} ≤ (n-1)

2

1) We will show that SS(n)=({x:  x
n
 =x(n-1)/2 mod n}, ⨯) is a subgroup of ℤn

⨯

2) Then |SS(n)| divides ϕ(n)≤ n-1 (Lagrangia a.k.a. Langrange theorem)
3) When n is not prime there is at least one element x such that   x

n
 ≠x(n-1)/2 mod n

 thus, when n is not prime |SS(n)|≤ (n-1)/2
 
Lemma: The pair SS(n)=({x:  x

n
 =x(n-1)/2 mod n}, ⨯) is a subgroup of ℤn

⨯.

Proof
i) 1∈ SS(n)

 1
n
 =1=1(n-1)/2 mod n

ii) x,y ∈ SS(n) then xy ∈ SS(n)

 x
n
 =x(n-1)/2 mod n and  y

n
 =y(n-1)/2 mod n and so

  xy
n
= x

n
  y

n
=(xy)(n-1)/2 mod n which implies that xy ∈ SS(n)

 
 iii) x∈ SS(n) then  x-1∈ SS(n)
 

 Assume that  x
n
=1=x(n-1)/2 mod n.  Observe that   x

p
= x-1

p
 for all prime number p, since if x is a 

quadratic residue x=y2 mod p then x-1=(y-12 mod p, and the same will happen otherwise. Since the 

Jacobi symbols is computed from the Legendre Symbol it follows  x
n
= x-1

n
 for n as well.

then x-1(n-1)/2=x(n-1)/2-1 = 1-1 = 1 =  x-1

n


The other case, we have that   x
n
=-1=x(n-1)/2 =  x-1

n


x-1(n-1)/2=x(n-1)/2-1 = -1-1 = -1 =  x-1

n


Then  Then |SS(n)| divides ϕ(n)≤ n-1

We just need to find an element x such that x∉ SS(n) when n is odd but not a prime. The next lem-
mas will provide an  x∉ SS(n).

Lemma: If n is of the form n = pk m, with gcd(p, m) = 1, and k > 1 then
                          {x:  x

n
 =x(n-1)/2 mod n} ≠ ℤn

⨯.

 Proof:   
 Consider the candidate x=1+pk-1 m
 
 1 + pk-1 m(n-1)/2mod n

 

 (b+a)n = ∑i=0
n n

i
ai bn-i

 

  1 + pk-1 m(n-1)/2 = ∑i=0
(n-1)/2 (n - 1) / 2

i
pk-1 mimod n 

  

  notice that for i≥2 pk-1 mi is a multiple of n and so

 

 ∑i=0
(n-1)/2 (n - 1) / 2

i
pk-1 mimod n =1+

(n - 1) / 2
1

 pk-1 m mod n=

 1+((n - 1) / 2) pk-1 m mod n 

 
 Observe that this number cannot be 1 or -1, otherwise we would have
 
1=( 1+(n - 1) / 2 pk-1 m)2 = 1 + (n - 1)pk-1 m mod n= 1-pk-1 m mod n

and so 0 = pk-1 m mod n which cannot be as n=pk m and so 

 1 + pk-1 m(n-1)/2 mod n≠ 1+pk-1 m
n

.

 
 (A side note joke)

p|
p
i

 
 (a+b)p =ap + bp mod p  (Freshman theorem)!
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Then  Then |SS(n)| divides ϕ(n)≤ n-1

We just need to find an element x such that x∉ SS(n) when n is odd but not a prime. The next lem-
mas will provide an  x∉ SS(n).

Lemma: If n is of the form n = pk m, with gcd(p, m) = 1, and k > 1 then
                          {x:  x

n
 =x(n-1)/2 mod n} ≠ ℤn

⨯.

 Proof:   
 Consider the candidate x=1+pk-1 m
 
 1 + pk-1 m(n-1)/2mod n

 

 (b+a)n = ∑i=0
n n

i
ai bn-i

 

  1 + pk-1 m(n-1)/2 = ∑i=0
(n-1)/2 (n - 1) / 2

i
pk-1 mimod n 

  

  notice that for i≥2 pk-1 mi is a multiple of n and so

 

 ∑i=0
(n-1)/2 (n - 1) / 2

i
pk-1 mimod n =1+

(n - 1) / 2
1

 pk-1 m mod n=

 1+((n - 1) / 2) pk-1 m mod n 

 
 Observe that this number cannot be 1 or -1, otherwise we would have
 
1=( 1+(n - 1) / 2 pk-1 m)2 = 1 + (n - 1)pk-1 m mod n= 1-pk-1 m mod n

and so 0 = pk-1 m mod n which cannot be as n=pk m and so 

 1 + pk-1 m(n-1)/2 mod n≠ 1+pk-1 m
n

.

 
 (A side note joke)

p|
p
i

 
 (a+b)p =ap + bp mod p  (Freshman theorem)!
 

It remains to consider the case where n is powerfree 

Lemma: If n is n = p r, with gcd(p, r) = 1, p prime and r > 1 odd (and square free) then
                          {x:  x

n
 =x(n-1)/2 mod n} ≠ ℤn

⨯.

 Proof:    

In this case we know that ℤn ≃ℤp⨯ℤr    h:ℤn→ℤp⨯ℤr

Consider a non-quadratic residue mod p (note that ℤp
⨯  is cyclic and so it has generator α, and odd 

powers of the generator are non-quadratic residues), say s, and 1 mod r

Take x=h(s,1)

x(n-1)/2  mod n we can work on ℤp⨯ℤr  , so we have (s(n-1)/2,1)=(s(p-1)2,1)=(-1,1) and so this is non-

trivial root of 1 mod n, and therefore it is differente from 1 and -1 again and so
x∉ SS(n)
 

Theorem:  Let n be an odd integer, the sets {x:  x
n
 =x(n-1)/2 mod n} andℤn

⨯ are the same iff n is prime. 

Moreover, if n is not prime, at least (n-1)/2 elements of ℤn are such that  x
n
 ≠x(n-1)/2 mod n.

Exercise.  Use the above result to produce a Monte-Carlo polynomial-time algorithm to test 
primality. (BPP)
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In this case we know that ℤn ≃ℤp⨯ℤr    h:ℤn→ℤp⨯ℤr

Consider a non-quadratic residue mod p (note that ℤp
⨯  is cyclic and so it has generator α, and odd 

powers of the generator are non-quadratic residues), say s, and 1 mod r

Take x=h(s,1)

x(n-1)/2  mod n we can work on ℤp⨯ℤr  , so we have (s(n-1)/2,1)=(s(p-1)2,1)=(-1,1) and so this is non-

trivial root of 1 mod n, and therefore it is differente from 1 and -1 again and so
x∉ SS(n)
 

Theorem:  Let n be an odd integer, the sets {x:  x
n
 =x(n-1)/2 mod n} andℤn

⨯ are the same iff n is prime. 

Moreover, if n is not prime, at least (n-1)/2 elements of ℤn are such that  x
n
 ≠x(n-1)/2 mod n.

Exercise.  Use the above result to produce a Monte-Carlo polynomial-time algorithm to test 
primality. (BPP)

SS = Function[{n, t}, Module[{b, i, x},
b = True; i = 1;
While[b && i ≤ t,
x = Random[Integer, {2, n - 2}];
If[GCD[x, n] ≠ 1, b = False,
If[Mod[JacobiSymbol[x, n], n] ≠ PowerMod[x, (n - 1) / 2, n], b = False]

];
i++

];
b

]];

The complexity of each test is cubic because of the JacobiSymbol!

In[;]:= SS[97011687213, 1000]

Out[;]= False

In[;]:= Prime[4000000000]

Out[;]= 97011687217

x = Random[Integer, {121 348950495803948530985734987534534217133337,
2 * 121 348950495803 948530985734987534534217133337}]

If[EvenQ[x], x++]
While[SS[x] ≠ True,
x = Random[Integer, {121 348 950495803948530985734987534534217133337,

2 * 121 348950495803 948 530985734987534534217133337}];
If[EvenQ[x], x++]

]

182146606936967 962 790608208443438491738284892

182146606936967 962 790608208443438491738284892
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x

212405043499965 463 530200922709165586696326787

PrimeQ[x]

True

Mod[-1, 17]

16

Prime Number Theorem and applications

The prime number theorem states the following

Theorem[Prime Number Theorem] Let π(n)=|{i:i≤n and i is prime}|, then
limn→∞

π (n)
nln(n)

=1

It would be fun to prove this theorem, but it would take too much time in this course. This gives us 
the following approximation π(n)≈n / ln(n).

This theorem states that between 2n and n there are approximately

1111..1111
1000..0000

2 n
ln(n)+ln(2)

- n
ln(n)

≈  primes which is means that if we choose randomly an odd number we obtain a 

prime number in expected O(log(n)) time! 

And so RSA keys can be found efficiently

Plot[PrimePi[x] / (x / Log[x]), {x, 10, 500000}]

100000 200000 300000 400000 500000

1.08

1.09

1.10

1.11

1.12
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Attacks to RSA

Knowing ϕ(n) or the decrypting exponent

Notice that if one known 
ϕ(n)=|{a:a<n and gcd (a, n) = 1} = ℤn

⨯ , not only it is possible to get the private key from the 
public by using Extended Euclides Algorithm, but it is also possible to  factor n.

Clear[n, p, q]

In[;]:= Solve[{n == p * q, ϕ[n] == (p - 1) (q - 1)}, {p, q}]

Out[;]= p →
1

2
1 + n - -4 n + (1 + n - ϕ[n])2 - ϕ[n],

q →
1

2
1 + n + -4 n + (1 + n - ϕ[n])2 - ϕ[n],

p →
1

2
1 + n + -4 n + (1 + n - ϕ[n])2 - ϕ[n],

q →
1

2
1 + n - -4 n + (1 + n - ϕ[n])2 - ϕ[n]

As we shall see, it is also possible to factor n if one knows the a b=1 mod ϕ(n), even if ϕ(n) is not 
known.

This has important applications, since as far as the decrypting exponent is revealed, one has to 
change n and not just a.

Observe that
wab = w mod n (assuming gcd(w,n)=1, if not we have broken RSA)
wab-1 = 1 mod n for all w where gcd(w,n)=1
and moreover

ab-1=0 mod ϕ(n)=(p-1)(q-1) and so ϕ(n) is even

wϕ(n) = 1 mod n since w is gdc(w, n) = 1 (by Euler Thm)

ab - 1 = 2k r with r odd. Clearly, if one knows a and b it is easy to get k and r (note that k is always >0)

The idea to factor n by knowing a and b.

1) We generate a random w (which will be coprime with n with very high probability)

w2k r = 1 mod n

2) find the least e such that w2e r = 1 mod n , with high probability e>0 and so  w2e r/2 is a square root 
of 1, with also high probability w2e r/2≠-1, and so it is a non-trivial root 1 mod n, and so, gcd 
(w2e r/2+1,n)=p or q

3) if two fails we need to try another w
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As we shall see, it is also possible to factor n if one knows the a b=1 mod ϕ(n), even if ϕ(n) is not 
known.

This has important applications, since as far as the decrypting exponent is revealed, one has to 
change n and not just a.

Observe that
wab = w mod n (assuming gcd(w,n)=1, if not we have broken RSA)
wab-1 = 1 mod n for all w where gcd(w,n)=1
and moreover

ab-1=0 mod ϕ(n)=(p-1)(q-1) and so ϕ(n) is even

wϕ(n) = 1 mod n since w is gdc(w, n) = 1 (by Euler Thm)

ab - 1 = 2k r with r odd. Clearly, if one knows a and b it is easy to get k and r (note that k is always >0)

The idea to factor n by knowing a and b.

1) We generate a random w (which will be coprime with n with very high probability)

w2k r = 1 mod n

2) find the least e such that w2e r = 1 mod n , with high probability e>0 and so  w2e r/2 is a square root 
of 1, with also high probability w2e r/2≠-1, and so it is a non-trivial root 1 mod n, and so, gcd 
(w2e r/2+1,n)=p or q

3) if two fails we need to try another w

Consider the following example;

In[;]:=

p = Prime[1 023400];
q = Prime[10 342320];
n = p * q;
a = Random[Integer, {1, (p - 1) (q - 1)}];
If[EvenQ[a], a = Mod[a + 1, n]]
b = If[GCD[a, (p - 1) (q - 1)] ⩵ 1, PowerMod[a, -1, (p - 1) (q - 1)], Print["Fail"]];

Out[;]= 2 631617822 942 705

In[;]:= a

Out[;]= 2 631617822 942 705

In[;]:= b

Out[;]= 230948547604001

In[;]:= p

Out[;]= 15871949

In[;]:= q

Out[;]= 185939179

In[;]:= Mod[a * b, (p - 1) (q - 1)]

Out[;]= 1

In[;]:= r = a * b - 1; k = 0;
While[EvenQ[r], k++; r = r / 2]
Print["a=", a, " b=", b, " r=", r, " k=", k]

a=2631617822942705 b=230948547604001 r=37985519628588798792178235169 k=4

In[;]:= a * b - 1 ⩵ 2^k * r

Out[;]= True

In[;]:= w = Random[Integer, {2, n - 2}]

Out[;]= 1 561618586 184 410

In[;]:= GCD[w, n]

Out[;]= 1

In[;]:= PowerMod[w, 2 * r, n]

Out[;]= 2 542681642 806 738
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In[;]:= Mod[-1, n]

Out[;]= 2 951217166 189 870

In[;]:= GCD[PowerMod[w, 2 * r, n] + 1, n]

Out[;]= 15871949

In[;]:= p

Out[;]= 15871949

Exercise: Recall what is a Las Vegas Algorithm, show that from a Las Vegas algorithm it is always 
possible to construct a Monte-Carlo algorithm. The other way around is an open problem! 

Definition  A Las-Vegas decision algorithm A for a set B is a algorithm with access to a random 
oracle (one has access to a sequence of independent fair coins - i.i.d Bern(1/2)) such that it out-
comes 0,1,or Fail.

If A(x)=1, then x∈ B for sure
If A(x)=0, then x∉B for sure
P(A(x)=Fail)<1/3

(Complexity Class RP⊂BPP)

Exercise: Construct a Las Vegas algorithm to factor n knowing both the public a and private key b. 

In[;]:= Fact = Function[{a, b, n}, Module[{r, k, w, e, f, c},
r = a * b - 1; k = 0;
While[EvenQ[r], k++; r = r / 2];
w = Random[Integer, {1, n - 1}];
e = 0;
c = False;
While[e ≤ k && ! c,
f = GCD[PowerMod[w, (2^e) * r, n] + 1, n];
If[f ≠ 1 && f ≠ n, Print[f]; c = True];
e++;

];
If[! c, Print["Fail"]];

]];

In[;]:= Fact[a, b, n]

185939179

In[;]:= p

Out[;]= 15871949

In[;]:= q

Out[;]= 185939179

Theorem: The factoring Las Vegas Algorithm will fail with probability smaller than 1/2.

Proof:  It follows from the fact that w is random and so w2e r  is a random square root of 1, which 
implies that it has 1/2 probability of being a non trivial root since there are four square roots of 1 
and two are non-trivial.
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Theorem: The factoring Las Vegas Algorithm will fail with probability smaller than 1/2.

Proof:  It follows from the fact that w is random and so w2e r  is a random square root of 1, which 
implies that it has 1/2 probability of being a non trivial root since there are four square roots of 1 
and two are non-trivial.

Partial knowledge of the message

Assume that one has access to an oracle that given a ciphertext y=xa mod n as knowledge of the 
parity of x Even[y]=1 iff x is even. Then it is possible to decipher without knowing the private key 
any message.

The reason for this is due to the homomorphic properties of RSA, namely that enc(2x)=enc(2)enc(x).

xa ma = (x m)a mod n

Let n be odd,  an element x in ℤn , is even iff  x*2-1 mod n  is smaller  to n/2, or in other words, x=2y 
for some y <n/2

[1...n/2)*2
=Even⋂[2...n)

enc[x]=y
Half[y]=0 iff x<n/2 iff Parity[enc[2x]]=0 iff Parity[enc[2] y]=0

so Half(y)=Parity[enc[2] y]=Parity[enc[2 x]] gives whether the message x with ciphertext y is 
between 1 and n/2

By the same reasoning  Quarter[y]=
Half[enc[2]y]=Parity[enc[4] y] will be 0 iff x ∈[1,n/4) ⋃ [n/2,3n/4)

Half[enc[4]y]=Parity[enc[8] y] will be 0 iff x∈ [1,n/8) ⋃ [n/4,n/8)⋃[n/2,5n/8)⋃[3n/4,7n/8)

p = Prime[1000];
q = Prime[1020];
n = p * q;

n

64231009

x = PowerMod[2, -1, n]

32115505
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z = Random[Integer, {0, n - 1}]
EvenQ[z]
(Mod[x * z, n] < n / 2)

28706023

False

False

y = Random[Integer, {0, n - 1}]
EvenQ[y] ⩵ (Mod[x * x * y, n] < n / 4 || n / 2 < Mod[x * x * y, n] < 3 n / 4)

31782897

True

Exercise Write a program to break RSA using Even or Half.

p = Prime[1000];
q = Prime[1020];
n = p * q;

a = Random[Integer, {1, (p - 1) (q - 1)}];
If[EvenQ[a], a = Mod[a + 1, n]]
b = If[GCD[a, (p - 1) (q - 1)] ⩵ 1, PowerMod[a, -1, (p - 1) (q - 1)], Print["Fail"]];

Mod[a b , (p - 1) (q - 1)]

1

Oracle[y_] := If[EvenQ[PowerMod[y, b, n]], 0, 1]

Oracle[PowerMod[1234 319, a, n]]

1

y = PowerMod[3345234, a, n]
enc[x_] := PowerMod[x, a, n]

63617557

limsup = n - 1;
liminf = 1;
med = (limsup + liminf) / 2;
i = 1;
While[limsup - liminf > 1,

If[Oracle[Mod[enc[2^i] * y, n]] ⩵ 0, limsup = med, liminf = med] ×

i++;
med = N[(limsup + liminf) / 2];

];
Floor[liminf]

3 345234

Wiener’s attack
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Wiener’s attack
 

To perform Wiener’s attack we need to introduce some basic concepts in number theory.

Definition Given a real number r, its (in)finite continued fraction expansion is the (in)finite 
sequence of integers a0,...,an(,...) such that 
1) a0 is an integer and ai is a positive integer for all i≥1

2) r=a0+ 1

a1+
1

a2+
1

a3+...

We denote a continued fraction by  r=[a0;a1,...,an(,...)]

Proposition Every finite continued fraction represents a rational number, and every rational 
number can be represented by precisely two different  finite continued fractions. 

x=[a0;a1,...,an,1] or x=[a0;a1,...,an+1] (the final element in the shortest representation is therefore 
always greater than 1)

In[29]:= ContinuedFraction[5798934850]

Out[29]= {5798934 850}

In[30]:= ContinuedFraction[5798934850.453463]

Out[30]= {5798934 850, 2, 4, 1, 6, 1, 4}

Proposition Every infinite continued fraction represents an irrational number and any irrational 
number can be represented by exactly one infinite continued fraction.

In[;]:= ContinuedFraction[Sqrt[2], 100]

Out[;]= {1, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2,
2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2, 2}

In[;]:= ContinuedFraction[Sqrt[909], 100]

Out[;]= {30, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60,
6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6,
1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1,
2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2, 6, 2, 1, 6, 60, 6, 1, 2}

In[31]:= ContinuedFraction[Pi, 100]

Out[31]= {3, 7, 15, 1, 292, 1, 1, 1, 2, 1, 3, 1, 14, 2, 1, 1, 2, 2, 2, 2, 1, 84, 2, 1, 1,
15, 3, 13, 1, 4, 2, 6, 6, 99, 1, 2, 2, 6, 3, 5, 1, 1, 6, 8, 1, 7, 1, 2, 3, 7,
1, 2, 1, 1, 12, 1, 1, 1, 3, 1, 1, 8, 1, 1, 2, 1, 6, 1, 1, 5, 2, 2, 3, 1, 2, 4,
4, 16, 1, 161, 45, 1, 22, 1, 2, 2, 1, 4, 1, 2, 24, 1, 2, 1, 3, 1, 2, 1, 1, 10}

Definition Let r=[a0;a1,...,an(,...)], then a convergent of r is any rational number qk = [a0; a1, ..., ak]  
where k ranges from 0 to n for rational r, and from 0 to ∞ for irrational r.
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Definition Let r=[a0;a1,...,an(,...)], then a convergent of r is any rational number qk = [a0; a1, ..., ak]  
where k ranges from 0 to n for rational r, and from 0 to ∞ for irrational r.

In[;]:= Convergents[521 / 437]

Out[;]= 1,
6

5
,
25

21
,
31

26
,
521

437


In[;]:= N[Convergents[Pi, 20][[-1]], 100]

Out[;]= 3.14159265358979323849387505801156062596832738665617820143777386119388415427059
29387337938796936432253

In[;]:= N
1146408

364913


Out[;]= 3.14159

In[;]:= N[Pi, 100]

Out[;]= 3.14159265358979323846264338327950288419716939937510582097494459230781640628629
08998628034825342117068

This is the famous Continuous Fraction Theorem, which is the central result for  Wiener’s attack 
(and it is also important in Shor’s algorithm that breaks RSA with a quantum computer)

Theorem[CFT] Let x be a rational number and let p/q be such that
|x-p/q|< 12 q2). Then p/q is a convergent of x. 

Convergents
i=1

4 1 / 2^(2 i)

0,
1

3
,

85

256


In[;]:= Prime[14]

Out[;]= 43

N[10 / 43]

Out[;]= 0.23255813953488372093023255813953488372093023255813953488372093023255813953489
837209302325581395348837

In[;]:= Convergents[232558 / 1 000000]

Out[;]= 0,
1

4
,

3

13
,
10

43
,

38 753

166 638
,

38763

166681
,
116279

500000


Theorem[Wiener] Let n=pq, with  q<p<2q (which is the case in practice) and ab=1 mod ϕ(n). If 
b < 1

3
n1/4 then it is possible to recover b (private key) from a (public key)  (through  the CFT). 

Proof: Note q< n  and moreover a*b=1 mod ϕ(n) and so, there is k such that ab-kϕ(n)=1. Moreover,

| a
ϕ(n)

- k
b

= 1
bϕ(n)

. The idea is approximate ϕ(n) =(p-1)(q-1) with n=p*q and check conditions for 

which k/b is a convergent.

Since ϕ(n)=n-p-q+1 and q< n  and p<2 n , we get that p+q-1<3 n  and so,

|n-ϕ(n)|<3 n

we also know that n=ϕ(n)+p+q-1

| a
n
- k

b
=| ab-kn

nb
=| ab-kϕ(n)-kp-kq+k

nb
|=| 1-kp-kq+k

nb
|=| 1-k(p+q-1)

nb
|<| 1-3 k n

nb
|<| 3 k n

nb
|= 3 k

n b
 (it remains to show 

that 3 k
n b

< 1
2 b2 )

kϕ(n)=ab-1<ab  and so since a<ϕ(n) we have that kϕ(n)<bϕ(n) and so k<b< 1
3

n1/4

3 k
n b

< n1/4

n b
= 1

b n1/4

since b< 1
3

n1/4 so 2b < n1/4 so 1/(2b) > 1/n1/4 

thus, 1
b n1/4 < 1

2 b2   which then by the CFT implies that k/b is a convergent of a/n.

Other attacks:
ϕ(n)≈n-2 n
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Theorem[Wiener] Let n=pq, with  q<p<2q (which is the case in practice) and ab=1 mod ϕ(n). If 
b < 1

3
n1/4 then it is possible to recover b (private key) from a (public key)  (through  the CFT). 

Proof: Note q< n  and moreover a*b=1 mod ϕ(n) and so, there is k such that ab-kϕ(n)=1. Moreover,

| a
ϕ(n)

- k
b

= 1
bϕ(n)

. The idea is approximate ϕ(n) =(p-1)(q-1) with n=p*q and check conditions for 

which k/b is a convergent.

Since ϕ(n)=n-p-q+1 and q< n  and p<2 n , we get that p+q-1<3 n  and so,

|n-ϕ(n)|<3 n

we also know that n=ϕ(n)+p+q-1

| a
n
- k

b
=| ab-kn

nb
=| ab-kϕ(n)-kp-kq+k

nb
|=| 1-kp-kq+k

nb
|=| 1-k(p+q-1)

nb
|<| 1-3 k n

nb
|<| 3 k n

nb
|= 3 k

n b
 (it remains to show 

that 3 k
n b

< 1
2 b2 )

kϕ(n)=ab-1<ab  and so since a<ϕ(n) we have that kϕ(n)<bϕ(n) and so k<b< 1
3

n1/4

3 k
n b

< n1/4

n b
= 1

b n1/4

since b< 1
3

n1/4 so 2b < n1/4 so 1/(2b) > 1/n1/4 

thus, 1
b n1/4 < 1

2 b2   which then by the CFT implies that k/b is a convergent of a/n.

Other attacks:
ϕ(n)≈n-2 n

Example

In[;]:= p = Prime[104500]
q = Prime[100895]
n = p * q

Out[;]= 1 363367

Out[;]= 1 312277

Out[;]= 1 789115156 659

In[;]:= N[1 / 3 n^(1 / 4)]

Out[;]= 385.512

In[;]:= b = 151593
a = PowerMod[b, -1, (p - 1) (q - 1)]

Out[;]= 151593

Out[;]= 429642864505
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In[;]:= FactorInteger[251597]

Out[;]= {{23, 1}, {10 939, 1}}

In[;]:= 151593 / 23

Out[;]= 6591

In[;]:= n - EulerPhi[n]

2 675643

In[;]:= Convergents[a / n, 20]

Out[;]= 0,
1

4
,

6

25
,

67

279
,
1145

4768
,
1212

5047
,
12053

50191
,
13265

55238
,
118173

492095
,

485957

2023618
,

604130

2515713
,

6527257

27180 748
,

91985728

383046 185
,

558441625

2325457858
,

650427353

2708504043
,

4461005743

18576482 116
,

5111433096

21284 986159
,

9572438839

39861468275
,
14683871935

61146454434
,

82991798514

345593740445


b = 19
a = PowerMod[b, -1, (Prime[1000] - 1) (Prime[1005] - 1)]
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