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Diffie-Hellman key agreement

In symmetric cryptosystems the agents have to share previously the key to communicate. However,
in today’s scenario this situation is unthinkable - one agent might want to communicate secretly
with another, even without being able to share previously some secret.

Diffie and Hellman (DH) came up with a great idea for two agents, Alice and Bob, to agree with a
symmetric key if they were able to communicate over some authenticated public channel, that is, a
channel that could be eavesdropped, but that the receiver always knows, for sure, who sent a
message (this could be achieved with some physical process - voice timber, social recognition, or
so, that we are going to abstract for the moment).

DH idea is based on the hardness of solving certain algebraic equations, that is, the fact that there
is no efficient algorithm to find solutions to these equations. To introduce DH we delve a bit more
in the properties of Z.

Proposition 1. Let n>1 some positive integer and a € Z; then, there exists positive m such that
a”=1modn.

Proof:

Set

Pa={a™ mod n: m>0} c Z;

PaL the infinite sequence (a@” mod n),,..o

Pal ={a™ mod n: m>0, such that @™ mod n occurs infinitely often in PaL}

(1) First we are going to show that the elements a” that repeat infinitely in PaL are precisely Pa,
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that is Pal=Pa

Assume they are not, that is Pal+Pa. Start by noticing that if aePal then Pa=Pal, and so a¢Pal.
Let m be the smallest element such that a”mod n € Pal, m>0.

Then, we must have m>1 (if m=1 then aePal and Pal=Pa).

Since m is the smallest element such that a”mod n € Pal, ™ 'mod n ¢ Pal,

so in PaL we have

somewhere the sequence...a™ a™*.

m ~m+1 m ~m+l

Lama™sLLa™ a™ L. repeating infinitly often.
The element that occurs just before a” in PaL has to be a” x a™* = a™! mod n,and so a™also
occurs infinitely often, but m was the smallest element in this condition, which is a contradiction!

Therefore there is no m>1 such that @”*mod n ¢ Pal, and so Pal = Pa

(2) By (1) a occurs infinitely often in PaL, and so does 1!

k-1 _ ok

By (1), a* = amod nforinfinitek's, sotakem = k-1, a**=da'=aa?*=1modn

QED

Definition 2. Let n some positive integer and a € Z;, then the order of a, denoted by m=ord(a) is
the smallest positive integer such that a™ =1 mod n. If ord(a)=¢(n)=|Z}, | then a'is called a genera-
tor and Z; is said to be cyclic.

There are integers such that Z}, is not cyclic. Indeed, Z; is cycliciff nis 1, 2, 4, a power of an odd
prime, or twice a power of an odd prime (but we leave this result for later on when we are more on
toit)!

z[n_] :=Table[i, {i, 6, n-1}];
zt[n_] :=Select[z[n], Function[x, GCD[X, n] == 1]]}

p9mod19 = Table[PowerMod[2, i, 19], {i, 1, Length[zt[19]]}]
(2, 4,8, 16, 13, 7, 14, 9, 18, 17, 15, 11, 3, 6, 12, 5, 10, 1}
Sort[Union[p9mod19]]
{(1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18}
Position[p9mod19, 1]

{{18}, {36}, {54}}

order[x_, n_] :=
Position[Table[PowerMod[x, i, n], {i, 1, Length[zt[n]]}], 1]1[[1, 1]]

order[9, 19]
9
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The number 3 is a generator of Z

order[3, 19]
18

So, if pis prime, Zj, is cyclic and has a generator a. Moreover, we will see that f:Z, ;>Z where
f(x)=a® mod p can be computed efficiently, but at the moment (March 2018), it is not know how to

compute its inverse efficiently (at least for all p and using classical computers). These facts are used
to understand DH key agreement protocol.

Setup: Alice and Bob agree 1in some prime p and a generator «
1) Aldice generates random x and sends a*mod p to Bob
2) Bob generates random y and sends oY mod p to Alice
3) Alice computes the symmetric (session) key
k = (o)*mod p and Bob computes k = ()Y mod p.
4) From this point they communicate using some symmetric cryptosystem with key k

An Eavesdropper (Eve) observes only a*and @ and so, she cannot obtain (efficiently) x or y and will
not be able to infer the key k!

In this lecture we will define what efficiently means.

One-way functions

Informally, a (total) function f : N - N is said to be computable if there is algorithm (that is, a
procedure that always terminates) A that upon input (X, ..., xx) outputs f(xy, ..., X). The time of an
algorithm for input (x1, ..., xx) is the number of steps that the algorithm takes to produce the
output.

We represent the Time of an algorithm as a function of the input size
nzzf‘:l | x; | where | x; | = [logz(x,+ 1)1 (the number of bits required to write x; > 0) and use

asymptotic O() notation.

Definition 3. A function f(n)eO(g(n)) if 3x.0 Ipp50 Vion, | (1) | <k | 9(n) |

Exercise 4. Show that f(n)eO(g(n)) iff limsup,,, JI%II_ <o

Proof:

i JLGTIY Lrem|
Recall that: limsup, | lim,,e(sup,,. 1 Ig(m)l})
. fm)| 3y _ . . .. e
< Assume lim,,(sup,,_.{ g | }=c <o (with ¢ non-negative) by definition of limit it means that for

any

. f
£>0 there exists an ny such that for allm > ng Jlg((—';))ll-<c+£.

Choose ¢ as you fancy, and take k=c+&>0. There exists a k>0 (we have just chosen k=c+¢)
F1e50 Visne ’ f(?’]) ’ < (c+¢g) ’ g (n) ’
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choose g = kg and so f(n)eO(g(n))
= Assume Jyo0 0 Visn, | F(0) | <k | 9(n) |

. f(m) . f(m) f(m)
this means that SUP 1, { 90| } <kbutlim,,.(sup,,. .1 o h< SUP { o }<k<oo

recall that if AoB, then sup(A) = sup(B) QED

Corollary: if lim,,.. % < oo then f(n)eO(g(n))

In this course, contrary to what it is common in algorithmic complexity, the time-cost of the arith-
metic operations and predicates over integers is not constant (since we will require arbitrary large
integers and not just 64bits integers).

Thus, assuming x,yeO(n), the cost of arithmetic operations and predicates is the following:

f(x,y)oxty €0

n)
f 2

n?) (although this can be made more efficient with Discrete Fourier Transformation)

(
(

)
Y)Pxxy €0(n) (
Y)Px+y € 0(n?) this is integer division
(

—

(x
(x
(x
f(x,y)»x mod y €O(n?)

p(x,y)Px<=y € O(n) (actually, itis O(min(|x|,|y|), and this might be relevant in some cases)

Boolean operations, such has conjunction, disjunction and negation are still O(1) since Booleans
are encoded as 2={0,1} with constant size.

Definition 5. A function f : N¥ » N is said to be computed polynomial time iff there exists an algo-
rithm A and a polynomial p such that

1) Acomputesf;

2) Time(A(xy, ..., X)) € O(p(n)).

Exercise 6. Show that if p(n) is a positive polynomial of degree k then p(n) € O(nk).

Proof: p(n) = ay nk + 0y nk‘l +..+agandsolim,,. ’Lf) = ay < o and so by the previous exercise p(n)

n
e 0(n).
We say that a function can be computed efficiently if it can be computed in polynomial time
(although this must be taken with a pitch of salt, as there are quite inefficient polynomials, actually

anything beyond cubic, or so, is quite inefficient!).

Theorem[Cantor late XIX century].
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Show that there is an efficient bijection between N¥ and N for all k.

Proof: [key idea]

C(x,y)= Wy"lzﬂw (try to find the left and right inverse and implement it in Mathematica). Note

that, if there is a right and left inverse for C(x,y), then C(x,y) has to be bijective.

Thanks to the above exercise, we can drop (or place) the k from the power of N whenever we want
to. Recall that computers can only compute over the natural numbers, or equivalently, over (di-
screte) structures that can be encoded with natural numbers. Whenever it is convenient, instead
maps over the set of natural numbers we use maps over the set of strings, that is the set {0, 1}*, or
any other discrete set, such as the set of all finite graphs G.

Definition 8. A function f : N - N is said to be one-way if:

1) itis injective;

2) computed in polynomial time;

3) its inverse is not computed in polynomial time;

4) honest, thatis | f(x) | €O( | x |¥)and | x | €O( | f(x) |¥)for some constants k, and k’

We can relax a bit the notion one-way function in order and consider a family of functions
fo: Dg>N, where n=|6| is called the security parameter, the time-complexity for 2) and 3) is mea-
sured against n, and moreover, all elements of D4 have size polynomially-bounded on n.

Exercise 9. Give the rigorous definition of one-way function for family of functions.

A family of functions {fy: Dy » N}, is said to be one-way if:

0) xe Dy then |x|€O(p(n)), exists p for all B (for all n, there exists |6]>n)

where /7|4 is called the security parameter

1) g isinjective;

2) f, computed in polynomial time on ry;

3) its inverse is not computed in polynomial time;

4) honest, thatis | f(x) | €O( | x |¥) and | x| €0(] f(x) |¥') for some constants k, and k’ for all 6

Example DH example (candidate) nobody knows if the inverse can be computed in polynomial
time or not

6=(a,p) where p is prime and a is a generator of Z;,
fo(x)=a*modp fy:Z, , > Z,

l61=Ial+|p| clearly xeZ,.; -> [x|</6], [x|<0(|8)).

As we shall see the existence of one-way function is very hard to show, and it is connected with the
famous P=NP problem.

DH is based on the fact that f,:Z;, x Z,_,»Z, where f,(a,x)=a" mod p is believed to be one way
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(when we fix a generator a) and that
fo(foax),y)=fo(fp(a,y),x)=a¥ mod p, or in other words
g(h(a)))=h(g(a))) where g(a)=a* mod p and h(a)=a” mod p

Actually one might be tempted to think that there are many functions of these kind, that is,
commutative functions g and h, that are non-linear (and so hopefully hard to invert)!

Theorem 10. [Ritt 1922] The only nonlinear rational functions that commute are:
1) f (a) = a* (power polynomials) -> DH

2) Chebychev polynomials -> Does not seem to have a trivial OW correspondence
3) Elliptic curves -> Elliptic curve crypto

We are now going to establish that the existence of one-way functions imply P +NP

NP vs One-way functions

We shall require several concepts from complexity theory.

Definition 11. A set Ac N¥ is said to be in polynomial time iff its characteristic function

(X)_{l xeA
XK= 0 xe A

can be computed in polynomial time. The set of all polynomial time sets is denoted by P.
In 2002, it was shown that the set of prime numbers isin P.

Exercise 12. Show that the set of even numbers is in . Show that numbers that are palindromes in
decimal base are also in P.

Definition 13. A set Ac N is said to be in non-deterministic polynomial time if
there exists a set Bc N**! such that:
1) BeP.
2) if (x,w) € B then |w|eO(p(|x|)) for some polynomial p, where xe N¥ and weN;
3)
xe Aiff 3, (x,w)e B (if xe A, such w is called a witness of x in A)
The set of all NP sets is denoted by NP.
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[ Be?P
Ae NP

Exercise 14: Show that P c NP.

If Aisin P then Ax{0}=Bis also in P since (x,y)e B iff xeA and y=0. Moreover, this set serves as the
required set for Ato be in NP, that is, B satisfies all the conditions for A to be NP!

Exercise 15: Show that the following sets are NP:

1) F={(x,y):x has a factor greater than 1 and smaller that y}.
If this set is in P then RSA is not secure anymore.

B ={(x,y, w): 1<w<y w | x}
CB[x_,y_,w_] :=If[w<y&&w>1&%& Mod[x, w] ==0, 1, 0]
2) L={(x,y,a,n): XeZ, x=c* mod n and k is smaller that y} - assume for the moment that power

modulo n can be computed in polynomial-time. If one shows a variant of this set to be in P, Eve can
take any bitcoins she wishes.

B={(x,y,a,n,w): xe Z,, x=c mod n and w<y}

CB[x_,Y_s,a_,n_,w_] :=If[w<y&&PowerMod[a, w, n] =X, 1, 0]

3) Iso={(G,G"): G,G'eG and g is isomorphicto g'}
The problem of P=N% can be stated in two ways:

Decision version: If Ae NP then Ae P, that is, its characteristic function of A can be computed in
polynomial-time.

Search version: If Ae NP, and let BeP be a set required in Definition 13 for A to be NP, then, there
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exists a polynomial-time function g:N¥ >N such that
xe Aiff (x,g(x))e B

Theorem: The decision and search problem for #=N% are equivalent.

Proof: SV -> DV (meaning if | can find a witness efficiently then x; is PT)
we know that xz can be computed in PT
Algorithm to compute x4:

input x
#include g,
return xg(x, g(x)) // this is computed in PT because gis PTand Bisin P

DV -> SV
One has access to a library that computes the x for any Ce NP, w.l.o.g. we assume
that the witness w is an element of {0, 1}*, (we also denote the empty string by ¢

C={(x,p): xeA and p is a prefix of w, with (x,w)e B}, this setisin NP
{(x,p,w):(x,w)eB, p prefix of w} is in P

Algorithm to compute g

input x

#include xc,

w=¢; //empty string

if(xc(x,£)==0) return w; // x¢A

while(xz(x, w) !=1) {// if the algorithm reaches this point there is a witness
if(xc(x,w.0)==1) w=w.0; // . is concatenation
else w=w.1; // this divides to conquer

}

return w;

The while loop iterates a polynomial number of times because |w|eO(p(|x|)) by definition of B, each
step is polynomial, thus the full computation is polynomial on (the number of bits of) x!

Theorem: If there exists one-way functions then P+ NP.

Proof: Proof by contraposition, assume P=NP, and we are going to show that any honest injective
function f:N-N can be inverted in PT!

Consider the set C={(y,p):p is a prefix of the inverse of y by f}, first we show that this setisin NP.
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B={(y,p,x):f(x)=y and p is a prefix of x} this in P and |x| is bounded polynomially on |y| because fis
honest! Note that the witness x is the pre-image of y

Algorithm to compute f~* - leftinverse f~(f(x)) = x

inputy

#include xc,

X=¢€; /[empty string

if(xc(y,€)==0) return 0; //y has no pre-image

while(f("x") # y) {// if a reach this point y has a pre-image
if(xc(y,x.0)==1) x=x.0; // . is concatenation
else x=x.1; // this divides to conquer

“y,”

return “x”; //”’x” is x converted from string to number ¢ is converted to 0

This program is polynomial because |x| is bounded polynomially on |y| and Cis NP (and assuming
NP=P, xc is computed in PT) !

One-way functions with a trapdoor

The notion of one-way function is enough to define a DH scheme. But to define a asymmetric
cryptosystem we need the notion of trapdoor.

Definition 8. A function f : N - N is said to be one-way function with a trapdoor if:
1) it is an one-way function;
2) there exists a function g : N? - N computable in polynomial time such that
3p V' weopmy) Yxeomn g(f(x), w)=x;
This w is called the trapdoor for inputs of size n.

The definition can be extrapolated to families of functions.
Exercise 9. Give the rigorous definition of one-way function for family of functions.
This definition captures the abstraction of asymmetric cryptosystem

Definition The family {(X, Y, K, e, d, u, U)}, is an asymmetric cryptosystem with security parame-
ter n=|6| where

1) u: K» Uis a PT publication function u(k) is called the public key of k.
2) ey : X » Y}, is a one way family with trapdoor k

)ie
3) dk(eu (0)=x
)

4) It should be efficient to sample K as | 6] grows.
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The fourth condition imposes that it should be easy to sample a random key for each parameter 6,
we will explain in detail these conditions later on.

Example Candidate - RSA

- 6=n=pq, with p and q primes
-X=Y=2Z,

- K={(a,b): ab=1 mod ¢(n)}

- u(a,b)=a;

e,(x)=x modn
dia,p)(y) = y® mod n



