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Part 1 -Symmetric Cryptography

Historical Systems

Basic concepts

Definition. Cryptosystem

Example - Shift cipher

X = Y = K =ℤ26
ek(x) = x + k mod 26
dk(y) = y - k mod 26

Caesar cipher k=23
Plain:    ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher: XYZABCDEFGHIJKLMNOPQRSTUVW

Plaintext:    THE FOX JUMPS 
Ciphertext: QEB CLU GRJMP



Caesar cipher k=23
Plain:    ABCDEFGHIJKLMNOPQRSTUVWXYZ 
Cipher: XYZABCDEFGHIJKLMNOPQRSTUVW

Plaintext:    THE FOX JUMPS 
Ciphertext: QEB CLU GRJMP

Exercise : Show that for any cryptosystem, and any k, we have ek is injective and dk is surjective.
Solution:

Let us assume that ek is not injective, then there exists x≠x’, such that  ek(x) = ek(x '), 
but x = dk(ek(x)) = dk(ek(x ')) = x ' by hypothesis, which contradicts x≠x, and so ek is injective.

Let us assume that dk is not surjective, then there exists an x such that for all y
(*)x≠dk(y), 
however take y=ek (x), then dk(ek (x))=x, which contradicts (*)!!!

Exercise: Show that if |X|=|Y|  (#X=#Y), then both ek and dk  are bijections.

try agian

Note: (ℤn, +, ⨯) forms an Abelian ring ! Mathematica handles well these rings with the command 
Mod. From this point on we will use always + and ⨯ in these rings.

Mod[-3, 7]

4

PowerMod[3, 983475603 498760349851, 84576948579]

51655902228

Mod[5 * 3, 7]

1

Mod[1239238470 239, 27]

26

Exercise:  If 0<a<n then gcd(a,n)=gcd (r,a) where r ≡ n mod a.

Solution: 

Note that
n=q*a+r with r<a, we are going to show
1)  that if d|a and d|n then d|r notice that r=n-q*a this means that 
r=d*k-q*(d*k’)=d*(k-q*k’) and so d|r
2) that if d|r and d|a then d|n note that n=q*a+r=q*d*k+d*k’=d(qk+k’) so d|n

Thus, the common divisors of a and n are the same as the common divisors of a and r, which imply 
gcd(a,n)=gcd (r,a) :-)

Lemma: Let d=gcd(a,n) then d| (k a +l n) ∀k,l∈ℤ. Moreover, there exists an k and l such that d=(k a +l 

n).

Proof. By induction on (a,n)

 Not yet, because its the 1st day, and everybody looks scared, but it amounts to the soundness of 
the EEuclides algorithm

We are going be interested in the elements x in Zn such that x has an inverse.

Meaning, there is a number y, such that x⨯y = 1 mod n (y is the inverse of x mod n)

x⨯y +k n= 1 

This can only hold if gcd(x,n)=1!!!

Note: Mathematica has inbuilt the EE with the command ExtendedGCD
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Exercise:  If 0<a<n then gcd(a,n)=gcd (r,a) where r ≡ n mod a.

Solution: 

Note that
n=q*a+r with r<a, we are going to show
1)  that if d|a and d|n then d|r notice that r=n-q*a this means that 
r=d*k-q*(d*k’)=d*(k-q*k’) and so d|r
2) that if d|r and d|a then d|n note that n=q*a+r=q*d*k+d*k’=d(qk+k’) so d|n

Thus, the common divisors of a and n are the same as the common divisors of a and r, which imply 
gcd(a,n)=gcd (r,a) :-)

Lemma: Let d=gcd(a,n) then d| (k a +l n) ∀k,l∈ℤ. Moreover, there exists an k and l such that d=(k a +l 

n).

Proof. By induction on (a,n)

 Not yet, because its the 1st day, and everybody looks scared, but it amounts to the soundness of 
the EEuclides algorithm

We are going be interested in the elements x in Zn such that x has an inverse.

Meaning, there is a number y, such that x⨯y = 1 mod n (y is the inverse of x mod n)

x⨯y +k n= 1 

This can only hold if gcd(x,n)=1!!!

Note: Mathematica has inbuilt the EE with the command ExtendedGCD

ExtendedGCD[9384 759 048755, 3049583094853049859]

{1, {-1430813131 668802090, 4403171209589}}

ExtendedGCD[2342 323 423442334, 7223234234242343410]

{2, {1 292 683643382161 498, -419186624551213}}

Proposition 4. Let a ∈ ℤn then a is invertible iff gcd(a,n)=1.

Proof: then there exists b⨯a=1 mod n implies

b⨯a=k⨯n +1 which means that b⨯a+(-k)⨯n=1 -> 1 is the gcd(a,n)

1=gcd(a,n)=k⨯a+l⨯n 
1-l⨯n=k⨯a

this means that k⨯a=1 mod n so k is the inverse of a mod

The proof follows from the extend Euclides algorithm

So, if a is invertible then there exists b such that ab=1 mod n, meaning that

ab+kn=1, and the smallest value possible to write as an integer combination of a and n is precisely 
gcd(a,n), thus gcd(a,n)=1

if gcd(a,n)=1, by EEalgorithm , there exists k and l such that ak+ln=1 and so k is the inverse of a mod 
n
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Proposition 4. Let a ∈ ℤn then a is invertible iff gcd(a,n)=1.

Proof: then there exists b⨯a=1 mod n implies

b⨯a=k⨯n +1 which means that b⨯a+(-k)⨯n=1 -> 1 is the gcd(a,n)

1=gcd(a,n)=k⨯a+l⨯n 
1-l⨯n=k⨯a

this means that k⨯a=1 mod n so k is the inverse of a mod

The proof follows from the extend Euclides algorithm

So, if a is invertible then there exists b such that ab=1 mod n, meaning that

ab+kn=1, and the smallest value possible to write as an integer combination of a and n is precisely 
gcd(a,n), thus gcd(a,n)=1

if gcd(a,n)=1, by EEalgorithm , there exists k and l such that ak+ln=1 and so k is the inverse of a mod 
n

ExtendedGCD[5, 7]

{1, {3, -2}}

Which is the inverse of 5 in ℤ7?

PowerMod[5, -1, 7]

3

Affine and substitution cryptosystems

Definition 2. The invertible elements of ℤn form a multiplicative (Abelian)  group (ℤn
⨯,⨯) whose 

order (number of elements) is denoted by ϕ(n), so called the Euler totient function, that is |ℤn
⨯|=ϕ(n).

In[.]:= z[n_] := Table[i, {i, 0, n - 1}];

In[.]:= z[26]

Out[.]= {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12,
13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25}

In[.]:= zt[n_] := Select[z[n], Function[x, GCD[x, n] ⩵ 1]];

In[.]:= zt[19]

Out[.]= {1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18}

In[.]:= Length[zt[19]]

Out[.]= 18

In[.]:= EulerPhi[19]

Out[.]= 18

Note: The Euler totient function is available in Mathematica with the command EulerPhi. It is an 
open problem if this function can be computed in polynomial-time. If this is the case RSA can be 
broken!

Exercise: Show that (ℤn
⨯,⨯) is indeed a group:

(i) is closed under multiplication
(ii) has an identity element.
(iii) is closed under inverses

(i) Assume a  and b ∈ℤn
⨯, we have to show that a⨯b∈ℤn

⨯, that is, if a  and b are invertible si is their 
multiplication. Clearly (a⨯b)-1=  b-1⨯a-1 mod n, since (b-1⨯a-1)⨯(a⨯b)=1 (since modular multiplica-
tion is commutative, this is enough)

(ii) so is 1 invertible, indeed the 1-1 = 1, since 1⨯1 = 1

(iii) if a is invertible then  a-1 is also invertible, as the inverse of a-1 is a itself.
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Exercise: Show that (ℤn
⨯,⨯) is indeed a group:

(i) is closed under multiplication
(ii) has an identity element.
(iii) is closed under inverses

(i) Assume a  and b ∈ℤn
⨯, we have to show that a⨯b∈ℤn

⨯, that is, if a  and b are invertible si is their 
multiplication. Clearly (a⨯b)-1=  b-1⨯a-1 mod n, since (b-1⨯a-1)⨯(a⨯b)=1 (since modular multiplica-
tion is commutative, this is enough)

(ii) so is 1 invertible, indeed the 1-1 = 1, since 1⨯1 = 1

(iii) if a is invertible then  a-1 is also invertible, as the inverse of a-1 is a itself.

Exercise: If n is prime what is the value of ϕ(n)?

If n is prime the ϕ(n)=n-1

Definition 3. Affine Cryptosystem   /=(X,Y,K,e,d)

• X=Y=ℤn
•K =ℤn

⨯ ⨯ℤn

• ea,b(x) = a x + b mod n

Exercise: Show that if a is not invertible mod n this is not a cryptosystem (since ea.b will not be 

injective)

Exercise: Show that ea,bis a bijection (also called a permutation) and compute its inverse, that is, 

provide da,b.

Since X=Y it is enough to show that it is injective.

ea,b(x) = ea,b(x ') → a x+b=ax’+b mod n → a x = a x’ mod n → a-1(a x) = a-1(a x ')mod n → x=x’ mod n 

(and so ea,b is injective, and so since |X|=|Y| it is also bijective)

At this point we now that indeed this is cryptosystem, so it remains to find the inverse

y = a x + b mod n→ a-1(y - b) = x mod n so da,b(y)= a-1(y - b) mod n

In[.]:= enc[x_, a_, b_, n_] := If[GCD[a, n] ≠ 1, Print["This is not a CS"], Mod[a x + b, n]]

dec[y_, a_, b_, n_] := If[GCD[a, n] ≠ 1,
Print["This is not a CS, you %&%"], Mod[PowerMod[a, -1, n] * (y - b), n]]

In[.]:= dec[enc[25, 11, 6, 26], 11, 6, 26]

Note that the number of keys of the affine cs is just n⨯ϕ(n) < n2 and so this quite prone to brute 
force attacks! 
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Note that the number of keys of the affine cs is just n⨯ϕ(n) < n2 and so this quite prone to brute 
force attacks! 

Definition 4. Substitution Cryptosystem   5=(X,Y,K,e,d)

• X=Y=ℤn

•K = ℙn = {γ : γ is a permutation inℤn}
• eγ(x) = γ(x) 

• dγ(y) = γ-1(y) 

Note: the number of all permutation in ℤn is n!

In[.]:= 26!

Out[.]= 403291461126605 635 584000000

In[.]:= N[26!, 2]

Out[.]= 4.0 × 1026

In[.]:= N[(26^2)!, 2]

Out[.]= 1.9 × 101621

Note: Mathematica has an internal representation of permutations in ℤn, using the command 
Permutations;

In[.]:= z[5]

Out[.]= {0, 1, 2, 3, 4}
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In[.]:= Permutations[z[5]]

Out[.]= {{0, 1, 2, 3, 4}, {0, 1, 2, 4, 3}, {0, 1, 3, 2, 4}, {0, 1, 3, 4, 2}, {0, 1, 4, 2, 3},
{0, 1, 4, 3, 2}, {0, 2, 1, 3, 4}, {0, 2, 1, 4, 3}, {0, 2, 3, 1, 4}, {0, 2, 3, 4, 1},
{0, 2, 4, 1, 3}, {0, 2, 4, 3, 1}, {0, 3, 1, 2, 4}, {0, 3, 1, 4, 2}, {0, 3, 2, 1, 4},
{0, 3, 2, 4, 1}, {0, 3, 4, 1, 2}, {0, 3, 4, 2, 1}, {0, 4, 1, 2, 3}, {0, 4, 1, 3, 2},
{0, 4, 2, 1, 3}, {0, 4, 2, 3, 1}, {0, 4, 3, 1, 2}, {0, 4, 3, 2, 1}, {1, 0, 2, 3, 4},
{1, 0, 2, 4, 3}, {1, 0, 3, 2, 4}, {1, 0, 3, 4, 2}, {1, 0, 4, 2, 3}, {1, 0, 4, 3, 2},
{1, 2, 0, 3, 4}, {1, 2, 0, 4, 3}, {1, 2, 3, 0, 4}, {1, 2, 3, 4, 0}, {1, 2, 4, 0, 3},
{1, 2, 4, 3, 0}, {1, 3, 0, 2, 4}, {1, 3, 0, 4, 2}, {1, 3, 2, 0, 4}, {1, 3, 2, 4, 0},
{1, 3, 4, 0, 2}, {1, 3, 4, 2, 0}, {1, 4, 0, 2, 3}, {1, 4, 0, 3, 2}, {1, 4, 2, 0, 3},
{1, 4, 2, 3, 0}, {1, 4, 3, 0, 2}, {1, 4, 3, 2, 0}, {2, 0, 1, 3, 4}, {2, 0, 1, 4, 3},
{2, 0, 3, 1, 4}, {2, 0, 3, 4, 1}, {2, 0, 4, 1, 3}, {2, 0, 4, 3, 1}, {2, 1, 0, 3, 4},
{2, 1, 0, 4, 3}, {2, 1, 3, 0, 4}, {2, 1, 3, 4, 0}, {2, 1, 4, 0, 3}, {2, 1, 4, 3, 0},
{2, 3, 0, 1, 4}, {2, 3, 0, 4, 1}, {2, 3, 1, 0, 4}, {2, 3, 1, 4, 0}, {2, 3, 4, 0, 1},
{2, 3, 4, 1, 0}, {2, 4, 0, 1, 3}, {2, 4, 0, 3, 1}, {2, 4, 1, 0, 3}, {2, 4, 1, 3, 0},
{2, 4, 3, 0, 1}, {2, 4, 3, 1, 0}, {3, 0, 1, 2, 4}, {3, 0, 1, 4, 2}, {3, 0, 2, 1, 4},
{3, 0, 2, 4, 1}, {3, 0, 4, 1, 2}, {3, 0, 4, 2, 1}, {3, 1, 0, 2, 4}, {3, 1, 0, 4, 2},
{3, 1, 2, 0, 4}, {3, 1, 2, 4, 0}, {3, 1, 4, 0, 2}, {3, 1, 4, 2, 0}, {3, 2, 0, 1, 4},
{3, 2, 0, 4, 1}, {3, 2, 1, 0, 4}, {3, 2, 1, 4, 0}, {3, 2, 4, 0, 1}, {3, 2, 4, 1, 0},
{3, 4, 0, 1, 2}, {3, 4, 0, 2, 1}, {3, 4, 1, 0, 2}, {3, 4, 1, 2, 0}, {3, 4, 2, 0, 1},
{3, 4, 2, 1, 0}, {4, 0, 1, 2, 3}, {4, 0, 1, 3, 2}, {4, 0, 2, 1, 3}, {4, 0, 2, 3, 1},
{4, 0, 3, 1, 2}, {4, 0, 3, 2, 1}, {4, 1, 0, 2, 3}, {4, 1, 0, 3, 2}, {4, 1, 2, 0, 3},
{4, 1, 2, 3, 0}, {4, 1, 3, 0, 2}, {4, 1, 3, 2, 0}, {4, 2, 0, 1, 3}, {4, 2, 0, 3, 1},
{4, 2, 1, 0, 3}, {4, 2, 1, 3, 0}, {4, 2, 3, 0, 1}, {4, 2, 3, 1, 0}, {4, 3, 0, 1, 2},
{4, 3, 0, 2, 1}, {4, 3, 1, 0, 2}, {4, 3, 1, 2, 0}, {4, 3, 2, 0, 1}, {4, 3, 2, 1, 0}}

Exercise: Generate a random key in 5 for ℤ26 and encode the text by removing spaces and other 
punctuation symbols. Decipher the ciphertext.

“the path of the righteous man is beset on all sides by the iniquities of the selfish and the tyranny of 
evil men. blessed is he, who in the name of charity and good will, shepherds the weak through the 
valley of darkness, for he is truly his brother’s keeper and the finder of lost children. and i will strike 
down upon thee with great vengeance and furious anger those who would attempt to poison and 
destroy my brothers. and you will know my name is the lord when i lay my vengeance upon thee” - 
From Pulp Fiction, Jules Winnfield citing Ezekiel 25:17

Resolution

In[.]:= γ = RandomPermutation[26]

Out[.]= Cycles[{{1, 14, 17, 26, 24, 3, 2, 13, 19, 5, 15, 7, 11, 25, 6, 18},
{4, 20, 8, 10}, {9, 21, 23}, {16, 22}}]

Note that RandomPermutation permutes values from 1 to 26 and not from 0 to 25!
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In[.]:= raw = "the path of the righteous man is beset on all sides by the iniquities
of the selfish and the tyranny of evil men. blessed is he,
who in the name of charity and good will, shepherds the weak
through the valley of darkness, for he is truly his brother's
keeper and the finder of lost children. and i will strike down
upon thee with great vengeance and furious anger those who
would attempt to poison and destroy my brothers. and you will
know my name is the lord when i lay my vengeance upon thee";

In[.]:= tonumber[raw_] :=
Select[ToCharacterCode[raw], Function[x, x ≥ 97 && x ≤ 97 + 25]] - 97;

tostring[cod_] := FromCharacterCode[cod + 97];

In[.]:= tonumber[raw]

Out[.]= {19, 7, 4, 15, 0, 19, 7, 14, 5, 19, 7, 4, 17, 8, 6, 7, 19, 4, 14, 20, 18, 12, 0, 13, 8,
18, 1, 4, 18, 4, 19, 14, 13, 0, 11, 11, 18, 8, 3, 4, 18, 1, 24, 19, 7, 4, 8, 13,
8, 16, 20, 8, 19, 8, 4, 18, 14, 5, 19, 7, 4, 18, 4, 11, 5, 8, 18, 7, 0, 13, 3, 19,
7, 4, 19, 24, 17, 0, 13, 13, 24, 14, 5, 4, 21, 8, 11, 12, 4, 13, 1, 11, 4, 18, 18,
4, 3, 8, 18, 7, 4, 22, 7, 14, 8, 13, 19, 7, 4, 13, 0, 12, 4, 14, 5, 2, 7, 0, 17, 8,
19, 24, 0, 13, 3, 6, 14, 14, 3, 22, 8, 11, 11, 18, 7, 4, 15, 7, 4, 17, 3, 18, 19,
7, 4, 22, 4, 0, 10, 19, 7, 17, 14, 20, 6, 7, 19, 7, 4, 21, 0, 11, 11, 4, 24, 14,
5, 3, 0, 17, 10, 13, 4, 18, 18, 5, 14, 17, 7, 4, 8, 18, 19, 17, 20, 11, 24, 7, 8,
18, 1, 17, 14, 19, 7, 4, 17, 18, 10, 4, 4, 15, 4, 17, 0, 13, 3, 19, 7, 4, 5, 8, 13,
3, 4, 17, 14, 5, 11, 14, 18, 19, 2, 7, 8, 11, 3, 17, 4, 13, 0, 13, 3, 8, 22, 8,
11, 11, 18, 19, 17, 8, 10, 4, 3, 14, 22, 13, 20, 15, 14, 13, 19, 7, 4, 4, 22, 8,
19, 7, 6, 17, 4, 0, 19, 21, 4, 13, 6, 4, 0, 13, 2, 4, 0, 13, 3, 5, 20, 17, 8, 14,
20, 18, 0, 13, 6, 4, 17, 19, 7, 14, 18, 4, 22, 7, 14, 22, 14, 20, 11, 3, 0, 19,
19, 4, 12, 15, 19, 19, 14, 15, 14, 8, 18, 14, 13, 0, 13, 3, 3, 4, 18, 19, 17, 14,
24, 12, 24, 1, 17, 14, 19, 7, 4, 17, 18, 0, 13, 3, 24, 14, 20, 22, 8, 11, 11, 10,
13, 14, 22, 12, 24, 13, 0, 12, 4, 8, 18, 19, 7, 4, 11, 14, 17, 3, 22, 7, 4, 13,
8, 11, 0, 24, 12, 24, 21, 4, 13, 6, 4, 0, 13, 2, 4, 20, 15, 14, 13, 19, 7, 4, 4}

In[.]:= enc[γ_, m_] := Map[Function[x, PermutationReplace[x + 1, γ] - 1], m];

In[.]:= cipher = tostring[enc[γ, tonumber[raw]]]

Out[.]= hjovnhjgrhjoaukjhogwesnquemoeohgqnlleutoemfhjouquzwuhuoegrhjoeolruejnqthjohfan)
qqfgropulsoqmloeeotuejoijguqhjoqnsogrbjnauhfnqtkggtiullejovjoatehjoionyhjag)
wkjhjopnllofgrtnayqoeergajouehawlfjuemaghjoaeyoovoanqthjoruqtoagrlgehbjulta)
oqnqtuiullehauyotgiqwvgqhjooiuhjkaonhpoqkonqbonqtrwaugwenqkoahjgeoijgigwltn)
hhosvhhgvguegqnqttoehagfsfmaghjoaenqtfgwiullyqgisfqnsouehjolgatijoqulnfsfpo)
qkonqbowvgqhjoo

In[.]:= dec[γ_, c_] :=
Map[Function[x, PermutationReplace[x + 1, InversePermutation[γ]] - 1], c];
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In[.]:= tostring[dec[γ, tonumber[cipher]]]

Out[.]= thepathoftherighteousmanisbesetonallsidesbytheiniquitiesoftheselfishandthetyra)
nnyofevilmenblessedishewhointhenameofcharityandgoodwillshepherdstheweakthro)
ughthevalleyofdarknessforheistrulyhisbrotherskeeperandthefinderoflostchildr)
enandiwillstrikedownupontheewithgreatvengeanceandfuriousangerthosewhowoulda)
ttempttopoisonanddestroymybrothersandyouwillknowmynameisthelordwhenilaymyve)
ngeanceuponthee

Cryptoanalysis of substitution ciphers

Frequency analysis of letters (and sequences) in a natural languages allows to attack the substitu-
tion cipher. The idea was due to  9th century mathematician Al-Kindi in A Manuscript on Deciphering 
Cryptographic Message, that used the frequency of the letters in the Koran to realize that one could 
break the substitution cipher.

In[.]:=

m =

"thepathoftherighteousmanisbesetonallsidesbytheiniquitiesoftheselfishandthet3
yrannyofevilmenblessedishewhointhenameofcharityandgoodwillshepherdsthe3
weakthroughthevalleyofdarknessforheistrulyhisbrotherskeeperandthefinde3
roflostchildrenandiwillstrikedownupontheewithgreatvengeanceandfuriousa3
ngerthosewhowouldattempttopoisonanddestroymybrothersandyouwillknowmyna3
meisthelordwhenilaymyvengeanceuponthee";

In[.]:= count[m_] := Normal[CharacterCounts[m]] /. Rule → List;

In[.]:= count[m]

Out[.]= {{e, 53}, {t, 32}, {h, 31}, {n, 30}, {o, 30}, {s, 26}, {i, 26},
{a, 23}, {r, 21}, {l, 19}, {d, 18}, {y, 12}, {w, 11}, {u, 10}, {f, 10},
{m, 8}, {g, 7}, {p, 7}, {k, 5}, {b, 5}, {c, 4}, {v, 4}, {q, 1}}

In[.]:= BarChart[Apply[Labeled, Reverse[count[m], 2], {1}]]

Out[.]=

According to Wikipedia, the frequency of letters in English is:
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In[.]:= engfreq = {{"a", 8.2}, {"b", 1.5}, {"c", 2.8}, {"d", 4.2},
{"e", 12.7}, {"f", 2.2}, {"g", 2.0}, {"h", 6.1}, {"i", 7.0},
{"k", 0.8}, {"l", 4.0}, {"m", 2.4}, {"n", 6.7}, {"o", 7.5},
{"p", 1.9}, {"q", 0.1}, {"r", 6.0}, {"s", 6.3}, {"t", 9.1}, {"u", 2.8},
{"v", 1.0}, {"w", 2.4}, {"x", 0.2}, {"y", 2.0}, {"z", 0.08}};

After sorting it by decreasing order and plot it

In[.]:= sengfreq = Sort[engfreq, Function[{x, y}, x[[2]] > y[[2]]]];

In[.]:= BarChart[Apply[Labeled, Reverse[sengfreq, 2], {1}]]

Out[.]=

By using the substitution cipher  the frequency of each letter in the ciphertext provides enough 
information to deduce the secret key!

In[.]:= BarChart[Apply[Labeled, Reverse[count[cipher], 2], {1}]]

Out[.]=

Several ways can be used to avoid this frequency cryptanalysis. One simple idea is to map very 
frequent letters to several cipher-letters and use a larger ciphertext alphabet, which is called 
homophonic  encryption. However, frequencies of pairs of letters and other sequences will give 
statistics and evidence as well.

Viginère cryptosystem and one-time pad

Viginère came up with a system that seems to defeat basic frequency analysis.

Definition 5. Left R-module M, where R is a ring with identity 1, is an Abelian group (M,+) and a 
operation ·:R⨯M→M such that:
r· (x + y) = r· x + r· y
(r + s)· x = r· x + s· x
(rs)· x = r · (s· x)
1 · x = x
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Definition 5. Left R-module M, where R is a ring with identity 1, is an Abelian group (M,+) and a 
operation ·:R⨯M→M such that:
r· (x + y) = r· x + r· y
(r + s)· x = r· x + s· x
(rs)· x = r · (s· x)
1 · x = x

Examples: 
- Vector spaces are modules over fields;
- ℤn

m which is a ℤn-module  (ℤn
m, +) where the sum is performed component-wise

So for instance ℤ5
4 is the module such that

In[.]:= Mod[{1, 2, 4, 3} + {0, 3, 1, 4}, 5]

Out[.]= {1, 0, 0, 2}

In[.]:= Mod[3 * {1, 2, 4, 3}, 5]

Out[.]= {3, 1, 2, 4}

Mod[3 {1, 2, 4, 3}, 5]

{3, 1, 2, 4}

Definition 6. Viginère Cryptosystem   :=(X,Y,K,e,d)
• X=Y=K=ℤn

d 
• ek(x) = x + k

pt = this ismy plai ntex t → key = abba d = 4 and n = 26
+abba abba abba abba a

ct = tijs itny pmbi nufx t

Exercise Implement the Viginère cipher and decipher and apply it to ℤ26
d to cipher the Pulp Fiction 

citation. Perform the frequency analysis and compare it with the substitution cipher

In[.]:= enc[k_, m_] :=
Mod[Flatten[Partition[m, Length[k]] + Table[k, {Length[m] / Length[k]}]], 26]

In[.]:= dec[k_, m_] :=
Mod[Flatten[Partition[m, Length[k]] - Table[k, {Length[m] / Length[k]}]], 26]

In[.]:= k = tonumber["abcdefghi"];

In[.]:= tostring[dec[k, enc[k, tonumber[m]]]]

Out[.]= thepathoftherighteousmanisbesetonallsidesbytheiniquitiesoftheselfishandthetyra)
nnyofevilmenblessedishewhointhenameofcharityandgoodwillshepherdstheweakthro)
ughthevalleyofdarknessforheistrulyhisbrotherskeeperandthefinderoflostchildr)
enandiwillstrikedownupontheewithgreatvengeanceandfuriousangerthosewhowoulda)
ttempttopoisonanddestroymybrothersandyouwillknowmynameisthelordwhenilaymyve)
ngeanceup
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In[.]:= BarChart[Apply[Labeled, Reverse[count[tostring[enc[k, tonumber[m]]]], 2], {1}]]

Out[.]=

Viginère can also be defeated using frequency analysis, but requires quite a long text. The idea is to 
first discover the key length. That can be done by noticing that very frequent letters or sequences of 
letters will match in the ciphertext in multiples of the key length. Then one can compute the gcd 
between those lengths and get the size of the key. When the key size is known,it is enough to 
perform frequency analysis for each segment |m|/|k|!

Example. Consider a simple key and assume the word “the” should appear often.

In[.]:= k = tonumber["ab"];

In[.]:= tostring[enc[k, tonumber[m]]]

Out[.]= tieqauhpfuhfrjgitfovsnaoitbfsftpnblmsjdfscyuhfioirujtjetogtietemfjsiaoduhftzrb)
noypffvjlneobmetsfdjsiexhpiotieoanepfdhbrjtzaodhopdximlthfpiesdttiexebkuhso)
vgitiewamlfypfeaskoetsgoshfittsumyiitbsouhfrtkfeqesaoduhffjneesoglpsuciimds)
eoaodjwjlmsurjkfdpwouqootiefwjtigsebtweogfaocfaodgusiputaogfruhpsfwioxovlea)
utfmqtuoqojspnbnedfsurpynycrptiessbneypuximllnpwnyoanejsuhflprewieoimazmzvf)
nhebndevppnuhf

tieqauhpfuhfrjgitfovsnaoitbfsftpnblmsjdfscyuhfioirujtjetogtietemfjsiaoduhftzrbnoypffvjlneobmetsf
djsiexhpiotieoanepfdhbrjtzaodhopdximlthfpiesdttiexebkuhsovgitiewamlfypfeaskoetsgoshfittsumyi
itbsouhfrtkfeqesaoduhffjneesoglpsuciimdseoaodjwjlmsurjkfdpwouqootiefwjtigsebtweogfaocfaodg
usiputaogfruhpsfwioxovleautfmqtuoqojspnbnedfsurpynycrptiessbneypuximllnpwnyoanejsuhflpre
wieoimazmzvfnhebndevppnuhf

In[.]:= StringLength["uhfrtkfeqesaod"]

Out[.]= 62

In[.]:= StringLength["uhfrjgitfovsnaoitbfsftpnblmsjdfscy"]

Out[.]= 82

In[.]:= StringLength["uhfioirujtjetogtietemfjsiaod"]

Out[.]= 76
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In[.]:= GCD[62, 82, 76]

Out[.]= 2

Thus, the key size is 2.

In[.]:= c = enc[k, tonumber[m]];

In[.]:= codd = tostring[Table[c[[2 i + 1]], {i, 0, Length[c] / 2 - 1}]];
ceven = tostring[Table[c[[2 i + 2]], {i, 0, Length[c] / 2 - 1}]];

In[.]:= BarChart[Apply[Labeled, Reverse[count[codd], 2], {1}]]

Out[.]=

In[.]:= BarChart[Apply[Labeled, Reverse[count[ceven], 2], {1}]]

Out[.]=

Note that the first graph has statistics similar to English, and the second is shifted by on letter, so 
the key is “ab”.

Vernam noticed that if the key was random and the same size of the message, it defeated this 
attack, he conjectured that this system was unbreakable.

Definition 7. Vernam (one-time pad) Cryptosystem   :=(X,Y,K,e,d)
• X=Y=K=ℤn

d 
• ek(x) = x + k
• dk(y) = y - k

The key is picked randomly with uniform distribution and  can only be used once and has the length 
of the message, that is d is plaintext length.
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Shannon theorem

Indeed Shannon showed that the one-time pad was unbreakable. He realized that  one could 
always guess the key and attack in this way. If this was the best one could do, then the system was 
perfect. 

Assumption.  From this point on we assume X and K are independent random variables, that is  
P(X=x ⋀ K=k)=P(X=x)P(K=k) (independence means)
We assume P(X=x)>0 and P(Y=y)>0 (no meaningless plaintexts or cyphertexts)

We can define P(Y=y)=∑x∈X P(Y = y⋀X = x)
= ∑x∈X P(Y = y X = x)P(X = x)
= ∑x∈X P(K ∈ {k : ek(x) = y})P(X = x) (*)

     

P(Y=y|X=x)=P(K ∈ {k : ek(x) = y})   (**)

Definition 8[by Shannon]. A cryptosystem is said to be perfectly secure if 
P(X=x|Y=y)=P(X=x) (which means X is independent Y)

Theorem 9. Let (X,Y,K,e,d) be a cryptosystem such that |X|=|Y|=|K|. 
P(Y=y)>0 for all y (0)

Then, the system is perfectly secure iff 
1) ∀x,y ∃k

1 ek(x) = y and (let us call the key kxy)

2) P (K = k) = 1
K

.

Let us do the proof:

⇐) 

P(X=x|Y=y) = P(X=x⋀Y=y)
P(Y=y)

= P(X=x⋀Y=y)
P(Y=y)

 = By  (*)= PK∈k:ek(x)=y⋀X=x
∑x'∈X PK∈k:ekx'=y PX=x'

= by 1 = PK=kxy P(X=x)
∑x'∈X PK=kx' y PX=x'

 =

by 2 = 
1
K

P(X=x)

∑x'∈X
1
K

PX=x'
= P(X=x)

∑x'∈X PX=x'
=P(X = x). So the system is perfectly secure!

⇒)  we have that Y is independent of X (the assumption as the system is perfectly secure)
 Fix an x and for any y,  P(K ∈ {k : ek(x) = y})=P(Y=y|X=x)=P(Y=y)>0 by assumption (0)

Then, for fixed x, and any y {k : ek(x) = y} is not empty (otherwise it would have probability 0)

consider the following map
fx:K→Y where fx(k) = ek(x), so fx is surjective (as for any y there exists and k such that fx(k) = ek(x)=y), 
which means that , since |X|=|Y|=|K|, that it is bijective, and so 
1) ∀x,y ∃k

1 ek(x) = y and moreover, k = fx
-1(y) = kxy which is unique, since f is a bijection.

Now, observe that  PK = kxy = P(K ∈ {k : ek(x) = y}) = P(Y = y X = x)=P(Y=y) (Because the system is 

perfectly secure)

PK = kxy = P(K ∈ {k : ek(x) = y}) = P(Y = y X = x)=P(Y=y)

PK = kx' y = P(K ∈ {k : ek(x) = y}) = P(Y = y X = x ')=P(Y=y)

And so PK = kxy=PK = kx' y for any x and x’ (2) . Now consider

gy:X→K where gy(x) = kxy again, this function is injective if gy(x)=gy(x ') then kxy=kx' y which imply 

x=x’,  so it is bijective and, moreover

PK = kxy=constant (not depending on x) for any k and given y there exists x such that kxy=k

and so P(K=k) is uniform which implies P(K=k)=1/|K|.  QED
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Then, for fixed x, and any y {k : ek(x) = y} is not empty (otherwise it would have probability 0)
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fx:K→Y where fx(k) = ek(x), so fx is surjective (as for any y there exists and k such that fx(k) = ek(x)=y), 
which means that , since |X|=|Y|=|K|, that it is bijective, and so 
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1 ek(x) = y and moreover, k = fx
-1(y) = kxy which is unique, since f is a bijection.

Now, observe that  PK = kxy = P(K ∈ {k : ek(x) = y}) = P(Y = y X = x)=P(Y=y) (Because the system is 

perfectly secure)

PK = kxy = P(K ∈ {k : ek(x) = y}) = P(Y = y X = x)=P(Y=y)

PK = kx' y = P(K ∈ {k : ek(x) = y}) = P(Y = y X = x ')=P(Y=y)

And so PK = kxy=PK = kx' y for any x and x’ (2) . Now consider

gy:X→K where gy(x) = kxy again, this function is injective if gy(x)=gy(x ') then kxy=kx' y which imply 

x=x’,  so it is bijective and, moreover

PK = kxy=constant (not depending on x) for any k and given y there exists x such that kxy=k

and so P(K=k) is uniform which implies P(K=k)=1/|K|.  QED

Note that Vernam cryptosystem fulfills condition 1) and 2), and thus it is perfectly secure.

The problem with the One-time pad is how to store and renew the key!

Modern cryptosystems

Hill cryptosystem

Before finishing this section we shall look into an interesting cryptosystem that can be easily 
attacked

Definition 6. Hill Cryptosystem  ℋ=(X,Y,K,e,d)
• X=Y=ℤn

m

• K= GL(m,ℤn) called the general linear group, that is, the set of all invertible m⨯m matrices modulo 
n;
• ek(x) = k x
• dk(x) = k-1 x

Hill implemented mechanically the cipher for n=26 and m=6 in 1929, and it was the first cipher that 
could operate on more than three symbols at once. However, his machine did not sell!

As we shall see, for n=26=13⨯2, thanks to the Chinese Remainder Theorem, a matrix A is is invert-
ible iff its determinant is invertible modulo 13 and modulo 2. The order of GL(n, q) when q is prime

|GL(k, q)|=  ∏i=0
m-1 qm - qi

The first column can be any but the zero vector; 
The second column can be anything but multiples of the first column; 
The kth column can be any vector not in the linear span of the first k - 1 columns.

Thus, |GL(k,ℤ26) = ∏i=0
k-1 2k - 2i ∏i=0

k-1 13k - 13i. For the case k=6 we have:
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In[.]:= 
i=0

6-1
26 - 2i 

i=0

6-1
136 - 13i

Out[.]= 49079997720858 668429248813039459543395078977714729876731740062932387976)

894602463629928359 499804170498161858303883680925462134197757561778109)

723801125282821157 612046564870290934821826424974073750961660028357007)

959620883950713909 853947099862794240000000

The above construction gives an idea on how to construct a key:
The first column can be any column but the zero vector; 
The second column can be anything but a multiple of the first column modulo 2 and 13;
The kth column can be any vector not in the linear span of the first k - 1 columns modulo 2 and 13.

Example: for K=3, a useful result is that:
A matrix K is invertible mod n iff gcd(det(K),n)=1 

In[.]:= k = {{1, 2, 4}, {9, 8, 1}, {0, 25, 13}}

Out[.]= {{1, 2, 4}, {9, 8, 1}, {0, 25, 13}}

In[.]:= MatrixForm[k]
Out[.]//MatrixForm=

1 2 4
9 8 1
0 25 13

In[.]:= GCD[Mod[Det[k], 26], 26]

Out[.]= 1

In[.]:= b = Inverse[k, Modulus → 26]

Out[.]= {{23, 12, 12}, {13, 13, 25}, {1, 23, 4}}

In[.]:= Mod[b.k.{4, 7, 3}, 26]

Out[.]= {4, 7, 3}

In[.]:= m =

"thepathoftherighteousmanisbesetonallsidesbytheiniquitiesoftheselfishandthet3
yrannyofevilmenblessedishewhointhenameofcharityandgoodwillshepherdsthe3
weakthroughthevalleyofdarknessforheistrulyhisbrotherskeeperandthefinde3
roflostchildrenandiwillstrikedownupontheewithgreatvengeanceandfuriousa3
ngerthosewhowouldattempttopoisonanddestroymybrothersandyouwillknowmyna3
meisthelordwhenilaymyvengeanceuponthee";

In[.]:= tonumber[raw_] :=
Select[ToCharacterCode[raw], Function[x, x ≥ 97 && x ≤ 97 + 25]] - 97;

tostring[cod_] := FromCharacterCode[cod + 97];

In[.]:= enc[k_, m_] := Mod[Flatten[Map[Function[x, k.x], Partition[m, 3]]], 26]

In[.]:= dec[k_, m_] :=
Mod[Flatten[Map[Function[x, Inverse[k, Modulus → 26].x], Partition[m, 3]]], 26]

In[.]:= tostring[dec[k, enc[k, tonumber[m]]]]
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"thepathoftherighteousmanisbesetonallsidesbytheiniquitiesoftheselfishandthetyr3
annyofevilmenblessedishewhointhenameofcharityandgoodwillshepherdstheweakthr3
oughthevalleyofdarknessforheistrulyhisbrotherskeeperandthefinderoflostchild3
renandiwillstrikedownupontheewithgreatvengeanceandfuriousangerthosewhowould3
attempttopoisonanddestroymybrothersandyouwillknowmynameisthelordwhenilaymyv3
engeanceuponthee"

This cryptosystem is going to avoid frequency analysis very well...

Cryptoanalysis of the Hill cryptosystem

Until now we have assumed that the attacker has no knowledge about the plaintext, but in 
general this is the case. Hill cipher is trivially attacked if the attacker has some knowledge about 
the plaintexts. In cryptography four types of attacks are considered:

• Ciphertext only attack: The attacker only knows the ciphertext

• Know plaintext attack: The attacker knows some plaintexts and the corresponding ciphertext .

• Chosen plaintext attack: The attacker can choose some plaintexts for which he obtains corre-
sponding ciphertexts (Eve had access to the encryption function).

• Chosen ciphertext attack: The attacker can choose some ciphertext for which he obtains corre-
sponding plaintexts (Eve had access to the decryption function).

The previous ciphers were broken using ciphertext only attack, Hill cipher can be easily broken 
with the know plaintext attack, or any of the others. 

To realize this, notice that we just have to know the ciphertext of m independent plaintexts and we 
are able to extract the key by solving a system of linear equations (modulo 26)!

We exemplify the procedure for m=3;

In[.]:= kx = {{k11, k12, k13}, {k21, k22, k23}, {k31, k32, k33}}

Out[.]= {{k11, k12, k13}, {k21, k22, k23}, {k31, k32, k33}}

In[.]:= MatrixForm[kx]
Out[.]//MatrixForm=

k11 k12 k13
k21 k22 k23
k31 k32 k33

So our variable is the key k, with 9 variables. Assume we know the encryption of some 3 linearly 
independent plaintexts, p1,p2 and p3, say 
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In[.]:= p1 = {0, 1, 1};
c1 = enc[k, p1]

Out[.]= {6, 9, 12}

In[.]:= p2 = {3, 2, 1};
c2 = enc[k, p2]

Out[.]= {11, 18, 11}

In[.]:= p3 = {14, 5, 2};
c3 = enc[k, {14, 5, 2}]

Out[.]= {6, 12, 21}

We can confirm if the know plaintexts  are linearly independent:

In[.]:= GCD[Mod[Det[{p1, p2, p3}], 26], 26]

Out[.]= 1

The system of linear equations can be extracted as follows:

In[.]:= sys = {kx.p1 ⩵ c1,
kx.p2 ⩵ c2,
kx.p3 ⩵ c3}

Out[.]= {{k12 + k13, k22 + k23, k32 + k33} ⩵ {6, 9, 12},
{3 k11 + 2 k12 + k13, 3 k21 + 2 k22 + k23, 3 k31 + 2 k32 + k33} ⩵ {11, 18, 11},
{14 k11 + 5 k12 + 2 k13, 14 k21 + 5 k22 + 2 k23, 14 k31 + 5 k32 + 2 k33} ⩵ {6, 12, 21}}

We can now use Gaussian elimination, adapted to ℤ26, to extract the keys 

In[.]:= sol = Solve[sys, Flatten[kx], Modulus → 26]

Out[.]= {{k11 → 1, k12 → 2, k13 → 4, k21 → 9, k22 → 8, k23 → 1, k31 → 0, k32 → 25, k33 → 13}}

In[.]:= sol = sol[[1]] (* There is only one solution *)

Out[.]= {k11 → 1, k12 → 2, k13 → 4, k21 → 9, k22 → 8, k23 → 1, k31 → 0, k32 → 25, k33 → 13}

In[.]:= kx /. sol

Out[.]= {{1, 2, 4}, {9, 8, 1}, {0, 25, 13}}

In[.]:= (kx /. sol) ⩵ k

Out[.]= True

Substitution Box 

One-time pad is quite unpractical because the key size is overwhelming and managing such keys 
is beyond  mundane applications. Therefore, the need to come up with efficient and usable 
symmetric cryptosystems has not vanish with Shannon’s theorem. 

Shannon suggested two concepts to develop cryptosystems, that are (quite) informally stated as: 

Confusion: what makes the relationship between the ciphertext and the symmetric key as complex 
and involved as possible.

Diffusion: what refers to dissipating the statistical structure of plaintext over the bulk of ciphertext. 

Due to the digital revolution, the community has dropped the interest on ℤ26
m  (natural language 

messages) and started looking into ℤ2
m (bitstrings), some cool people also use GF2k. There are 

several mathematical advantages of considering ℤp
m with p prime, one of them is that ℤp

m forms is a 

vector space and not just a module.

As illustrated by the Hill cipher, encryption based on linear transformations can be easily 
attacked using  known plaintexts. To defeat this attack one has to incorporate non-linear maps  in 
the ciphers, which were called called substitution boxes, or shortly S-Box.That is,

S-Box:ℤ2
m→ ℤ2

m

Given that there should not be an easy representation of an S-Box, they have to be memorized into 
table, that is the S-box can be represented by a list of outputs, where the index (starting at 0) is the 
input. For instance, for the case m=4
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One-time pad is quite unpractical because the key size is overwhelming and managing such keys 
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attacked using  known plaintexts. To defeat this attack one has to incorporate non-linear maps  in 
the ciphers, which were called called substitution boxes, or shortly S-Box.That is,

S-Box:ℤ2
m→ ℤ2
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Given that there should not be an easy representation of an S-Box, they have to be memorized into 
table, that is the S-box can be represented by a list of outputs, where the index (starting at 0) is the 
input. For instance, for the case m=4

we can define an S-Box has the list with 16 values 24).

In[8]:= Sbox = {14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, 0, 7}

Out[8]= {14, 4, 13, 1, 2, 15, 11, 8, 3, 10, 6, 12, 5, 9, 0, 7}

and the map it represents is

In[9]:= Sf[S_, i_] := S[[i + 1]];

In[10]:= Sf[Sbox, 0]

Out[10]= 14

In[11]:= Sf[Sbox, 14]

Out[11]= 0

Because ciphers have to be used in embedded and  hardware systems, S-boxes should not be very 
large, otherwise they require a large amount of memory to store. It is common to consider S-boxes 
of size 8 and at most of size 16. In some cryptosystems (like Feistel Networks - DES), S-Boxes do not 
need to be bijective. 
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Substitution-permutation network

Some modern cryptosystems (like AES) are based on substitution permutation networks:The idea 
is the following:

1) Split the encryption in rounds i=0... r-1. 

2) Consider a function called the key scheduler (ks), that for each round i and given the key  k 
generates a key round.

ks (k, i) ↦ ki

and so we will get key rounds k0, k1 .. kr-1.

3) Encryption of the message x is the composition of the each round encryption, that is

    enc (k, m) = renc(kr-1, renc(kr-2, ... renc(k0, x) ...)).
    
  4) Each round encryption is the decomposed in 3 parts:
  
  a) The key round is summed (modulo 2) to the message
  b) S-boxes are applied to the result: 
  - usually the text is split into several blocks and an S box is
   applied to each block.
  c) A P permutation is applied to the result (which is a linear transformation). 
  
  that is renc(ki, y) = P . Sf( ki⊕ y ).
  
  5)  Sometimes the last round (or some rounds) might be different from others in order the simplify 
the decryption method.
  
 An illustration of substitution permutation network is given below (extracted form Wikipedia).
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In[.]:=

The memory of a S-box of size k is k 2k

In[1]:= mem[k_] := 2^k * k

In[2]:= mem[16]

Out[2]= 1 048576

In[3]:= mem[32]

Out[3]= 137438953472

And so, a S-box of 16 bits requires a megabit of memory and one of 32 bits requires 128 gigabits. So 
we cannot have very complex S-boxes if we want them to be implemented in hardware.

We note that the only non-linear step of the encryption is that based on the 
S-Boxes, both the permutation and the summation of the key induce a linear transformation.

Exercise: Write informally the decryption method for the substitution-permutation network.  

Linear Cryptanalysis

To attack modern cryptosystem one has to extract some patterns out of the S-Boxes. Linear crypto-
analysis is based on how close an S-Box is to a linear transformation. If a S-Box is almost linear, 
then one can replace it with the linear transformation and  perform an attack similar to that of Hill’s 
cipher. The interested reader can find this great tutorial from Heys.

We shall use the following academic substitution-permutation network from Heys tutorial.
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To attack modern cryptosystem one has to extract some patterns out of the S-Boxes. Linear crypto-
analysis is based on how close an S-Box is to a linear transformation. If a S-Box is almost linear, 
then one can replace it with the linear transformation and  perform an attack similar to that of Hill’s 
cipher. The interested reader can find this great tutorial from Heys.

We shall use the following academic substitution-permutation network from Heys tutorial.

We need to introduce the definition of bias of a Bernoulli random variable and some results to 
present the linear attack.

Definition 1.  Let X be a Bernoulli random variable, the bias of X is 
εX=P(X=0)-1/2, or in other words P(X=0)=1/2+εX

Note that P(X=1)=1-P(X=0)=1-1/2-εX =1/2-εX

A fair Bernoulli has bias 0. Note that the bias belongs to the interval [-1/2,1/2].

Exercise: Let X1 and X2 be Bernoulli (independent) random variables with bias ε1and ε2, respec-
tively. Show that the bias of X1⊕ X2 is 2ε1ε2.

R: 
P(X1⊕X2 = 0) = P(X1=X2)=P(X1=0 ⋀ X2 = 0)+P(X1=1⋀X2 = 1)=P(X1=0)P(X2 = 0)+P(X1=1) P(X2 = 1)=
(1/2+ε1)(1/2+ε2)+(1/2-ε1) (1/2-ε2)=

1
2
+ 2 ε1 ε2

In[.]:= Expand[(1/2+e1)(1/2+e2)+(1/2-e1)(1/2-e2)]

Out[.]=
1

2
+ 2 e1 e2

Theorem 2. Piling-up lemma
Let Xi with i=1... n be (independent) Bernoulli random variables with bias εi, then the bias of ⊕i=1

n Xi is  
2n-1 ∏i=1

n εi.

Proof: The proof follows by induction on n
Base) n=1 in this case P(X1 = 0) = 1 /2 + ε1= 21-1∏i=1

1 εi, done

IH) So the bias of Y=⊕i=1
n Xi  is 2n-1 ∏i=1

n εi

Thesis) Does the bias of ⊕i=1
n+1Xi = Y ⊕Xn+1 take the value  2n ∏i=1

n+1εi?
 But the bias of ⊕i=1

n+1Xi  is the bias of Y ⊕Xn+1 and by the previous exercise the double of the multipli-
cation of the biases, that is
 2 εY εn+1 = by IH = 2 2n-1 ∏i=1

n εi) (εn+1)=2n ∏i=1
n+1εi   QED
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 But the bias of ⊕i=1

n+1Xi  is the bias of Y ⊕Xn+1 and by the previous exercise the double of the multipli-
cation of the biases, that is
 2 εY εn+1 = by IH = 2 2n-1 ∏i=1

n εi) (εn+1)=2n ∏i=1
n+1εi   QED

To perform a linear attack to an SBox S: ℤ2
m→ ℤ2

m we are going to compare linear transformations 
of the bits from the input into linear transformation of the bits of the output, that is, we are going to 
count, for some linear transformations T:ℤ2

m→ℤ2 and T’:ℤ2
m→ℤ2, how many x fulfill the equality

Tx = T’Sx=T’y, where y=Sx

Consider the case of 4 bits x1, x2, x3 and x4 and y=Sx will also have 4 bits y1, y2, y3 y4

a1 x1⊕ a2 x2⊕a3 x3⊕a4 x4 =b1 y1⊕ b2 y2⊕b3 y3⊕b4 y4 can we find bits a’s and b’ (such that this 
equality holds very frequently, or does not holds very frequently . What we want to avoid (if we 
want to break the system) is that it only happens with 1/2 probability.

a1 x1⊕ a2 x2⊕a3 x3⊕a4 x4⊕b1 y1⊕ b2 y2⊕b3 y3⊕b4 y4 to have a significant bias (either positive or 
negative)

Now, if the behavior is not linear at all, the number of counts that are equal should be half. On the 
other hand, if they are close to 0 or 2m it means that either 

  
  Tx ≈ T’Sx⊕1 or Tx ≈ T’Sx 

In any of these cases, we can use these approximations to infer the key rounds ki!

Note that there are precisely 2m linear transformations T,T’:ℤ2
m→ℤ2 , indeed:

T = b1,...,bm} and T x=∑i=1
m bi xi where bi is in {0,1}.

so one has to measure
                            |{x:Tx=T’Sx}| -2m-1

                            

                            and the bias  x:Tx=T' Sx -2^(m - 1)
2m

 if this value is different from 0 then there is some bias that can be explored to make a linear 
approximation.

In[16]:= tobin[n_, m_] := Reverse[IntegerDigits[n, 2, m]]; (*Reverse for bigendian*)
nbits[S_] := Log[2, Length[S]];
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In[18]:= tobin[14, 4]

Out[18]= {0, 1, 1, 1}

In[19]:= linearbias[T_, U_, S_] := (

Length[S] -

Apply[Plus,
Flatten[Table[

Mod[{T}.Reverse[tobin[x, nbits[S]]]
- {U}.Reverse[tobin[Sf[S, x], nbits[S]]], 2],

{x, 0, Length[S] - 1}]]]) - Length[S] / 2

For the case of the SBox, the measure for the transformation X1⊕ X3⊕ X4= Y2

In[20]:= linearbias[{1, 0, 1, 1}, {0, 1, 0, 0}, Sbox]

Out[20]= 4

with bias 4/16=1/4

 We can plot the linear bias all linear bias as

In[33]:= t = Table[
linearbias[tobin[i, 4], tobin[j, 4], Sbox] / 16
, {i, 0, Length[Sbox] - 1}, {j, 0, Length[Sbox] - 1}];

In[34]:= TextGrid[t, Frame → All]

Out[34]=

1
2
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

0 - 1
8
0 1

8
0 1

8
0 - 1

8
0 1

8
0 - 1

8
0 - 1

8
0 - 3

8
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8

1
8

0 0 - 1
8

1
8

1
8

- 1
8

- 1
4

- 1
4

- 1
8

1
8
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8
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8
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4
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8

1
8
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8
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8
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8

1
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8
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8
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8
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8
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8
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8
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8
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8
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8
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8
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8
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8
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8
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8
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8
- 1
8
0 0

We can go through the table to check the bias
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In[23]:= showlc[i_, X_] :=
Ifi ⩵ 0, 0,

IfApply[Plus, tobin[i, 4]] ⩵ 1,

Select

TableIftobin[i, 4][[j]] ⩵ 1, Xj, 0, {j, 1, 4}, Function[x, x =!= 0][[1]],

InfixApply"⊕", SelectTableIftobin[i, 4][[j]] ⩵ 1, Xj, 0, {j, 1, 4},

Function[x, x =!= 0]


In[24]:= Manipulate[
Column[{

showlc[i, X],
showlc[j, Y],
"count=" <> ToString[linearbias[tobin[i, 4], tobin[j, 4], Sbox]] <>

" εX=Y =" <> ToString[0.0625 * linearbias[tobin[i, 4], tobin[j, 4], Sbox]]}
]

, {i, 0, Length[Sbox] - 1, 1}, {j, 0, Length[Sbox] - 1, 1}]

Out[24]=

i

j

X3
Y3
count=-2 εX=Y =-0.125

So that when follow the following line below, assuming all S-boxes to the same 
SBox

We are going to take the approximation 
            
            X1⊕ X3⊕ X4≈ Y2,   (A1)
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We are going to take the approximation 
            
            X1⊕ X3⊕ X4≈ Y2,   (A1)

In[25]:= tobin[13, 4]
showlc[13, X]

Out[25]= {1, 0, 1, 1}

Out[26]= X1 ~⊕~ X3 ~⊕~ X4

In[27]:= tobin[2, 4]
showlc[2, Y]

Out[27]= {0, 1, 0, 0}

Out[28]= Y2

that has the bias of εX1⊕ X3⊕X4=Y2  is 1/4.

In[29]:= linearbias[tobin[13, 4], tobin[2, 4], Sbox] * 1 / 16

Out[29]=
1

4

together with the approximation  
X2 ≈ Y2⊕ Y4 ⊕ 1    (A2) 

In[.]:= tobin[2, 4]
showlc[2, X]

Out[.]= {0, 1, 0, 0}

Out[.]= X2

In[.]:= tobin[10, 4]
showlc[10, Y]

Out[.]= {0, 1, 0, 1}

Out[.]= Y2 ~⊕~ Y4

that has the bias of εX2=Y2⊕ Y4 is - 1 / 4.

In[.]:= linearbias[tobin[2, 4], tobin[10, 4], Sbox] * 1 / 16

Out[.]= -
1

4

Now we denote by:
•  P the 16-bit plaintext
•  Ui the 16-bit block before applying the S-boxes at round i, and Ui, j its j-th bit

•  Vi the 16-bit block after applying the S-boxes at round i , and Vi, j its j-th bit

•  Ki the 16-bit block key  at round i (with start with round 1), and Ki, j its j-th bit

Bias X = - Bias 1⊕ X that means that |Bias X|=|Bias 1⊕X |
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Now we denote by:
•  P the 16-bit plaintext
•  Ui the 16-bit block before applying the S-boxes at round i, and Ui, j its j-th bit

•  Vi the 16-bit block after applying the S-boxes at round i , and Vi, j its j-th bit

•  Ki the 16-bit block key  at round i (with start with round 1), and Ki, j its j-th bit

Bias X = - Bias 1⊕ X that means that |Bias X|=|Bias 1⊕X |

So, U1 = P⊕K1, moreover, using approximation X1⊕ X3⊕ X4≈ Y2,   (A1)

V1,6 = U1,5⊕U1,7⊕ U1,5=(P5⊕K1,5)⊕(P7⊕K1,7)⊕(P8⊕K1,8)   (E1) with probability 3/4.

Now, using approximation X2 ≈ Y2⊕ Y4  (A2) 

V2,6⊕V2,8=U2,6 with probability 1/4.

Since, U2,6=V1,6⊕K2,6, combining the equality with the previous we get

V2,6⊕V2,8=V1,6⊕K2,6 with probability 1/4 or

V2,6⊕V2,8⊕K2,6=V1,6 

Combining this result with (E1), and assuming independence (which is not true) on the approxima-
tions we obtain

V2,6⊕V2,8⊕K2,6=(P5⊕K1,5)⊕(P7⊕K1,7)⊕(P8⊕K1,8) with bias (-2*1/4*1/4), using the pilling up lemma, 

that is

V2,6⊕V2,8⊕K2,6⊕K1,5⊕K1,7⊕K1,8⊕P5⊕P7⊕P8=0 with probability 3/8 (E2) with bias -1/8! 

Similarly, for round 3 we have

V3,6⊕V3,8=U3,6 with probability 1/4 (bias -1/4), and,

V3,14⊕V3,16=U3,14 with probability 1/4 (bias -1/4).

Moreover, since U3,6=V2,6⊕K3,6 and U3,14=V2,8⊕K3,14, we relate the bits of V3 with those of V2 has

V3,6⊕V3,8⊕V3,14⊕V3,16⊕V2,6 ⊕V2,8⊕K3,6⊕K3,14 = 0  (E3) with bias 1/8, that is, probability 5/8 (again 

thank to the piling up lemma) 

By combining (E2) with (E3) we get 
V3,6⊕V3,8⊕V3,14⊕V3,16⊕K3,6⊕K3,14⊕K2,6⊕K1,5⊕K1,7⊕K1,8⊕P5⊕P7⊕P8=0 (E4)

with bias -1/32, that is, with probability 15/32.

Finally, by noticing that 
V3,6=U4,6⊕K4,6

V3,8=U4,14⊕K4,14

V3,14=U4,8⊕K4,8

V3,16=U4,16⊕K4,16

and plugging these equalities in (E4) we have 
U4,6⊕U4,8⊕U4,14⊕U4,16⊕P5⊕P7⊕P8⊕ΣK=0 with probability 15/32 and 

ΣK = K4,6⊕K4,8⊕K4,14⊕K4,16⊕K3,6⊕K3,14⊕K2,6⊕K1,5⊕K1,7⊕K1,8

where ΣK  is either 0 or 1. Since ΣK  is fixed, we note that 

U4,6⊕U4,8⊕U4,14⊕U4,16⊕P5⊕P7⊕P8=0 (E5)

with probability 15/32 or 17/32, that is, the modulo of the bias is always LL

But now, by knowing several plaintexts and ciphertext, we can try all values of the 8 bits of 
K5,5, K5,8K5,13 K5,16 and check those values of keys that induce a bias for equality (E5) close to 

±1/32!
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So, U1 = P⊕K1, moreover, using approximation X1⊕ X3⊕ X4≈ Y2,   (A1)
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V2,6⊕V2,8⊕K2,6=(P5⊕K1,5)⊕(P7⊕K1,7)⊕(P8⊕K1,8) with bias (-2*1/4*1/4), using the pilling up lemma, 

that is

V2,6⊕V2,8⊕K2,6⊕K1,5⊕K1,7⊕K1,8⊕P5⊕P7⊕P8=0 with probability 3/8 (E2) with bias -1/8! 
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V3,14⊕V3,16=U3,14 with probability 1/4 (bias -1/4).

Moreover, since U3,6=V2,6⊕K3,6 and U3,14=V2,8⊕K3,14, we relate the bits of V3 with those of V2 has

V3,6⊕V3,8⊕V3,14⊕V3,16⊕V2,6 ⊕V2,8⊕K3,6⊕K3,14 = 0  (E3) with bias 1/8, that is, probability 5/8 (again 

thank to the piling up lemma) 

By combining (E2) with (E3) we get 
V3,6⊕V3,8⊕V3,14⊕V3,16⊕K3,6⊕K3,14⊕K2,6⊕K1,5⊕K1,7⊕K1,8⊕P5⊕P7⊕P8=0 (E4)

with bias -1/32, that is, with probability 15/32.

Finally, by noticing that 
V3,6=U4,6⊕K4,6

V3,8=U4,14⊕K4,14

V3,14=U4,8⊕K4,8

V3,16=U4,16⊕K4,16

and plugging these equalities in (E4) we have 
U4,6⊕U4,8⊕U4,14⊕U4,16⊕P5⊕P7⊕P8⊕ΣK=0 with probability 15/32 and 

ΣK = K4,6⊕K4,8⊕K4,14⊕K4,16⊕K3,6⊕K3,14⊕K2,6⊕K1,5⊕K1,7⊕K1,8

where ΣK  is either 0 or 1. Since ΣK  is fixed, we note that 

U4,6⊕U4,8⊕U4,14⊕U4,16⊕P5⊕P7⊕P8=0 (E5)

with probability 15/32 or 17/32, that is, the modulo of the bias is always LL

But now, by knowing several plaintexts and ciphertext, we can try all values of the 8 bits of 
K5,5, K5,8K5,13 K5,16 and check those values of keys that induce a bias for equality (E5) close to 

±1/32!

In[30]:= N[1 / 32]

Out[30]= 0.03125

By ranging several of these val-
ues
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By ranging several of these val-
ues

Differential Cryptanalysis

The idea behind differential cryptoanalysis is to exploit patterns between differences of 
inputs and output induced by a S-Box.

X1⊕X2 = ΔX =X1⊕K⊕X2⊕K since K⊕K=0

Definition Let S:ℤ2
m→ ℤ2

m be an S-box, a differential for S is a pair (ΔX,ΔY) and a difference count for 
the differential (ΔX,ΔY) is

X1⊕ΔX = X2

dcount (ΔX,ΔY)=|{x∈ℤ2
m: Sx-S(x+ΔX)=ΔY}|

In[35]:= tonumber[s_] := 
i=1

Length[s] 2i-1 s[[i]];
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In[36]:= dcount[dX_, dY_, S_] :=
Apply[Plus,
Table[
If[Mod[tobin[Sf[S, i], nbits[S]] -

tobin[Sf[S, tonumber[Mod[tobin[i, nbits[S]] + dX, 2]]], nbits[S]], 2] == dY,
1, 0]

, {i, 0, Length[S] - 1}]]

 We can plot all difference counts as

In[37]:= t = Table[
dcount[tobin[i, 4], tobin[j, 4], Sbox]
, {i, 0, Length[Sbox] - 1}, {j, 0, Length[Sbox] - 1}];

In[.]:= TextGrid[t, Frame → All]

Out[.]=

16 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 2 0 0 0 2 0 2 4 0 4 2 0 0
0 0 0 2 0 6 2 2 0 2 0 0 0 0 2 0
0 0 2 0 2 0 0 0 0 4 2 0 2 0 0 4
0 0 0 2 0 0 6 0 0 2 0 4 2 0 0 0
0 4 0 0 0 2 2 0 0 0 4 0 2 0 0 2
0 0 0 4 0 4 0 0 0 0 0 0 2 2 2 2
0 0 2 2 2 0 2 0 0 2 2 0 0 0 0 4
0 0 0 0 0 0 2 2 0 0 0 4 0 4 2 2
0 2 0 0 2 0 0 4 2 0 2 2 2 0 0 0
0 2 2 0 0 0 0 0 6 0 0 2 0 0 4 0
0 0 8 0 0 2 0 2 0 0 0 0 0 2 0 2
0 2 0 0 2 2 2 0 0 0 0 2 0 6 0 0
0 4 0 0 0 0 0 4 2 0 2 0 2 0 2 0
0 0 2 4 2 0 0 0 6 0 0 0 0 0 2 0
0 2 0 0 6 0 0 0 0 4 0 2 0 0 2 0

In[38]:= tobin[11, 4]

Out[38]= {1, 1, 0, 1}
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In[39]:= Manipulate[
Column[{

"ΔX=" <> ToString[Reverse[tobin[i, 4]]],
"ΔY=" <> ToString[Reverse[tobin[j, 4]]],
"dcount=" <> ToString[dcount[tobin[i, 4], tobin[j, 4], Sbox]],
"X,Y little ending"}

]

, {i, 0, Length[Sbox] - 1, 1}, {j, 0, Length[Sbox] - 1, 1}]

Out[39]=

i

j

ΔX={0, 1, 0, 1}
ΔY={0, 1, 1, 1}
dcount=0
X,Y little ending

We going to attack the substitution permutation network by considering difference counts over 

Δ({1,0,1,1},{0,0,1,0})   (D1)  dcount->8
Δ({0,1,0,0},{0,1,1,0})   (D2)   dcount->6
Δ({0,0,1,0},{0,1,0,1})   (D3)   dcount->6

Reverse needs to be used to convert from big endian to little endian.

In[40]:= dcount[Reverse[{1, 0, 1, 1}], Reverse[{0, 0, 1, 0}], Sbox]

Out[40]= 8

In[41]:= dcount[Reverse[{0, 1, 0, 0}], Reverse[{0, 1, 1, 0}], Sbox]

Out[41]= 6

In[42]:= dcount[Reverse[{0, 0, 1, 0}], Reverse[{0, 1, 0, 1}], Sbox]

Out[42]= 6

An the attack works through the following route:
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One of the most important features of difference counts is that they are preserved when key are 
applied let, X and X’ be such that X⊕X’=ΔX
Then, (X⊕K)⊕(X’⊕K)=X⊕X’=ΔX. Note Shamir’s idea is this one

So now we can proceed with the following analysis (using the same U and V notation as in the linear 
attack)

[0000 1011 0000  0000] = ΔP = ΔU1

this induces the difference ΔV1=[0000 0010 0000  0000]  with probability 8/16=1/2, using (D1)

which, thanks to the permutation ΔU2=[0000 0000 0100  0000], again with probability 1/2. Then, 
using (D2), we have that the difference

 ΔV2=[0000 0000 0110  0000] holds with probability 1/2⨯6/16 =3/16 (assuming independence!).
 
This is carried to ΔU3 =  [0000 0010 0010  0000] , which by applying (D3) twice, imposes

ΔV3 =  [0000 0101 0101  0000]  with probability 316⨯(6 /16)2 = 27 /1024. Following the permutation 

we get 

ΔU4 =  [0000 0110 0000  0110]  occurs approximately with probability 27/1024 whenever ΔP=[0000 
1011 0000  0000].

If we have enough chosen plaintexts, such that ΔP=[0000 1011 0000  0000], and their correspondent 
ciphertexts, we can try all possible keys K5,5, K5,8K5,13 K5,16 and check those that will induce

ΔU4 =  [0000 0110 0000  0110]  with probability 27/1024 (by computing the frequency on those that 
fulfill this difference).
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So now we can proceed with the following analysis (using the same U and V notation as in the linear 
attack)

[0000 1011 0000  0000] = ΔP = ΔU1

this induces the difference ΔV1=[0000 0010 0000  0000]  with probability 8/16=1/2, using (D1)

which, thanks to the permutation ΔU2=[0000 0000 0100  0000], again with probability 1/2. Then, 
using (D2), we have that the difference

 ΔV2=[0000 0000 0110  0000] holds with probability 1/2⨯6/16 =3/16 (assuming independence!).
 
This is carried to ΔU3 =  [0000 0010 0010  0000] , which by applying (D3) twice, imposes

ΔV3 =  [0000 0101 0101  0000]  with probability 316⨯(6 /16)2 = 27 /1024. Following the permutation 

we get 

ΔU4 =  [0000 0110 0000  0110]  occurs approximately with probability 27/1024 whenever ΔP=[0000 
1011 0000  0000].

If we have enough chosen plaintexts, such that ΔP=[0000 1011 0000  0000], and their correspondent 
ciphertexts, we can try all possible keys K5,5, K5,8K5,13 K5,16 and check those that will induce

ΔU4 =  [0000 0110 0000  0110]  with probability 27/1024 (by computing the frequency on those that 
fulfill this difference).

In[43]:= N[27 / 1024]

Out[43]= 0.0263672

Modes of encryption

There is not much interesting information here, clearly there is no need to know by heart all modes 
of encryption, has all of them are particularly simple.

We list them for curiosity in the annexed powerpoint, as well as what are Feistel ciphers and AES. 
Feistel ciphers can be attacked similarly to substitution-permutation networks.
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