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The Internet Architecture & Protocols 
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The Internet 

•  A global, publicly accessible, series of interconnected computer 
networks (made up of hosts and clients) using the packet-switched 
Internet Protocol 

•  Consists of millions of small network domains 
•  ICANN, the Internet Corporation for Assigned Names and Numbers 

–  Unique identifiers, domain names, IP addresses, protocol ports etc. 
–  Only a coordinator, not a governing body 

•  These days an Internet Governance Forum (IGF) has been formed 
to discuss global governance 

•  Internet-related protocols are standardized by the Internet 
Engineering Task Force (IETF) 
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IP Protocol Stack 
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Internet Protocol version 4 (IPv4) 

•  Forwarding 
•  Protocol Multiplexing 
•  Error Detection 
•  Fragmentation 
•  Loop Elimination 
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TCP 

•  The Transmission Control Protocol (TCP) (RFC 793) 
–  A reliable, ordered transport for a stream of bytes 
–  TCP is connection oriented, forming a pairing between 2 hosts 

using a 3-way handshake 
–  Positive ack windowing is used with flow control 
–  Congestion control mechanism critical for the Internet 

•  TCP is not suitable for every application 
–  Support for unicast communications only 
–  Reacts badly to e.g. wireless packet loss 
–  Not all protocols require total reliability 
–  TCP connection not suitable for very short transactions 
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The TCP Header 
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The TCP Message Diagram 
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HTTP/TCP Example with HTTP 

Server 

Connection 
setup 

Data 
transmission 

Connection 
release 

TCP SYN 

TCP SYN/ACK 

TCP ACK 

TCP Data (HTTP request) 

TCP Data (HTTP response) 

>15 s 
no data 

Client 

TCP ACK 

TCP ACK 
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UDP 

•  The User Datagram Protocol (UDP) (RFC 768)  
–  Used to deliver short messages over IP 
–  Unreliable, connectionless protocol 
–  Can be used with broadcast and multicast 
–  Common in streaming and VoIP, DNS and network tools 
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Internet Architecture 

Image source: (Wikipeida) GFDL 
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IP Forwarding 
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•  Internet is a collection of networks 
 
•  IP provides an end-to-end delivery service for IP datagrams 

between hosts 
•  The delivery service is realized with the help of IP routers 

Orientation 
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•  CIDR notation consists of: 
–  Network address: comprises 4 integers between 0 and 255, separated 

by ‘.’. Each of these integers occupies 1 octet. 
–  Symbol ‘/’ 
–  Length of the subnetwork mask: an integer between 1 and 32. 
–  E.g., 10.2.1.4/24. 

•  The subnetwork mask indicates the number of bits, counting from 
the left, which correspond to the subnetwork prefix. 
–  The remaining bits identify the specific interface within the subnetwork. 

•  E.g., 10.2.1.4/24: 
–  Subnetwork prefix: 10.2.1 
–  Specific interface: 4 
–  In binary notation: 00001010.00000010.00000001.00000100 

CIDR Notation for IPv4 
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•  Univocally identifies a network interface equipment, at the Data Link 
Layer. 

•  MAC adresses in IEEE standard notation: 
–  EUI-48 / IEEE 802 (48 bits): 01:23:45:67:89:ab 
–  EUI-64 (64 bits): 01:23:45:67:89:ab:c4:f2 

 
                 u=universal/local          g=unicast/multicast  

•  Q: How are IP and MAC interface addresses related? 
–  A: There must be a translation using the IPv4 Address Resolution 

Protocol (ARP) or IPv6 Neighbor Discovery Protocol . 

MAC Address 
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ARP Protocol 

•  ARP Request asks the MAC address of a given IP address. 
•  ARP Reply responds with requested MAC address. 
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Delivery of an IP datagram 

IP 

•  View at the data link layer: 
–  Internetwork is a collection of LANs or point-to-point links or 

switched networks that are connected by routers 
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Delivery of an IP datagram 

IP 

•  View at the IP layer: 
–  An IP network is a logical entity with a network number 
–  We represent an IP network as a “cloud”  
–  The IP delivery service takes the view of clouds, and ignores the data 

link layer view 
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Tenets of end-to-end delivery of datagrams 

The following conditions must hold so that an IP datagram can be 
successfully delivered 

1.  The network prefix of an IP destination address must 
correspond to a unique data link layer network (=LAN or 
point-to-point link or switched network). 

2.  Routers and hosts that have a common network prefix 
must be able to exchange IP datagrams using a data link 
protocol (e.g., Ethernet, PPP) 

3.  An IP internetwork is formed when a data link layer 
network is connected to at least one other data link layer 
network via a router. 
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Routing tables 

•  Each router and each host keeps a routing table which tells 
the router how to process an outgoing  packet 

•  Main columns: 
1.  Destination address: where is the IP datagram going to? 
2.  Next hop and local interface: how to send the IP datagram? 

Next hop = IP address of the next hop node’s interface; local 
interface = identifier of the local interface through which the 
packet is to be sent. 

•  Routing tables are set so that a datagram gets closer to the its 
destination Destination Next Hop 

20.2.1.0/28 
10.1.0.0/24 
10.1.2.0/24 
10.2.1.0/24 
10.3.1.0/24 
20.1.0.0/16 

R4 
direct 
direct 
R4 
direct  
R4 

Routing table of a host or router 

IP datagrams can be directly 
delivered (“direct”) or are sent to a 
next hop router (“R4”) 
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Delivery with routing tables 

to: 
20.2.1.2 
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Delivery of IP datagrams 

•  There are two distinct processes to delivering IP datagrams: 
 1.  Forwarding: How to pass a packet from an input  

 interface to the output interface?  
 2.  Routing: How to find and setup the routing tables? 

 
 
•  Forwarding must be done as fast as possible: 

–  Based on routing tables 
–  on routers, is often done with support of hardware 
–  on PCs, is done in kernel of the operating system 

•  Routing is less time-critical 
–  Builds the routing tables 
–  Manual configuration and/or information passed between routers 
–  On a PC, routing is done as a background process 
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Processing of an IP datagram in IP 

UDP TCP

Input
queue

Lookup next
hop

Routing
Protocol

Destination
address local?

Static
routing

Yes

Send
datagram

IP forwarding
enabled?

No

Discard

Yes No

Demultiplex

routing
table

IP module

Data Link Layer

IP router: IP forwarding 
enabled 
Host: IP forwarding disabled  
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Processing of an IP datagram in IP node 

•  Processing of IP datagrams is very similar on an IP router and 
a host 

•  Main difference:  
“IP forwarding” is enabled on router and disabled on host 

•  IP forwarding enabled  
à if a datagram is received, but it is not for the local system, 
the datagram will be sent to a different system 

•  IP forwarding disabled  
à if a datagram is received, but it is not for the local system, 
the datagram will be discarded 
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Processing of an IP datagram at a router 

1.  IP header validation 
2.  Process options in IP header 
3.  Parsing the destination IP address  
4.  Routing table lookup 
5.  Decrement TTL  
6.  Perform fragmentation (if necessary) 
7.  Calculate checksum 
8.  Transmit to next hop 
9.  Send ICMP packet (if necessary) 

Receive an  
IP datagram 
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Routing table lookup 

•  When a router or host need to 
transmit an IP datagram, it 
performs a routing table lookup 

•  Routing table lookup: Use the 
IP destination address as a key to 
search the routing table. 

•  Result of the lookup is the IP 
address of a next hop router, or 
the name of a network interface 

Destination 
address Next hop 

network prefix 
or 

host IP address 
or  

loopback address 
or 

default route 

IP address of 
next hop router* 

 
or 
 

Name of a 
network 
interface  

*Note: A router has many IP addresses. The 
IP address in the routing table refers to the 
address of the network interface on the same 
directly connected network.  
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Type of routing table entries 

•  Network route 
–  Destination addresses is a network address (e.g., 10.0.2.0/24) 
–  Most entries are network routes 

•  Host route 
–  Destination address is an interface address (e.g., 10.0.1.2/32) 
–  Used to specify a separate route for certain hosts 

•  Default route  
–  Used when no network or host route matches  
–  The router that is listed as the next hop of the default route is the 

default gateway (for Cisco: “gateway of last resort)  

•  Loopback address 
–  Routing table for the loopback address (127.0.0.1) 
–  The next hop lists the loopback (lo0) interface as outgoing 

interface 
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 Destination address Next hop 

10.0.0.0/8 
128.143.0.0/16 
128.143.64.0/20 
128.143.192.0/20 
128.143.71.0/24 
128.143.71.55/32 

default 

R1 
R2 
R3 
R3 
R4 
R3 
R5 

Longest Prefix Match 

•  Longest Prefix Match: Search for the 
routing table entry that has the longest 
match with the prefix of the destination 
IP address 

1.  Search for a match on all 32 bits 
2.  Search for a match for 31 bits 
       ….. 
32.  Search for a match on 0 bits 

Host route, loopback entry   
à  32-bit prefix match 

Default route is represented as 0.0.0.0/0  
à  0-bit prefix match 

128.143.71.21 

The longest prefix match for 
128.143.71.21 is for 24 bits 
with entry 128.143.71.0/24 
 
Datagram will be sent to R4 
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Route Aggregation   

•  Longest prefix match algorithm permits the aggregation of prefixes 
with identical next hop address to a single entry 

•  This contributes significantly to reducing the size of routing tables of 
Internet routers 

Destination Next Hop 
10.1.0.0/24 
10.1.2.0/24 
10.2.1.0/24 
10.3.1.0/24 
20.0.0.0/14 

R3 
direct 
direct 

R3 
R2 

Destination Next Hop 
10.1.0.0/24 
10.1.2.0/24 
10.2.1.0/24 
10.3.1.0/24 
20.2.0.0/16 
20.1.1.0/28  

R3 
direct 
direct 

R3 
R2 
R2 
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Destination Next Hop 
10.1.0.0/24 
… 

R2 
  

 

Destination Next Hop 
10.1.0.0/24 
… 

R1 
 

 

Ethernet

H1

R1 R2

Routing table manipulations with ICMP 

•  When a router detects that an IP datagram should have gone 
to a different router, the router (here R2)  

•  forwards the IP datagram to the correct router 
•  sends  an ICMP redirect message to the host 

•  Host uses ICMP message to update its routing table 

(1) IP datagram

R1 

(2) IP datagram
(3) ICMP redirect
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ICMP Router Solicitation 
ICMP Router Advertisement 

  
•  After bootstrapping a host 

broadcasts an ICMP router 
solicitation. 

•   In response, routers send an 
ICMP router advertisement 
message 

•  Also, routers periodically 
broadcast ICMP router 
advertisement 

 This is sometimes called the 
Router Discovery Protocol 

 

Ethernet

H1

R1 R2

ICMP router   
advertisement

ICMP router   
advertisement

ICMP router   
solicitation
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Internet Protocol v6 

•  IPv6 (RFC 2460) = the next generation Internet Protocol 
–  Complete redesign of IP addressing 
–  Hierarchical 128-bit address with decoupled host identifier 
–  Stateless auto-configuration 
–  Simple routing and address management 

https://
community.infoblox.c
om/t5/IPv6-CoE-
Blog/IPv6-is-
Accelerating-as-IPv4-
is-Nearing-its-Peak/
ba-p/7992 
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IPv4 vs. IPv6 Addressing 

Image source: Indeterminant (Wikipedia) GFDL 
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Address Space Comparison 

Image source: Smurrayinchester (Wikipeida) CC 3.0 
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IPv6 Addresses 

•  Network Prefix (64 bits) + Interface ID (64 bits) 
•  Representation rules in RFC 5952: 

–  Leading zeros in each 16-bit field are suppressed. 
–  "::" is used to shorten just a single 0 field.  
–  Representations are shortened as much as possible. The 

longest sequence of consecutive all-zero fields is replaced by 
double-colon. If there are multiple longest runs of all-zero fields, 
then it is the leftmost that is compressed. 

–  Hexadecimal digits are expressed as lower-case letters. 

•  Some special addresses: 
–  Loopback:  ::1/128 
–  Link local:   fe80::/10 
–  Multicast:    ff00::/8 

34 
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Link Local Address Generation 

•  Link-local IPv6 address can be built from the MAC address. 
•  DHCP is not needed. 
•  IEEE 802 address mapping requires three steps: 

1.  Mapping IEEE 802 address to EUI-64 address. 

35 
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Link Local Address Generation 

•  Link local IPv6 address generation from IEEE 802 address 
requires three steps: 
1.  Mapping IEEE 802 address to EUI-64 address. 
2.  Mapping EUI-64 address to IPv6 interface identifier, 

complementing the U/L bit. 

3.  Adding the network prefix, including the fe80::/10 link-local 
prefix.  

36 
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IPv4 vs. IPv6 Header 

Image source: Bino1000, Mkim (Wikipeida) GFDL 
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IPv6 Neighbor Discovery 

•  IPv6 is the format - ND is the brains 
–  “One-hop routing protocol” defined in RFC4861 

•  Defines the interface between neighbors 
•  Finding Neighbors 

–  Neighbor Solicitation / Neighbor Advertisement 
•  Finding Routers 

–  Router Solicitation / Router Advertisement 
•  Address resolution using NS/NA 
•  Detecting Duplicate Addresses using NS/NA 
•  Neighbor Unreachability Detection using NS/NA 
•  DHCPv6 may be used in conjunction with ND 
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IPv6 Neighbor Discovery 
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ICMPv6 

•  The Internet Control Message Protocol (ICMPv6) 
–  Defined by RFC2463 
–  Used for control messaging between IPv6 nodes 

•  ICMPv6 Error Messages Types 
–  Destination Unreachable Message 
–  Packet Too Big Message 
–  Time Exceeded Message 
–  Parameter Problem Message 

•  ICMPv6 Informational Messages Types 
–  Echo Request Message 
–  Echo Reply Message 
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ICMPv6 

   The ICMPv6 messages have the following general format:

   
The type field indicates the type of the message. Its value
   determines the format of the remaining data.

   The code field depends on the message type. It is used to create an
   additional level of message granularity.

   The checksum field is used to detect data corruption in the ICMPv6
   message and parts of the IPv6 header.



42 Prof. Dr.-Ing. Jochen H. Schiller      www.jochenschiller.de       MC - 2013 

DHCP: Dynamic Host Configuration Protocol 
•  Application 

–  simplification of installation and maintenance of networked computers 
–  supplies systems with all necessary information, such as IP address, 

DNS server address, domain name, subnet mask, default router etc. 
–  enables automatic integration of systems into an Intranet or the 

Internet, can be used to acquire a COA for Mobile IP 
•  Client/Server-Model 

–  the client sends via a MAC broadcast a request to the DHCP server 
(might be via a DHCP relay) 

client relay 

client server 

DHCPDISCOVER 

DHCPDISCOVER 
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DHCP - protocol mechanisms 

tim
e 

server 
(not selected) 

client server 
(selected) initialization 

collection of replies 

selection of configuration 

initialization completed 

release 

confirmation of 
configuration 

delete context 

determine the 
configuration 

DHCPDISCOVER 

DHCPOFFER 

DHCPREQUEST 
(reject) 

DHCPACK 

DHCPRELEASE 

DHCPDISCOVER 

DHCPOFFER 

DHCPREQUEST 
(options) 

determine the 
configuration 
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DHCP characteristics 

•  Server 
–  several servers can be configured for DHCP, coordination not 

yet standardized (i.e., manual configuration) 
•  Renewal of configurations 

–  IP addresses have to be requested periodically, simplified 
protocol 

•  Options 
–  available routers, subnet mask, NTP (network time protocol) 

timeserver, SLP (service location protocol) directory, DNS 
(domain name system) 



45 

Domain Name System 

TLD = Top Level Domain 


