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ing and tireless patience, and to Prof.José Borbinha for their availability and guidance throughout this

journey, without them this work would not be possible.

I would like to thank all DPR members for their friendship and for providing me with an excellent

environment to grow as an academic, professional and as a person.

I want to thank my parents for their love, support, affection and for having encouraged me to perse-

vere and never give up.

Last but not least, I want to thank all my friends but particularly Fábio and Francisco, for offering me
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Abstract

Risk Management is one of the pillars of most processes and activities in one organization. Given

the relevance in this context nowadays, the need for effective Enterprise Risk Management processes

becomes urgent. Gathering, analyzing, and evaluating data in the most appropriate, appealing, and

intuitive way helps prevent and respond timely to critical and harmful incidents in companies. Given

the importance and scope of this topic, the literature is vast regarding acceptable practices and regu-

lations. However, due to the lack of centralization of practical implementations, the current market has

a collection of heterogeneous solutions geared towards specific applications and according to specific

references. Our work explores this information gap by identifying functional requirements for ERM so-

lutions and validating them in a corporation’s software. As an organization with multiple businesses,

the Portuguese Mint and Official Printing Office (INCM) wanted to dematerialize its risk management

process using the JIRA tool, which was already used for other purposes inside the company, given its

flexibility and ability to adapt to different use cases. This challenge allowed us to test our requirements

in a new platform, not meant for processes with this complexity, adapting the tool to a process and not

the other way around, while reaching the stability, effectiveness, and efficiency needed to solve both

problems successfully. In the future, this thesis dissertation may be improved and seen as an asset for

suppliers looking to cover more sectors in the market and for customers looking for dynamic and flexible

solutions tailored to their needs.
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Resumo

A gestão de risco é um dos pilares de suporte de grande parte dos processos e atividades de uma

organização. Dada a sua importância, torna-se urgente a necessidade de um processo eficaz de

Gestão de Risco Corporativo. Recolhendo, analisando e avaliando dados da forma mais adequada,

apelativa e intuitiva ajuda a prevenir e responder atempadamente a incidentes crı́ticos e danosos nas

empresas. A literatura é vasta em referências de boas práticas e normativos sobre o mesmo. No en-

tanto, devido à falta de centralização quanto a implementações práticas, o mercado atual possui um

conjunto de soluções heterogéneas direcionadas para setores especı́ficos de aplicação seguindo re-

ferências especificas. O nosso trabalho explora esta falta de informação ao identificar um conjunto

de requisitos funcionais para soluções de Gestão de Risco Corporativo, validando-os num software

corporativo. A INCM enquanto organização com múltiplos negócios, optou por desmaterializar o seu

processo de gestão de risco na ferramenta JIRA, já utilizada para outros fins dentro da empresa, dada a

sua flexibilidade e capacidade de adaptação a diferentes casos de uso. Este desafio permitiu-nos testar

os requisitos numa nova plataforma que não se destinava a processos com esta complexidade, con-

seguindo adaptar uma ferramenta a um processo e não o contrário, conseguindo atingir a estabilidade,

eficácia e eficiência necessárias para resolver ambos os problemas com sucesso. Esta dissertação

poderá no futuro ser melhorada e vista como uma mais-valia tanto para fornecedores, que procurem

abranger mais setores no mercado, como para clientes, que procurem soluções dinâmicas e flexı́veis à

sua medida.

Palavras Chave

Gestão de Risco Corporativo; Requisitos Funcionais; Jira Software; Desmaterialização de Processos;
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Over the last decade, corporate risk management went from a small insurance and financial sec-

tor to a whole new high-level enterprise strategy wrapping different ranges of risks across all market

areas. Nowadays, every organization faces a certain level of risk associated with its business, scope,

processes, and projects creating uncertainty on completing its objectives. Risk Management is defined

as the ”coordinated activities to direct and control an organization concerning risk” [1] focusing on cre-

ating value for the organization, securing the identification of threats, and management systems. [2] [3]

Enterprise Risk Management (ERM) takes this and uses the culture, capabilities, and practices to in-

tegrate it with strategy setting and performance, minimizing the uncertainty on decision making and

reaching a multi-dimensional assessment and a holistic perspective of risks in an organization. [4] Nowa-

days, it is considered essential to have risk-based thinking to plan, modify, or implement processes in

an organization, identify risks and opportunities, and establish an effective management and security

system. [1] [5]

The focus on Risk Management has been increasing as new legal requirements emerge. New stan-

dards and new formulations have been raised in the scope of Enterprise Risk Management, both due

to the constant mutation of risk associated with the organizations and the further development of the

risk identification, analysis, and assessment processes, influenced by the changing context and needs

of each organization. Consequently, new tools have been developed with different methods, implemen-

tations, and designs, but with the same purpose: to manage risks effectively.

This dissertation focuses on the dematerialization of risk management activities present in an orga-

nization - the Imprensa Nacional Casa da Moeda (INCM).

1.1 Problem Description

Despite the several guidelines, acceptable practices, and normative references for ERM processes,

there are no standards on what requirements a risk management system should have. This information

gap led to a growth of multiple solutions in the market, which, despite serving the same purpose, have

very distinct and inflexible functionalities, forcing the companies to adapt their processes to the tool and

not the other way around. Following this idea, INCM wanted to dematerialize its ERM process so that

the solution used could, contrary to what happens, be adapted to the process and characteristics of the

organization. INCM is a public capital society resulting from the National Printing Office’s merge with

the Portuguese Mint. The organization is responsible for producing goods and services essential to the

Portuguese State, such as travel and identity documents, coin minting, and security seals.

INCM has its Risk and Compliance Department and a Chief Risk Officer (CRO) to deal with the

Risk Management matters. Despite the centralized risk data flow topology in this department, they have

found limitations when managing information from all around the organization regarding risks. They
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have currently implemented a risk information system that it considers outdated, supported by Excel

spreadsheets, with scattered and inefficient information. For this reason, INCM intends to dematerialize

its risk management process and find a solution that answers in a reliable, appropriate, and integrated

way in its business structure. Since one of the organization’s objectives is to manage the information

making use of the fewest possible tools, they found one already adopted called JIRA, which could be

appropriate to do the job given its flexibility, despite not having records of being used for these types of

processes.

1.2 Motivation and Objectives

INCM analyzed a set of tools that could solve their challenge, choosing JIRA Software, since acquiring

other risk management systems could require adapting the process, which was not desired. Also, as

mentioned, it was an existing tool in the organization, thus saving resources, reducing the learning curve

of its configuration, and ensuring interoperability between different processes.

Our thesis explores the existing literature, guidelines, frameworks, and good practices about enter-

prise risk management and develops a list of functional requirements that could be used to support

ERM solutions. By using those requirements and research on multiple approaches to risk management,

we can configure a platform that, through iterative deployments and modifications, would overcome

the INCM challenge but could also cover other contexts within the ERM topic using JIRA technology.

Those requirements should also solve the lack of standards on what requisites a risk management

system should have giving us the possibility to validate them in a physical and corporate environment.

Since JIRA is an issue-tracking system conceived especially for software development and project

management, the results of this research can also validate the tool’s flexibility and give an example of

how these complex processes that interact with all parts of an organization can be dematerialized using

it.

Our objective was to reach a sufficient level of abstraction to reproduce our results by other organi-

zations with different business sectors, processes, and workflows.

Our development began in the first months by collecting ERM process requirements from the existing

regulations, requirements from the one already implemented in the INCM, and the objectives of the

proposed dematerialization. We simultaneously started configuring other projects in the JIRA tool, which

led us to gain some groundwork and find workarounds for situations that we anticipated that could be

problematic in the future. With our list of functional requirements created, we developed our first draft

of the platform. By the time we began configuring the ERM project, we already knew that the platform

lacked the automation mechanisms necessary to implement an efficient and functional process. For that

reason, the organization acquired a plugin called Automation for JIRA to solve this issue, giving us our

3



most significant milestone to reach the objectives defined. We also created a user manual to help the

platform’s future users.

The learning curve reached its peak at the same time as the latest features were implemented on

the platform. Until the delivery of this document, constant maintenance was carried out, correcting and

improving the solution based on the evaluations made and the continuous monitoring of the CRO before

reaching the final version.

1.3 Results

To evaluate our platform’s efficiency and functionality, we performed usability tests with the users re-

sponsible for the risks in each department. We used the System Usability Scale [6] [7] as the primary

evaluation method since it is commonly used to test these platforms and reach a concise result on how

the user experience is satisfactory and acceptable. In this system, if the score achieved is greater than

80,3, which is the highest limit based on the given criteria, then the users are pleased with the devel-

opment made and will recommend it to their peers. Although our scores ranged from 57,5 to 100, our

average score was 83,9, meaning that the implementation was successful.

A deeper analysis from interviews and questionnaires pointed us to a relation between the lower

scores achieved and the user’s lack of technical knowledge and experience with the JIRA tool, meaning

that the platform can still be improved for generic users. The organization’s culture can also impact these

lower values, as the ”resistance to change” is a reality, as mentioned by some interviewees.

By checking our designed functional requirements list, we concluded that our platform misses several

requirements of the Exporting Module, which proves the limitations indicated in Section 4.2 about the

JIRA technology, where the lack of adequate export possibilities was one of the most criticized points in

the known literature. This is a limitation of the JIRA tool itself and not of the configuration performed.

Our questionnaires showed that users consider our platform to be a substantial improvement to the

organization’s existing process overall. Even if the JIRA tool is not mature on INCM yet, people who are

not experienced can still perform risk management activities without effort.

In the end, we have shown that it was possible to adapt the JIRA software to an ERM process using

our list of functional requirements. It reached the desired abstraction level to be physically applied, not

only on risk management tools but also on others with some flexibility and deliver an acceptable solution

without adapting the process to a pre-designed platform. These conclusions allow us to recognize that

other suppliers can reproduce our requirements in their platforms and possibly achieve similar results in

different organizations with distinct characteristics.
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1.4 Document Structure

This document contains seven chapters. The second chapter will show enterprise risk management’s

state of art and fundamentals, based on standards, guidelines, and acceptable practices for the topic,

describing the alignment between the document’s frameworks and processes.

The third one shows a detailed analysis of the problem, explaining how the INCM’s risk management

process is structured and our developed requirements for an acceptable ERM application.

The fourth chapter specifies the proposed solution, describing the tool used, its advantages, lim-

itations, and its structure. It also explains our list of functional, communicational, and non-functional

requirements based on the research made, which should provide insight on what should be met and

what is left to be developed.

The fifth chapter explains the implementation steps of the application, with the milestones reached. In

here we will also explain its usage and how to execute risk assessment, treatment, monitoring, reporting

and communication phases of the risk management process.

The sixth chapter consolidates the user test results and shows the analysis made.

The seventh is the last chapter, concluding the dissertation, discussing the work produced, and the

possible future work.
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The global financial crisis, terrorism, and even more recent, the SARS-COV-2 coronavirus breakout

brought risk to a higher profile. These, along with smaller threats, have affected society, enterprises,

and commerce in general that feel the need to act quickly under these events. Most of these hazard

risks are so improbable that it becomes hard for individuals to face them, evaluate them and decide

the right response; in fact, the recent pandemic proved that most countries and enterprises could not

act appropriately to a disruptive event of this dimension. Evaluating the risk and deciding the most

appropriate response is the core of risk management and should produce benefits to prevent the issues

introduced and help the decision-making process on a day-to-day basis.

Given the relevance and diversity of risk management, there is a wide variety of references, stan-

dards, and guidelines on this topic. This chapter shows some of the core references for Risk Man-

agement and Enterprise Risk Management that should be sufficient to understand the meaning behind

general risk, and corporate risk, the value that its management brings to organizations, and address the

differences between them. Let us first focus on fundamental concepts.

2.1 Fundamental Concepts

Organizations face a wide range of risks that can impact the outcome of their operations. Although risks

are mostly considered malicious or harmful, it does not mean that they will always bring adverse conse-

quences; some risks may indeed deny or delay the objectives that the company aims to achieve (hazard

risks). However, others may enhance the probability of success (opportunity risks). This depends most

of the time on the criteria defined by the individual/organization. For example, according to [8], many

organizations consider compliance requirements as hazard risks whereby the failure to comply can only

be damaging. However, achieving compliance can be seen as an additional benefit for other organi-

zations that aim to reach a certain level of quality and reliability, covering more demanding clients and

markets. There are numerous definitions of risk in many sources. Some of them are described below

on Table 2.1.

Risk management is a decision-making process with action implementations to increase the likeli-

hood of achieving the objectives pursued, ensuring that the organization can continue functioning. In

the strictest sense, risk management is organizational work, involving a change of culture, demanding

job assignments, leadership, monitoring, improvement, and control of the activities undertaken. It is

essentially a procedure designed to respond effectively to emerging risks, accurately identifying threats,

efficiently eliminating them, and noticing emerging opportunities. [8]
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Source Definition

ISO 31000

Effect of uncertainty on objectives. Note that an effect is
a deviation from the expected, usually defined in terms of
risk sources, events, their consequences and likelihood. It
can be positive, negative or both,and can address, create
or result in opportunities and threats [1]

COSO

The possibility that events will occur and affect the achieve-
ment of strategy and business objectives. Risk relates to
the potential for events, often considered in terms of sever-
ity. In some instances, the risk may relate to the anticipa-
tion of an expected event that does not occur [4]

NIST 800-37

Risk is a measure of the extent to which an entity is threat-
ened by a potential circumstance or event, and a function
of: (i) the adverse impacts that would arise if the circum-
stance or event occurs; and (ii) the likelihood of occur-
rence [9]

Table 2.1: Risk Definitions

Enterprise Risk Management is ”the culture, capabilities, and practices, integrated with strategy set-

ting and performance, that organizations rely on to manage risk in creating, preserving, and realizing

value” [4], taking into account every risk interdependency, ”which allows a better assessment of the

company’s risk situation and further improves the decision-making process regarding strategic and op-

erational developments.” [10]

More than being a function or a department, ERM is a collection of values, capabilities, and practices

that organizations integrate with decision-making processes and strategy setting [4]. It is an element by

which a company in an industry gains access, controls, exploits, and monitors risks across the enterprise

to increase its long and short-term value for its stakeholders, based on its risk appetite (high-level view

of evaluating the level of risk management the entity is ready to accept as reasonable). [11] It can and

should be conducted independently of the organization size, in a broad way throughout its business

sectors, requiring more than making a collection of the present risks and being more than a simple

checklist, carrying out a monitoring system, learning, and continuous improvement. [4]

Over the years, other researchers have shown different models related to finance, accounting, insur-

ance, and project management organizations. [12] [13] [14] Others have chosen to use existing models

and frameworks and describe methodologies to cover gaps that are not intuitive when physically imple-

menting them in a company, like culture change or expectations vs. reality. [15] [16] However, one of

the most used and trusted models is the COSO’s ERM integrated framework [4] that provides a risk

management infrastructure with well-described components, principles, and process stages, available

for every organization’s characteristics.
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2.2 ISO/IEC 31000

ISO/IEC 31000 is an important international standard for Risk Management created by the International

Organization for Standardization, that provides comprehensive guidelines and good practices to help

organizations manage their risk-related processes and properly assess inherent risks. According to

[1], risk is defined by the effect of uncertainty on objectives and starts with the possibility of an event

occurring. This event is an occurrence or a change of a particular set of circumstances that may or may

not be expected to happen, which causes the effect mentioned called risk. As said before, if this effect

leads to a negative impact, then it is considered a threat. If it leads to a positive one, it’s seen as an

opportunity to reach a particular objective.

Risks are expressed in terms of these potential events, their consequences, risk source/cause,

and their likelihood. Consequences correspond to an outcome of an event that can be expressed

qualitatively and quantitatively concerning the impact on the objective affected. Likelihood measures the

chance of the risk happening, whether qualitatively, quantitatively, objectively, or subjectively.

Following this idea, Risk Management should focus on the creation and protection of business value,

improving its efficiency, encouraging innovation, and supporting the achievement of objectives. [1]

The Standard provides a few fundamental principles to improve the effectiveness and efficiency of

risk management processes and framework:

A Integrated - Risk Management should be an integral part of all organizational activities

B Structured and comprehensive - Structured and comprehensive approach to risk management

delivers consistent and comparable results

C Customized - Framework and process are customized and proportionate to the organization’s

context.

D Inclusive - To reach a level of improved awareness in the organization, the processes should be

inclusive and stakeholders should be involved

E Dynamic - Should anticipate, detect and acknowledge events and changes in an appropriate an

timely manner

F Best Available Information - It should take into consideration historical information, expectations

and limitations to timely and clearly inform stakeholders

G Human and cultural factors - Human and cultural factor should be taken into consideration on all

levels of Risk Management

H Continual improvement - Meant to continually improving through learning and experiences
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Risk management is often referenced in a significant part of the management and continuous im-

provement processes, like information security(ISO/IEC 27001), security printing procedures(ISO/IEC14298),

or quality management systems(ISO/IEC 9001), by offering fundamental activities for its operations’

completeness, minimizing adverse effects and making the most of opportunities that arise.

Figure 2.1: Risk Management Process - ISO31000

This process described in the Standard is shown from a holistic perspective in Figure 2.1, involving

the systematic application of policies, procedures, and practices in communication and consultation

activities, establishing the context, monitoring, reviewing, recording, and reporting risk. This iterative

approach increases the assessment depth and detail in each iteration. It creates a balance between

temporal efficiency and effort spent identifying controls while ensuring the appropriate assessment of

the most relevant risks.

It is also relevant to remember that ISO 31000:2018 standard is not just a risk management process

by nature. It intends to capture three main components: Principles, framework, and methodology. It can

approach multiple risk management techniques, scopes, and strategies; thus, organizations can choose

the best design that suits their circumstances to treat their risk-related practices.

The process starts when the context, scope and criteria are established. The company should

have a framework describing its structure, mentioning the human resources needed, the responsible

parties and the communication plan among them. It is also here where risk categorization should be

defined along with the metrics about likelihood, impact and risk level.
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Then the risk is assessed. This activity is structured in 3 stages: Risk Identification; Risk Analysis

and finally Risk Evaluation.

Risk Identification determines the “why”, “how” and “when” a potential event may occur, as well as

the person or department responsible for it. It includes the identification of risks that may affect one or

more assets1, returning a list with the type and source of the threat and the existing controls, with their

state of implementation and use.

Risk Analysis is performed on the list of identified risks to understand its nature, characteristics,

and risk level. Analysis techniques can be: Qualitative by using a scale of qualitative attributes to

describe the magnitude of potential consequences and their likelihood, offering a better perception, but

greater subjectivity on the scale; or Quantitative by using a numerical scale for both consequences and

likelihood, depending on the precision of the values. Both can also be used, depending on the purpose,

reliability, and availability of information and resources. How consequences and likelihood are defined

and how they are combined to provide an impact may vary depending on the type of risk and the purpose

for which the risk assessment output will be used.

In Risk Evaluation, the previous results are compared with the established criteria to determine

which risks need to be addressed, their priority, and what corrective actions should be taken.

If this assessment provides enough information to determine the necessary actions to modify the

risk to an acceptable level, it will move on to the Risk Treatment phase. The risk treatment uses the

data resulting from the assessment phase in strategy procedures and decision-making about eventual

residual risks, cyclically evaluating the treatment process’s effectiveness.

In Table 2.2 we describe each of the risk treatment strategies.

Decision Action

Risk Mitigation

The level of risk must be changed by introducing, remov-
ing, or changing controls to reduce the impact or likelihood,
and the residual risk can be reassessed as being accept-
able

Risk Avoidance Avoid the activity or condition that gives rise to the risk

Risk Sharing The risk is shared with other entity(ies) when its conse-
quences impact more than one department.

Risk Acceptance
Accepting a risk means that the risk level is within the risk
acceptance criteria, meaning no extra actions should be
performed

Risk Pursue
When the risk is regarded as an opportunity to achieve
objectives, actions should be performed to increase the
exposure to the risk

Table 2.2: Risk Treatment Strategies

1An asset is considered anything that is of value to the organization and needs to be secured.
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After risk treatment and the remediation actions have been performed, the threat or vulnerability

that remains is called residual risk. Suppose the level of residual risk is still not acceptable after a

risk treatment. In that case, another iteration to the risk assessment may be necessary, once again

reviewing the context and the inherent criteria, with the subsequent treatment of risk. Otherwise, the risk

is accepted, recorded and reported across the organization.

All results should get documented in detail and communicated between the operational and

top management during the entire RM process, constantly providing relevant information that could be

valuable for decision-making and stakeholders’ awareness.

2.3 ISO/IEC 27005

INCM is an organization whose core business consists of producing security goods and services. Among

the many existing sectors, information security is one of the organization’s main objectives, to which its

management system is regularly monitored and audited following ISO27001. Due to the relevance of

this standard, it makes sense to use the branch that introduces risk management to this system to show

a more objective implementation than ISO31000. This relationship is transcribed in a new standard, the

ISO/IEC 27005.

ISO/IEC 27005 is an international standard in information security that bridges the risk manage-

ment perspective shown in ISO/IEC 31000 to the information security management systems present in

ISO/IEC 27001. It provides a strict perspective on the process presented above, using it as a reference

and shaping it to the domain of information security. Its purpose can be to support an Information Secu-

rity Management System (ISMS), legal compliance and evidence of due diligence, prepare a business

continuity plan or an incident response plan, and describe the information security requirements for a

product or service. [17]

In general, the definition and concepts of risk management mentioned in the previous section of

this chapter do not change. However, contrary to what ISO/IEC 31000 describes, risks are not seen

as opportunities but threats to the confidentiality, integrity, and availability of information in information

security. As shown in Figure 2.2, its process is identical to the ISO/IEC 31000, showing the iterative

approach mentioned earlier based on risk decision points where the process can roll back to a particular

activity if the criteria do not meet satisfactory needs.

Contrary to ISO 31000, which describes Risk Assessment in a high-level perspective, ISO 27005

pays particular attention to it in the scope of information security. Risk assessment is probably the most

distinct phase between the two standards since identifying assets and the consequent assessment is

explicitly directed towards confidentiality, integrity, and availability of information.
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Figure 2.2: Information Security Risk Management Process - ISO27005

There is often an inability to implement all controls simultaneously, demonstrating the need to ad-

dress only the most critical risks. For this reason, a high-level assessment is carried out first, to identify

potentially high risks grouped by general risk domains addressing a global view of the organization and

its information systems instead of starting with a systematic analysis of threats, vulnerabilities, assets,

and consequences. This way, resources and money can be applied where they are most needed, and

systems likely to be in the greatest need of protection will be addressed first. The next iteration can

involve further in-depth consideration of potentially high risks revealed in the initial iteration, prioritizing

them.

The first phase is Risk Identification, and it aggregates four parts:
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• Assets Identification consists of identifying a list of assets (more than hardware and software)

that have value to the organization, requiring protection. This identification should provide an asset

owner that takes responsibility and accountability for it and a suitable level of detail, which can be

rearranged in further iterations of risk assessment if needed.

• The second step involves the Identification of Threats. Here, the information obtained about

threats from incident reviewing, asset owners, and other sources from within the organization will

be used to identify threats, which assets they affect, the source that leads the event to happen,

and the consequence of that specific event. Internal experience from incidents, threat catalogs,

and past threat assessments should be considered in the current assessment. In the end, this

step should offer a list of threats with the identification of threat type and source.

• Next, the standard mentions the Identification of Existing Controls. This step should use the

documentation of controls and risk treatment implementation plans and use it to develop a list of

existing controls and their efficiency while avoiding duplicates and evaluating if one is inefficient or

justified to be removed, replaced, or reevaluated. In the end, it should provide a list of all existing

and planned controls, their implementation, and usage status.

• The list of known threats, assets, business processes, and existing controls will be used to Identify

Vulnerabilities and Consequences that losses of confidentiality, integrity, and availability may

have on the assets, providing a list of incident scenarios with the consequences of those respective

assets and business processes affected.

After the Risk Identification is performed, there is a need for a Risk Analysis to provide in-depth

information about the risk, explicitly using the pre-determined criteria developed at the beginning of the

process and the data gathered from the identification phase to define the risk likelihood and impact, both

qualitatively or quantitatively. By combining the likelihood of an incident scenario and its consequences,

the risk level is calculated for each risk, facilitating its prioritization.

In the Risk Evaluation Step, the list of risks with the value levels assigned will be compared against

risk evaluation criteria and risk acceptance criteria. The nature of the decisions about risk evaluation

and risk evaluation criteria used to make those decisions would have been decided when establishing

the context. The Risk evaluation criteria should be consistent with the defined external and internal

ISRM context and consider the organization’s objectives, stakeholder views, and other sources. Risk

evaluation uses the understanding of risk obtained by risk analysis to make decisions about whether

an activity should be engaged and priorities for the risk treatment, providing a list of risks prioritized

according to risk evaluation criteria concerning the incident scenarios that lead to those risks.
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2.4 Committee of Sponsoring Organizations of the Treadway Com-

mission

Committee of Sponsoring Organizations of the Treadway Commission (COSO) is an entity that aims to

provide comprehensive frameworks that help companies on improving their organizational performance

in terms of enterprise risk management, fraud deterrence, and strategy setting.

COSO published two versions of their ERM framework. The first one was an overview of how entities

could protect and enhance their stakeholders’ value by adopting the right strategy and objective definition

to achieve maximum growth.

Since then, the framework has suffered some changes. The latest document provided a greater in-

sight into how ERM should correlate directly with the organization’s efficiency and clarify the connections

between corporate strategy, risks, and performance. The document also strengthened the anticipation

of risk, mentioning the bond between change and opportunities that arise, setting it as an essential

variable that should be considered in decision-making.

Figure 2.3: COSO ERM Framework Structure of 2004 [18]

The framework indicates that in order for management to maximize firm value, it must develop ob-

jectives and strategies that increase the firm’s probability of meeting growth benchmarks and achieving

satisfactory market returns within an acceptable level of risk efficient deployment of resources. [18] This

document reveals a risk management infrastructure in terms of 3 main elements: objective categories,

organization level, process components. Eight components are placed under each of the four objective
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categories that should be developed across all organization levels. The cube mentioned in Figure 2.3

represents this structure with different layers of depth to ease its understanding.

According to this framework, ERM components are:

• Internal environment - establishes the basic ideology regarding risk management, including risk

culture, the entity’s competence, ethical values, responsibilities, and accountability.

• Objective setting - sets the risk strategy based on the entity’s risk appetite, risk tolerance, and

mission.

• Event identification - is the identification process of both risks and opportunities that affect an

entity’s objectives from the internal and external environment.

• Risk assessment - permits an entity to consider the impact and likelihood of events and analyze

risk using quantitative and qualitative approaches, measuring the related objectives.

• Risk response - management should select a proper response that aligns with the entity’s risk

tolerance and risk appetite.

• Control activities - includes the policies and procedures that will help to ensure that risk re-

sponses are performed effectively at all levels of the organization;

• Information and communication - communicate pertinent information regarding ERM and other

activities flowing down, across, and up the organization.

• Monitoring - monitoring of ERM process and activities through separate evaluations, ongoing

monitoring activities, or both and modifications made as necessary.

The framework suggested that a company’s enterprise risk management structure should be divided

into four objectives that should be followed by every component: strategy - when referring to high-

level objectives that are in line with the mission of the organization; operations - referring to short-level

objectives that are related to the efficient and effective resources use; reporting - pointing to the quality

of a company’s reporting system and data; and finally compliance - by acting according to internal and

external regulations and laws.

Finally, the structure considered four organization levels where the components must be embedded:

Enterprise-level, Division, Business unit and Subsidiary.

Along the years, some critics were made concerning the 2004 COSO framework:

Demidenko & Mcnutt [19] state that should be considered a scale of ethical maturity based on the

duty and responsibility of the practical implementation, to ensure better governance, contributing with

theoretical principles to the debate on good governance and ethics of ERM.
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Williamson [20] says that the COSO framework on business risk management is a valuable contri-

bution to the ERM emerging practice but has severe limitations as it does not provide a viable standard

for identifying the proposed processes’ effectiveness. Its definition of risk diverts attention from oppor-

tunities and uncertainties outside its perspective of closed rational systems. By adopting an approach

of order and control, the framework ignores the management of uncertainties shared with external par-

ties and ERM’s social implications. As a result, threats will be created if widely followed this structure,

which seems likely, since the ERM is institutionalized within the regulations, the professional practice,

and known management standards.

This criticism seems to have been considered since, as previously mentioned, in June of 2017,

COSO published a new ERM framework titled Enterprise Risk Management-Integrating with Strategy

and Performance. This document shows a more detailed and complex approach by integrating it with

strategy-setting and business performance, offering a more profound insight into recognizing the role of

governance and culture.

Since the document is so recent, there is not much information in the literature that carries out

the new framework’s implementation. Besides that, organizations do not usually publish their ERM

implementations, making it tough to find successful use cases to present here. Let us begin with the

main differences in the latest framework.

Risk is often focused on discovering its potential impact on an already pre-defined strategy. How-

ever, this framework considers two additional aspects of ERM that should modify the company’s value:

The possibility of the strategy not aligning with the organization’s mission, vision, or core values; and

consequences that a specific strategy can have on an organization when chosen. [4]

Figure 2.4: COSO Strategy in Context (2017) [4]

The possibility of having a strategy that does not align with the organization’s values is a

significant occurrence that should impact the strategy selection. A chosen strategy must support the

organization’s mission and vision. By having a misaligned strategy, the organization may not realize

these elements, and it could compromise its core values, even if a strategy is implemented successfully.
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By considering the implications or consequences from the strategy chosen, the management

and the board of directors have the opportunity to decide which strategy works in accordance with their

risk appetite and profile, deciding the trade-offs needed, aiming for an efficient way to set objectives and

allocate resources. For this reason, COSO built a strategy (Figure 2.4) in the context of the mission,

vision, and core values mentioned, that should guide an organization towards the right direction and

higher performance.

The document defines ERM’s new framework shown in Figure 2.5, quite different from the first pub-

lished. The figure illustrates an ERM system fully integrated with strategy setting, decision-making

scenarios, and performance on objectives pursuit, thus, enhancing value. The framework is defined as

a set of principles organized into five interconnected components: governance and culture; strategy and

objective-setting; performance; review and revision; information, communication, and reporting.

Figure 2.5: COSO ERM Framework Structure of 2017 [4]

• Governance and Culture: Governance and culture form a basis for all other enterprise risk man-

agement components. Governance sets the company’s tone, reinforcing enterprise risk manage-

ment’s importance, and establishing oversight responsibilities. Culture is reflected in decision-

making. This component has five main principles:

– Exercises Board Risk Oversight

– Establishes Operating Structures

– Defines Desired Culture

– Demonstrates Commitment to Core Values

– Attracts, Develops, and Retains Capable Individuals

• Strategy and Objective-Setting: ERM, strategy, and objective-setting work together in the strate-

gic planning process. Here is the stage where risk appetite is established and aligned with strategy

and where business objectives use the defined strategy as a basis for assessment and treatment

of the risk. This stage should follow four steps:
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– Analyzes Business Context

– Defines Risk Appetite

– Evaluates Alternative Strategies

– Formulates Business Objectives

• Performance: At this stage, the company assesses risks that may impact strategy and business

objectives. Based on the metrics determined on risk acceptance, the organization selects risk

responses and treatments and takes a portfolio view of the inventoried risks. Finally, the relevant

data that results from this process is reported to the responsible parties. Summing up, it:

– Identifies Risk

– Assesses Severity of Risk

– Prioritizes Risks

– Implements Risk Responses

– Develops Portfolio View

• Review and Revision: The company performs regular reviews on ERM components to estimate

its performance, acting accordingly, and carrying out the changes needed to fulfill its requirements.

It should:

– Assess Substantial Change

– Review Risk and Performance

– Pursue Improvement in Enterprise Risk Management

• Information, Communication, and Reporting: This section acts in the same way as the previous

framework’s ”Information and communication” component by:

– Leveraging Information Systems

– Communicating Risk Information

– Reporting on Risk, Culture, and Performance

Finally, similar to the 2004 ERM structure, this document also describes the Roles and Responsi-

bilities for Enterprise Risk Management, but with a model of accountability lines. This model provides

guidance on the roles and responsibilities of the board of directors - responsible for providing risk over-

sight of enterprise risk management culture, capabilities, and practices; Chief Executive Officer (CEO) -

accountable to the board of directors and also responsible for overall enterprise risk management cul-

ture, capabilities, and practices required to achieve the company’s strategy and business objectives;
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CRO - responsible for defining the company’s ERM framework as well as for all the activities related to

it, in terms of context definition, risk assessment, risk treatment, reporting and communication of risk

information to responsible parties, and support and maintenance needed to its related activities; Risk

Owners - responsible for using the priority assigned to apply an appropriate risk response in the con-

text of business objectives and performance targets; and Internal Auditor - responsible for evaluating

the ERM process execution and activities and to create priorities on the audit plan depending on the

assessed risks. [4]

2.5 Discussion

This chapter analyzed three relevant guidelines and acceptable practices, both on risk management and

enterprise risk management. Although different, these frameworks gave us insight into how risk man-

agement should be implemented in an organization. It is possible to understand that ISO/IEC 31000

offers a framework built generically, not limiting it to a specific ambit. Instead, it can be accommodated

in multiple contexts and business scopes, offering a process that, when implemented, should be at the

company’s discretion to make the necessary adjustments on the elements that compose it according to

its needs, risk appetite, and objectives. ISO/IEC 27005 shows risk management applied to the informa-

tion security ambit, providing an example of how it can be implemented directly in a specific context, not

changing the process of ISO/IEC 31000 itself but the type of risks and assets that should be empha-

sized. On the other hand, COSO tells us how ERM is all about the culture, capabilities, and practices,

integrated with strategy setting and performance, creating, preserving, and realizing value, and sug-

gests a framework capable of covering all risk scopes of an organization. Despite not offering a specific

process to follow and implement, it shows the basic ERM structure that must exist to deploy one likely

to succeed, focusing primarily on the values that make an organization resilient regarding risk and how

the many stakeholders could benefit from it.
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Adopting ERM in an organization can increase its resilience to uncertainties, centralize information

management, respond effectively and promptly to threats, and facilitate the pursuit of opportunities. It will

also help develop the organizational culture by allowing the correct understanding of the stakeholders

regarding the risk and adoption of controls as part of their daily practices. [3]

In the previous chapter, we described a set of practices, implementation measures, and guidelines

for Risk Management processes and how they specialized in a corporate context. Those pointed us to a

weighted, iterative, and well-structured system to derive maximum value from risk assessment and use it

on an organization’s strategic decisions. These practices serve as a basis for most other organizations’

activities and processes, mainly for information security, quality management, and continuous improve-

ment, which find an added value in integrating their business models with risk management. [1] [17] [5]

Despite the extensive literature on how these processes can be structured, only the conceptual model

is shown and justified, leaving the responsibility of each organization to choose the most appropriate

solution given its organizational context and needs, which can be challenging. INCM, by wanting to

dematerialize its risk management process and implement a new management system, faced precisely

this problem.

We had two challenges at hand, the first one more generic, that if solved, could be reproduced in

future ERM solutions, and the other in the context of a particular organization. This chapter makes a

detailed analysis of the existing process at INCM, its limitations, and a collection of requirements for

ERM solutions evaluating the possibility of solving both problems.

3.1 Enterprise Risk Management Process Structure at INCM

INCM has an enterprise risk management framework with a description of the process, showing its struc-

ture, methods, and metrics. This framework is aligned with ISO/IEC 31000:2018, ISO/IEC 27005:2018,

and COSO ERM 2017, mentioned earlier. As it is integrated with a large part of the company’s or-

ganizational processes and contexts, the framework used many other normative references such as

ISO 9001(for quality management systems), ISO 14001(for environmental management systems), ISO

27001(for information security management systems), ISO 14298(for security printing process manage-

ment) and more recently GDPR(protection of sensitive data) to achieve compliance with these different

international standards.

Although the framework is well-structured, its implementation on the organization had several flaws.

The risk-related data was managed on spreadsheets, lacking efficiency, reporting methods, and dis-

persed information among several departments. It was a challenge to reach every organic unit ade-

quately, leading to the loss of value from the process that affects its entire management system. In this

way, INCM faces the challenge of dematerializing it and finding a solution that responds adequately to
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these flaws and shortcomings, integrates it into its business structure, and adapts to its specificity.

INCM’s ERM mention the following objectives:

• Promote the creation of risk management value by ensuring that decision-making strategies

consider relevant risk information and risk management principles align with INCM’s mission and

strategy.

• Promote a risk management culture where preventive measures are privileged to ensure the

achievement of objectives.

• Ensuring stakeholder awareness by identifying roles and responsibilities in the Corporate Risk

Management Structure and respective training and awareness.

• Promote the sharing and reuse of risk information in different INCM contexts through the defi-

nition of references transversal to the organization.

• Ensure compliance of the risk management process with internal and external requirements

(normative, legal, etc.).

The framework also clearly establishes responsibilities within the process.

The Board of Directors is accountable for choosing the strategy and the resources necessary for

enterprise risk management and approving the risk criteria. The second element is the ERM Committee

composed of responsible parties of the Organic Units and the other existing committees. These offer

support to the board of directors and should have some responsibility on all the business strategies

related to the risk management framework and sector. [21] The Chief Risk Officer is the person with the

most experience and specialized knowledge in risk management and is responsible for supporting and

monitoring the process and the framework. Internal Audit represents another element responsible for

evaluating the process and prioritizing the audit plan based on the identified risks. Risk Owner, Process

Owner, and E2E Process Owner are respectively the responsible people for the risk, the process where

the risk occurs, and the chain value that covers that specific process. The Department’s Promoters

are a specific group in INCM responsible for managing most communications between their department

and others within the organization, including risk-related information. All these groups should be taken

into consideration when creating a risk.

Let us start by describing the workflow of the previous process shown in 3.1. When an event occurs

that leads to a risk, a person from the department identifies it by filling a form and sending it to the CRO

via email. If the person is not the risk owner and did not perform the analysis, the CRO will forward the

data to the department responsible for making the respective analysis. Then, the CRO would evaluate if

the information provided is enough and validate the methodology presented.
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Figure 3.1: BPMN Model of ERM workflow on INCM As Is

Next, he proceeds to evaluate the risk. If the risk level is not acceptable, the risk passes through a

treatment phase where the necessary controls are implemented to lower its likelihood, impact, or both.
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After the CRO validates the controls implemented, he reevaluates the risk until it reaches the acceptance

criteria to be documented along with its controls.

In the end, the data from the entire risk assessment process is present in a spreadsheet that could

be consulted by the responsible parties if needed. Meetings were also periodically held with the areas

to ensure that controls were implemented and the risk data was up to date.

The dematerialization approach must ensure that the relevant information, like risk creation, risk level

update, or controls implemented, gets to its specific owners and responsible elements in the organiza-

tion. Since the INCM’s organic structure is recurrently changing, it is relevant to allow the possibility to

easily configure these elements in the application, thus avoiding time waste and constraints.

Figure 3.2: ERM Process on INCM [21]

As we can see, the ERM process at INCM aligns itself with activities and procedures mentioned in

the process of ISO/IEC 31000 shown in Figure 3.2

The description of each of these phases is present in Chapter 2. It is relevant to describe the

particularities in the Risk Assessment stage, where the organization’s context and criteria should be

applied, and define where the different elements should be shown. On Risk Identification, the elements

that define the risk should be identified, specifically the event, consequence, cause, existent controls,

and the risk owner. Anyone in the company can perform this identification, but it is mostly made by

project managers, risk owners, process owners, and E2E process owners, as described at the beginning

of the section.

On Risk Analysis, we can measure the risks previously identified using metrics such as likelihood,

impact, and risk level. Each of these elements has a designated scale in the document that should

delimitate all levels of severity. The metrics must have comparable scales to allow the comparison of

risk information. However, recognizing different management contexts, it is expected that the metrics

have different dimensions depending on the context. For that reason, each risk should be identified by

the different types of impact: strategic, operational, financial, reputation, information security, regulatory,

security and infrastructures, and environmental. These impacts are characterized by their negative im-
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pact and the qualitative description, as shown in Figure 3.3. In the end, a maximum impact is estimated

based on the previous ones, representing a quantifiable value of the real impact of a given event. The

risk owners should perform this analysis as they are the only ones to know the likelihood, impact, and

severity of a risk.

Figure 3.3: Negative Impact Matrix [21]

The likelihood is directly related to the ”prevention control effectiveness” since a well-implemented

control can reduce a risk reappearance chance. For that reason, a matrix was created to help calculate

the likelihood of derived loss, as seen in Figure 3.4.
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Figure 3.4: Likelihood of Derived Loss Scale [21]

Finally, with the estimated likelihood and maximum impact values, we can calculate the risk level,

which is also represented in a specific matrix.

Figure 3.5: Risk Level Matrix [21]

3.2 Requirement Analysis

More than a paper-to-digital migration of documents inherent to the activity of an organization, demate-

rialization involves the reformulation of a process as a whole. This reformulation implies that the internal
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services associated with these activities are also checked, changed accordingly and if needed. So it is

necessary to ensure that there is no loss of information, that it remains secure and available constantly.

However, the benefits of dematerialization must be clear. If the methodology for carrying out a

given activity requires the same amount of effort for all the actors, either the dematerialization has not

been done well, or there is no need for one. It may happen because there is a tendency to follow the

same methodology to which the participants are already accustomed. In general, going fully digital

would increase productivity by using automatic processes. Furthermore, because there are already

authentication methods that allow it, digital documents are already auditable and legally recognized

(taking into account compliance methods concerning the integrity of the documents, preventing them

from being tainted).

Before developing a solution, we intended to analyze the problem and search for a holistic set of

requirements for ERM processes that could be used to produce new tools in this domain. It opened a

door for us to design something new and unique that can be used not only for this project but for other

solutions that need to respond to the limits imposed by ERM guidelines [1] [4] while integrating it in any

business sector regardless of its maturity. This can be seen as an added value for suppliers, who seek

to cover more sectors in the market and for customers looking for dynamic and flexible solutions tailored

to their needs.

We planned to configure JIRA to support an ERM process in light of the needs, specificities, limits,

and rules of INCM using these functional requirements and following the guidelines, standards models,

and structures present in the literature. Our intention was an easy-to-use solution with an appealing

interface that facilitated communication and access to information derived from the process’s activities

to obtain the maximum value from the identified risks and related controls.

Even though the approaches for ERM software solutions are of different types, this document at-

tempts to make them uniform so that their data is well represented, manageable, and its access is

controlled. To achieve this uniformization, we bundled the functional requirements into six modules that,

put together, should describe the full functionality of an ERM process.

3.2.1 User and Group Management Module

To achieve successful management of a corporate platform, good management of users and groups is

crucial. All business systems share this exact need. Consequently, many system tools are available that

manage it and integrate it with the organization’s user database. This dissertation does not mandate the

protocols that ERM solutions should use for user authentication and user and group management. The

user and group module should provide a set of requirements that act as a wrapper, allowing either an

external corporate directory system or a custom directory service to access it and manage it.
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Name Summary Description
R1.1 The platform must only

be accessed by active
authenticated users with
at least the following at-
tributes:
- Unique ID
- User’s Name
- Email
- Groups Associated

Authentication is the process of establishing the user’s identity
so that the platform can provide an appropriate level of access
to perform actions and associate them with users and entities
created or changed. This authentication can be performed by
giving personal credentials such as login and password and can
be associated, for example, with systems like Active Directory
using LDAP.

R1.2 The platform must of-
fer an option for creating
new user entities with the
properties listed under re-
quirement R1.1.

The first users to be created must be users with higher priv-
ileges, commonly called admins. These can be assigned by
the supplier that is deploying the platform. Next, these ad-
mins should create the subsequent new users and attribute their
roles. Admins should be able to give privileged access to other
users

R1.3 The platform must offer
an option for updating
user’s data like email or
name.

This document does not define how this mechanism should be
implemented. However, there must be a separate section for
a user to view and edit these fields outside of the actual ERM
process area.

R1.4 The platform must offer
an option for disabling in-
active users.

This document does not define how this mechanism should be
implemented. When a user does not enter the platform for an
extended period defined by the organization, he should be con-
sidered inactive. When this happens, its license can be revoked
if needed. Only admins should have access to this feature.

R1.5 The platform must offer
an option for revoking ac-
cess to users that left the
organization or the active
directory.

This document does not define how this mechanism should be
implemented. It may be performed externally by deleting users
from the active directory and synchronizing to it later. Only ad-
mins should have access to this feature.

R1.6 The platform must be able
to store groups or areas
with at least the following
attributes associated:
- Unique ID
- Group Name
- Members List

This mechanism is needed to designate users to a specific
group or area to aggregate more people to be assigned to a
risk, opportunity, or control as the responsible party or access
them.

R1.7 The platform must of-
fer an option for creating
groups or areas with the
properties listed under re-
quirement R1.6.

This document does not define how this mechanism should be
implemented. However, only admins should have access to this
feature.

R1.8 The platform must offer
an option for updating
any attributes to reflect
changes to the group’s
details.

This document does not define how this mechanism should be
implemented. However, only admins should have access to this
feature.

R1.9 The platform must offer
an option for adding and
removing users from a
group or an area.

This document does not define how this mechanism should be
implemented. It must allow to add or remove one or multiple
users at the same time. Only admins should have access to
this feature.
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Name Summary Description
R1.10 The platform must offer

an option for deleting a
group or area.

This document does not define how this mechanism should be
implemented. If the group or area has users in it, the platform
must deny the deletion as it can affect its management. Only
admins should have access to this feature.

R1.11 The platform must offer
an option for list the mem-
bers of a group or area.

This document does not define how this mechanism should be
implemented. Any authenticated user should be able to see the
list of users of a particular group or area.

R1.12 The platform must offer
an option for consulting
data of specific users and
groups.

This document does not define how this mechanism should be
implemented. Any authenticated user should be able to consult
the user’s and group’s data.

Table 3.1: User and Group Management Module

3.2.2 Permissions Module

The permission module is essential for the correct progression in the ERM process. Authenticated users

must have the necessary access to perform their functions and watch the risk data they are responsible

for. This module should allow the different phases of risk assessment and treatment to be managed by

the correct responsible entities, assigning different responsibilities to groups and users. This dissertation

does not explain how the module should be implemented as long as the requirements are met and

features achieved.

Name Summary Description
R2.1 The platform must pro-

vide a permissions sys-
tem to define user autho-
rization.

This system should be in a separate section along with all
the administrative properties of the platform. Each permission
should be separated, e.g., creation permission and edition per-
missions should have separated authorizations, so groups or
areas that can create an element could be restricted from edit-
ing. Only privileged users should edit the users’ permissions;
however, any authenticated user should be able to see its per-
missions.

R2.2 The platform must allow
at least one authorized
user with high privileges
to define the system R2.1
permissions.

This document does not define how this functionality should be
implemented. Note that it should have at least one privileged
user responsible for assigning the system’s permissions in R2.1
to users, groups, or areas.

R2.3 The platform must al-
low creating roles in the
system R2.1, such as
CTO, ERM committee, or
CRO, and associate it
with users under R1.1.

This document does not define how this functionality should be
implemented. These roles can be associated with the permis-
sion system of R2.1 and the notification system of R3.1 instead
of giving a specific user’s name. If needed, a role can be as-
signed to another user, facilitating permissions and notifications
management if the organization’s structure changes. The roles’
names should be entirely configurable at any point only by priv-
ileged users.
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Name Summary Description
R2.4 The platform must offer

an option for defining who
can see an already cre-
ated risk, opportunity, or
control under the system
R2.1.

This document does not define how this functionality should be
implemented. This permission should restrict groups or areas
from seeing risks, opportunities, and controls that are not their
responsibility. However, it is up to the organization who should
have access to what. In the middle of the workflow, a user can
identify a particular group or area to allow them to have access
to that particular element.

R2.5 The platform must offer
an option for defining who
can identify a risk, oppor-
tunity, or control under the
system R2.1.

This document does not define how this functionality should be
implemented. In general, this permission can be open to any
authenticated user in the organization since every user should
be able to identify those three elements.

R2.6 The platform must offer
an option for defining who
can edit a risk, opportu-
nity, or control under the
system R2.1.

This document does not define how this funcionality should be
implemented. This permission is relevant to define where and
when the groups responsible for it must have the possibility to
edit the element’s fields. However, the platform must establish
that a user should not edit inputs that another group has given
without authorization.

R2.7 The platform must offer
an option for defining who
can delete a risk, oppor-
tunity, or control under the
system R2.1.

This document does not define how this functionality should be
implemented. Note that this permission should have different
behaviors for each type of these three elements.

R2.8 The platform must offer
an option for defining who
can analyze a risk or
an opportunity under the
system R2.1.

This document does not define how this functionality should be
implemented. This permission is needed since only one or mul-
tiple groups or areas responsible for a particular risk should an-
alyze it, depending on the organization’s criteria about ERM. If
the assigned group for risk analysis is not the one that identified
the risk, then that group should first see it as mentioned in R2.4
and secondly be allowed to analyze it.

R2.9 The platform must offer
an option for defining who
can evaluate a risk or
an opportunity under the
system R2.1.

This document does not define how this functionality should be
implemented. In general, the CRO should be the one to evalu-
ate the risk, but a group or area can also be assigned, depend-
ing on the organization’s structure.

R2.10 The platform must of-
fer an option for defining
who is responsible for risk
treatment under the sys-
tem R2.1.

This document does not define how this functionality should be
implemented. In the evaluation phase, a user should assign a
group or area to risk treatment, and the users from that group
should have the permissions to implement the controls needed
and have all the information necessary from the respective risks.

R2.11 The platform must offer
an option for defining who
can give inputs to an al-
ready created risk, oppor-
tunity, or control under the
system R2.1.

This document does not define how this functionality should be
implemented. This permission is needed to know where and
when different groups or areas can give their inputs in the work-
flow.

Table 3.2: Permissions Module
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3.2.3 Notifications Module

Notifications facilitate the communication between departments and all responsible parties in an ERM

process. This module points to a solution that can create alerts based on specific events. Events like

identification of risks, data updates, or any input given by users on risks or controls should generate an

alert to the competent authorities inside the organization so they can react on time.

Name Summary Description
R3.1 The platform must pro-

vide a notification system
to notify a group of users
through email or others
when an event occurs.

These events can be defined by default or created if needed.
This system should be in a separate section along with all the
administrative properties of the platform, managed by a privi-
leged user. Each notification should be separated and give dif-
ferent information based on its event, e.g., events about cre-
ation and updates should be separated and send different no-
tifications. Note that responsible parties can change along a
workflow, so does the notifications.

R3.2 The platform must allow
at least one authorized
user with high privileges
to define the system R3.1
notifications.

This document does not define how this functionality should be
implemented. Note that it should have at least one privileged
user responsible for assigning the system’s notifications in R3.1
to users, groups, or areas.

R3.3 The platform must offer
an option for defining a
list of groups and users
to notify given a particu-
lar event under the sys-
tem R3.1.

The platform should allow only privileged users to chose who
are the responsible parties to notify based on the events in R3.1.

R3.4 The platform must offer
an option of notifying the
responsible parties when
a risk, opportunity, or con-
trol is created under the
system R3.1.

The platform must generate an event every time one of these
three elements is created and, the responsible parties chosen
for that particular event in R3.1 should be notified.

R3.5 The platform must offer
an option of notifying the
responsible parties when
a risk, opportunity, or con-
trol is deleted under the
system R3.1.

The platform must generate an event every time one element is
deleted and, the responsible parties chosen for that particular
event in R3.1 should be notified.

R3.6 The platform must offer
an option of notifying the
responsible parties when
the data of a risk, op-
portunity, or control is up-
dated under the system
R3.1.

The platform must generate an event every time one element is
updated and, the responsible parties chosen for that particular
event in R3.1 should be notified. However, a method should
be established to notify only those responsible and permitted to
see the respective risk, opportunity, or control. Users without
that permission cannot be notified.
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Name Summary Description
R3.7 The platform must offer

an option of notifying the
responsible parties when
a risk, opportunity, or con-
trol changes its status un-
der the system R3.1.

The platform must generate an event every time one element
transitions through the workflow and, the responsible parties
chosen for that particular event in R3.1 should be notified.

R3.8 The platform must of-
fer an option of notify-
ing users, groups, or ar-
eas indicated by other au-
thorized users throughout
the workflow.

The system in R3.1 is defined previously to any element cre-
ation, which means that it can be challenging to establish an
event to a particular change of status or field. For example,
if a user decides that another group should be responsible for
a particular risk, that group should start getting notified. The
platform should adapt notifications based on group identifica-
tion fields that an authorized user can change while the ERM
process progresses.

R3.9 The platform must of-
fer an option of notify-
ing the responsible par-
ties when a user gives in-
put on a risk, opportunity,
or control under the sys-
tem R3.1.

The platform must generate an event every time one element is
commented and, the responsible parties chosen for that partic-
ular event in R3.1 should be notified.

R3.10 The platform must offer
an option of bundling no-
tifications to send instead
of several repeated notifi-
cations.

Depending on the way system R3.1 is built, notifications need
to be managed to send multiple notifications bundled into one,
e.g., sending one email with every update within a period in-
stead of multiple emails, to avoid generating what is commonly
called ”spam”.

Table 3.3: Notifications Module

3.2.4 Data Management Module

After the support modules are defined and structured, we should be able to introduce functionality related

to risk activities.

The Data Management Module is where the functionality should rely upon. It defines the character-

istics of each risk element and what information they should have to be valid. It also describes how the

risk assessment and treatment should be carried, how the different risk elements interconnect, and what

actions the authenticated users should perform. This module is the core of a risk management system,

and should be followed strictly so that the functionality of the platform is adequate to each business

sector.
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Name Summary Description
R4.1 The platform must allow

an authorized user to cre-
ate new elements with at
least the following system
attributes:
- Unique ID
- Descriptive Name
- Detailed Description
- Creation Timestamp
- Last Update Timestamp
- Creator ID/Name
- Responsible Person or
Group
- Event History

These are the minimum properties to identify an ERM element
correctly. Unique IDs and timestamps must be automatically
generated and should not be editable or removable. It is up to
the supplier if the unique ID should be a randomly generated key
or an incremental value and if it changes based on the chosen
element.

R4.2 The platform must sup-
port the creation of at
least the following ele-
ments:
- Risks
- Controls

Although it can be more elements, depending on the organi-
zation criteria, controls and risks should always be elements
present in a risk management system.

R4.3 The platform must offer
an option for associating
the elements of R4.2 with
the properties listed in
R4.1 in a many-to-many
relationship.

This document does not define how this mechanism should be
implemented. Risks should be able to be associated with multi-
ple controls and vice-versa. Any authorized user should be able
to choose when and where to associate an element to another.
However, this link can also be deleted by users with permission
to do so.

R4.4 The platform must offer
an option for creating new
fields to be filled in.

The platform must allow the organization to choose what fields
should be included to be filled in by the users. These fields
should vary in types and the content that must be inserted.
It should be possible to define whether the field is numeric, a
list, multiple or singular selections, limited or open text field. It
should also be possible to create fields to pick single or multiple
users, groups, or areas present on the database. Only priv-
ileged users should be able to create these fields to be later
added to the needed stages throughout the workflow.

R4.5 The platform must offer
an option for adding new
fields to transitions.

This document does not define how this mechanism should be
implemented. The fields created in R4.4 need to be assigned
to a form in a specific event or transition within a workflow. It
should be able to order them in the form presented to the user.
Only privileged users should be able to assign fields to a transi-
tion.

R4.6 The platform must offer
an option for defining dif-
ferent statuses and transi-
tions in workflows and as-
sociate them with the plat-
form elements.

Each status and transition should have properties that can be
cloned. Transitions must have a source status and an ending
status as well as conditions to be performed (e.g., a risk can
only transition if the responsible party has been identified, or
only the CRO can perform the evaluation transition). A transition
can also have a form with fields attached.
Only privileged users should be able to manage these statuses
and transitions.
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Name Summary Description
R4.7 The platform must offer

an option for showing the
progress of a particular is-
sue.

This document does not define how this mechanism should be
implemented. However, the workflow status of an element must
be visible for any authorized user when he accesses it.

R4.8 The platform must offer
an option for risk analysis
that allows users to indi-
cate the following proper-
ties:
- Likelihood (qualita-
tive/quantitative)
- Impact (qualita-
tive/quantitative)

Unlike the other transitions under R4.5 in which this document
does not specify their use, the risk analysis phase should be
an obligatory transition indicating the type of impact of an event
and its likelihood.

R4.9 The platform must allow
the organization to define
the levels and values of
every property used to
calculate the risk level.

The qualitative/quantitative values of impact, likelihood and risk
level should be configurable to reflect the organization’s criteria
for risk analysis.

R4.10 The platform must offer
an option for risk evalu-
ation that calculates the
risk level automatically
based on the properties
of R4.8.

The risk level should be calculated using the properties of R4.8
and following the organization’s risk matrix in which a particular
value of likelihood and impact should correspond to a level in
the matrix. That risk level should be available to any authorized
user.

R4.11 The platform must offer
an option to automatically
move an issue through a
workflow based on cer-
tain criteria.

The platform should provide a way to transition an issue through
the workflow when a trigger event happens, i.e. a due date is
reached, a field value changes or no response from a user or
group for a period of time.

R4.12 The platform must offer
an option to close risks
that have already been
treated.

This document does not define how this functionality should be
implemented. Entities that have already been treated should be
set represented as closed or other ending state, permanently or
temporary, depending on the organization’s metrics.

R4.13 The platform must allow
authorized users to as-
sign issues to other users,
giving them the needed
access.

Authorized users should be able to designate another user to
answer for a particular issue

R4.14 The platform must allow
authorized users to cor-
rect their inputs on each
issue.

Authorized users should have the possibility to edit fields that
they filled. However, in the evaluation and treatment phases,
editing properties should not be possible to avoid incongruities.
Instead, the information should be communicated to the CRO
or the team responsible. If the risk is already closed, it should
be opened to edit its properties.

R4.15 The platform must allow
authorized users to in-
put information on their is-
sues at any given point of
the workflow without edit-
ing them.

Following the requirement R4.14, authorized users should be
able to input information in the form of comments or other mech-
anisms, at any given point in the workflow, without changing the
element’s data.
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Name Summary Description
R4.16 The platform must of-

fer an option of showing
historical element values
such as risk level, likeli-
hood, and impact.

An authorized user must be allowed to see the previous values
of risk level, likelihood, and the impact that a risk had in order to
see its evolution over time.

Table 3.4: Data Management Module

3.2.5 Search and Reporting Module

Searching and reporting methods are essential for reliable data management, monitoring and faster

access to relevant information. This module should lead an ERM solution to reach a viable method to

return the information a user needs without compromising the confidentiality of the returned data, allow-

ing for complex searches to be made in a friendly way. Reporting and monitoring should be facilitated so

the responsible parties have a holistic way to see data without checking each risk element one by one.

Name Summary Description
R5.1 The platform must al-

low users to find, using
a search query, any is-
sues that they have been
granted authorization to
browse or inspect.

Users should be able to search for specific items that they have
access to under the permission system in R2.1. This should be
reached by using any searching query that could retrieve the
issues needed from the database.

R5.2 The platform must allow
users to restrict search-
ing results, under R5.1,
to issues of the types de-
scribed in R4.2.

The search result shall return a list of issues filtered by one or
more issue types.

R5.3 The platform must allow a
user to specify a search
query, under R5.1, com-
prising a single full-text
search carried out across
all textual attribute ele-
ments.

The search result shall return a list in which the elements have
part of the text inserted as any of its textual attribute elements.

R5.4 The platform must allow a
user to specify a search
query, under R5.1, that
consists of one or a com-
bination of search criteria,
where each search crite-
rion compares a particu-
lar system or contextual
attribute against a value
provided by the user.

The user should be able to use these search criteria separately.
However, each criterion should influence the result of the val-
ues, combined with all the other ones used.
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Name Summary Description
R5.5 The platform must allow a

user to specify a search
criterion, under R5.4, that
returns a match for any
value of the specified at-
tribute.

No description needed

R5.6 The platform must allow a
user to specify a search
criterion, under R5.4, that
returns a match for tex-
tual attributes based on
full-text searching.

The text inserted must retrieve issues that fully or partially have
that text section in any of its attributes.

R5.7 The platform must al-
low a user to specify
a search criterion, un-
der R5.4, that uses the
following value operators
to compare numeric at-
tributes and dates:
- Equals
- Not equals
- Greater than
- Less than

Alternatively, the platform can provide functions, symbolic ele-
ments, or operators to provide a similar way to compare values
inserted.

R5.8 The platform must allow a
user to specify a search
criterion, under R5.4, that
returns a match for any
issues created/updated/-
closed within a certain pe-
riod of time using the op-
erators of R5.7.

No description needed.

R5.9 The platform must allow a
user to specify a search
criterion, under R5.4, for
Boolean attributes that
check whether the ele-
ment’s value is true or
false.

No description needed.

R5.10 The platform must al-
low a user to specify
a search criterion, under
R5.4, for field attributes
that checks whether the
element’s value is empty
or not.

The search result shall return a list of the elements in which
a specific value is empty or not. Alternatively, the value ”null”
can be used for the same purpose depending on the database
characteristics.
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Name Summary Description
R5.11 The platform must allow

users to combine differ-
ent search criteria, under
R5.4, using the Boolean
operators AND, OR, and
NOT in any combination,
and change the order
of precedence by which
search criteria are evalu-
ated using parentheses or
an equivalent method.

No description needed.

R5.12 The platform must al-
low a user to specify
a search criterion, under
R5.4, that returns only
open or closed issues.

No description needed.

R5.13 The platform must allow a
user to specify a search
criterion, under R5.4, for
issues in a particular sta-
tus in a workflow.

No description needed.

R5.14 The platform must pro-
vide the ability to order ev-
ery column alphanumer-
ically, sorting in an as-
cending or descending
way.

No description needed.

R5.15 For large sets of search
results, the platform must
implement a method of
pagination, or alternative,
such that only a subset
of the total search results
is provided back to the
user, and additional sub-
sets are provided when
required.

No description needed.

R5.16 The platform must pro-
vide the total number of
issues that match the
search query as part of
the search results: this
total must not include
issues excluded from
the search results under
R5.17.

No description needed
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Name Summary Description
R5.17 The platform must never

allow a user by searching,
browsing, or any other
method to access issues
or their attributes that the
user does not have the
authorization to inspect.
All such issues should be
excluded from search re-
sults.

This requirement is relevant to avoid any information security
issues related to confidentiality non-conformities. User autho-
rizations to see a particular entity should be under R2.1.

R5.18 The platform must allow
authorized users to save,
modify, delete and share
search queries.

No description needed

R5.19 The platform must pro-
vide the ability to search
the history of one or
multiple issues and the
changes made with the
respective timestamps.

The history of a particular entity must be searchable and should
be possible for the user to see what fields changed and its
timestamps. The historical changes of an issue could be helpful
for further reports on risk evolution over time.

R5.20 The platform must allow
authorized users to show
any issues in the form of
charts or any other type of
graphic report.

As these are not a part of functional requirements, they are not
mentioned how they should be implemented or how they should
behave. However, the searching system must have the possi-
bility to generate these charts given any filter, query and field.
Charts should be available to ease the access to large data and
provide an holistic view about risks, opportunities and controls.

R5.21 The platform must allow
authorized users to create
dashboards with charts
chosen by them to illus-
trate a specific set of data.

These dashboards should be allowed to be saved, shared or
configured by the users authorized to do so. Any dashboard
created must only provide data related to issues that user has
also access to inspect.

Table 3.5: Search and Reporting Module

3.2.6 Exporting Module

In addition to the platform where an ERM process is implemented, we should not forget that the data

stored can be integrated with other systems depending on the culture and the organization’s specificities

regarding risk management. Therefore, it requires a methodology for exporting the existing data created

within the platform that integrates these same data with other tools or for simple information sharing. This

module introduces requirements that point to a solid export approach that allows data to be transmitted

from one point to another, ensuring data integrity and confidentiality.

41



Name Summary Description
R6.1 The platform must allow

an authorized user to ex-
port issues, search re-
sults, filters, and reports
to XML, CSV, PDF, or an
equivalent data file.

This document does not define how this mechanism should be
implemented. However, the information exported must be avail-
able in an arranged way, thus giving the columns, fields, and
entities provided in the same order and exhibition as the plat-
form shows.

R6.2 The platform must allow
an authorized user to ex-
port only the data that he
has access to.

Once again, this requirement is relevant to avoid any information
security issues related to confidentiality non-conformities.

R6.3 The platform must only al-
low exporting issues cho-
sen by the user.

No description needed

R6.4 When a user exports is-
sues under R6.1, the plat-
form must also export the
software metadata such
as timestamps, columns,
and entity order.

This is relevant so the exporting system can be reliable and
consistent. The information that the users see on the platform,
should be the same information that the users export.

R6.5 The platform must allow
an authorized user to ex-
port any data in the form
of a chart.

As mentioned in R5.20, charts should be available to ease the
access to large data and provide an holistic view about risks,
opportunities and controls. Therefore, it makes sense that they
can also be exported.

R6.6 The platform must allow
an authorized user to ex-
port any dashboard that
he has access to.

Dashboards are the most significant aspect of reporting of com-
munication. Dashboards can give multiple views on risk data,
and that information should be retrievable and shared on other
platforms between other departments.

R6.7 The platform must allow
an authorized user to ex-
port the history of one
or multiple entities under
R5.19

This document does not define how this mechanism should be
implemented. However, information and updated values could
be retrieved as a list of events that a particular issue went
through.

R6.8 The platform must allow
an authorized user to ex-
port data from one or mul-
tiple entities from a partic-
ular point in time.

This document does not define how this mechanism should be
implemented. The platform should be able to access a particu-
lar point in time and show status, values or field updates, made
until that date.

Table 3.6: Exporting Module

3.3 Conclusions

In this chapter, We explained in detail the INCM’s framework and its limitations. We could find its struc-

ture aligning with the previous guidelines and good practices for enterprise risk management mentioned

in the related work by applying the same principles when establishing the context with a well-defined

structure, responsibility matrix, and creating the metrics needed to assess and treat risk correctly. It

is particularly relevant to note that their approach considers the organization’s multiple contexts and
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scopes using guidelines shown in other standards related to specific management systems like informa-

tion security, quality, or environmental.

However, the implementation of its risk management system is far from being efficient. It is dispersed

among several departments, is not regularly updated, and is mostly based on spreadsheets where the

CRO receives the data from the departments and populates it, thus not providing the wanted value that

this domain should give. It becomes clear that there is a need for a process dematerialization, where its

structure should be reviewed and be implemented digitally. Acknowledging that JIRA is an issue tracking

system implemented on INCM that had previous experience in digitalizing other systems, it makes sense

to test its practicability on the risk management domain bringing up its pros and limitations. By this, we

can consider that the solution that we will implement will be, at the same time, the first part of our problem

as well. The previous thesis about the Risk and Consultation on this same process was also relevant to

define a conceptual model on which we could base our solution.

From here, and from the complete system analysis, we could elaborate the second part of our so-

lution, related to defining functional requirements that ERM tools should embrace to achieve accept-

able efficiency and practicability levels. These requirements will guide our solution configuration and

should support other developers or providers of similar software in the future to give what companies

are searching for.

43





4
Solution Design and First Prototype
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Rigorous work has been carried out to dematerialize processes into JIRA, taking shape in the con-

figuration and monitoring of various projects at INCM, both internal and transversal, to the organization’s

various departments. This acquired experience was fundamental for discovering other useful function-

alities for the Risk Management project and finding limitations to the solution, which made us formulate

workarounds to reach the organization’s objectives.

4.1 Analysis of the JIRA Technology

JIRA is part of a range of Atlassian products to help teams organize their work. Originally, JIRA was

built to track bugs and tasks, but in a few years, it has evolved into a more developed tool for all types of

cases, from requirements, test case management, project tracking to software development.

Figure 4.1: JIRA Concept Diagram 1
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Many companies acquire JIRA intending to digitize their business to integrate technology in all pro-

cesses (or at least the organization’s possible ones), which improves performance and updates old

structures, changes procedural operations, and responds on-time more efficiently to its customers and

their needs, in order, in general, to update itself on the current market. 2 For a better understanding of

INCM JIRA’s context, we’ll solely talk about JIRA Software applied on-prem from now on.

The first step should be understanding the conceptual structure of JIRA that is illustrated in general

in Figure Figure 4.1

Issues are the building blocks of any JIRA project. An issue could represent a story, a bug, a task,

or another issue type in a project. JIRA application issues are made up of fields. It’s possible to choose

any number of fields to appear in different screens when creating, editing, or transitioning issues. It

also allows creating custom fields for teams working on issues within any of the existing JIRA projects.

Custom fields allow users to add information specific to a team’s needs.

Below are some of the most relevant basic features of the tool, considering this document’s topic and

the proposed solution for the problem mentioned in the previous chapter.

• Dashboards: The tool has Dashboards to report all information and status for a given project. This

is where information that may be relevant should be reported and made explicit in maps, graphs,

or tables, for easy analysis and data collection. These panels have a drag-and-drop system, are

intuitive, dynamic, configurable in terms of fields, tasks, projects, filters, design, and object layout.

Access to a panel can also be given or restricted and may, if necessary, make it available only to

interested parties.

• Workflows: The existence of workflow customization within projects is perhaps the most useful

aspect of this technology, giving the possibility of identifying and customizing the various issue sta-

tus and configure the transitions in between with different characteristics, access permissions, and

forms(called ”screens” in JIRA) to progress in the workflow. In these transitions, it enables the use

of simple post-functions, like updating some issue fields or trigger events (to send notifications to

the responsible parties), and conditions ( to make sure that the issue’s status only changes if a par-

ticular parameter is ”true”). This facilitates the visualization of information and the task’s situation,

obtaining an estimate of a project’s condition when combined with graphics on the Dashboard.

• Permissions: Access permissions are available at the project and issue level. Here, it’s possible

to define who creates, edits, comments, or deletes items, who can see them, and who is allowed

to manage the project. Imagine if there’s a JIRA project configured for a department. However,

there are some issues that only managers should have access. JIRA allows the project to be open

2Atlassian. (2019) What is JIRA used for?, https://www.atlassian.com/software/JIRA/guides/use-cases/what-is-JIRA-used-for
2Atlassian. (2020), Administering Jira application support, ”Project screens, schemes and fields”,

https://confluence.atlassian.com/adminjiraserver/project-screens-schemes-and-fields-938847220.html
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to the entire department but restrict its visualization to specific groups, areas, or people.

• Dynamic Notifications: Notifications are a crucial point in communicating changes within a given

project. JIRA makes it possible to automatically inform interested parties by email if any items are

created, modified, or deleted so that they can act accordingly and on time. In the email, a link to

the project is provided, with the changes’ specifications.

• Fields and Configurable Screens: Each field is fixed on one or more screens associated with

one or more transitions. These fields are customizable data entries that the user can fill in or edit

throughout the item’s workflow. This customization is done only by the project administrators.

• Filters and Search: This type of search allows easy visualization of relevant data or items, allow-

ing to filter information regarding field values, workflow states, relevant dates (creation, completion,

updating), or even intervening users. With those filters, one can edit in bulk, depending on the is-

sues selected. Filters offer even more value when combined with the graphs and tables on the

Dashboard.

• Flexibility of project types: JIRA lets you choose from different project types depending on the

goal of a team. For a software development approach, you have:

– Scrum Software Development, where you can use it for agile development with a board,

sprints, and stories;

– Kanban Software Development, to optimize the development flow with a board;

– Basic Software Development to track development tasks and bugs.

For a business approach:

– Project Management, to plan, track, and report all the work within a project;

– Task Management to quickly organize and assign simple tasks for a team;

– Process Management, to track all the work activity as it transitions through a streamlined

process.

• Reusability: JIRA makes it possible to pick a default workflow and a default list of issue types or

reuse ones used for another project. From that point forward, one can adopt many approaches

depending on the intent by creating new fields, screens, and other configurations. However, you’re

allowed to choose from an already configured project, avoiding repetition of fields for the same

purpose, redundancy, and, consequently, facilitating employees’ work by offering them coherence

between projects.
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JIRA’s extensive configuration capabilities, together with the variety of features coming from plugins

from third-party companies, make it an easy-to-use tool, substantial flexibility, and adaptability to orga-

nizational processes. Which makes companies and teams, more than use it for software development

(purpose for which it was designed), to use it for their enterprise processes and cases. [22]

In the case of Covance, JIRA was used in risk management processes, in addition to other appli-

cations. [22] This case uses the JIRA technology for risk management in clinical trials to collect the

information and inputs necessary to correct the risk inherent in the function, using its features for cre-

ating workflows, filters, permissions, and exporting. This information is subsequently gathered from its

REST Application Program Interface (API), which offers virtual access to all the information provided in

the tool, facilitating integration with other applications and using the data for other purposes like data

analysis, reporting, and monitoring.

It was also reported to purchase third-party plugins to customize the process to their needs, as it was

impossible to obtain all the necessary functionalities with JIRA’s base version.

4.2 Limitations of the JIRA Technology

While the technology showed signs of intense improvement to any process and project dematerialized

into it, it also showed some limitations to the initial proposal. As mentioned multiple times before, JIRA of-

fers excellent flexibility and configuration capacity, making it useful for software development and project

and process management. Some companies tried to use it on a large scale [23], and others for different

purposes than the original design of the tool [24].

In [23], when tested on a large scale, it has shown to leverage teams’ capabilities and proven its

configuration potential by tracking key metrics about the companies’ development effort, making it an

excellent tool to store and gather data from their different teams. Its search engine and change history

also allowed quick access to what and when changes occurred. However, the organization found some

limitations, specifically in Field Level Permissions and in the Workload Tracking.

JIRA doesn’t provide an option to control editing capabilities within a JIRA issue. ”If a field is available

on an entry screen, then it can be edited by any user with permission to edit that JIRA issue” [23] where

specific users or groups of users should only edit some of the custom fields in a JIRA issue. Field level

permissions should also concern the INCM problem since risk assessment, for example, is performed

by different groups of people, being relevant to establish when and who can edit the issues. The high

workload of the organization, as well as the significant level of coordination between the teams, showed

that while JIRA provides outstanding support for the current issue status, other tools are more useful to

”plot historical trends and identify completion rate problems” [23] since there’s no built-in timeline to track

project progress. The company in question used 3rd party software to mine data from JIRA databases
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and reported it elsewhere. The need for external applications was also mentioned in [22]. In this case,

it was not due to an extensive workload but with the Low Reporting Capabilities that JIRA has shown,

using the tool almost as a database to gather data from its REST API and reuse it somewhere with more

dynamic reports.

As spoken to XpandIT, the representative partner of Atlassian in Portugal, risk management was

a complex process that, although possible to implement, would probably be difficult to deploy for the

tool was not meant for it. Over the months, we tried to understand if JIRA was viable for the process

mentioned, performing intense testing, trying to learn all the capabilities, what limitations the organization

should have to accept as a reality and finally, what workarounds did we have to configure. This testing

resulted in a sharp learning curve that led to a deep understanding of the technology. Consequently,

limitations were pointed out, which could offer some resistance to the INCM use case:

Lack of Automation - JIRA doesn’t offer a simple way to automate projects. It lets you decide if

you want to update a system field on a status transition, like the assignee, summary, or description

but restricts it for custom fields. The idea of having this possibility in the risk management project

was mainly to find a way to calculate the risk level based on the likelihood and impact filled on the

risk assessment automatically. It would also be useful to find a way to change an issue’s status

based on particular fields, for example, switch to a ”Overdue” status when the due date is reached.

This offers restraints to achieving R8 of the functional requirements for risk management described

in the previous chapter.

Discrepancies in Language Packages - One of JIRA’s main objectives was to use it across the

organization. Being INCM, a Portuguese organization that produces Portuguese security docu-

ments and products, it makes total sense that JIRA covers the Portuguese language in its frame-

work so that everyone can use it. The language pack exists, but it seems that the package only

contains Brazilian Portuguese. It wouldn’t be an issue, except that most terms used in the English

version, like ”issues” or ”custom fields”, appear to have not been well translated, showing different

names to refer to the same term across the entire platform. The lack of coherence led to some

confusion and made the tool harder to read and to work with. For that reason, it was chosen to use

the default English language package but keep custom fields and internal dialog in Portuguese

because it was found to be more accessible to users.

Data migration between servers - At INCM, the platform was separated into two environments:

test and production. In the test server, one would be able to verify their project configurations

before deploying it into the production one. Although this division was useful to avoid risks and

maintain the tool’s availability, JIRA has no straight forward way to automatically migrate the data

and configurations from one server to another, which meant that the data must be duplicated by

hand. There was no workaround for this issue. Therefore an add-on would be necessary for the
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correct treatment of projects and management of information.

Report Exporting - The tool provides extensive report capabilities based on filters by specifying

projects, fields, dates, and more. However, JIRA doesn’t seem to be prepared for any dashboard,

graphs, or any analysis export by default. It exports data and nothing else, and if there’s a need for

more, it probably requires the purchase of another add-on or external software to do it, as stated

in the previous workarounds. This follows up to the final and probably most relevant limitation. It is

a major issue for reporting an communication, and, although is not yet mentioned to be a critical

limitation, since JIRA has Dashboards that already can provide relevant data analysis.

Add-Ons as Solution - After some extensive research, after the various doubts that arose in the

configuration for INCM, and as we can deduce from the previous statements, JIRA, by default,

is not yet prepared to deal with multiple issues. It seems reasonable that a project, process, and

software management tool couldn’t solve every organization’s problem. Atlassian has a voting sys-

tem that helps them pick exactly which feature organization’s teams want more, and it becomes

easier for them to define what to deploy. When asked for workarounds in the Atlassian Forum, the

most common answer leads to add-ons purchase, which solves precisely the issue in question,

but implies an extra price.

These limitations were soon mentioned to those responsible for JIRA and the administrative council,

who wanted to evaluate if the tool would be useful for the future. Some of these were not impactful

since there were ”out of the box” alternatives that required more work, more time, or merely a feature

that would be accepted as not being able to implement. However, after some time, the organization

considered acquiring add-ons that could impact the Risk Management project and other future projects.

4.3 First Prototype

The existent licensing allows the distribution between a test server and a production server limited to a

certain number of licenses. This division will allow the tests that need to be done in an ”out of production”

environment, which can be an added value if it becomes necessary to test backups, updates, plugins,

or even project configurations. This environment will be mainly helpful to learn the tool capabilities for

training purposes and will also be where the risk management process, like many others, began to be

dematerialized.

We started by reformulating the previous process and simplify the BPMN model presented in Chap-

ter 3 in Figure 3.1.
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Figure 4.2: BPMN Model of ERM workflow To Be Implemented
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At the beginning of the process, the departments where the event occurred would have to fill out a

form to give the CRO as much detail as possible. This information could belong to both the identification

phase and the risk analysis phase. When obtaining this data, the CRO would have to assess whether

everything complies or if the risk owner’s analysis is necessary (i.e., if the department is not the risk

owner already). This step can easily be reduced, as the CRO does not need to be the intermediary but

evaluates the final data as shown in Figure 4.2.

When a risk was identified in the previous model, the CRO would add it to the respective department’s

file and send it by email to the responsible parties. In JIRA, this segregation and reporting can be done

automatically. The department that first identifies the risk also identifies the risk owner when creating a

ticket in JIRA. The identified department will be notified and will be responsible for responding to the risk

analysis. If the department identifies itself, then it can proceed with the analysis. In the end, the CRO

will verify the identification and analysis data; if a change is necessary, he will send it to the respective

department; otherwise, the process will enter the evaluation phase.

During the evaluation phase, the CRO will verify the risk level and the existing controls. If the risk is

not at an acceptable level, the CRO, based on the impact of the event on the assets, and its likelihood,

may meet with the areas and propose new controls to be implemented. These areas will have the

responsibility to implement the necessary controls that mitigate the risk in question. The CRO and the

risk management department will constantly monitor this implementation. When the implementations

are finished, the risk should be reevaluated by reducing the impact or the likelihood of the event, thereby

lowering the level of risk. This evaluation process will iterate until the risk level is acceptable. The risk

will then be documented and accepted when this happens, allowing further monitoring and reviewing

whenever necessary.

With this new model, we can reduce the number of tasks related to communication between areas

previously centralized on the CRO. Furthermore, by deploying it in JIRA, the solution will be a consid-

erable advantage for reporting, communication and consultation, as these were the most significant

limitations of the previous process, reducing DPR’s efforts considerably. We managed to get the in-

formation to go directly from one area to another in an enlightening way while allowing each area to

manage and collect reports on all their risks, opportunities, and controls autonomously. Since it means

a paradigm change within an already existing process, people will require training to avoid resistance to

change and ease their learning curve.

In the case of the ERM process at INCM, we carried out the dematerialization following weekly inter-

views with the CRO. These interviews granted the constant monitoring of a risk management specialist

given the developments made.

The platform structure had to follow the rigor of the ERM process established in the state of the art

while following the company’s rules. Using the previous list of functional requirements and considering
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the tool’s limitations, we developed a prototype that tried to meet as many points in the requirement’s

modules as possible.

JIRA has a user and group management system built-in that allows integration with the organization’s

Active Directory. This system enables the reuse of corporate login names and passwords, and lets

system administrators manage the user’s access to the platform. Hence, all the requirements of the first

module present in Section 3.2.1 are fulfilled by default.

To achieve a consistent solution, we followed a specific order of configuration that we found to be the

best practice when creating new projects in JIRA. First, we defined the issue types of the project. Issue

types in JIRA differentiate an object from another and allow different configurations to be associated with

different types. These are comparable to the elements that requirement R4.2 of Section 3.2.4 mentions.

In order to maintain the cohesion of the existing process in the company and follow the ERM guidelines,

the application needed to have 3 issue types as shown in figure Figure 4.3: Controls, Opportunities,

and Risks.

Figure 4.3: Risk Management Project Issue Types

Each type will have an associated workflow dictating their progress and defining what states they

must go through before reaching the end of the process.

Then, we defined the screens for each transition and the fields to populate each form. Statuses and

transitions are fully configurable, allowing to define conditions in which the transition can be performed,

the person allowed to it, the fields that need to be filled in each transition, and what should happen

when the transition occurs. These transitions will be used to perform the Risk Analysis and Evaluation,

allowing users to fill the fields needed without needing support or meeting with the CRO, contrary to

what would happen in the previous model.

In this case we will use state machines to model JIRA’s workflows. The first version had a simpler

state machine, where the risk assessment was divided into three steps: identification, analysis, and

evaluation. The last one worked as a standby step where it waited for the CRO’s verdict on the treatment

strategy, which could be accepting, mitigating, avoiding, or pursued (in the case of an opportunity). Since

we could obtain that treatment strategy from a field, the final statuses were divided into ”risk controlled”
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if the risk was mitigated, pursued, or accepted; and ”risk closed” if the risk was avoided.

We realized later that the transition between the analysis and evaluation step did not need interaction

and could be removed. In this way, since the risk evaluation is a decision point more than a status, it

would be transformed into an area where only the CRO could progress.

A new status were later added where users could distinguish already evaluated risks that were wait-

ing for treatment. In addition, the CRO wanted an additional step to set a duplicated or mistaken risk

that needed to be deleted, finally reaching the final risk state machine depicted in Figure 4.4

A1

A10

Risk Closed

A2

Risk Identified

A4

A7

A9

A8

A3

Risk Analyzed

A10

Risk Eliminated

A7

A10
Risk Controled

A5

Control Monitoring

A1 - Identification
A2 - Analysis

A5 - Control Implemented

A3 - Correct Identification
A4 - Request Control

A6 - Correct Analysis
A7 - Close Risk
A8 - Accept Risk

A10 - Reopen Risk
A9 - Delete Risk

A3

A6

Figure 4.4: Risk State Machine

We also implemented a transition from and to the same status if a user needs to correct the issue

instead of enabling the system ”Edit” button3 which will help us to select who can edit the issue and in

what stage of the process.

When a department receives the email that a Control is needed, the department is responsible for

implementing and creating it in the platform.

The control state machine was more straightforward as it was identical to one previously made in

INCM concerning action monitoring. The requirements only described four steps: To Implement, In

Progress, Implemented, and Not Implemented, and that a control should always be associated with a

risk at the creation phase, which was also easy to implement thanks to the JIRA’s linked issue field.

3This is a workaround for one of the limitations shown before, where if we enable a group or a person to edit an issue, it lets
them edit the fields from all transitions independently of how ahead those fields are on the workflow; this led people to be able to
fill fields that were not supposed to yet.
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A1 A3
To Implement

A5

A4

In Progress

A6A7

Not Implemented

A6

Implemented

A1 - Create Control
A2 - Edit Control Data

A5 - Cancel Implementation

A3 - Start Implementation
A4 - Finish Implementation

A6 - Reopen
A7 - Reevaluate Control Data

A2 A2

Figure 4.5: First Control State Machine

Regarding Opportunities, the structure, workflow, and transitions should be the same as Risks, ex-

cept for the metrics and calculations of risk level present in the INCM framework that will also be trans-

lated into the project.

Looking at the requirements, specifically for the Data Management Module in Section 3.2.4, the

vast majority were fulfilled. JIRA provides a way to configure each field placed in the project, making

requirements like R4.8, R4.9 and R4.10, easily achievable as shown in Figure 4.6.

Figure 4.6: Options on risk level field

Requirements like R4.6, R4.7 are also achievable as it is possible with JIRA to configure a workflow,
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associate it with an issue type and show its progress at any point in the process as shown in Figure 4.7.

Figure 4.7: It is possible to see the progress in a detailed view of an issue

However, we were also able to identify two requirements of this module that could not be fulfilled.

Automation is something that JIRA software does not have by default; therefore, requirements such as

R4.10 and R4.11 are not possible to achieve. The first one has a significant impact on the process as it

implies that the CRO or the DPR need to calculate the risk level in some other way, making the system

almost unfeasible. Although requirement R4.16 is met, it is not done straightforwardly. JIRA’s history

system is limited, difficult to navigate, forcing the user to check issue by issue to collect the previous

data of an issue.

Permissions and notifications are the last ones to be defined4, considering they are usually the most

challenging parameters to establish when multiple areas interact with a project. This required a list of

the departments and their respective promoters(i.e., the person responsible for advising on risks and

controls within its department) to create the respective groups in JIRA’s system. The permission and

notification systems are segregated and are present in the project administration section. Since the tool

had these functionalities by default, no additional configuration was necessary to fulfill the requirements

of Section 3.2.2 and Section 3.2.3, achieving all the proposed objectives.

In terms of search and reporting, JIRA has an intricate searching mechanism that allows users to

search for issues within a project using queries similar to SQL. It also has a more basic search system,

providing more straightforward searches based on specific fields. The query provided will then display a

list of issues corresponding to the inserted parameters and can be saved to be later used in charts and

dashboards. This system fulfills the requirements of Section 3.2.5, except for R5.19 referring to issue

historical features as it is impossible to search previous values of multiple issues unless you search it

one by one.

As for the exporting features, the tool finds its biggest weakness. Section 3.2.6 is a small module,

but it should support the organization regarding the risk communication between departments. Within

4Permissions and notifications can also be granted and set in workflow transitions, allowing to assign who can execute a
particular transition and what event should be triggered when that happens.
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this module, only the requirement R6.1, R6.2, R6.3, R6.5 and R6.6 are fulfilled, showing precisely

its limitations. Once again, requirements like R6.7 and R6.8, concerning historical data, are not met,

making it challenging to monitor a risk evolution through time.

Although the solution was already in progress, some questions were arising. If the tool did not allow

us to perform operations with numerical values, how should the risk level be calculated from the data

entered? Was it necessary for the CRO to calculate it based on the likelihood and impact value by hand?

This calculation is somewhat complex and is generally supported by a risk matrix. Will we need any

external software to do it? If this happens, JIRA would not be so advantageous, considering the effort

of using two platforms. It would be inconceivable and would undoubtedly delay the dematerialization

process.

Dozens of JIRA add-ons were analyzed, which, as stated, is part of Atlassian’s market strategy to

solve problems that are not resolvable with JIRA’s basic solution. In fact, with this investigation, the most

significant milestone of this project was reached, not only solving part of the problems encountered but

adding functionality that was previously impossible to achieve, as we will show in the next chapter.
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In the previous chapter, we explained briefly the structure of the application where we wanted to de-

ploy our reformulated process. The outcome resulted from several iterations by gathering new require-

ments from periodic meetings with the CRO and sometimes the promoters, aiming to get a pleasing

result for both parties. However, some of the functional requirements we built were not achieved by the

first draft we made, which proved to be a significant obstacle to achieving the desired functionality.

This chapter will explain the final solution in-depth and the changes required to deliver a platform

compliant with the requirement modules created.

5.1 Automation System

Around March of 2020, the organization acquired the plugin Automation for JIRA, which, as its name

implies, added automation functionalities to the platform. It was found to be extremely helpful because

it showed signs that could mitigate our application problems and, at the same time, add value to many

projects in JIRA that needed automation in any way. This add-on would become the most significant

milestone to the development, as we could differentiate the process ”before” and ”after” Automation for

JIRA was introduced.

Contrary to what happened in the first version, this plugin allowed us to finally create an automated

system that calculated the level of a risk based on the quantitative value of likelihood and maximum

impact, fulfilling the requirement R4.10 of the Section 3.2.4. This would happen after a risk is analyzed

and did not require any direct actions from the CRO. These calculations were based on the risk matrix

represented in the previous process at INCM, which has not been modified.

Although the problem we had with risk level calculations was a dealbreaker for the system, it was not

the only reason to acquire this solution. One of the many audit requirements would be monitoring the

controls for risk treatment by the risk owner and the risk management department. It required that areas

had an accurate knowledge of the status of their controls and the expected dates of implementation.

Although essential to establish a forecast, these dates were easily ignored, and the respective treatment

would be overdue, in which case it was the CRO’s duty to question these same areas about the situation.

With the new add-on, we could add two more steps to the control state machine as depicted in Figure 5.1.

• Overdue- Status where the controls should automatically pass when the expected implementation

date was reached. The department responsible for it gets notified every day until the respective

issue gets postponed.

• Postponed- Status that the issue should go through if the areas find that the control should be

postponed to a later date than the first one established, going back to ”Overdue” automatically if

the date is once again reached.
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With these extra steps, we were able to achieve the requirement R4.11 concerning automatic transi-

tions, and so, fulfill the entire Data Management Module.

A1 A3
To Implement

A5

A4

A8

A9

In Progress

A6A7

Not Implemented

A6

Implemented

A1 - Create Control
A2 - Edit Control Data

A5 - Cancel Implementation

A3 - Start Implementation
A4 - Finish Implementation

A6 - Reopen
A7 - Reevaluate Control Data
A8 - Due Date Reached

A2

A8

A4

Postponed

A9

A4

Overdue

A9 - Postpone Implementation

A2

Figure 5.1: Final Control State Machine

Other subtle functionalities and patches could also be added to the platform to improve efficiency

by reducing previously performed tasks with user intervention and making them automatic. However,

these were not translated into solution requirements, as they were particularities that DPR aspired to

have on the platform. One of the extra functionalities was creating a field named ”days of delay” which

had the sole purpose of incrementing automatically every day that an issue stayed in the ”Overdue”

status. This would provide an easier way to see how long a specific control stayed overdue and notify

the responsible areas every day, compelling them to offer input or postpone the issue, which would later

be very effective. If the control was postponed, this field would go back to zero, ceasing the notifications.

Another example is the ”Eliminate” status that could now eliminate risks at the end of 30 days,

avoiding unnecessary archives of irrelevant data.

5.2 Usage

JIRA supports risk assessment, treatment, recording and reporting, facilitating the communication be-

tween departments and allowing easier monitoring and reviewing. However, its effectiveness depends

mainly on a scope, context, and criteria that the organization must previously define, as well as the cor-

porate culture about risk management. Although it can help report and monitor each risk, opportunity,

and control situation, the application cannot compel those responsible parties to answer for them. The
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application is based on a workflow system not meant to create treatment plans or evaluate if a risk meets

the acceptance criteria. These decision points are still needed to be evaluated and discussed outside of

the application and are the sole responsibility of the CRO, the risk management team, and the depart-

ment responsible for implementing the treatment plan. For that same reason, and since it is impossible

to automate the process enough to execute it without human interaction, good training is still necessary,

showing the advantages of the tool and how important it is to respond promptly and adequately to each

scenario. Hence, its efficiency is also related directly to the quickness of response of each entity.

Risk assessment, review, and reporting are the stages of the ERM process mainly supported by this

application. More than a remainder, JIRA let different entities access updated high-level information

about their risks while letting the CRO and the risk management team act on them.

The entire structure of the application can be seen in the user manual presented in Appendix A. The

manual will mention, step-by-step, how to create each issue type, assess risk, create and associate

controls, and what is expected from the user.

5.2.1 Risk Assessment

Our application follows the process present in ISO/IEC 31000 [1], contemplating in the Risk Assess-

ment stage, the Risk Identification, Analysis, and Evaluation. There are two perspectives, one from the

department users; and another from the CRO and the DPR. The first ones should be responsible for

identifying and analyzing the risk, and we should assume that they do not have any technical knowledge.

Therefore, from their perspective, tasks must be simple, straightforward, and user-friendly since those

are the main principles to avoid resistance to change. The second group of people are specialists in

risk management and responsible for evaluating, monitoring, reviewing, recording, and reporting risks.

They have a deep knowledge of the process, are familiar with the JIRA technology, and know how to

act promptly to situations without needing help. Hence they can perform more complex tasks. For this

reason, we decided to separate the two perspectives to make this section easier to read.

5.2.1.A Department’s Perspective

To identify a risk, a user must access the application with their company credentials and press the Create

button on the top panel just as a regular JIRA ticket.
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Figure 5.2: Creating a ticket

Then, the user will select the project ”GR” and select the ”Risk,” ”Opportunity,” or ”Control” issue type,

depending on what they are trying to identify.

Figure 5.3: Defining the issue type

Let us consider that the user wants to identify a Risk or an Opportunity. In that case, the user needs

to fill the fields mentioned on Table 5.1.

After this form is filled, a ticket is created, and the Risk Identification phase is considered complete.

This step will notify the Organic Unit identified on the creation form to perform a risk analysis. The DPR

and the CRO will also be notified for monitoring purposes, as they do not need to perform any obligatory

actions.
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Identification Field Description
Summary A generic name for the Risk/Opportunity

Risk Category Category and Sub-category of the risk, defined by the
company when the scope and criteria were established

Event Event that led to the risk
Cause Cause that led a certain event to happen

Consequence Consequences of the event in the assets of the company

Risk Source
The reason we are identifying the risk, i.e., if an event oc-
curred, if it is a compliance finding or a governance mea-
sure

Organic Unit
Department(s) responsible for the risk. This field will dic-
tate which department should be notified to perform the
analysis and track the risk.

E2E Processes The company’s operational process affected

Table 5.1: Risk Identification Fields

Figure 5.4: Risk Identified visualization

All relevant information filled in at the different stages of the process will be transcribed to the ticket as

depicted in Figure 5.4. On the right, we have the process actors, such as reporter and assignee, and the

creation and update dates of the ticket. Apart from the issue type and its status, the issue has three tabs

in the middle. The default one is related to the identification phase, where we can see the identification

fields, but also its risk level (since the risk demonstrated in Figure 5.4 is still in ”Risk Identified” status,

the risk level is still null until an analysis is performed). The second and the third ones are related to the

risk analysis and should be empty until further progress.

From this point forward, the departments have two possibilities, correct the risk identification if
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needed, or, if they identify their organic unit in the creation form, a button will appear to analyze the

risk. By clicking it, the department will see a screen with new fields to fill, required to perform a correct

risk analysis:

Analysis Field Description

Likelihood chance of the particular event happening again, calculated
qualitatively and quantitatively

Effectiveness of prevention Controls
Effectiveness of the control(s) identified. Effectiveness
must consider the quality of the control, its monitoring and
its redundancy

Existing controls A list of all existing controls related to this risk

Strategic Impact Impact on strategy indicating which goals, indicators or ob-
jectives may be affected by the event

Operational Impact Impact on operations indicating which processes or activi-
ties may be affected by the event

Financial Impact Financial impact estimating the financial value that can be
lost by the event

Reputational Impact Impact on the company’s reputation indicating the possible
extent of the incident

Information Security(IS) Impact Information security impact indicating which assets may be
affected by the event

IS Asset Affected
Type of information security asset affected between con-
fidentiality, integrity and availability, or a combination of
those

Regulatory Impact Regulatory impact indicating what laws, contractual goals
or requirements may be affected by the event

Safety at Work Impact Impact on safety at work estimating the possible losses of
the event

Environmental Impact Impact on the environment estimating the possible losses
of the event

Table 5.2: Risk Analysis Fields

By submitting the form, the CRO and the DPR will be notified again, and the Risk Analysis ends. The

status of the issue becomes ”Risk Analyzed”, the risk enters the evaluation phase, and the likelihood,

impact, and effectiveness of prevention controls will be automatically used to calculate the maximum

impact and derived loss likelihood. The technology, translates these two results into a risk level, which

in turn will be present in the default tab in the details section, highlighted in different colors based on its

value as previously shown in Figure 4.6. The third tab will show all impacts specified in Table 5.2 with

the respective description and the maximum impact. On the other hand, the second tab will show the

rest of the analysis data.
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Figure 5.5: An analyzed risk with a moderate risk level

Figure 5.6: An analyzed risk with a moderate risk level

On the example of Figure 5.6, we can see that the status of the risk has changed, and the risk level,

represented in orange, has been set to 3-moderate.

Unless the departments want to correct something from the previous data inserted, they will not have

to perform any more tasks. From this moment on, the risk will enter the evaluation phase meaning that
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no one except DPR or the CRO can transit the issue. However, the evaluation phase is not translated

into a new status but into a ”zone” where only these two have access and can manage the information

inside, while trusted parties can watch the progress.

5.2.1.B CRO’s Perspective

The CRO have now a decision point between the four statuses left in the Workflow: Eliminate, Control

Monitorization, Risk Closed, and Risk Controlled. He can deliberate if the previously analyzed risk is

redundant or mistaken, sending it to the Eliminate status, which will notify the responsible parties with

the reason to do so, and delete it after 30 days. If the risk can be avoided, the CRO will define the

treatment strategy field to ”avoid” and the issue will be passed to the Risk Closed status. If the risk

is not within the acceptable level, it means it will need some controls to mitigate it. In that case, the

CRO will pass it to Control Monitorization as Figure 5.7 shows, identifying the group responsible for

implementing the control, notifying them, and defining the treatment strategy field to ”mitigate”, meaning

that the risk entered the treatment phase.

Figure 5.7: A risk in control monitorization waiting for treatment

The issue will stay in this status until a control is implemented to mitigate it. When that happens, the

CRO should transition it back to Risk Analyzed by clicking the button ”Implemented Control”, which will

oblige him to perform a reevaluation of the risk, reformulating the values present in Table 5.2, reducing

the risk level automatically. When the risk reaches an acceptable level, usually a low or very low level,

always depending on the CRO assessment, he will change the treatment strategy to ”accept” move it to

the Risk Controlled status as depicted in Figure 5.8.
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Figure 5.8: A risk already controlled

5.2.2 Risk Treatment

Generally, the treatment phase is triggered by some risk that enters in ”Control Monitorization” status.

The department identified by the CRO will receive an email with all the information needed to develop

a control plan to mitigate the desired risk. JIRA should act as a pillar of information in this case, where

the department must insert all the planning it intends to do to inform interested parties. In this way, the

monitoring can be constant, and it will not be necessary to question the areas unless some delay arises

that requires justification. When a user wants to identify a control that is meant to be implemented, it

must press the Create button in the top panel and pick the ”Control” as an issue type as we did with

the risk and fill the fields mentioned in Table 5.3. In addition, there is another way to create a control by

going directly into the risk that needs to be treated and select ”Create Linked Issue”, this will show the

same fields, but the risk will be already linked, facilitating the form filling.

Control Field Description
Summary A generic name for the Risk/Opportunity

Linked Issues Field to link the risk(s) that should be treated by this control

Organic Unit
Department(s) responsible for implementing the control.
This field will dictate which department should be notified
to implement and track any updates on the issue

Description Detailed description of what is meant to be done

Table 5.3: Risk Identification Fields
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By finally clicking on create, the control stays on ”To Implement” status, until a person from the

department identified in the organic unit field starts to implement it, defines it as implemented, or cancels

it.

Figure 5.9: Control to be implemented, with a risk associated

In Figure 5.9 we can see the status of the issue, its type, the data filled in the previous form, and on

the bottom, we have the linked risks that this control should mitigate.

When the user wants to start the progress, it will need to press on ”start implementation”, this will

ask the user to select an expected due date. The issue stays in ”In Progress” status until it finishes or a

user cancels its implementation.

Figure 5.10: Example of a control in progress
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Suppose the control reaches the due date established. In that case, the control passes automatically

to ”Overdue” status, which, as said earlier, will notify the responsible area every day, as exemplified in

Figure 5.11, until they change its implementation date by pressing the ”postpone” button or closing it by

setting it as ”Implemented”.

Figure 5.11: Example of an email of an overdue control

Figure 5.12: Example of an implemented control

When the area finishes the control implementation, besides the status, three fields are automatically

set to their maximum value: Control Quality, Control Monitoring, and Control Evaluation. These dic-

tate the efficiency of the representative control and can be edited if the area so desires. Then, every

associated issue will have this particular control marked on its key as shown in Figure 5.13.
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Figure 5.13: Implemented controls are marked in every link they have

5.2.3 Review and Reporting

On the Risk Management Dashboard, as stated in the previous section, you can find all the information

about the project: maps, graphs, tables, and filters with relevant information about the tasks present

in the project. The dashboard, shown in the user manual present in Appendix A, was fully configured

based on the representation wanted and data to be shown, adapted to this project’s needs.

Figure 5.14: Control status pie-chart

By analyzing the previous dissertation made on Reporting and communication of the Risk Manage-

ment process in INCM [2], we found that most of the information present in their solution proposal cannot

be applied directly to JIRA. Especially in terms of timeline tracking, shown earlier to be a limitation that

is not built-in and needs an extra add-on to do so. On the other hand, the tool is meant to ease access

to the current situation of risks, opportunities, or controls. That’s what is expected to get in the end.

Figure 5.14 shows the first chart of the dashboard. This chart presents the controls quantitatively

in terms of their status. However, it will not appear equally to every user since it will only show the
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controls in which the user’s department was held responsible. The chart provides some interactivity

by highlighting each section of the wheel on mouse-over, referring to a particular status, and show

the respective percentage in the middle concerning the total number of controls to which the user has

access. By clicking the wheel or the labels on the right, the application redirects to a list of every control

in that particular status, filtering and offering more details about them.

Figure 5.15: Time concerning tables

On Figure 5.15 there are four tables concerning the application’s controls. The first table lists every

control in the Overdue status, meaning that those particular controls’ due date has been reached. As

mentioned previously, each of these issues should send a notification every day until the control gets

implemented or postponed, thus leaving the table. The table presents the control’s key, summary, due

date, and overdue days. The tables in red, yellow, and green represent the time until it reaches the

control’s due date, one week, one month, and two months respectively. As the controls get closer to the

due date, they enter these tables, notifying their responsible parties. Each table shows the summary,

due date, and time left until the due date.

Concerning Risks, Figure 5.16 shows a table that crosses the risk statuses with their risk level.

The lines should represent every risk level shown previously on the organizational ERM framework in

Figure 3.5. The line in gray ”Não Analisado”(Not Analyzed) means that seven days have passed since

its creation, and the risk owner did not analyze it. The columns represent every risk status on the
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application. In the case shown, there are no identified risks because everything is either analyzed or

controlled. This table is also interactive by clicking on the numbers shown, which will automatically

redirect to a filtered list with more detailed information about them. The user can gather information

about the progress of certain risks while evaluating their severity and evaluating the most common

patterns.

Figure 5.16: Cross table with risk level and status

The table shown in Figure 5.17 shows the percentage of treatment plans chosen for every risk. From

this table, it can be concluded that the most used treatment strategy is acceptance; five risks are waiting

to be controlled, and one risk to be transferred. However, precisely 90 risks do not have a treatment plan

yet, meaning that these risks have not been evaluated.
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Figure 5.17: Risk treatment table
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After numerous tests and reviews with the CRO about our application’s functionality, it was finally

time to deploy the developments made on the production server to test its usability and efficiency with

the real future users: risk owners, project managers, and risk managers. Since we cannot perform

these testings outside of the organization’s environment due to confidentiality and data protection, the

results are not being represented on a large scale, being limited to the people responsible for identifying,

analyzing, and evaluating risks, that are, in fact, the most meaningful opinions and must be considered.

This section shows the method used to evaluate the answers, the results, and overall opinion of the

users, that, should be considered for future adjustments on the application if necessary.

6.1 Method

In order to evaluate the efficiency and how intuitive the application was, we scheduled usability tests with

the users mentioned earlier, from different departments within the organization, with different responsi-

bilities, but all related to the risk management process that existed in INCM.

These usability tests involved eight tasks that were carried out with the user manual’s help in Ap-

pendix A. In Appendix B, we can observe the script of those same tests and each task’s content.

We decided to follow an evaluation method to guide us in what questions should we make and have

a quantitative way to estimate whether the tool was efficient without requiring too much information from

the users. For that reason, we chose the System Usability Scale (SUS). John Brooke invented the

System Usability Scale in 1986 to evaluate practically any kind of system. This system has been tested

ever since and has proven itself to be a meaningful method for evaluating usability and user experience

compared to other standards. [7]

The SUS is based on a Likert Scale that includes ten questions for users to answer and could be

applied to every software, application, or website developed. The users must rank each question from

1 to 5 based on the statement mentioned, 5 meaning they completely agree and 1 that they totally

disagree.

The system offers ten pre-built questions that should be adapted depending on the language, com-

plexity, and type of software:

1. I think that I would like to use this system frequently.

2. I found the system unnecessarily complex.

3. I thought the system was easy to use.

4. I think that I would need the support of a technical person to be able to use this system.
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5. I found the various functions in this system were well integrated.

6. I thought there was too much inconsistency in this system.

7. I would imagine that most people would learn to use this system very quickly.

8. I found the system very cumbersome to use.

9. I felt very confident using the system.

10. I needed to learn a lot of things before I could get going with this system.

After answering these questions with ranks between 1 to 5, the results must be calculated to offer a

propper evaluation scale.

• For each of the odd-numbered questions, we need to subtract 1 from the score.

• For each of the even-numbered questions, we need to subtract their value from 5.

• Sum all of these values, and multiply the final number by 2,5.

• Calculate the average of the total value of all users.

Although it does not provide a qualitative analysis of what went wrong with the solution developed, it

gives us a score out of 100 to evaluate how badly our application needs rearrangements.

The average System Usability Scale score is 68. The following values represent the scale:

• ≥ 80.3- Users are pleased with the development made and will recommend it to their peers.

• ± 68 - The application needs adjustments since it does not fulfill the user’s needs.

• ≤ 51 - Usability is low, and the application needs to be fixed or rearranged.

At the end of the survey, we wanted to know the details about the challenges that users faced,

their difficulties, what could be improved, and if, in fact, they could carry out their duties related to risk

management in the proposed application. Other questions were related to the tool’s familiarity since

some of the challenges could arise because users are not used to the JIRA software itself, not because

of the application developed. Therefore, it would also help to know if JIRA is intuitive enough for people

that never looked at it in the first place.

6.2 Analysis of the Results

This evaluation was performed with the collaboration of sixteen volunteers. As mentioned earlier, all

volunteers were INCM employees and were related to the organization’s risk management process

somehow.

77



SUS Questions Average Values
1 - I think that I would like to use this system frequently. 4
2 - I found the system unnecessarily complex. 1
3 - I thought the system was easy to use. 5
4 - I think that I would need the support of a technical person to be able to use this
system. 2

5 - I found the various functions in this system were well integrated. 4
6 - I thought there was too much inconsistency in this system. 2
7 - I would imagine that most people would learn to use this system very quickly. 4
8 - I found the system very cumbersome to use. 2
9 - I felt very confident using the system. 4
10 - I needed to learn a lot of things before I could get going with this system. 1

Table 6.1: SUS average values for each question

We have evaluated the ten template questions mentioned for the SUS, and the results were straight-

forward. The SUS scores ranged from 57,5 to 100, and we reached an average score of 83,9, meaning

that the application’s general opinion was adequate and the implementation was successful. A more

in-depth analysis made us realize that lower scores were often related to the lack of JIRA usage or the

lack of people’s technical knowledge, but even then, no score was lower than 51, which means that for

the generic users, there may be some adjustments to make in order to meet their needs. This problem

could also be related to the organization’s culture, where the resistance to change is a recurrent issue

when dealing with dematerialization processes, as mentioned by some of our volunteers.

Other questions were asked about the difficulty of the tasks, and the user experience when realizing

the activity. The results about this section of the questionnaire are shown in Figure 6.1.

On the first question, we evaluated the intuitiveness of the tasks performed, and the opinion was

consensual by 56% of the volunteers rating a 5 and 44% rating a 4 out of 5. On the second question, we

evaluated if the user manual was useful for realizing the entire activity. 62,5% completely agree that the

manual was useful, 25% rated a 4, and only 12,5% rated a 3 out of 5. This is probably due to the fact

that some people did not need to look at the manual to reach the objective since some of them already

knew how to deal with JIRA, or reached it by trial and error.

78



Figure 6.1: Questionnaire 2nd part results

On the third and fourth question, we asked if the users felt that they could identify risks and controls

and perform related tasks independently. Both questions had the same results by having 62,5% of the

volunteers agreeing that they could, in fact, do it autonomously in the future, and 37,5% rating a 4 out of

5.

Finally, on the last two questions, users needed to mention the familiarity with the JIRA software.

In general, most of the volunteers never heard about JIRA, having 37,5% of the volunteers rating a 1

out of 5, and 68,75% also completely disagreeing when questioned about being a regular user of JIRA.

Although these last two questions may, at first sight, indicate that the tool is not mature on INCM yet,

it shows us that even people who are not experienced with it can perform risk management activities

without effort.

Regarding future improvements or necessary adjustments, users showed some difficulties when

accessing the dashboard to gather data. Even some experienced users had some trouble to find where

the dashboard could be. As soon as they confirmed the dashboard as ”favorite,” they had no trouble

reaccessing it. This challenge is not solvable by any of our developments since the system controls it.

We can conclude that the ”bridge” between projects and the dashboard data could be slightly simplified,

although, with experience and marking the dashboard as the favorite, the learning curve decreases

significantly.

The last question tried to evaluate if the users considered the application as an added value to the

INCM’s risk management process. The question was rated from 0 to 10, being 0 - It will not improve
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at all, and 10 - Will improve substantially. As we can see in Figure 6.2, all the results are equal or

higher than 7. The opinions were tied between 8 and 10 by 37,5% of the volunteers, concluding that

the participants consider it a significant improvement to the organization’s existing process, which was

precisely our objective.

Figure 6.2: Efficiency Improvement Questionnaire

6.3 Discussion

Concluding this evaluation, we found interesting data about our developments.

The overall opinion about the application was positive, although there is room for improvements

regarding dashboards and reporting. As we mentioned in the previous chapter, JIRA has some lim-

itations when providing relevant data to users, especially if the process is not software development-

based. These limitations proved themselves when testing the dashboard applicability by asking the

users to gather data from it. However, these difficulties arose very subtly and were easily overcome by

searching the user manual.

Lastly, we found out from the questionnaire that even though most people did not have experience

with the tool, they could perform every task. The questionnaire also proves that the manual was a vital

variable for achieving the activity’s success, and without it, the results would probably not be satisfactory.

By meeting most of the requirements created, achieving a high score on the SUS, and getting favorable

opinions from the end users, we can denote this implementation as a success in INCM’s context.
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7.1 Conclusions

Over the last decades, ERM has been changing, and more complex frameworks have been built to

aggregate new company elements that were not previously considered, such as performance, objec-

tives, and mainly strategy setting. This change made several organizations implement new methods to

accomplish higher performance and gain a competitive advantage in their markets.

Despite the several normative references, acceptable practices, and frameworks like ISO/IEC 31000,

COSO ERM Framework, there is no clear consensus on how risk management systems should be

implemented. For this reason, multiple solutions have emerged on the market that, despite serving the

same purpose, have distinct features and functionalities that often force organizations to adapt their own

ERM processes instead of the other way around.

This dissertation brings a list of functional requirements that are intended to mitigate precisely this

problem, generic enough to be used in multiple corporate contexts and markets. In addition, using the

INCM use case, which sought to dematerialize its ERM process into a flexible tool but not documented

for risk management, we could transpose the requirements created into a solution that satisfied both the

identified need for ERM platforms and the challenge of INCM, analyzing the quality of the requirements

built.

The tool chosen by the organization was JIRA that already had proven its value in numerous contexts

and situations inside the organization when managing work. Despite not having much knowledge of

being used in risk management procedures, the tool was expected to be flexible enough to meet the

requirements necessary to build a risk management tool. Since this was not taken for granted, its viability

was also part of the problem we accepted to research and explore its capabilities and functionalities in-

depth.

After analyzing ERM processes and the tool’s limitations and capabilities we used the requirements

created to reach a solution that suffered several improvements over the months and went through various

iterative developments to reach an acceptable level based on the INCM’s objectives. Since some of

the limitations were ”deal-breakers”, its accomplishment needed an extra add-on that facilitated every

automated mechanism that the process needed. Although it may not be a suitable tool for this purpose,

JIRA managed to meet the vast majority of proposed requirements and organization needs, except for

those related to export capabilities, which had been identified as one of the main limitations of the tool

used.

The feedback from the volunteers that performed the usability tests was very positive. Every task

was completed successfully by each user, and, in general, people found the tool to be an added value

and an excellent improvement for the risk management process and the organization itself. The results

have shown that even people with no technical knowledge or experience with the software could work on

the application and perform what was asked. These developments also materialized in a user manual
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that the users found very useful to accomplish their objectives.

We concluded that our list of requirements for ERM solutions was a success, having managed to

implement a system of this complexity in the JIRA tool from scratch. JIRA could effectively provide a

practical platform to assess treat, and communicate risks within the entire organization, covering

all business scopes, capable of offering crucial information to act adequately and timely to future

risks.

7.2 Future Work

There are still developments to be done and functionalities that would be interesting to find implemented.

The functional requirements described were not all met. R6.4 concerning metadata exporting was not

directly achieved, as there were timestamps and user information that was not possible to be exported,

failing to meet this requirement. R6.7 and R6.8 related to timeline and history tracking also could not be

implemented. This requirement involved functionalities that the base version of JIRA software could not

provide. This possibility would increase the value that the dashboards could offer by giving stakeholders

the possibility to find the evolution of a single risk over time.

Reporting and Communication could also be improved. This issue has been shown to impact strategy

setting and decision-making the most, and the theoretical research made on previous dissertations on

the organization about this topic could not be fully implemented.

It should be interesting to evaluate the process’s performance with the developed application out-

side of a testing scope since performance plays a significant part in the ERM methodology and should

be considered.

It would also be interesting to test our functional requirements on a brand new software, developing

it from scratch instead of adapting an already built tool. In this way, it would be possible to obtain

information on whether the list was sufficient to meet all the needs of an organization or whether it would

be necessary to adapt or include new modules to these requirements.
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