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Abstract

Over the years and even nowadays, enterprises do not follow standards, when it comes to Risk Man-

agement, and end up using spreadsheets to identify, register and manage risks. These spreadsheets

are then used to manage the risks of the company, risks of the departments and even risks regarding

activities, since they may have a different manner on how to be managed. Thus, it can be difficult to

integrate the risks altogether and consequently, the vision regarding said risks becomes fragmented and

dispersed throughout several contexts.

HoliRisk is a web-based platform that aims to support the risk assessment process of any organiza-

tion, independently of its focus, objectives or context. HoliRisk makes it available a holistic centralized

view of risks where it is possible to register risks regarding the enterprise as a whole, its departments or

even activities, in an integrated and centralized manner.

Even though HoliRisk is a holistic risk assessment tool where it is possible to register risks and see

all the data inserted, there was no actual component that analysed the data and provided useful infor-

mation regarding the existing data. This work aimed to implement that data analytics component, named

Reporter, allowing the creation of multiple types of reports using multiple risk assessment techniques.

This Reporter’s objective is to improve the way that HoliRisk helps any enterprise to thrive, giving its

users the knowledge and information necessary for success.

Keywords: Risk Management, Risk Assessment, Data Analytics, Reporting, Information
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Resumo

Ao longo dos anos e até hoje, empresas não respeitam os padrões definidos quando se trata de

Gestão de Riscos, o que leva à utilização de folhas de cálculos para identificar, registar e gerir riscos.

Essas folhas de cálculo são usadas para gerir os riscos da empresa, os riscos dos departamentos e

até mesmo riscos relativos a atividades, uma vez que podem ser geridos de diferentes formas. Assim,

torna-se difı́cil integrar todos os riscos existentes e consequentemente, a visão sobre esses riscos

torna-se fragmentada e dispersa em diversos contextos.

O HoliRisk é uma plataforma web que visa apoiar o processo de apreciação de risco de qualquer

organização, independentemente do seu foco, objetivos ou contexto. A HoliRisk disponibiliza uma visão

holı́stica e centralizada dos riscos, onde é possı́vel registar riscos relativamente à empresa como um

todo, seus departamentos ou até mesmo atividades, de forma integrada e centralizada.

Apesar de a HoliRisk oferecer uma ferramenta holı́stica de apreciação de risco onde é possı́vel

registar riscos e visualizar todos os dados inseridos, não existia nenhum componente que analisasse

os dados e fornecesse informações úteis relativamente aos mesmos. Este trabalho teve como objetivo

implementar esse componente de análise de dados, chamado Reporter, que permite a criação de

múltiplos tipos de relatórios usando múltiplas técnicas de avaliação de risco. O objetivo deste Reporter

é melhorar a forma como a HoliRisk ajuda qualquer empresa a prosperar, dando aos seus utilizadores

o conhecimento e a informação necessários para ser bem sucedida.

Palavras-chave: Gestão de Risco, Avaliação de Risco, Análise de Dados, Informação

iii



Contents

Acknowledgments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . i

Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ii

Resumo . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . iii

List of Figures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . vi

Acronyms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . viii

1 Introduction 1

1.1 Problem Description . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Objectives and motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.3 Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.4 Document Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

2 Related Work 3

2.1 Risk Management Core Concepts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2.1.1 Principles and Guidelines . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.1.2 Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.2 Risk Assessment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2.2 Techniques to explore . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.3 Risk Management Tools and Techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

2.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

3 Problem Analysis and Requirements 15

3.1 Problem context and motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.2 HoliRisk . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.2.1 Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.2.2 Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3.2.3 Technology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3.2.4 Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.3 Requirements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

iv



4 Proposed Solution 24

4.1 Development Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

4.2 Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

4.2.1 Report Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

4.2.2 Report Data Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

4.2.3 Data Analytics Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

4.3 Technology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

4.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

5 Solution Implementation 33

5.1 Reporter Modes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

5.2 Reporter Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

5.2.1 Report List Area . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

5.2.2 Selected Report Area . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.3 Report Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

5.3.2 Filtered List . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

5.3.3 Fishbone . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

5.3.4 Risk Matrix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

5.3.5 Combined . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.4 Technological Challenges and Decisions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

5.4.1 Risk Register Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

5.4.2 Reporter Interface Decision . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

5.4.3 Best Practices Decisions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

5.4.4 Risk Matrix Report Challenge and Decision . . . . . . . . . . . . . . . . . . . . . . 42

5.4.5 Combined Report Challenge and Decision . . . . . . . . . . . . . . . . . . . . . . 42

5.4.6 Reporter Development Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

5.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

6 Evaluation 45

6.1 Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

6.1.1 Tasks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

6.1.2 Participants and Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

6.1.3 Survey . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

6.2 Results and Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

6.2.1 Usability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

6.2.2 User Experience . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

6.2.3 Opinions and Observations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

6.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

v



7 Conclusions and Future Work 54

7.1 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

7.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

Bibliography 55

A Scenario - Pizzeria Under Risk 58

B User Manual 60

C User Evaluation - Guideline 76

D User Evaluation - Survey 80

vi



List of Figures

2.1 Risk Management Process [1] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

2.2 Tools and techniques used for risk assessment [5] . . . . . . . . . . . . . . . . . . . . . . 8

2.3 Check List Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

2.4 Fishbone Diagram Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.5 Consequence/probability matrix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.6 Consequence/probability matrix results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.7 Resolver ERM Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.8 EQMS Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.9 Logicgate Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

3.1 HoliRisk Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.2 HoliRisk Previous Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

3.3 Domain List . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.4 Domain Main Page . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.5 HoliRisk Domain Data Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

3.6 HoliRisk Domain Attributes Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.7 HoliRisk Domain Ranges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.8 HoliRisk Domain Populate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.9 Reporter Use Case Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

4.1 Prototyping Development . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

4.2 HoliRisk Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

4.3 Report Data Management Component . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

4.4 Risk Owner Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

5.1 Reporter Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

5.2 Create Report - Report Type Choice . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.3 Report Modes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.4 Overview Report Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

5.5 Filtered List Report Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

5.6 Depth First Search (DFS) example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

5.7 Filtered List Report Exploration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

vii



5.8 Filtered List - Event Controlled . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

5.9 Fishbone Report Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

5.10 Fishbone Report Exploration - Risk Severity . . . . . . . . . . . . . . . . . . . . . . . . . . 38

5.11 Fishbone Report Exploration - Risk Severity After Control . . . . . . . . . . . . . . . . . . 39

5.12 Fishbone Report Exploration - Risk Severity After Control Second Scenario . . . . . . . . 39

5.13 Risk Matrix Configuration Step 1 and 2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

5.14 Risk Matrix Configuration Step 3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.15 Risk Matrix Configuration Step 4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.16 Risk Matrix Exploration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.17 Risk Matrix Exploration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.18 Combined Report Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.19 Combined Report Exploration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

5.20 Highcharts Heat Map . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

5.21 Reporter Development Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

6.1 Tasks’ completion time and difficulty level . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

6.2 Features usefulness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

6.3 Level of awareness and satisfaction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

6.4 User Experience Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

viii



Acronyms

API Application Programming Interface

CRUD Create, Read, Update, Delete

DFS Depth First Search

DOM Document Object Model

ERM Enterprise Risk Management

GRC Governance, Risk Management and Compliance

HTML Hypertext Markup Language

HTTP Hypertext Transfer Protocol

ISO International Organization for Standardization

JSON JavaScript Object Notation

MVC Model View Controller

PDF Portable Document Format

PUR Pizzeria Under Risk

SUS System Usability Scale

UEQ User Experience Questionnaire

UML Unified Modelling Language

UX User Experience

ix



Chapter 1

Introduction

Every enterprise sets targets that need to be reached, in order to be successful. Therefore, it is

paramount to manage possible risks that could compromise the achievement of those goals. Formerly,

companies would use spreadsheets to identify and register risks and the manners in which to proceed

for each one of them. This process is poor, incomplete and is used throughout the company, by de-

partments, projects and even activities making it difficult to integrate all the risks together. Therefore,

the vision of the possible risks of the enterprise becomes fragmented and spread throughout various

contexts.

Over time, standards were created to identify the proper way to handle and implement risk manage-

ment in an enterprise. The ISO 31000 [1] emerged establishing Risk Management standards, and most

companies tried to adapt using what they had: spreadsheets. Other companies adapted by recurring

to outside development or available software. The outside development is done on demand exactly

as the customer requests and probably no other company would be able to use. On the other hand,

there is Risk Management oriented software that is implemented in a specific way and the customer

has to adapt to it, making it difficult for some of the involved to get what they want if something different

was desired. These two options seemed to open an opportunity for the development of a software that

could be incorporated into whatever organization and be flexible enough for the company to change it if

necessary.

1.1 Problem Description

A Risk Management platform named HoliRisk was created in order to be possible for any enterprise

to use and configure, instead of having to adapt completely to an existent application or having to define

the requirements of a new one. HoliRisk is a web-based platform that allows a holistic view of risks in

an organization rather than a fragmented view where risks are dispersed across multiple contexts. Even

though the HoliRisk platform is a more flexible and centralized solution where it is possible to register

and visualize data, it lacked a data analytics component that could analyse the available data, with the

purpose of obtaining valuable business information and provide a better support for decision making.
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1.2 Objectives and motivation

This dissertation is meant to provide extend the HoliRisk platform with a module that provides better

way to analyse existing data. Thus, the data can be used by a data analytics or reporting module that is

going to be addressed as Reporter throughout this document. Besides that, the data being used as the

basis for this document is the Pizzeria Under Risk (PUR) which describes a simple scenario regarding

risk management of a pizzeria, further detailed in appendix A. The Reporter aims to provide the pos-

sibility of creating multiple reports which can lead to multiple conclusions, faster answers regarding the

business and better decision making, that could mean the difference between the success or failure of

a company.

1.3 Contributions

This work aimed to incorporate a component into the HoliRisk platform that feeds on its data, in

order to produce business intelligence that can be used by risk management specialists to take the right

decisions at the right time. In the data analytics component added, the Reporter, it is possible to create

five types of report (Overview, Risk Matrix, Filtered List, Fishbone and Combined) by configuring them

and exploring the respective results. Furthermore, the component is a strong base from where multiple

other reports can be created, with the same mission: for the organization to thrive making the right

decisions at the right time.

The Reporter interface proved to be useful and friendly in an end-user perspective. The main com-

mentaries of the users were that it was very intuitive even for the users that were not until then familiar

with the risk management concept.

This work also contributed with an update to the user manual already created for the HoliRisk plat-

form, with the addition of the Reporter functionalities. Since the manual was already written in Por-

tuguese, it was also carried on in the same language and is available in the appendices.

1.4 Document Structure

The rest of this dissertation is organized in more six chapters and four appendices. Chapter 2

presents some related work to the detailed problem. Chapter 3 states the problem analysis, the platform

on which this dissertation would be built on and the requirements that need to be addressed and im-

plemented. Then, in chapter 4 will be depicted the proposed solution. Chapter 5 describes the solution

implementation in detail. Chapter 6 describes the evaluation method used, as well as the results of

the user testing and respective conclusions. The last chapter concludes the dissertation with an overall

discussion of the work done and the future work proposed.

Finally, in the appendices it is available the Reporter User Manual, an example scenario used

throughout the dissertation and the guideline and survey presented in the evaluation chapter.
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Chapter 2

Related Work

Every business has risks associated and it is necessary to manage them, e.g. if the chef of a restau-

rant were to catch a cold, this would be a problem that the restaurant should anticipate beforehand and

have a substitute ready, or establish that the sous-chef would substitute the chef while he is unavailable.

The prevention of this risk or any other requires using a variety of techniques to assess them and come

up with a solution. Since there is a large number of possible techniques to be used, an enterprise can

use the techniques that better apply to its objective.

Each company has been managing risk as they pleased, some with spreadsheets, others just han-

dling risk when something happens. Therefore, International Organization for Standardization (ISO)

standards were created and should be the point of reference for every company that is adopting risk

management. This dissertation will be focused and comply with some of the standards created by ISO,

mainly ISO 31000 and 31010.

This chapter will introduce the risk management concept, its process and respective risk assessment

techniques. Only the techniques that were used and implemented are depicted in more detail.

2.1 Risk Management Core Concepts

Risk management begins with the possibility of an event occurring, i.e. a change in a set of cir-

cumstances [2]. An event can create the effect of uncertainty on a business’ objectives and that effect

is called risk. Thus, risks have to be managed by defining activities to control that uncertainty and to

guarantee that objectives are achieved. These measures that modify the risks are called controls.

Every event that may impact an organization’s objectives must be taken into account when managing

risks. To deal with these risks, the Australian and New Zealand AS/NZS 4360 standard was created in

2004 [3]. Based on that efforts, the ISO 31000 was created, in 2009, and is now the risk management

international standard.

ISO 31000 was created so that risk management can be focused on an organization as whole or on

smaller parts such as its activities, processes or resources [4]. Organizations should manage risk by

firstly identifying it, secondly by analysing it and finally by evaluating whether the risk should be handled
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and/or treated [1]. When adopting this standard, a number of principles and guidelines need to be

followed in order for risk management to be effective, and a systematic and logical process has to be

adopted. This standard can to an entire organization or to specific functions, projects and activities.

The adoption of this risk management standard enables an organization to improve in multiple man-

ners, such as by increasing the likelihood of achieving objectives; improving the identification of opportu-

nities and threats; improving stakeholder confidence and trust; establishing a reliable basis for decision

making and planning; allocating and making use of the resources for risk treatment in an effective way

and improving incident prevention and management; improving organizational learning and resilience

[1].

In order for this improvement to be possible, each risk must be associated with a person or an entity

that is accountable and that has the authority to act upon it. This person or entity, the so-called Risk

Owner [1], becomes responsible for the risks and for taking actions, making decisions towards a better

solution.

2.1.1 Principles and Guidelines

ISO 31000 contributes with principles and guidelines on risk management and can be applied to

any risk, regarding any industry and can be implemented throughout the life of an organization and

to specific strategies and decisions, operations, processes, functions, projects, products, services and

assets [1].

In order for risk management to be effective, an organization should comply with the principles of the

standard ISO 31000: create and protect value; be part of organizational processes, be part of decision

making; explicitly handle uncertainty; be systematic; be structured; use the best available information;

be tailored; take human and cultural factors into account; be transparent and inclusive; be dynamic; be

iterative; be responsive to change; and facilitate continual improvement of the organization [1].

Although this standard provides generic guidelines, it is not supposed to promote uniformity on risk

management across organizations, i.e. it must adapt to each specific organization, its particular objec-

tives, context and whatever target risk management standard is focused on[1].

2.1.2 Process

The process of risk management should be a part of management, culture, practices and adapted to

the business processes of the organization [1]. The activities of this process are represented in Figure

2.1 and detailed below.

Communication and consultation take place with stakeholders, internal or external to the orga-

nization. This stage should be developed early on, to address issues related to the risks themselves,

causes, consequences and measures to control the risks. Also, communication and consultation should

be effective in order for the stakeholders and those responsible for implementing the risk management

process, to understand the basis on which decisions are made and the reasons why specific actions are

required [1].
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Figure 2.1: Risk Management Process [1]

Stakeholders are the ones that make judgements about risks based on their perceptions and conse-

quently must be identified, recorded and taken into account in the decision-making process.

This step is important so that everyone understands the risks, decisions regarding them and the

direction that risk management is supposed to take. Thus, it has to happen regularly and, as can be

seen in Figure 2.1, it should happen on all the stages of the risk management process.

Establishing the context of a company is another risk management step and its purpose is to define

the company’s objectives, identifying external and internal parameters that influence how risk should be

managed, as well as setting the scope and risk criteria [1]. Risk criteria is the reference against which

the importance of the risk is evaluated, e.g. it is defined that a risk is critical if it involves the loss of

more than a specific amount of money and when the risk’s possible loss is defined, it is compared to this

risk criteria (in this case, the limit value defined) and established if it is critical or not to be treated [2].

For any organization, it is important for the context to be well defined in order for decisions to be made

accordingly, reason why stakeholders must be consulted in this stage.

Risk assessment is composed of three steps that correspond to risk identification, analysis and

evaluation, as can be seen in Figure 2.1. As the names suggest, it is necessary to first identify the risk,

secondly to analyse it and lastly to evaluate said risk.

Since the main focus of this dissertation is regarding risk assessment techniques, the detail on risk

assessment itself will be in section 2.2 taking into account the ISO 31010 [5].

Risk treatment corresponds to the selection of one or multiple paths or measures that can be taken

to modify risks, and then implement them. These paths are called controls. On this step, treatments are

created, decided if the respective residual risk levels are tolerable and generate new risk treatments if

necessary.[1]
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Monitoring and Review is another important step in order to maintain risk management always up

to date, checking it periodically or in an ad hoc manner. The points to look out for, according to the ISO

31000 are [1]:

• Identify emerging risks;

• Ensure that controls are effective and efficient in both design and operation;

• Obtain further information to improve risk assessment;

• Analyse and learn lessons from events (including near-misses), trends changes, successes and

failures;

• Detect changes in the external and internal context, including changes to risk criteria and the risk

itself which can require revision of risk treatments and priorities.

Everything has to be recorded in order to have a historical path that can be evaluated and used to,

for example, not repeat the same mistakes as before or to amplify decisions that had a good response

at the time.

2.2 Risk Assessment

As mentioned before, Risk Assessment is part of the Risk Management process (see it in Figure 2.1

highlighted with green) and is being detailed in this chapter, starting with an overview and then with the

depiction of the techniques chosen to be explored in this dissertation.

2.2.1 Overview

Risk assessment improved the way to understand if risks can compromise the achievement of

objectives of an organization and if the controls in place are adequate and effective. This information is

the basis for decision-makers and responsible parties to decide about the most appropriate approach to

be used to deal with the risks. Therefore, the output of risk assessment is considered an input for the

decision-making processes of the organization [5].

In order to assess risk, it is necessary to go through three stages, shown in Figure 2.1:

1. Risk identification

2. Risk Analysis

3. Risk Evaluation

Risk identification is the step one and where risks should be identified, their causes and respective

consequences. A comprehensive identification of risks is paramount to generate a list of risks that

are going to be analysed and evaluated. The ones that are not identified will never be analysed and

evaluated and it can become a problem for the organization that is not handling them [1].
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After identifying the risks, one must then analyse them, hence the second step: risk analysis. This

analysis of the identified risks demands a better understanding of the risks. Should the risk be treated?

What treatment strategies and methods would be the most appropriate in order to deal with the risk?

What type of risk is it? What level of risk is it? These questions are the ones being answered in this

stage.

In order to answer these questions, one must consider the events that correspond to risks, the

likelihood of the risks and the possible consequences. The latter, depending on if they are positive

or negative consequences, must be dealt with by defining controls that may prevent, drop down the

likelihood of the risk or that minimize the effect of the risks’ consequences. These controls have to

be maintained and reviewed since their effectiveness and efficiency might change and, in that case, a

change of approach might be in order [1].

Risk analysis output is to be used as an input to the next step of the risk assessment: risk evalua-

tion. According to [1], risks are evaluated taking into account which need treatment and the priority for

treatment implementation. It involves comparing the level of risk found during the analysis process with

the risk criteria established when the context was defined, which will establish if there is the need for the

risk to be treated.

2.2.2 Techniques to explore

Risk assessment process can be performed or assisted using tools and techniques. Depending

upon the needs of the organization, more than one method of assessment may be used. These tools

and techniques are being depicted on Figure 2.2 for each step in the risk assessment process [5].

There are multiple tools and techniques and therefore only a selected few will be detailed further:

brainstorming, check-lists, cause-effect analysis and consequence/probability matrix. The techniques

to be explored are related to the report types that the stakeholders wanted to be implemented into the

HoliRisk platform. Those report types are introduced and detailed in section 5.3 and use directly or

adapt to the techniques explored below.

Brainstorming is a technique used loosely as being any type of group discussions. However, ac-

cording to [5], the true meaning lies in particular techniques to try to ensure that people’s imagination

is triggered by the thoughts and statements of others in a group. The input for this technique corre-

sponds to a group of knowledgeable people of the organization, system, process or application being

assessed. The process of brainstorming can be a formal or an informal one. In one hand, the informal

is less structured and more ad-hoc. On the other hand, the formal process is more structured and the

participants have to be prepared in advance and the session has a defined purpose and outcome with

a means of evaluating ideas. Thus, it may be necessary a facilitator that would guide the group through

their thoughts into the outcome necessary.

Check-lists correspond to a technique used to check that everything has been covered. It can also

be used as part of other risk assessment techniques. These check-lists can be lists of hazards, risks or

control failures that have been developed from experience by the result of a previous risk assessment.
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Figure 2.2: Tools and techniques used for risk assessment [5]

Each element of the list must be handled by a person or a team, going through the list and reviewing

whether items on the check-list are present or have been dealt with [5].
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Figure 2.3 exposes an example of a check-list1 that handles the possible risks that a project manager

has to worry about when working with a software customer. This check-list serves to analyse if the

customer is ready to be involved in the development process and to understand if there is too much risk

to work with the said customer.

Figure 2.3: Check List Example

Cause-and-effect analysis is a method to identify possible causes of an event that is not desirable.

An effect can have a number of causes which may be grouped into different categories. An example

of a fishbone is shown in Figure 2.42 where the line in the middle is the starting point to understand

it. Shorted Motor Coil Causing 23% Failure Rate on Cycle Destruct Test is the end result or the effect

that one is trying to understand, and the arrows pointing to it are the lines corresponding to the causes.

Therefore, the main line has six possible causes/categories that affect the line in the middle: the man-

power, the methods, the machines the metrics, the materials and the minutes. And these causes can

also have causes of their own, and so on.

Consequence/probability matrix is a technique that can be applied in all steps of the risk assess-

ment process. According to [5], this technique is used to rank risks, sources of risk or risk treatments

on the basis of the level of risk. It is used to define which risk need further analysis, which risks need

treatment first, or which need to be referred to a higher level of management.

A consequence and probability scales must be done in order to define the three dimensions of the

matrix, the abscissas, the ordinates and the severity of the risk (see Figure 2.5 3). In order to apply this
1http://m.softwaretestinggenius.com/?page=details&url=risk-assessment-and-analysis-checklist - accessed

05-September-2017
2http://fishbonediagram.org/example-1-poor-product-quality/ - accessed 05-September-2017
3https://safeworkpro.com/risk-assessment/what-is-a-risk-assessment-matrix - accessed 05-September-2017
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Figure 2.4: Fishbone Diagram Example

technique and use it in a tool, it needs people, ideally a team, with expertise and as many data as is

available to help judge the respective consequences and probabilities.

Figure 2.5: Consequence/probability matrix

Figure 2.6: Consequence/probability matrix results

The output of this technique is a ranked list of risks with significance levels defined, see Figure 2.6
4. An association can be made between level of risk and treatment, e.g. low level risks can be directly

associated with the decision of not treating the risk.

4https://www.cgerisk.com/solutions/risk-register-and-hazard-identification - accessed 05-September-2017
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2.3 Risk Management Tools and Techniques

Multiple tools exist nowadays to allow companies to manage their risks by being able to register and

controlling them. Some tools are oriented towards the registering of risks, others in allowing the user

to establish tasks to be resolved, there are many different ways to build a risk management application.

There are even tools which full purpose is not to manage risks but can be used to that end, such as

spreadsheets, and therefore may not be the best ones to do it. Tools oriented towards risk management

may have different focuses such as to define a single way for the company to manage risk, limiting the

decisions of the company. It is also possible to develop tools that centre its focus only on the enterprise

as a whole and not on its departments or activities, making it harder to manage the risks since it is not

well designed or because one can not have the level of detail required.

Out-of-the-box tools have a way of handling risk management, i.e. the company developing the tool

defined a process that follows the regulatory requirements and forces it into its customers as being the

best way. Furthermore, if the company wants to use the tools in a different or needs the tool to be

changed, it is necessary for the developing company to use its developers to change and adapt to the

needs of the customer. This flow is not an optimal one since each company may have multiple different

ways to want to implement the risk management process and that is why other tools allow the user or

enterprise to create and establish the manner in which the risk management process should be built and

conducted.

The tools to be presented are:

• Resolver ERM5;

• EQMS6;

• Logicgate ERM7.

Resolver is a software that offers a Governance, Risk Management and Compliance (GRC) enter-

prise solution. The risk management solution is labelled Resolver Enterprise Risk Management (ERM)

and is an out-of-the-box solution that is made available to any enterprise.

Each enterprise needs to ask for a demo to see the out-of-the-box solution where the risk manage-

ment steps are made available: risk identification, risk analysis, risk assessment, risk treatment, risk

monitoring, reports, test (see Figure 2.7 8).

For each step, there is a possible solution and the existent configuration is the one made available

on the demo. If the client wants to change any, it would be necessary for the Resolver’s developed to

change it as per the client’s requirements.

Therefore, even tough the Resolver ERM does offer multiple steps regarding the risk management

process, it is not a flexible software.

5http://www.resolver.com/apps/enterprise-risk-management-software/ - accessed 05-September-2017
6http://www.eqms.co.uk/grc/ - accessed 05-September-2017
7https://www.logicgate.com/solutions/enterprise-risk-management/ - accessed 05-September-2017
8http://www.businesswire.com/news/home/20170315006142/en/Resolver-Launches-Newest-Cloud-Based-Enterprise-Risk-Management/

- accessed 05-September-2017
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Figure 2.7: Resolver ERM Interface

EQMS is another out-of-the-box tool that is centred on risk, i.e. it is possible to create risks and all

the possible relations with them. The configuration is made by the company developing the software

and therefore, it is not possible to be changed by the user of the tool. In Figure 2.8 9, it is possible to see

that the tool is completely focused on the creation of risks and where the possible connections are, for

example, likelihood, impact and controls. It is possible to configure those connections in a risk but is not

possible to configure the risk itself, e.g. it is not possible to define that risk is also related to an event,

instead of having only a description.

Figure 2.8: EQMS Interface

Once inside the EQMS application there is a check-list is shown in the beginning as a TO-DO list

where there is a list that the user must complete or verify and another type of report corresponding to

9http://quality.eqms.co.uk/blog/author/michael-ord/ - accessed 10-September-2017
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a pie chart which is not a good chart to convey information10. It also available a risk matrix where it is

possible to go through the risks and check the respective severity in the matrix.

It is a risk centred software which does not mean it will not do what is supposed to but means that it

is not flexible enough for every company’s objectives.

Logicgate is another GRC solution where the risk management is also centred on risk such as the

EQMS and also an out-of-the-box software. From Figure 2.9 11 it is possible to configure a workflow of to

handle risks, e.g. it is possible to configure when an expert is supposed to review the risk and update it

if necessary. This software allows the registration of risks and makes it possible for the user to automate

a workflow of tasks to handle risks. Since it is risk-oriented, it is not possible to define other concepts.

The only concepts to be used are the ones provided and no other can be created unless a change is

requested, meaning extra cost.

There are a few report, for example assignments where it is possible to expose the collaborator the

is assigned to specific activity or workflow. Another report exposes risks depending on their status, e.g.

one can have a report to show all the risks that have not yet been handled.

There are multiple tools that were not mentioned but in order not to repeat the same advantages or

disadvantages, only these selected three were introduced.

In sum, the existent risk management tools are oriented towards a specific mindset of risk manage-

ment but it is not flexible enough to adapt to every organization request. Risk management can be

implemented using these tools but only if the organization chooses to adapt to it. Reports are available

on these tools and since the data is always designed in the same manner, it becomes easier to develop,

e.g. a risk can be configured to have a likelihood and a consequence and nothing else can be changed.

Restricting the tool so that the company has to follow its flow becomes easy to control and to develop

but not as easy for the company to adapt to it. This lack of flexibility affects also the reports that are

available since, if the manner in which the data is defined is restricted, so will the reports.

Figure 2.9: Logicgate Interface

10http://www.businessinsider.com/pie-charts-are-the-worst-2013-6 - accessed 08-September-2017
11https://www.getapp.com/it-management-software/a/logicgate/ - accessed 08-September-2017
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2.4 Summary

This chapter was meant to introduce all relevant information to understand the basis on which the

HoliRisk application was developed on. It was introduced the standards for risk management, mainly its

process and the techniques used in the risk assessment step.

Tools that could be used for the purpose of managing the risks of an enterprise were also introduced,

depicted and reviewed.
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Chapter 3

Problem Analysis and Requirements

This chapter introduces the HoliRisk platform and respective problem and afterwards, the require-

ments the problem of this dissertation are presented.

3.1 Problem context and motivation

Risk management is a crucial process to achieve success in an organization. However, the imple-

mentation of this process in organizations is mainly supported by spreadsheets whether in departments,

projects or even activities making it difficult to integrate. Thus, the vision of the risks becomes fragmented

and spread through various contexts. The same happens with risk management oriented applications

which are not flexible and restrict the user to manage risk in the manner available on the platform.

ISO 31000 emerged in 2009 and with it arose the opportunity to create a flexible application that

could be used to implement risk management in any organization, independently of its focus or context.

Thus, INESC-ID1 took advantage of that opportunity and developed a platform named HoliRisk. João

Edmundo was the one to take the first step in HoliRisk development, which was continued by the work

of Carlos Martins [6]. This dissertation’s purpose is to continue and improve the work done before and

coordinate it with the work of others, specifically the work of Eduardo Melo [7].

HoliRisk is a generic platform to support phases of the risk assessment process in different organiza-

tional contexts. It allows a holistic view of risk through a centralized and configurable risk register, rather

than a fragmented view where risks are dispersed across multiple contexts. Given that the objective was

to manage risk, independently of the context of the organization and in a holistic way, the creators chose

HoliRisk as the application’s name.

After developing the core of HoliRisk, it became obvious that there was a gap in the needs of an

organization. That gap was related to acquiring knowledge or business intelligence from the data in-

serted and available on the application. Therefore, a Reporter module to be introduced in order to be

possible to create multiple reports that can lead to multiple conclusions and faster answers regarding

each business.

1https://www.inesc-id.pt
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3.2 HoliRisk

As mentioned before, HoliRisk is a platform which purpose is to manage possible risks in an organi-

zation. In order to manage these risks, the ones responsible for the company’s risk management must

insert all the relevant data, structured according to the business it regards to, into the application.

The main goal of HoliRisk is to be a platform where it is possible to configure the manner in which

risks are managed. Firstly, only authenticated users should be able to use the platform. Secondly, it

should be possible to define multiple contexts or domains, e.g. the company as a whole or specific

department, and to configure the data that would populate those domains.

3.2.1 Use Cases

In the beginning of the development process of the HoliRisk platform, there were decisions made

regarding its use cases. Those use cases can be seen in Figure 3.1. The implementation of these use

cases would then be the base over which this dissertation would be built upon.

Figure 3.1: HoliRisk Use Cases

The Access Management component was introduced because of the ISO 31004 [8], that states that

the information associated with a risk is sensitive and that is why it is important to guarantee confiden-

tiality, security and privacy of the collected information stored on the application. In order to do that, it

was implemented an access management to control who accesses HoliRisk. The application access is

divided into two different steps: user registration and user authentication. The first step is when the

user does not yet exist on the platform and has to register into it, by setting a pair username/password

and providing a correct email. Once registered, at the authentication phase, the user must enter the

correct pair username/password to get access to the respective previously created domains or to public

domains already created on the application.
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The Domain Management component had to manage domains. A domain corresponds to the data

stored on the platform regarding a specific context. Authenticated users can create new domains and

edit or remove them. These domains can be set to public, shared or private. The purpose of a domain

is to register risks and in order to do that, it is necessary to define a domain model that is composed

of concepts, relations, attributes and ranges of values. After the domain model is defined, it becomes

possible to register the data according to it.

The Attribute Management component handles the management of the attributes on a domain.

For each domain, it is necessary to define which attributes can be used in the domain model. These

attributes are characterized by a name, type and whether it is mandatory. For example, further in the

Interface section, in Figure 3.5, the domain model has a concept named Risk, which can have attributes

such as Name or severity, as can be seen on the right of the figure.

The Range of Values Management component serves to manage the definition of ranges of values.

Once defined, they can be associated with an attribute to have a value of the respective range. A range

of values can be quantitative, qualitative or a table:

• Quantitative values: numerical values that can serve for measurements on quantitative scales.

The range of values from 1 to 5, or 1, 4, 5, 6, 8, 10 are two ranges of quantitative values.

• Qualitative values: used to define categories. The range of values high, medium, low and mas-

culine, feminine are two ranges of qualitative values.

• Table: sets of sets. The previous sets allow the definition of lists of values. However there was

a need to create more complex sets that resemble sets of sets. Examples such as [1, high, 2,

medium, 3, down], or [event x, occurs 10 h, event y, occurs 11 h, event z, occurs 12 h] are a

representation of tables.

Function management was developed to allow attributes to be defined depending on the values of

other attributes. This makes it possible for an attribute of name ’severity’ for example to correspond to

the multiplication of the values of the attribute ’likelihood’ and the value of the attribute ’impact’ [7].

The Domain Model Management component is needed to manage the construction of a domain

model that can be done through a form or in a visual manner, using a class diagram such as Unified

Modelling Language (UML) (see Figure 3.5 further in the Interface section). To define the domain model

of the risk register, it is necessary to define the concepts, the properties that define the concepts and

the relationships between the concepts.

• Concepts - A concept defines an entity in the domain model which has associated attributes and

can have multiple relationships.

• Attributes - During the construction of the domain model, it is necessary to associate attributes

with the concepts, in order to define the properties of this concept.

• Relationships - Concepts can have relationships between them, defined by the relationship’s

cardinality.
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The Domain Data Management component is where the data can be registered according to the

domain model that has been previously defined. This data is stored and accessible for further review in

the Reporter. Since most of the existing risk data is in spreadsheets, the platform needs to be able to

import and export information in that format. Once the domain model is defined, the user can export a

worksheet and work on it, in order to be able to import the domain data back into the platform.

3.2.2 Architecture

The use cases were interpreted and implemented using the technology that is going to be detailed

in the next section. The implementation was done having in mind the HoliRisk’s architecture that can be

seen in Figure 3.2. The respective components are access management and risk register.

Figure 3.2: HoliRisk Previous Architecture

The access management serves to manage users’ access to the HoliRisk platform making it avail-

able a service so that, any component such as Risk Register, can confirm that the user has the right

credentials.

The risk register component is composed of five components: the Domain Model Management han-

dles the UML definition for each domain; the Domain Attributes Management and the Value Range

Management manage the types of attributes and the possible range of values available on the domain,

respectively; the Domain Data Management handles the population of the existent Domain Model; and

the Function Management handles the possibility to associate a function to an attribute.

The Risk Register provides an interface to be used by other components, such as the Reporter
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module implemented in this dissertation that will use it to obtain the necessary data registered.

The HoliRisk, being a web-based platform, provides a web interface for users to access it online via

a web browser.

3.2.3 Technology

In order for the platform’s development to be flexible and agile it was decided that the development

stack to be used would be MEAN2 which stands for MongoDB3, ExpressJS4, AngularJS5, NodeJS6.

MEAN is used to build web applications composed of two parties, client and server, that communicate

with each other. When people use a web browser, such as Mozilla Firefox or Google Chrome, they

are interacting with the client side. The client is responsible for handling the user’s input and, when

necessary, it requests the server for what is required. For example, a user inserts the profile information

and hits the save button. The client, in response to that push of the button, requests the server to save

the data, that the user inserted, on the database (located on the server).

The main objective of using this MEAN stack is to build web applications using only JavaScript lan-

guage7 and guarantee that the integration between all the technology models used is made seamlessly.

Next will be briefly explained the MEAN four components.

MongoDB is an open source database that is used to persist HoliRisk’s data. It is a document-

oriented database which means that its structure is defined by JavaScript Object Notation (JSON) doc-

uments. This means that, since all stack of development is using solely Javascript and the database’s

structure is defined and queried using the same notation, the data can flow through the stack in a fast

and scalable manner.

NodeJS is the server side of the application. Once more, this environment was developed so that the

server side would be in Javascript. NodeJS provides an event-based architecture with an asynchronous

API in order to consume few resources and be as efficient as possible. This allows, for example, to

create highly scalable server applications, such as real-time web applications 8.

ExpressJS is a web application framework for NodeJS that provides a set of robust features to

interact with web applications or mobile devices. This framework provides NodeJS with a communication

interface that respects the Hypertext Transfer Protocol (HTTP).

AngularJS is the technology chosen to develop the HoliRisk platform has a human-based web inter-

face. This technology is very extensible and versatile, streamlining Hypertext Markup Language (HTML)

pages through controls and extensions to the HTML language, which would otherwise have a more com-

plex implementation and a much higher development cost. In addition, AngularJS is designed to develop

applications based on the Model View Controller (MVC) standard, in order to facilitate both development

and testing.

2http://mean.io/
3https://www.mongodb.com
4https://www.expressjs.com
5https://angularjs.org
6https://nodejs.org
7https://www.javascript.com/
8https://nodejs.org/en/about
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3.2.4 Interface

HoliRisk is a web-based platform that can be accessed by multiple users that need only to register

themselves. Afterwards, it is possible to log in and take advantage of the risk management platform.

Once logged in, it is possible to create and manage multiple domains which can correspond to the

company as a whole, to departments such as the human resources department or to activities.

Each domain can be shared with other users by defining it or with everyone by setting it as a public

domain. Users can access and edit domains created by themselves, shared with them or public domains.

After defining the name of the domain, it is possible to select it and configure the data that is going

to represent said domain and the reports that are going to be used on it. In this case, let us select the

PUR domain (see Figure 3.3).

Figure 3.3: Domain List

When entering a domain, there are two main possibilities: the configuration/population of the domain

and the data analysis of the domain data. Figure 3.4 exposes both, configuration is made on the left and

the data analysis, specifically the reporting on the right.

Figure 3.4: Domain Main Page

On the domain, it is possible to configure a domain model that represents the domain using UML. The

domain data model is defined by configuring the concepts/classes and the cardinality relation between

them. This can be seen in Figure 3.5.

Figure 3.5: HoliRisk Domain Data Model

Each class is represented also by attributes which have to be configured beforehand to be used in

the domain model configuration as attribute types (see Figure 3.6).
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Figure 3.6: HoliRisk Domain Attributes Types

Each attribute can be defined by primitives such as Strings or Floats but can also be represented by

ranges (see Figure 3.7). An example of a range is that the value can take a value from 0 to 1 or from

Low to High.

Figure 3.7: HoliRisk Domain Ranges

Once the domain data model is complete, it is possible to populate it (see Figure 3.8). Each class

can be instantiated, for example, the class event can be created multiple times depending on the number

of possible events are identified that can occur regarding the risk management of the company.

The population of the domain data model is the so-called risk register where it is possible to register

risks and the concepts related to it such as events and consequences.
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Figure 3.8: HoliRisk Domain Populate

3.3 Requirements

The main problem of the HoliRisk application was the lack of a reporting module, which would allow

the users to acquire knowledge, taking into account the data inserted on the platform. Therefore, it was

needed a new module that would allow the user to create reports of different types and configure them

for the desired purpose. It should also be available the options of update and delete of said reports.

These requirements were defined during meetings with the stakeholders of the platform, and after

defining that a reporter was needed and the respective functionalities, it was introduced the idea of two

main modes, configuration and exploration modes. On the configuration mode it should be possible

only to configure reports and on the exploration mode, it should be only possible to explore them. The

introduction of these two main modes regards to the existence of two possible actors that interact with

the Reporter on the platform: the Risk Owner and the Risk Expert. The Risk Expert is the on that handles

the configuration of the reports and tests the end result to verify that they are correct. On the other hand,

there is the Risk Owner that needs only to see and explore the resulting reports that were configured by

the Risk Expert, in order to take advantage of them to make decisions regarding the business.

The use cases represented in Figure 3.9 present the main functionalities that should be available

and respective actors for the new HoliRisk Reporter.

Figure 3.9: Reporter Use Case Model

This Reporter module should use multiple risk assessment techniques in order to improve the en-

terprise’s risk management. For that to happen it is necessary to create multiple types of reports, that

the user can create and manage throughout the risk management process. The report types to be

implemented are:

• Overview - As the report’s name reveals, this report must show the user the overall statistics

regarding the number of classes, objects and objects per class inside the respective domain.

• Risk Matrix - This report uses the risk assessment technique Risk Matrix where the risks are

allocated to a specific position in the matrix, depending upon a function. This function computes

the axes and what the coordinated result is.
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• Filtered List - The filtered list report aims to check the possible relations between the existent

data. It should check the existing objects and relations regarding the attributes chosen to be seen

in the report’s list.

• Fishbone - This report uses the Cause and Effect risk assessment technique which intends to

show dependencies of attributes. I.e. if an attribute value is created with a function, there are other

attributes it can depend on, and those dependencies are the ones to be exposed in this type of

report.

• Combined - Combined reports aim to show a conjunction of reports already defined. For example,

one report can be set to show the overview report and a risk matrix combined into one.

The Risk Matrix, Filtered List and Fishbone were set as requirements to implement three risk assess-

ment techniques: consequence/probability matrix, check-lists and cause-and-effect diagram, respec-

tively. The Overview is for the user to have a report already created that shows the overall information

of the domain in question. The Combined report was set as requirement in order for the user to be able

to compare reports already created, for example joining a Overview and Risk Matrix report.

A good report interface should be as flexible as possible and auto-explanatory, by being user-friendly

and easy to use. Therefore, it is important for everything to be consistent and make every functionality

visible to the users [9].

As said before, a report has two different modes, the configuration mode and the exploration mode,

where each one of them offers different functionalities. In the context of an organization, there can be

two types of actors that will interact with the Reporter: the risk owner and the risk expert.

The risk expert has to be a knowledgeable collaborator that is aware of all the information in the

application and the way it is structured in order to be able to configure any type of report. On the other

hand, the risk owner is the one responsible for the risk and the one to analyse the resulting reports,

previously configured.

When playing a risk expert role, the user can create new reports and verify that the result is the one

expected by viewing them. Besides, the risk expert can also edit or delete previously created reports.

In case of another user have changed or created a report, it is possible to refresh the existent reports,

guaranteeing that it is all up to date.

When in a risk owner role, the user can only view/explore the existent reports or refresh them.

3.4 Summary

HoliRisk is a platform built to manage the possible risks of a company. In order to get intelligent

information from those risks, it is necessary to create a report phase with multiple techniques in order

to better understand what can happen to the company. Furthermore, it is important to understand that

there are two actors, the risk expert and the risk owner, in order to separate the ones that configure a

report, and the ones that extrapolate knowledge from said report.
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Chapter 4

Proposed Solution

This chapter aims to expose the proposed solution to solve the problem at hand. The solution’s

architecture and technology used for its development will be detailed.

4.1 Development Method

This dissertation was developed following the prototyping method which means to build a robust

prototype in a structured and refined manner [10]. The prototyping methodology focuses on building an

early approximation of a final product which will be tested and reworked until a complete prototype is

finally achieved. This method is an iterative, trial and error process that occurs between the developers

and the users which will reduce time and costs since changes that are detected later in the development

process can have high costs.

Besides the cost and time advantages, this process prevents misunderstandings between the client

and the developer making the final product more likely to satisfy the look, feel and performance desired

by the client. Therefore, this method consists of three mains steps, as can be seen in Figure 4.1:

• Analyse and Design;

• Development;

• Evaluate.

Figure 4.1: Prototyping Development
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The phase to analyse and design is when the state of the prototype is analysed and new objectives

or updates on the existent objectives are defined. Besides that, the behaviour is analysed and decided

whether or not it is as expected or if it should be changed and improved.

The development phase serves for the developers to implement newly defined objectives or update

any implementation due to a decision made while designing, where it was decided that the implementa-

tion should be done in a different manner.

In the evaluation phase is made the evaluation of the last prototype. In this phase is verified that

the objectives established in the first phase are the ones that were implemented in the prototype. This

verification is made by the execution of tests in the interface, using it in different browsers to guarantee

compatibility, making performance tests and allowing the users to test the platform as well.

The first (analyse and design) and last (evaluation) phases happened with the members of INESC-

ID and a client interested in using the application, the stakeholders of this platform. These meetings

happened once every two weeks in order to guarantee that there was enough time for development but

also fast enough for any misleadings on the development to be corrected and oriented towards the right

path if needed.

As referred previously, following this approach it is possible to obtain rapid feedback from the users,

even though the application is not entirely complete, since there were multiple iterations. Each iteration

produces a new prototype that corresponds to the refinement of the previous one, with the additions,

corrections or updates of functionalities.

4.2 Architecture

This dissertation was based on the HoliRisk previous version, presented in section 3.2, therefore its

architecture was augmented with the addition of the Reporter component that is presented in Figure

4.2. Since part of the architecture was introduced in the section 3.2.2, this section will only address the

components regarding the Reporter itself.

The Reporter component interacts with the previous system by using the services provided by the

Risk Register to obtain the necessary data of the domain and by using the access management to

verify the user’s permission. Furthermore, the implementation of this Reporter component was had by

reference, the use cases defined as requirements in the section 3.3 where it shows two actors, the Risk

Owner and the Risk Expert, and six use cases, View Report, Refresh Reports’ Data, Create Report,

Edit Report, Delete Report and Delete All Reports. The implementation was complete and the Reporter

is now composed of three main components:

• Report Management;

• Report Data Management;

• Data Analytics Engine.
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Figure 4.2: HoliRisk Architecture

All three of the main Reporter components are going to be detailed further but it is important to

mention that the Report Management and the Report Data Management components have a more

complex inner architecture that needs to be addressed. Since the architecture is the same for both

components, only one will be depicted.

Report Data Management is the one to be depicted, in Figure 4.3, exposing a layered architecture.

The top layer corresponds to the Presentation Layer which corresponds to the interface and what is

viewed by the user on the web browser. The Application Layer corresponds to the logic behaviour of the

application, where the commands from the layer above are carried on. The Access Database component

handles the bridge between the front and the back end of the platform, i.e. the connection between the

application and the database. Lastly, the Database Layer handles the Create, Read, Update, Delete

(CRUD) operations while storing the data on the database, specifically the reports for the Reporter

component.

Figure 4.3: Report Data Management Component

4.2.1 Report Management

The report management component aims to manage the life cycle of a report, i.e. the creation of any

type of report, its edition, its exploration and its disposal.

Once in the Reporter, there is a list of reports available that the user can go through. Every single

report can be viewed or explored, hence the View Report use case that allows the user to select a

report and work on it as a Risk Owner (see Figure 4.4 to verify the Risk Owner’s possible use cases)
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and make important decisions regarding the business itself or as a Risk Expert (who can use every

available functionality on the Reporter) and configure the reports in such a way that the Risk Owners

have the right information and knowledge to make the right decisions.

As said above, the Risk Expert is able to Edit Report, which is one of the use cases available for the

Reporter. However, the Risk Owner is not meant to do the configuration and that is why the respective

actor can only do two things, View Report and Refresh Reports’ Data. The latter serves to refresh or

update the data regarding the reports, i.e. if a Risk Expert is making changes to a report and the Risk

Owner wants to have the most updated version of it, it is possible to refresh the reports’ data and make

sure that the data it is being used is up to date.

The Risk Owner can also delete a single report one by one or delete them all without needing to go

through them all. There is only one report that must and always is present which is the Overview Report.

This report will be introduced next.

Furthermore, the Risk Expert in order to do all of the presented use cases, Edit Report, Delete

Report, Delete All Reports, View Report and Refresh Reports’ Data, it is obviously necessary for a use

case to be Create Report. This use case is sort of four types of use cases since there are four types of

reports that can be created by the Risk Expert.

There are five types of reports: Overview, Filtered List, Risk Matrix, Fishbone and Combined. The

Overview report is created by HoliRisk and there is only one of its type since it presented the overall

count of the domain data, i.e. the name of the domain, the number of classes of a domain, the number

of objects of a domain and the number of objects per class.

The Filtered List report is a type of report meant for the user to select multiple attributes from the

same or different classes and the Reporter joins the data and presented all the possible connections

between said attributes.
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Figure 4.4: Risk Owner Use Cases
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The Risk Matrix report is a type of report that uses the risk assessment technique Consequence/Prob-

ability Matrix. This technique was already detailed but it is necessary to define an attribute that is repre-

sented by a function with two attributes, e.g. an attribute severity that is calculated by the multiplication

of the attributes consequence and likelihood. Some steps are needed to configure this type of report in

order to define the axis of the risk matrix and dimensions needed for the ending result to be a risk matrix

and a grid. On the risk matrix, the risks must be presented at the point of the matrix correspondent to the

abscissas and ordinates of the risk, e.g. using the same example as before, if the consequence is Low

and the likelihood is Medium, then the risks with the severities calculated by that combo of consequence

and likelihood should appear at the respective point of the matrix. On the grid, it is shown the list of risks

that appear on the matrix with the respective values of consequence and likelihood. Between the matrix

and the grid is an interconnection so that if a point of the matrix is selected, all the correspondent risks

on the grid are highlighted. And the inverse also happens, i.e. if a risk on the grid is selected, the point

where the risk is in the matrix is also highlighted.

The Fishbone report is a type of report that serves to know the dependencies of a specific attribute.

For example, if the Risk Owner wants to know what dependencies a risk severity has without having to

go to the domain data, it is possible to use the Fishbone report to understand what dependencies an

attribute has. In the case presented before in the Risk Matrix report, the severity was calculated by the

consequence and the likelihood and therefore, in this type of report, severity depends on consequence

and likelihood.

The Combined report aims to provide a manner of joining multiple reports already created. If the

Risk Owner wants to see the Overview report and a Risk Matrix report, it is possible using the combined

report by selecting the ones to be presented and the end result is the combination of the selected

reports.

Before continuing, it is necessary to sum up the actors and use cases. The actor Risk Owner is able

to Refresh Reports’ Data and to View Report. The actor Risk Expert is able to everything that the Risk

Owner is allowed to do and to Create Report, Edit Report, Delete Report and Delete All Reports. There

are five types of reports (Overview, Filtered List, Risk Matrix, Fishbone and Combined) but only four can

be created by the Risk Expert since the Overview report is always available. The difference between the

actors is implemented in the Reporter as modes, the configuration and the exploration modes where the

Risk Owner corresponds to the configuration mode and the Risk Expert corresponds to the Exploration

mode.

4.2.2 Report Data Management

The report data management component serves the purpose of managing the reports’ data and mak-

ing it available for presentation and for extraction. Extraction of the resulting reports and the respective

valuable information is done in different manners depending upon the type of report and the information

available on them:

• Overview Report - It is possible to extract the data on this type of report in an image format
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• Filtered List and Matrix Risk Reports - Tables or grids on these reports make it possible for the

extraction of this data in Excel and PDF extensions. On the Filtered List, the grid available for

extraction corresponds to the data available taking into account the user’s chosen attributes. On

the Risk Matrix, the grid available is the one regarding the attribute that is represented by a function

with two attributes that was chosen by the user.

• Fishbone Report - It is possible to extract an image regarding the fishbone in question that is

representing an attribute and its dependencies.

4.2.3 Data Analytics Engine

As previously mentioned before, the Risk Owner and Risk Expert are implemented in such a way

that they correspond to the exploration and the configuration modes, respectively. On the configuration

mode, it is possible to configure the all report in order to be with the configuration that the Risk Expert

desires. Once the configuration is done, it is possible to switch to the exploration mode. This switch

entails that a process is run using the configured data to build the report it is supposed to expose on the

exploration mode. The process that happens when entering the exploration mode corresponds to the

call upon a service with the name of Data Analytics Engine that receives the configuration data, uses it

to create the data necessary for the resulting report and returns it for the Report Manager to use in the

exploration mode.

The service called upon is named Data Analytics Engine can be explained in two parts. Firstly, Data

Analytics corresponds to the process of analysing sets of data to draw conclusions about the information

they contain. Secondly, it is an Engine since it is a service that supports all of the existent types of

reports. When it is requested to change to exploration mode, the Data Analytics Engine is called and

receives the data to be processed. The process corresponds to different types of algorithms depending

on the report type it is being processed.

The Overview report data is used to count the number of classes, objects and objects per class. The

Filtered List report data is used to expose the objects of different classes joined together in one grid in

order to take advantage of it to understand for example if all the events have possible controls associated

with them. The Fishbone report data is used to check the dependencies of an attribute, for example, the

severity of a function can be calculated by a consequence and a likelihood, establishing that the severity

is dependent upon those two attributes. The Risk Matrix report is the report that needs more data to be

used in order to expose a risk matrix and the respective risks in a grid.

Once the input data is processed, the resulting data can be used to feed the report that is being

exposed to the user. The Risk Expert uses the exploration mode to guarantee that the configuration is

correct and that the result is what the Risk Owner is expecting. The Risk Owner uses the information

available while exploring the report to guide business decisions.

According to [11] , ”for analytics-driven insights to be consumed — that is, to trigger new actions

across the organization — they must be closely linked to business strategy, easy for end-users to under-

stand and embedded into organizational processes so that action can be taken at the right time”.
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4.3 Technology

The main technology to be used was the same as the HoliRisk platform detailed in section 3.2.3, i.e.

it is used the MEAN stack.

Even though the main technology is used, there was a need to have more javascript dependencies

on the front-end to create the necessary reports. These dependencies were added depending on the

report types and they were:

• pdfmake and html2canvas libraries were added in order to extract an HTML div as a PDF file;

• ui-grid library was used to expose data in a grid with multiple functionalities such the exportation

of the data on the grid to PDF and Excel files;

• highcharts library was used to expose a risk matrix;

• d3 library was used to expose a fishbone diagram.

The library ui-grid is used on both Filtered List and Risk Matrix reports. On the Filtered List report,

it is shown a list of objects with the attributes that the user chose on the configuration of that report. On

the Risk Matrix report, it is shown a list of objects regarding the attribute chosen on the configuration as

the attribute that is represented by a function with two attributes upon which it is dependent.

Since the other reports had a possible way to export its data, mainly the Filtered List and the Risk Ma-

trix reports, then it was implemented a way to export the Overview report. It was used the html2canvas

in order to transform the HTML into an image, specifically the division in which the report is at. Once in

a canvas, it is used the pdfmake to export the image into a PDF file.

The Highcharts library has a set of charts available to be used and it was used a Heat-Map which is

a representation of data in the form of a map in which data values are represented as colours. In this

specific case, it was needed to adapt the Heat-Map to a Risk Matrix since the Heat-Map changes colours

depending on the number of data in a specific quadrant. Risk Matrix has colours already configured by

the Risk Owner, e.g. if the matrix were to be represented by an attribute that could have the values

Low, Medium and High, the Risk Owner had to associate colours to them as so: Low as green, Medium

as yellow and High as red, for example. The adaptation also included that the name of the objects of

the attribute chosen on the report configuration would appear in the space regarding the values of the

abscissa and ordinate.

The D3 library was added to the implementation in order to expose a Fishbone. The DAE is the one

that created the necessary data and feeds the D3 with the attribute and its dependencies if there are

any, in which case only the attribute will appear.

In sum, the MEAN stack was used to develop but there were also some libraries needed to implement

the reports themselves.
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4.4 Summary

The proposed solution is to add the Reporter component in the HoliRisk architecture to be able to

create and view multiple reports. The technology used is the same as the one of the HoliRisk but with

some dependencies to develop the required needs of each report.
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Chapter 5

Solution Implementation

The Reporter component added to HoliRisk was developed on top of the existent platform and coor-

dinated with an ongoing dissertation [7] which objective was to correct bugs and add a few functionalities

such as associating functions to attributes, making it more challenging.

For the demonstration part of this dissertation, a scenario was specifically created. This scenario

corresponds to a pizzeria that needs to manage its risk, hence the name PUR. The PUR domain was

defined inside the HoliRisk platform, i.e. its data model, attributes, ranges and logic data. Besides, this

scenario was also used on the dissertation developed in parallel with this one [7].

Regarding the behaviour of the platform, once a user logs into the HoliRisk platform, it will present a

list of available domains to which the user has access to. Firstly, it is necessary for the user to select a

domain and after that, it will be possible to edit the domain’s definition and also use the Reporter module

to better analyse the domain’s data.

Once the domain is selected, two sections are presented to the user: the Domain and the Reporter.

The Domain section is where the domain is defined and populated, while the Reporter section is where

the user can visualize the data in multiple defined reports. The latter refers to the one introduced by this

dissertation.

This chapter describes in detail the implementation of the proposed solution and is divided into three

parts: report modes, report interface and report types.

5.1 Reporter Modes

The Reporter section was developed so that two possibilities are offered to the user: the configuration

mode and the exploration mode. Both take the user to the same interface but the difference is the mode

in which the report is on.

If a user wants to configure the reports he should enter through the configuration mode. On the other

hand, a user that only wants to explore the data has to enter the exploration mode. Configuration and

exploration modes will be further detailed once the reports are introduced.
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5.2 Reporter Interface

The Reporter main page is divided into two main sections: the list of reports on the left side of the

interface - used to list all the existent reports - and the selected report on the right side (see Figure 5.1)

- used to show the selected report.

Figure 5.1: Reporter Interface

5.2.1 Report List Area

As mentioned before, the Report List Area aims to list all the existent reports. The reports are

separated by type of report in order for the user to quickly find the wanted one. Another way to find a

report is by using the search functionality available, that corresponds to a filter where the user needs

only to write the name of the report and the reports without that name will not be displayed in the report

list. Furthermore, this left side area also provides a few functionalities to handle those reports:

• Create Report - It is possible to create four types of reports that are detailed further in the section

Report Types: Risk Matrix, Filtered List, Fishbone and Combined. The Overview report is created

automatically1.

• Refresh Reports - Since it is possible for multiple users to use the web-based platform, a refresh

button was created to guarantee that the reports’ list is always up to date;

• Delete Report - It is possible to delete each report individually except the Overview report;

• Delete All Reports - It is possible to delete all report in a single action, not being necessary to go

through all of them. The Overview report is also deleted but recreated with the default configura-

tion.

• Filter Reports - There is an area where the user can insert the title of a report that is desired and

the reports will filter taking the input into account. This is useful since there is no limitation on how

many reports can be created and the filter functionality makes it easier and faster to find a report.

• Report Type Division - All of the reports are divided according to its type. This, alongside the filter,

is a performance enhancer for the user since it allows a to differentiate all the reports by type and

making it easier to focus on the reports that matter.

In order to create a report, one must first select the type of report to create (see Figure 5.2), only

then may the user configure it. Once created, the report can be saved and stored in the database or can

be discarded by the user. This also happens to any change made to the report, if the changes are not

saved they are lost.

1There is only one report of type Overview and it is always present since it exposes the overall numbers of the domain and
needs no configuration other than the one of the title.
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Figure 5.2: Create Report - Report Type Choice

The reports listed are all selectable and when one of them is selected, the right side of the Reporter

interface will provide options so that the user may configure and explore it.

5.2.2 Selected Report Area

The objective of the right side of the Reporter interface is to configure and explore the selected

report. Each report can be seen in two possible modes already introduced: the configuration mode and

the exploration mode. The Overview report will be used as an example to demonstrate how the selected

report area works.

When entering the Reporter, the Overview report is the one selected by default. If the intent of the

user is to configure the report, it will be in the configuration mode. On this mode is where the selected

report can be edited, in the case of the Overview report, it is only possible to change its title. The other

reports have more steps to be configured which will be detailed in the next section.

Once the configuration is complete, the report can be changed to the exploration mode, which is

highlighted in Figure 5.3. This switch is visible on the top right corner of the selected report area and

once changed, the report will be executed according to the configuration defined previously in the con-

figuration mode. Therefore, the execution is made every time the mode is switched (to the exploration

mode) and in real time, in order to guarantee that the data used is up to date. Once that process is

complete, the user can analyse all the available data.

As was explained before, when the user is exploring, the functionalities are not all available because

in this mode the user is only supposed to explore and not to edit or create anything.

Figure 5.3: Report Modes

The interface allows the user to change between configuration and exploration mode as pleased. In

this specific and only case of the Overview report, it is possible to extract all the report into Portable

Document Format (PDF), using oriented libraries (html2canvas and pdfmake). On the other reports, it is

only possible to extract the data itself using other libraries available, such as ui-grid where it is possible

to extract to both Excel and PDF files.

The configuration and exploration are specific to each type of report and for that reason, it is detailed

separately in the next section.

5.3 Report Types

There are five types of report: Overview, Filtered List, Fishbone, Risk Matrix and Combined. Each is

different from one another in terms of configuration and in terms of what is exposed in the exploration

mode.
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5.3.1 Overview

The overview report is the first one to be created in an automatic way since it reports the overall

numbers that define the domain selected before and therefore, it needs no input from the user. However,

the title may be changed as a configuration of the report.

The exploration mode of the overview reports exposes the domain name, the number of existent

concepts/classes, the number of existent objects/instances of the classes and the number of objects per

class (see Figure 5.4). Only on the exploration mode of the overview report is possible to export its data

in a PDF format.

The Overview report is used to assess, control and verify the numbers of existent data of the risk

management process.

Figure 5.4: Overview Report Results

5.3.2 Filtered List

Filtered list is a report which objective is to obtain all the possible relations between all the data and

expose it to the user in a table.

The configuration necessary for this report is to define the class attributes to be shown in the explo-

ration mode (see Figure 5.5). Even though the configuration is simple, the process of the filtered list

to obtain the exploration mode is not, since all the possible relations have been accounted for in the

execution.

The end result of this process can be seen in the Figure 5.7. This was possible after developing an

algorithm, similar to a depth search on a tree, that will now be described.

The objective of this report, using and adapting to the risk assessment technique check-list, is to

allow the risk owner to check the resulting list and identify something that should not happen or that is

prejudice to the company. For example, guaranteeing that every possible event has a control set upon it

or that for every consequence there is an impact well defined.

Figure 5.5: Filtered List Report Configuration

Firstly, it is necessary to know that what is shown in the table is the data instances of each class, the

objects. Another thing that is necessary to be taken into account is that the attributes chosen can be

from one or multiple classes. Therefore, the algorithm runs through the objects that are instances of the

classes of the chosen attributes in order to obtain the data of said attributes’ values.

Secondly, each object can have relations to other objects depending on how the data model was

defined. If an object has relations, which also correspond to objects, it is necessary to go through all of

them, unless the class of the object being handled wasn’t chosen previously in the configuration mode.

As in a DFS algorithm, one starts at the root (in this case would be each object) and explores as

far as possible (through all the existent object’s relations) along each branch before backtracking [12].
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Thus, a recursive method is applied to each object to go through all the possible paths. Figure 5.62

represents well this algorithm logic. The numbers shown on each vertex are correspondent to the order

in which they were visited.

Figure 5.6: DFS example

Since this algorithm was implemented recursively, which means that the same code is run for every

object, a stopping point is needed to start the backtracking. Therefore, there are three possible stop

points:

• There are no more relations;

• The object being handled was already handled before;

• The object being handled has the same class as one of the previously handled elements of the

same branch.

Figure 5.7: Filtered List Report Exploration

After a list of data is ready in a table format, it is necessary to remove the duplicates, which are

created due to the recursive algorithm, and besides that, it is also necessary to calculate the most

complete path. The latter is achieved by merging all the existent lines, through a comparison of relations.

For example, if A has a relationship with B and also has a relationship with C, and two different lines

are showing A-B and A-C, this will be merged as A-B-C if, and only if, A B and C are objects of different

classes.

Once algorithm is complete, the data is presented to the user (see Figure 5.7). The library used

to show the tables is the ui-grid which already has default features such as moving columns pinning

columns to the left or right.

Another example to show the Filtered List interest is that it can work like a check-list of sorts, i.e. one

can check if all the events have controls associated with it. In Figure 5.8 can be seen the configuration

and exploration of the join between the Event and the Control concepts. Most of the shown events have

a control associated with it but there a few that do not, such as when the kitchen is not operational or

when the dining room is not operational. The Risk Owner, with this report, could check this type of

check-lists and guarantee that the best risk management is in place for its business.

5.3.3 Fishbone

The fishbone report uses the same basis as the Cause-and-effect analysis technique, i.e. it uses

a fishbone diagram to find the cause for an effect. In this case, the report asks the user to choose

an attribute of a class/concept previously defined in the domain (see Figure 5.9 where the user chose

the severity attribute of the class Risk), and exposes all the other attributes that the chosen attribute
2http://www.techiedelight.com/dfs-interview-questions/ - accessed 10-September-2017
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Figure 5.8: Filtered List - Event Controlled

is dependent on. For example, if said chosen attribute corresponds to a function that has multiple

arguments, those arguments (which are also attributes) are shown as a dependency of the chosen

attribute. The arguments are the cause of the chosen attribute, where the attribute itself represents the

effect.

Figure 5.9: Fishbone Report Configuration

Once again, the configuration requires only that the user sets the attribute to be the effect and the

exploration mode will present a fishbone diagram with the attribute in the centre of the diagram, as the

central spine, and all the respective dependencies exposed as the secondary spines representing the

causes of the attribute. The example of the severity attribute of the class Risk can be seen in Figure

5.10. This example allows the user to know, without going through the data searching for the attribute,

that the severity of a Risk is calculated and dependent upon the likelihood of an Event and the impact of

a Consequence.

Another example for the Fishbone report type can be the severity of the Risk but after a control. A

control in terms of Risk Management can be used to try and control a Risk which means that the severity

of the Risk is going to be dependent upon said control. In the case of Figure 5.11, the dependencies

show that the controls are applied directly on the likelihood of the Event and on the impact of the Con-

sequence, creating a second level on the fishbone. The control affects the likelihood and impact which

affect the severity of the Risk, which brings the conclusion that the control also affects the severity, even

if not directly.

Figure 5.10: Fishbone Report Exploration - Risk Severity

On the data model of the PUR scenario, the Event has a relation with Cause and the Consequence

has a relation with Asset. Now let us imagine that the company decides to change the data model

and updates the Event.likelihood to depend upon the temperature of the Cause and updates also the

Consequence.impact to depend upon the weight of an Asset. The resulting Fishbone of the same
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severity after control of the Risk which is updated as well with two more bones on the Fishbone diagram

(see Figure 5.12).

This type of report, Fishbone, can be very useful to verify the dependencies of any attribute and make

sure that the changes that were done on the domain data model were indeed successful. Besides that,

a Risk Management analyst can analyse this data and possibly the data on Filtered Lists and realize

that it is necessary to change strategies.

Figure 5.11: Fishbone Report Exploration - Risk Severity After Control

Figure 5.12: Fishbone Report Exploration - Risk Severity After Control Second Scenario

5.3.4 Risk Matrix

The Risk Matrix report uses the Consequence/prob matrix technique in order to rank risks depending

on its level.

The configuration of the risk matrix report is done in 4 steps:

1. Select the attribute that is represented by a function of two arguments

2. Select the arguments to be used as abscissa and ordinate of the risk matrix

3. Select the colors that will correspond to the values calculated from executing the function already

introduced

4. Choose the order of the range values of the two axes by importance level

On step 1 it is necessary to choose a function attribute, i.e. an attribute that is defined by a function

and is dependent upon the other two attributes. The configuration mode shows all the attributes that are

represented by a function of two arguments X and Y.

Step 2 is to define the risk matrix Cartesian coordinates, i.e. which argument corresponds to the

abscissa and which argument corresponds to the coordinate. It is necessary to, every time this is set or

updated, build the data from the configuration defined in step 1 and 2 (see Figure 5.13).

Step 3 is to define the colours related to the ranges of values that correspond to the result of the

attribute function defined in step 1 (see Figure 5.14). After defining the colours is also necessary to build

the data to prepare the next step by pressing the Build button available the end of this step.

Step 4 is to select the risk matrix axes order regarding the X and Y set in step 2 (see Figure 5.15).

Once selected the order, it is necessary to build the data before switching to the exploration mode.

The standard is for the result to correspond to the risk concept, and the axes to correspond to the

event.likelihood and consequence.impact.

Figure 5.13: Risk Matrix Configuration Step 1 and 2
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Figure 5.14: Risk Matrix Configuration Step 3

The exploration mode will expose the risk matrix with the colours chosen in the respective positions,

according to the function results. Also, each risk (R1 to R10) are positioned according to their level of

likelihood and impact (coordinates). Adding to that, there is a grid with all the risks, represented on the

matrix, exposing in detail the values they assume for each the coordinates attributes.

This report also reacts to the user’s selections. If a user selects a specific an area of the risk matrix,

the correspondent lines will be highlighted in the table below.

In a real company, there will be more risks other than the 11 exposed regarding the PUR scenario

was of 11 and therefore, it was needed a little upscale in order to test scalability. Thus, it was inserted

multiple risks and the ending result can be seen in Figure 5.16. In order to insert the data, it was used a

spreadsheet to augment the risks registered and imported into the platform.

Figure 5.15: Risk Matrix Configuration Step 4

Figure 5.16: Risk Matrix Exploration

Figure 5.17: Risk Matrix Exploration

5.3.5 Combined

The Combined report is a way to view multiple reports in a single report and allow discussions and

Brainstormings. These reports can be created by different users that want to compare the reports and

understand the differences, similarities or co-relations.

Figure 5.18: Combined Report Configuration

Figure 5.19: Combined Report Exploration

The configuration of this type of report corresponds to the selection of the reports that the user wants

to see in the final report/visualization. The reports suited for selection are all the ones that are not of type

Combined, for example, it is possible to have an overview report and a risk matrix in the same report or

even all the existent reports except combined ones (see the example on Figure 5.18).

The exploration mode of the report is the conjunction of all the reports previously selected in the

configuration mode (see Figure 5.19). The need for this type of report brought a few challenges since it

had to include all the reports chosen and all the respective functionalities as well. These challenges and

others are detailed in the next sections.
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5.4 Technological Challenges and Decisions

In the beginning of the dissertation and while adapting to the languages being used, there was the

need to correct the Risk Register component and to add and contributed with new functionalities. Once

the Reporter component implementation started, there were a few other challenges and decisions to be

made to maintain best practices while developing.

5.4.1 Risk Register Challenges

Risk Register is the core of the platform that allows the definition of a data model to represent the

manner in which the risk is going to be managed. That data model is then populated with actual data.

This data is available to be analysed by anyone that needs to see it but there was no data analytics

component to help the users to take knowledge from HoliRisk in a better way than just observing the

data. The Reporter was the solution but before its implementation, the Risk Register had to be tested in

order to guarantee that all functionalities were working. The dissertation of Eduardo Melo, with whom the

work had to be coordinated with, had the job of correcting said bugs in order for the Reporter to analyse

the data [7]. In order to get used to the HoliRisk development, it was also made a few corrections to help

Eduardo and consequently this dissertation.

The Risk Register has a functionality that allows the import of data into the platform which allowed

to remove the already existent data. This functionality was corrected and since it was a useful one, a

Remove All feature was added so that the user can clear all the data without having to do it only when

importing some data.

Other errors were also discovered and corrected mainly regarding uncaught exceptions that had

to be handled with. For each one, a different message was defined in order for the user be able to

understand what went wrong and correct it in the platform.

5.4.2 Reporter Interface Decision

After the corrections, it was time to decide how the Reporter interface would look like. There were

some paper mockups done but in the end, the main idea was to have all the existent reports on the left

and the selected report on the right. The interface had to be functional but also modern and that is why

the interface has a look and feel of the web version of Whatsapp3 or Messenger4 where all conversations

are listed on the left and the selected conversation can be seen in detail on the right with all the inputs

from the ones interacting.

5.4.3 Best Practices Decisions

The Reporter was developed following the MVC architectural pattern where the View corresponds to

HTML, the Controller and Model to Javascript. So, for the Reporter, there is a single main View that is

3https://www.whatsapp.com/
4https://www.messenger.com
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presented to the user, a single controller that manages every action coming from the View and a single

Model representing a report on the database. It seems simple in the beginning because there are no

variants but when it is necessary to manage multiple reports and multiple commands regarding each

report, it becomes complex and best practices must be followed for development to be manageable.

The controller started out to be the main point where the all the logic would be at. The actions come

from the view, the controller where all the business logic would be at. At one point, a single file is not

the best practice to develop since it becomes too comprehensive. Therefore, the best practice decided

was that the controller handles the routing of the view requests to services, i.e. most of the business

logic was re-factored into services. These services correspond to Javascript as well, that work similar to

an Application Programming Interface (API) where it is possible to use its methods. Other services can

also work as classes and in this case, there was defined a Report Manager Singleton that is instantiated

on the controller to manage the reports.

Taking into account that the controller is where every command is received, it is also where every

error is caught and a corresponding message is given to the user in order for it to be clear what needs

to be changed for it to go as planned.

5.4.4 Risk Matrix Report Challenge and Decision

It is hard to find a library that handles the implementation of a Consequence/Probability Matrix and

therefore it was needed another option. Highcharts offers a library of charts and there is one that

corresponds to a heat map where individual values are represented as colours, presented in a matrix

and in this specific case (see Figure 5.20) where the colours are more intense depending on the number

of the respective point.

Figure 5.20: Highcharts Heat Map

The Risk Matrix had to be adapted from this heat map to show the colours that are dynamically

defined during the configuration of the correspondent report. The axes themselves are also defined

by the user on the report’s configuration and the matrix is displayed dynamically depending on that

configuration.

Another challenge was the need to coordinate with another dissertation from which this one had

dependencies regarding the development of Functions. The manner in which the Function Management

was developed had to be decided in order to fulfil the requirements for the Risk Matrix report.

5.4.5 Combined Report Challenge and Decision

After implementing the Overview, Filtered List, Fishbone and Risk Matrix types of report, there was

the need for a Combined Report to show all of the others together. The problem was on how the other

reports were implemented in terms of the View: since there was only one report selected at each time,

the way that the Reporter was implemented was by showing or hiding the division corresponding to the
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type of view selected. The problem with that implementation with the addition of the Combined Report

was that, if the user decides to have two reports with the same type, only one would appear. Therefore,

it was necessary to switch from static HTML for the reports to dynamic one that could be added and

removed as pleased.

Before detailing how the code was refactored, it is necessary to understand that the HTML is pro-

cessed once the web page is loaded creating a Document Object Model (DOM) of the page, i.e. the

HTML turns into a HTML DOM that is constructed as a tree of objects, making it possible for Javascript

to create dynamic HTML. Since the directives are implemented using AngularJS, being the JS for

Javascript prominent, it becomes possible to compile and insert new objects into the already loaded

page.

Furthermore, it was created a directive for the report and 5 other directives for each type of report.

The report directive is always present on the view, and inside of it can be added and compiled the report

types. Once a report is selected, the respective report type directive is added to the main report directive

making it available on the view. Even though the addition is important, so is the removal of the report

type selected previously. If it is not removed it can lead to an error of memory leak once the selected

report is changed multiple times and creates multiple objects without clearing the cache of the previous

objects.

Since there was a need for this update and refactor because of the Combined Report, all of the

reports were changed as well in order for the Reporter to be completely dynamic.

5.4.6 Reporter Development Structure

All the challenges and decisions have defined the structure of the client side, the front end side of

the Reporter. The back end side of the Reporter follows the same structure as the rest of the HoliRisk

platform and therefore will not be detailed further.

Figure 5.21: Reporter Development Structure

The final Reporter structure can be seen in Figure 5.21, where it is possible to distinguish, as said

previously, the main view as HTML, the controller as Javascript, and the corresponding divisions where

it is encapsulated the changes detailed before. It is divided into three folders:

• Templates5: Reusable HTML components such as the report types or the dialogs to interact with

the platform’s user;

• Directives6: Attributes or elements that augment an existing DOM element or represents a reusable

DOM component, specifically the report, the report types, the combined report and the highcharts

included into the risk matrix report.

5https://docs.angularjs.org/guide/templates
6https://docs.angularjs.org/guide/directive
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• Services7: Used to organize and share code across the application, such as the Data Analytics

Engine.

5.5 Summary

A Reporter module was introduced into the HoliRisk platform and its interface has two main areas,

the reports list area and the selected report area.

For this new module, there are five types of reports: overview, risk matrix, filtered list, fishbone and

combined. Furthermore, the available functionalities correspond to the complete CRUD except for the

overview report that cannot be deleted. There are two modes for the selected report: configuration

and exploration. On the configuration mode, the report’s details can be configured, while when on the

exploration mode, one can explore and assess the result of the report.

The development code is available on the INESC-ID servers on the HoliRisk repository but creden-

tials are required to access it.

Finally, it was summed up the main challenges and decisions through out the implementation of the

solution that supports the state in which the Reporter is today.

7https://docs.angularjs.org/guide/services
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Chapter 6

Evaluation

The involvement of real users is a crucial step in the development of a user-centred solution, a series

of evaluations were conducted with a group of volunteer users in order to evaluate the Reporter solution.

The main objective was to gather information about the users’ expectations, opinions and difficulties

while interacting with the platform and see if the main objectives were accomplished (regarding the

usability and user experience).

It is important to note that the platform solution was evaluated by giving the volunteers a list of simple

tasks to accomplish (while following their reactions and taking notes) and then responding to a survey

regarding their experience and the platform itself.

To evaluate this work it was used a scenario called PUR, on Appendix A, created beforehand by José

Borbinha and Ricardo Vieira, and chosen to be presented to the real users at the time of interacting with

the platform, in order to have a domain data that would serve as a base for the evaluation of the Reporter

component. Given that, we were able to focus only on validating the user experience according to the

amount of time spent to conclude each task with success.

6.1 Process

Each user performed the same tasks while using the platform and the estimated time for the evalua-

tion was between 10-20 minutes and was divided as follows:

• Preparation - it was made an introduction to the domain side of the platform and to the data al-

ready available in order for the user to understand over which data the Reporter would be applying

its techniques upon. Users were given a Guideline document and a User Manual (see Appendices

C and B, respectively) to be read before starting the tasks (however, it was not mandatory to read

these documents);

• Setup - after receiving the necessary documents, the users did the required setup displayed in

the Guideline document which included having a computer with internet access and entering the

HoliRisk platform;
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• Tasks - with the setup done, the users completed a set of nine tasks, with different levels of

difficulty, detailed in the Guideline document;

• Survey - after finishing all the tasks, users were not only asked to fill a survey to measure the level

of usability and utility of the Reporter, but also to measure the user experience and obtain their

feedback regarding the module added to the platform (negative and positive aspects, new ideas

for the Reporter and final comments). This survey can be found in Appendix D.

Regarding the documents available to the users, the User Manual explains all the user functionalities

that the HoliRisk Reporter offers and shows the users how to perform them. This manual was available

for consulting before and during the evaluation tasks. On the other hand, the Guideline document

contains a brief introduction regarding the platform, specifically the Reporter, and the evaluation - the

setup required and all the tasks to be performed.

6.1.1 Tasks

The proposed tasks consisted in exploring the platform and using all of the Reporter’s available

functionalities in order to cover the whole Reporter potential and receive the respective feedback in the

end. The users followed a specific order to execute the tasks - from the easiest type of report to the

more complex - with an the increasing level of difficulty.

The Overview report was the first one to be configured and explored because of its simplicity which

allows users to get used to the main interface and explore the main functionalities. The users then

created a Fishbone diagram, explored the Filtered List report type and finally created a Risk Matrix

report which uses the risk matrix risk assessment technique.

As final tasks users were asked to delete all reports and answer a survey. All these tasks are

presented in the Guideline document which can be found in Appendix C.

6.1.2 Participants and Setup

There was a total of 20 users that participated in the evaluation and all of them had at least a

bachelor’s degree and a couple of them had some knowledge about risk management. The majority of

the evaluations were made online using the Skype application with the screen sharing option activated

(i.e. see the user’s screen), while other evaluations were made in person at a quiet place with no

interruptions. These choices allowed a closer observation of the user’s movements, note the eventual

mistakes, register the time taken to complete each task and obtain better feedback.

Regarding the setup for the evaluation, the users needed a computer with internet access, the

Chrome browser (recommended but another browser could be used) and the Skype application in case

the evaluation was made remotely. As previously mentioned, each user received a briefing regarding

the domain or risk register side of the platform and on the data already inserted.

Afterwards, the users opened the platform with the respective browser in order to start the tasks. As

mentioned, the setup is described in more detail on the Guideline document.
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6.1.3 Survey

After all the tasks were completed, each user answered the respective survey questions which were

divided into three parts as follows:

• Usability - “effectiveness, efficiency and satisfaction with which specified users achieve specified

goals in particular environments” [13];

• User Experience - “a consequence of brand image, presentation, functionality, system perfor-

mance, interactive behaviour and assertive capabilities of the interactive system, the user’s internal

and physical state resulting from prior experiences, attitudes, skills and personality, and the context

of use” [14];

• Personal Opinion.

The HoliRisk’s Usability was evaluated by following the five Es dimensions [15]:

• Effective - How completely and accurately is the work/experience complete or the goals reached;

• Efficient - How quickly the work can be completed;

• Engaging - How well the interface draws the user into the interaction and how pleasant and satis-

fying it is to use;

• Error Tolerant - How well the product prevents errors and can help the user recover from mistakes

that do occur;

• Easy to learn - How well the product supports both the initial orientation and continued learning

throughout the complete lifetime of use.

These dimensions are evaluated by observing the users interact with HoliRisk: the effectiveness

dimension were measured by observing if the users successfully completed the tasks; the efficiency

dimension is determined by the average time the users took to complete the tasks; the engaging di-

mensions were evaluated using the answers to the survey that inquires about the level of satisfaction

regarding the whole experience using the platform; the error tolerant dimension corresponded to the

count of how many mistakes the users made during the tasks and if they found the way back to the

guideline; the easy to learn dimension was measured by the questions on the survey regarding the

level of difficulty of the tasks they users had to complete.

The User Experience (UX) was evaluated by following the six points classification that measures

the UX according to the User Experience Questionnaire (UEQ) [16]:

• Attractiveness - Overall impression of the product. Do users like or dislike it?

• Perspicuity - It is easy to get familiar with the product?

• Efficiency - Can users solve their tasks with the product without unnecessary effort?

• Dependability - Does the user feel in control of the interaction?

47



• Stimulation - Is it exciting and motivating to use the product?

• Novelty - Is the product innovative and creative?

The attractiveness and novelty questions used were directly the ones provided by the UEQ but for the

rest, it was used similar ones based on the System Usability Scale (SUS), which presents a five-point

scale numbered from Strongly Disagree to Strongly Agree [17].

The final questions of the survey focused on the user’s personal opinion where they were inquired for

positive and negative aspects of the Reporter, ideas to improve the platform and any last observation.

The survey had a total of 13 questions: 4 questions for usability, 5 for user experience and 4 for

personal opinion respectively.

6.2 Results and Discussion

This section will present the results obtained regarding the evaluation of the first version of HoliRisk’s

Reporter module, after doing the 20 tests with real users. All users completed the tasks on the guideline

and answered a survey.

6.2.1 Usability

After developing a Reporter module to be as friendly and intuitive as possible, we wanted to infer its

actual usability, i.e., we want to understand if the developed application is easy to interact with, if the

functionalities available are useful for the problem at hand and if the information shown on each part of

the platform were helpful for the completion of the tasks.

During the evaluations, it was registered the time that the users took to accomplish each of the tasks

separately, the errors or mistakes made during specific tasks and if they managed to recover from those

mistakes. While in the survey, the users classify the perceived difficulty of the asked tasks using a 4 point

scale (1.Very Difficult, 2.Difficult, 3.Easy, 4.Very Easy). Besides, it was also measured the usefulness

of specific functionalities and aspects available in the application with a 4 point scale as well ( 1.Should

not be available, 2.Useless, 3.Useful, 4.Very useful). In addition, using a 5 point scale (1 being strongly

disagree and 5 strongly agree) the users also classify their understanding (i.e. if they knew what was

happening on the framework while following the tasks) and satisfaction regarding the whole experience

(1 being very unsatisfied and 5 completely satisfied).

Considering the Figure 6.1(a), the overall users took approximately 15 minutes to complete all the

evaluation tasks being that per task users took in average:

• A - between 0 and 1 minute;

• B - between 1 and 2 minutes;

• C - between 1 and 2 minutes;

• D - between 1 and 2 minutes;
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(a) Time spent in each task

(b) Level of difficulty on each task

Figure 6.1: Tasks’ completion time and difficulty level

• E - between 1 and 2 minutes;

• F - between 4 and 5 minutes;

• G - between 1 and 2 minutes;

• H - between 1 and 2 minutes;

• I - between 0 and 1 minute;

As expected, users took the longest on task F where it was asked to create and configure a Risk

Matrix report, as well as understand its outcome. On the other hand, the tasks the users completed more

quickly were A and I which corresponded to create an Overview and a Combined report respectively.

Regarding the level of difficulty, in average the users found the tasks easy to do except for task F

(Configure and understand a Risk Matrix report) which was ranked as “Difficult” due to its complexity

and number of steps needed to get the final report. This can be seen on Figure 6.1(b).

When it comes to useful features, users found the side panel informations and the risk matrix steps

useful for the understanding and completion of some tasks and very useful the options of deleting all

the reports at once as well as the two existing types of interaction - configuration and exploration modes

(see Figure 6.2).
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Figure 6.2: Features usefulness

In terms of being aware of what was happening in the application during all the process of evaluation

and the level of satisfaction that the interaction with the system brought to the users, the answers were

unanimous, 60% of the inquired agreed that they were aware of the state of the application at every

moment and felt very satisfied when interacting with it. 35% of the total users felt completely satisfied

after using the Report module (see Figure 6.3).

Overall, all users completed every single task successfully and with a feeling of satisfaction. The

majority of the users did not make any mistakes or eventual errors, but the ones who did it, in the end,

managed to recover or undo the respective mistakes. Besides that, the time spent on most of the tasks

was low (1 to 2 minutes in average) which means that the users were able to get used to the application.

It can be concluded that the Reporter module’s usability is quite good and all the 5Es dimensions

were achieved.

6.2.2 User Experience

In the survey, the users answered five questions classifying each question using a 5 point scale (from

1 to 5, 1 being strongly disagree and 5 strongly agree). The answers to three of the five questions can

be seen on Figure 6.4.

Considering the obtained results, it can be observed that the user experience was very satisfactory

based on the majority of the answers - 80% or more of the users selected 4 and 5. Overall, users found

the platform easy to use with a pleasing and friendly interface. They considered that the platform was

efficient and also felt very confident when using the system.

Regarding innovation and creativeness of the new module, users found it a very modern web inter-

face and similar to some web applications that they usually use, which allowed them to adapt quickly to

this new platform. Thus, the 6 scales (i.e. Attractiveness, Perspicuity, Efficiency, Dependability, Stimula-

tion and Novelty used by the UEQ) to be evaluated were achieved successfully.
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(a) Users’ awareness

(b) Users’ satisfaction

Figure 6.3: Level of awareness and satisfaction
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(a) Platform’s easiness

(b) Platform’s efficiency

(c) Platform’s innovation

Figure 6.4: User Experience Results
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6.2.3 Opinions and Observations

The users provided their feedback and opinions in person and by answering the questions of a survey.

As mentioned previously, users stated the positivity of the platform such as the simplicity of its design,

as well as its easiness to use and understand. Furthermore, users accustomed to dealing with big data

analytics found it very quick to respond to users’ commands and also when switching to the exploration

mode to expose the reports’ results.

Overall, users found it simple to use, with very intuitive controls and a modern design.

Some suggestions for new improvements were received such as changing the Risk Matrix steps from

using the “Build” button to a wizard that allows the user to go through the steps one by one, in separate

windows; changing from small icon buttons to more visible ones regarding the buttons to switch from

configuration to exploration mode and vice-versa; finally add a help section containing a brief explanation

for each report type.

Some suggestions can be considered for future work as they are good ideas to keep in mind and can

improve the application. The positive feedback received regarding the whole module shows its potential

and future growth.

6.3 Summary

This chapter presented the evaluation of the developed solution where each of the 20 participants

completed the given tasks. Then, they answered a survey regarding their experience during the tasks

and the platform itself and offered some personal opinions and suggestions to improve it.

Most of the tasks were classified as easy except for the Risk Matrix report that some found to be a

bit complex. Regarding the information and functionalities available in the Reporter module, users found

them all useful to conclude the tasks with success. The users understood what was happening in the

web application and in the end, users were satisfied with the whole experience.

Overall, the users saw the platform as easy to use with a pleasing, friendly and also efficient interface.

In addition, some improvements were suggested such as changing the Risk Matrix steps into a wizard

design pattern. Regarding the usability and user experience, it showed to be very satisfactory which

indicated that the developed solution achieved its main objectives.

The next chapter will conclude this dissertation by summing up what has been said in this work and

state what can be done in the future.

53



Chapter 7

Conclusions and Future Work

This chapter concludes this dissertation and presents some future steps than can be taken after-

wards.

7.1 Conclusions

Nowadays multiple companies have a tool to help manage risks but new ones that are just starting

are stuck with the same solutions without being able to have a tool oriented towards the business and

the way that the company thinks that risk should be managed. The solution would be to hire a consulting

company that creates a custom tool to handle Risk Management. However, there is an alternative with

HoliRisk, a holistic platform that can implement Risk Management in any company and adapt to its

needs.

The addition of a data analytics component to the HoliRisk is an important asset to have and to offer

to any enterprise. Before, it was only possible to manage risks by seeing a list of objects created but

with the Reporter one can see this data in multiple other forms. It is possible, for example, to know the

number of risks, to verify that each risk has a control associated with it, and a whole lot more knowledge

can be attained using the new data analytics component.

There were implemented five types of reports, Overview, Filtered List, Fishbone, Risk Matrix and

Combined, that allow the users to obtain important knowledge that they would take much more time to

find or would not find at all. The Reporter gives not only knowledge to Risk Owners, but also a manner

in which they can improve their decisions and their decision timing. The right decisions made at the right

time will make a difference for the company’s success or failure.

Regarding the user interface, it seemed to be pleasing for all users and most of them even called it

intuitive. Even for users that were not aware of risk management processes, it was straightforward for

them to complete all tasks and make conclusions from the reports.
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7.2 Future Work

After the work done in this dissertation, the possible future steps are:

• Updating the access management, which is a component that was not a focus on this dissertation,

in order for users to have roles and depending on those roles, the users should be granted or

denied access to specific pages or actions in the platform. Specifically in the Reporter, there

could be the Risk Expert role where it would have access to every action and would be in the

configuration mode, whereas a Risk Owner role would have no access to any action regarding

creation or edition of reports;

• Adding a help area, similarly to what exists in the Overview report, where is a brief introduction for

the user that is firstly trying to understand the platform. This area could be used to better explain

the basis of each type or report;

• Creating a second Fishbone report that instead of exposing an attribute’s function dependencies, it

would expose all the risks that could be the cause of a chosen risk. Finally, some of the suggestions

made by the users could also be taken into account for further improvements.
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Pizza Under Risk (PUR) 

PUR is a pizzeria that serves food in-house, in one dining room, and makes home deliveries. 

One headmaster, assisted by one waiter, serves the dining room. The waiter assures the home delivery 
service, for which a motorcycle is available. A website, hosted as a service at a service provider, receives the 
home delivery orders. As part of the same service provided by the service provider, the headmaster receives 
by SMS, on a mobile phone, the information of each order submitted in the website. 

PUR has one kitchen, served by one chef, accountable for all orders, which he receives from the headmaster. 
One assistant assists the chef, and one trainee assists the assistant (the assistant executes tasks under the 
request of the chef, and the trainee executes tasks under the request of the assistant). 

When an order is complete, the chef announces it to the headmaster. If the order is for an in-house service, 
the headmaster can serve it himself, or can ask the waiter to do that. If the order is for a home delivery service, 
the waiter delivers it. 

The assistant is responsible by the permanent account of the stoked kitchen ingredients, and the chef is 
responsible by the orders to the providers to refurnish that stock. The trainee is responsible for the cleaning 
of the kitchen and the waiter for the cleaning of the dining room and for checking the operationally of the 
motorcycle. 

 

The following are the main goals of PUR: 

• O1. Reputation: Ensure it maintains a good reputation concerning trust in hygiene and customer 
intimacy; 

• O2. Financial: Ensure that expenses and revenues are controlled in order to guarantee financial 
sustainability; 

• O3. Quality: Ensure it maintains a consistent quality of service, concerning the characteristics of the 
food and service time. 

 

Definitions: 

• Customer intimacy: A marketing strategy where a service supplier or product retailer gets close to their clients. 
The benefits of greater customer intimacy for a business might include improved highly tailored problem 
solving capabilities and greater adaptation of products to customer needs, as well as higher customer loyalty 
levels (www.businessdictionary.com/definition/customer-intimacy.html) 

 

  

Appendix A

Scenario - Pizzeria Under Risk
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Scenario Core Assessment 

The objective of this scenario is to perform a Risk Assessment considering the domain model in Figure 1, and 
the assessment provided in annex (Excel file) and the request for the following reports for communication: 

- Ordered list of objects for each of the classes of concepts, informing on the related objects according to 
the respective classes 

- Causal analysis for each object of the class “Objective” 

 
Figure 1: Scenario Core 

Scenario Full Treatment 

The objective of this scenario is to perform a Risk Assessment considering the domain model in Figure 2, and 
the assessment provided in annex (Excel file) and the request for the following reports for communication: 

- Ordered list of objects for each of the classes of concepts, informing on the related objects according to 
the respective classes 

- Causal analysis for each object of the class “Objective” and for each object of the class “Cause” 

 
Figure 2: Scenario Full Treatment 

NOTE: The rule for the calculation of a control reduction is: 

- If the control is applied to a consequence: 
o impact after control = impact - (impact * reduction) 
o impact_s after control must be the qualitative value resulting from the definition of the 

qualitative scale for the impact 
- If the control is applied to an event: 

o likelihhod after control = likelihhod - (likelihhod * reduction) 
o impact_s after control must be the qualitative value resulting from the definition of the 

qualitative scale for the impact 
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5 Relatórios 

 Entrar na área de relatórios 

5.1.1 Selecionar o domínio 

 

Figura 15 – Selecionar o domínio 

5.1.2 Selecionar Configure 

 

Figura 16 – Selecionar configuração de relatórios 

 Área de Relatórios 
Esta área de relatórios tem duas divisões: do lado esquerdo (correspondente ao número 1 na 

imagem a baixo) encontra-se a gestão de relatórios e do lado direito (2) encontra-se a 

informação relativamente ao relatório selecionado. Neste caso, e sempre que se entra na área 

de relatórios, o relatório inicialmente selecionado é do tipo Overview. 

 

Figura 17 – Secções na área de relatórios 

5.2.1 Criar relatório 
Selection o botão Add Report 

1 2 
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Figura 18 – Criar Relatório 

 

Selecionar o tipo de relatório a criar e Next e um relatório desse tipo será criado. 

 

Figura 19 – Selecionar tipo de relatório 

5.2.2 Apagar relatório 
Selecionar no caixote do lixo relativo ao relatório que se pretende apagar. 

 

Figura 20 – Apagar relatório 

 

Confirmar selecionando Yes 

 

Figura 21 – Autorização para apagar relatório 
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5.2.3 Atualizar relatórios 
Nesta aplicação é possível haver vários utilizadores a alterarem os mesmos dados ao mesmo 

tempo. Tendo isso em conta, de forma a possibilitar atualizar os relatórios existentes, é 

possível através do botão Refresh Reports. 

 

Figura 22 – Atualizar Relatórios 

Após a seleção, os relatórios ficam com a última versão dos relatórios. 

5.2.4 Apagar todos os relatórios 
É possível apagar todos os relatórios selecionando o botão Delete All. 

 

Figura 23 – Apagar todos os relatórios 

Todos os relatórios serão eliminados excepto o relatório Overview. 

5.2.5 Modos por relatório 
Existem dois possíveis modos num relatório: o modo de configuração e o modo de exploração 

dos resultados. Na imagem em baixo, o relatório encontra-se no modo de configuração (1) e 

ao se selecionar o modo de exploração (2), o resultado do relatório será criado. 
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Figura 24 – Modos de exploração 

Neste caso, o relatório Overview tem os dados estatísticos correspondentes ao número de 

conceito, número de objetos total e o número de objetos por conceito. Neste tipo de relatório, 

é possível exportar para PDF os dados selecionando o botão Export Report. 

 

Figura 25 – Exportar overview report 

 

Selecionar o PDF exportado. 

1 2 
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Figura 26 – Selecionar o PDF do relatório Overview exportado 

 

Figura 27 – PDF do relatório Overview exportado 

5.2.6 Guardar ou cancelar alterações ao relatório 
É possível alterar os relatórios no modo de configuração. Usando o exemplo do relatório 

Overview, é possível por exemplo alterar o seu título. 

   

Figura 28 – Guardar ou cancelar alterações ao relatório 
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Se se selecionar Save a alteração será guardada. Se se selecionar Cancel a alteração será 

perdida. 

 

 Tipos de Relatório 

5.3.1 Matriz de Risco 
Um dos tipos de relatórios que se pode criar é de matriz de risco. 

 

Figura 29 – Criar relatório do tipo Risk Matrix 

Uma matriz de risco necessita de ser alimentado por uma função previamente definida na área 

de domínio. Essa função tem de estar associada a um atributo e tem de ter exatamente dois 

argumentos. Apenas este tipo de funções será disponibilizado para seleção na drop down que 

exposta a baixo. 

 

Figura 30 – Expor a lista de atributos definidos por funções 

 

Selecionar a função é o primeiro passo. 
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Figura 31 – Risk Matrix Passo 1 

Selecionar os eixos X e Y da função selecionada é o segundo passo. Quando estiverem 

escolhidos, carregar Build para alimentar os próximos passos. 

 

Figura 32 – Risk Matrix Passo 2 

No terceiro passo é necessário definir as cores associadas aos valores possíveis para a escala 

do resultado da função. 
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Figura 33 – Risk Matrix Passo 3 

Depois de escolhidas as cores, selecionar Build para alimentar os passos seguintes. 

 

Figura 34 – Risk Matrix Passo 3 com cores escolhidas 

No quarto passo é possível mudar a ordem da escala de ambos os eixos X e Y mas não é 

necessário pois a ordem original é aplicada inicialmente. Após decidido, selecionar Build para a 

alimentação final. Como os passos estão todos dados, é agora possível explorar os resultados 

selecionando para a mudança de modo para Exploration Mode. 
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Figura 35 – Risk Matrix Passo 4 

No modo de exploração pode-se ver uma matriz de risco em cima e os riscos expostos em 

baixo. Estes riscos são todos selecionáveis. 

 

Figura 36 – Risk Matrix no modo exploração 

Quando se selecionam riscos na tabela, os respetivos também serão selecionados na matriz de 

risco e vice-versa. 

1 

2 

3 
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Figura 37 – Risk Matrix no modo de exploração selecionando relatórios 

5.3.2 Filtered List 
Um dos tipos de relatórios que se pode criar é de listas filtradas que serve para mostrar uma 

lista com os atributos que se quer ver e são expostas todas as relações possíveis tendo esses 

atributos em conta. 

 

 

Figura 38 – Criar relatório do tipo Filtered List 

A configuração deste relatório serve para selecionar atributos de classes existentes no 

domínio. A forma como isso é disponibilizado é através de 3 áreas. A área esquerda é onde a 

seleção dos elementos que se quer adicionar, escolhe-se as classes em causa, os atributos e 

quando selecionados, é possível enviar para a direita que são os elementos que serão usados 

para o desenvolvimento do resultado do relatório. 

Selecionar a classe. 

1 

2 
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Figura 39 – Selecionar atributos para o relatório Filtered List 

Selecionar os atributos e enviar para a lista da direita selecionando ‘>’. 

 

Figura 40 – Definir os atributos para o relatório Filtered List 

Os botões têm diferentes funcionalidades: 

• ‘>’ – enviar os elementos selecionados na lista da esquerda para a lista da direita 

• ‘>>’ – enviar todos os elementos na lista da esquerda para a lista da direita 

• ‘<’ – enviar os elementos selecionados na lista da direita para a lista da esquerda 

• ‘<<’ – enviar todos os elementos na lista da direita para a lista da esquerda 

Depois de adicionados os elementos pretendidos, selecionar para mudar para o modo de 

exploração. 
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Figura 41 – Selecionar modo de exploração no relatório Filtered List 

No modo de exploração é exposto uma tabela com apenas os elementos selecionados e as 

respetivas relações entre eles. 

 

Figura 42 – Filtered List no modo de exploração 

 

5.3.3 Fishbone 
Este relatório tem como objetivo expor as causas e efeitos de um atributo. Por exemplo, se um 

atributo for definido à custa de uma função consequentemente de outros atributos, essa 

dependência será exposta neste relatório. 
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Figura 43 – Criar um relatório do tipo Fishbone 

 

A configuração deste relatório corresponde à seleção de uma classe e atributo existentes no 

domínio. 

   

Figura 44 – Modo de configuração Fishbone 

Selecionar o modo de exploração. 

 

Figura 45 – Selecionar Modo de exploração Fishbone 

E o gráfico fishbone será exposto. 
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Figura 46 – Modo de exploração Fishbone 

5.3.4 Combined 
O tipo de relatório Combined serve para combinar os vários relatórios que já foram definidos e 

vê-los em conjunto. O modo de seleção é igual ao do filtered list e após a escolha dos 

relatórios basta selecionar o modo de exploração. 

 

 

Figura 47 – Selecionar Modo de exploração Combined 

Como pode ser visto nas figuras abaixo, os relatórios selecionados fazem parte do mesmo 

relatório. Foram selecionados dois neste caso mas podem ser selecionados todos se 

necessário. 
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Figura 48 – Combined no modo de exploração 1 

 

Figura 49 – Combined no modo de exploração 2 
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HoliRisk Reporter Evaluation 
HoliRisk is a web-based platform that aims to handle enterprise risk management. This             
evaluation focuses on the reporter side of the platform in order for risk management specialists               
to be able to better understand the situation of its company and how to handle it. The evaluation                  
main goal is to evaluate the reporter usability and interface, but also evaluate the user               
experience. It consists on several tasks to be completed after the main setup is done and finally                 
a questionnaire to be answered. The evaluation should take between 10-20 minutes. 
 
Note: the HoliRisk was developed to register risks regarding specific domains. The reporter was              
implemented in order to allow a better understanding of the data inserted, using different types               
of reports to assess the risks of a company. To test the reporter, data was already inserted                 
using the use case of a pizzeria, on the domain Pizzeria Under Risk (PUR). 
 
Thank you for your time and collaboration. 
 

Setup 
Before starting the tasks, the following setup should be done: 

● Have a computer with Internet access; 
● Open a browser: Chrome; 
● Enter the HoliRisk Platform. 

 

Tasks 
After doing all of the setup requirements, you can start doing the tasks below on the platform                 
following the order displayed. The User Manual given is just for consulting, in case you don’t                
know how to do a step from the task. These tasks should be done individually and in the end the                    
respective questionnaire should be answered. 
 
Scenario: Login into HoliRisk using the credentials provided and get acquainted with the 
interface. 
Task A 

1. Login with the credentials: 
a. Username: Tester; 
b. Password: reporter. 

2. Select the domain PUR; 

Appendix C

User Evaluation - Guideline
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3. The left side is where the domain was configured and populated. The right side is where 
the domain data is used to obtain reports useful for decision making. 

4. Go to the configuration section of the Reporter. 
 
Scenario: Understand the mechanism of the report management using a report of type 
Overview as an example. 
Task B 

1. The overview report is always selected once in the reporter area. Change the title to 
Overview; 

2. Save the changes; 
3. Change from the configuration mode to exploration mode without leaving the reporter 

area (tip: top right corner of the report area); 
4. Understand the results and what benefits this reports brings; 
5. Export the report to PDF, open and verify that the content was extracted correctly. 
6. Switch back to configuration mode. 

 
Scenario: Create reports of all types - Fishbone, Filtered List, Risk Matrix and Combined - and 
explore and understand its results. Fishbone is a report that serves to expose the dependencies 
of an attribute, e.g. an attribute that corresponds to a function may have dependencies on other 
attributes to obtain its value. Filtered List is select multiple attributes of different classes and join 
them together in a grid. Risk Matrix is a report that aims to expose a matrix taking into account a 
function and its axis. Combined report serves to put together multiple reports of the mentioned 
earlier. 
Task C 

1. Create a new report of type Fishbone, with the name ‘Risk Dependencies’ and with the 
class ‘Risk’ and the attribute ‘severity’ (tip: the list may have scroll-down); 

2. Save the report; 
3. Switch to exploration mode and view/understand the results; 
4. Switch back to configuration mode and change the attribute to ‘Name’; 
5. Switch to exploration mode and view the results; 
6. Switch back to configuration mode. 

 
Task D 

1. Create a new report of type Filtered List with title ‘Event List’ and choose the attributes 
‘Id’, ‘Name’ and ‘likelihood_scale’ of the class ‘Event’ (tip: it is multi-select): 

a. Event.Id 
b. Event.Name 
c. Event.likelihood_scale 

2. Save the report. 
3. Switch to exploration mode and view/understand the results; 
4. Switch back to configuration mode. 

 
Task E 
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1. Create a new report of type Filtered List with title ‘Event Controlled  List’ and choose the 
attributes ‘Id’, ‘Name’ of the class ‘Event’ and the attributes ‘Id’, ‘Name’ of the class 
Control’. 

2. Save the report. 
3. Switch to exploration mode and view/understand the results; 
4. Switch back to configuration mode and delete only the report ‘Event List’. 

 
Task F 

1. Notice that is necessary to press every “build” as you go through the steps. There are 3 
builds for all the data to be explored; 

2. Create a new report of type Risk Matrix: 
a. Title: ‘Risk Severity Risk Matrix’; 
b. Function Attribute: ‘Risk.severity_scale’; 
c. Abscissa: Event.likelihood_scale; 
d. Ordinate: Consequence.impact_scale; 
e. Colors for ‘severity_scale’: 

i. ‘very low’ - Dark Green; 
ii. ‘low’ - Soft Green; 
iii. ‘medium’ - Yellow; 
iv. ‘high’ - Orange; 
v. ‘very high’ - Red. 

3. Save the report; 
4. Switch to exploration mode and view/understand the results: 

a. Select risks and verify the interconnection between the risk matrix and the table. 
 
Task G 

1. Create a new report of type Combined with the title ‘Reports together’ and the following 
reports represented by (type, title): 

a. Overview, ‘Overview’; 
b. Filtered List, ‘Event Controlled  List’; 
c. Risk Matrix, ‘Risk Severity Risk Matrix’. 

2. Save report; 
3. Switch to exploration mode and view/understand the results. 

 
Scenario: In the PUR domain area, the reporter can be visited using the configuration and the 
exploration role. The previous scenario used the configuration role and therefore, enter using 
the exploration role and understand the difference between them. 
Task H 

1. Go back to the domain area; 
2. Go to the exploration section of the Reporter  
3. Select multiple reports created and verify the difference between the exploration section 

and the configuration section. 
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Scenario: Clean all reports for the next user. 
Task I 

1. Delete all reports. 
 
Scenario: After finishing all previous tasks, it is time to answer the survey. 
Task J 
1. Answer the survey. 
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