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1 Introduction

The research in automatic analysis of security protocols has been quite success-
ful, generating several tools for the cause. The reason for this success is simple:
the improvement of the security of communication protocols. In other words, to
have more secure ways to communicate. For instance, the Needham-Schroeder-
Lowe protocol [20] depending on the tool that is used for verification, can present
a different number of attacks, that use different methods depending on the en-
cryption scheme being considered.

These methods try to explore known vulnerabilities of security protocols or
even discover new vulnerabilities of these protocols. This is why verification
tools are of extreme importance. They not only verify if a protocol is secure (for
some security property), but they also discover new ways that a protocol can
be “hacked”. One of the main points of this thesis is the intruder model that is
used associated with the protocols and encryption schemes. The intruder model
defines what an attacker is able to do and not do. The most used intruder model,
is the Dolev-Yao model [19]. The Dolev-Yao model states the type of actions the
intruder can execute in a protocol. In this model, the intruder can control, cipher
and decipher all the information that goes through the network. Most tools use
this model to identify attacks on protocols. For example, the man-in-the-middle
attack to the Needham-Schroeder (NS) protocol was identified and corrected by
Gavin Lowe using the Dolev-Yao model.

The NSL protocol is subject to the man-in-the-middle attack. Lowe corrected
the protocol, by adding in the second message of the protocol the identifier of
its sender. Lowe, like we said, used the Dolev-Yao model to prove that the new
version of the NS (Needham-Schroeder-Lowe), is immune against the man-in-the-
middle attack. But even with the new and improved Needham-Schroeder-Lowe
protocol, Warinschi [34] was able to recreate the man-in-the-middle attack, the
same attack Lowe made on the NS protocol. How did he manage to do that? He
basically used an operation that was not considered by the intruder model that
was used to prove that the NSL protocol was secure. Using operations that are
not covered by the intruder model that was used, Warinschi was able to make
the man-in the-middle attack.



2 Automation of Proof Correctness on Security of Protocols)

More specifically, Warinschi took advantage of the malleability property as-
sociated with the exchanged messages. This property states that an adversary
can modify a ciphertext and transform it into another ciphertext which decrypts
into a related plaintext. So what Warinschi did, was basically transform the mes-
sage sent by Bob to Alice, using a function that changes the identifier associated
with the sender of the message. The message instead of having the identifier
associated to Bob, it has the identifier of the intruder. That way an intruder
can execute the man-in-the-middle attack without any of the participants take
notice of its occurrence. This is an example of a, what is called, non-Dolev-Yao
attack and to the problem that this thesis tries to give a possible solution.

The technique proposed by Bana and Comon-Lundh in [3] aims to deal with
non-Dolev-Yao attacks. This is a proof technique that involves long manual se-
curity proofs, (detailed in [5]). This technique performs proofs in a symbolic,
abstract, model, while keeping strong, computational, guarantees, and without
establishing general soundness results. The basic idea of this technique is that
instead of listing every kind of move a symbolic adversary (present in the sym-
bolic model) is allowed to do, as usual with the Dolev-Yao adversary, a few rules
(axioms) are listed stating what the symbolic adversary is not allowed to violate.
In other words, the adversary is allowed to do everything that is consistent with
these axioms.

The main result of this technique is that if there is no successful symbolic
adversary compliant with the set of axioms, then for any computational imple-
mentation satisfying that set of axioms, there are no successful computational
attacks. So what this technique aims to give is what is called computational
soundness, that is, using a symbolic model like the one described that has com-
putational guarantees, verify protocols. There exists already a tool that imple-
ments this technique, called Scary, which we’re going to talk about a bit later.
And because of that reason we’re going to reuse it, more specifically the module
that is responsible for the task of determining if a trace is feasible or not.

Finally it is important to mention that our tool, works with asymmetric and
symmetric encryption. It supports as function symbols, encryption/decryption
and pairing. So the class of protocols that the prototype is able to analyse, obeys
the previous conditions.

2 Related Work

Guillaume Scerri has already developed a tool that supports and automates
Bana-Comon’s logic, Scary [30]. The particularity of this tool is that it explores
the involved state space with a forward search algorithm. This tool generates
all reachable states of a protocol which, if one does not limit the number of
instances running, can lead to one of the most common problems when verifying
protocols: the state explosion problem.
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To avoid this problem, in Scary the number of sessions/instances is limited.
The result obtained is not fully conclusive, because for example if it is verified
that in a protocol for 5 instances it can’t be identified the occurrence of an attack,
then it cannot be assured that for 6 or more instances that is also the case. This
is also something the work of this thesis aims to solve. Instead of exploring the
related state space from its root and limiting the number of instances, the state
space is explored using an unlimited number of instances, from a state where a
hypothetical attack occurred and go backwards until the initial state is reached,
or a set of contradictions is found, which means the attack is impossible to occur.

With all of this is in mind, the reader could pose the following question:
besides Scary, are there any other tools/models/frameworks that are able to deal
with non-Dolev-Yao and computational attacks? And what are the advantages of
our tool comparing to these other ”solutions”? The answer for the first question
is: yes. Two examples of these are EasyCrypt [24] and CryptoVerif [25] that are
computational tools/frameworks that indeed are able to deal with computational
attacks since they use a computational model instead of a symbolic model like
the Dolev-Yao model.

Answering the second question, the technique proposed in [3] that this tool
automates, tries to get the best of the concept of symbolic models and com-
putational models, and this is where computational soundness. EasyCrypt and
CryptoVerif, despite considering a computational model, are difficult to use as
fully automated provers, unlike Scyther [16], a verification tool, for example.
The reason for Scyther to be a fully automated prover is because it uses a sym-
bolic model with a simple logic that is easily automated. But the problem with
Scyther and other verification tools that use the Dolev-Yao intruder model, is
that they’re not able to detect non-Dolev-Yao attacks, like the one previously
described.

3 Proof Reasoning

In this section, it is discussed the reasoning process about the secrecy property,
to be implemented and automated when analysing a protocol. This reasoning
was first performed in [5].

The aim of the secrecy proof is to show that nonces N generated and sent
between honest agents remain secret. Throughout this section we will denote
honest agents by X,Y,X ′, Y ′, ... and arbitrary agents by Q,Q’. H represents
the set of all honest agents. The fact that N is a nonce generated and sent by
an honest initiator X to an honest responder Y in the NSL protocol can be
expressed as:

∃R.{N,X}ReKY ⊆ φ

Every nonce N generated and sent by an honest responder X to an honest
initiator Y can be expressed as:

∃hR.{π2(dec(h, dKX)), N,X}ReKY ⊆ φ



4 Automation of Proof Correctness on Security of Protocols)

Such nonces can be characterized by the condition
CX,Y [N ] ≡ RandGen(N)∧∃(R.{N,X}ReKY ⊆ φ∨(∃hR.{π2(dec(h, dKY )), N, Y }ReKX ⊆

φ))
where X,Y ∈ H. By writing C[N ] it is stated that X,Y are clear from the

context. The secrecy property to be proved can be expressed as ∀N(C[N ] →
φ 7 N), meaning that such nonces cannot be derived by the adversary. It is
equivalent to show that its negation,

∃N(C[N ] ∧ φ . N)

is inconsistent with the axioms and the agent checks on every possible sym-
bolic trace. Basically what is being done is a proof by absurd.

The intruder model considered in these proofs, as previously explained, de-
fines that an intruder can execute any action he wants, except if it contradicts
the predefined set of axioms. This way, unlike the tools that were previously
analysed (Scary, EasyCrypt and CryptoVerif are the exceptions), the tool devel-
oped in this thesis (and that automates the secrecy proof being discussed) can
deal with computational, non-Dolev-Yao attacks.

The beginning point of the proof is a hypothetical state where an attack
occurred. Then this state is expanded using a backwards state space approach,
where the resulting states take into account the possible messages that are de-
scribed in the protocol. So when analysing the NSL protocol that contains three
types of interactions, (two for the Initiator and one for the Responder), every-
time backtracking is used, at least three new states are obtained, one state for
each interaction. Also during this process it is taken into consideration if the
agents involved in the exchange of messages are honest or not.

So how can the secrecy property be verified and why is backtracking being
used?

Simple. We begin from a point where the frame of execution of the protocol,
φm is empty. A frame contains part of all the information concerning messages
that were exchanged throughout the execution of the protocol to that particular
point, which the intruder has access to. Everytime we analyse a message and we
need to backtrack, we add to φm the message previously analysed.

To prove for any nonce N , that it is secret, N must have been sent in a
message that contains it, which means it was generated in that particular mes-
sage and not before. Now, let’s call the next message, that is sent in the same
execution of the protocol, t. What we’re going to do now, to check if N is secret,
is to see if we are able to derive N from φm and t, that is:

φm, t . N (1)

The following step is to check if we from (1), φm . N can be derived. This
means that t can be dropped and is irrelevant, since with only φm we can derive
N .

If this clause is deduced, then by induction φ0 . N is derived which is an
absurd (by freshness), and consequently leads to the conclusion that φm, t 7 N ,
meaning that the current branch being analysed is incoherent. With all of this
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the following formula, (which is the main formula that supports this thesis work),
can be deduced (being ϕ ⊆ φ, and ψ all public information):

ϕ, t . N ` ψ .N then φ, t . N ` φ .N (2)

This proposition is valid for every φ that extends ϕ with the following con-
ditions:

– RandGen(K) ∪ dK * ψ −→ dK * φ
– ∀x ⊆ t, RandGen(x), fresh(X,ψ) −→ fresh(x, φ)
– The freshness axiom is only applied to nonces in t, the message currently

being analysed.
– All encryptions use fresh R randoms.

The first condition states that every secret key that is randomly generated,
is not included in the set ψ that contains all the information, which means it
cannot be included in any frame φ. The second one, states that for every fresh
nonce contained in ψ is also fresh in φ.

Basically with this, we’re saying that we’re working with partial frames, ψ
that follow the previous conditions, and according to these, we can apply the
same reasoning to a ”full” frame φ.

So let’s recap all that was learnt so far, concerning the reasoning to be au-
tomated. We begin from a state where an attack occurred φm+1 . N . φm+1 is
empty at the beginning. Backtracking is used to see what are the possible ways
to reach this point. This is done by considering all possible interactions of the
protocol and the honesty of the agents. For every generated state it is considered
that φm, t . N and checked if φm . N , being φm all the information that was
exchanged until t was sent. So if we previously analysed a message, let’s call it
tm, and we deduced that we needed to backtrack then tm is added to φm. Now
what we’re trying to deduce is not only φm, t . N but φm, tm, t . N . Since φm
at the beginning of the proof is empty we end up with tm, t . N . This process
is repeated everytime we need to backtrack. If with this, we wouldn’t be able
to drop t we would need to backtrack once again, and add the message to be
analysed, to the frame. This process repeats itself until we are able to drop t.

If φm.N cannot be derived and if there’s no contradiction (in terms of names
and nonces equivalence, to be discussed with more detail later) then the current
branch can continue to be explored as a possible attack path (this is going to be
exemplified after this brief explanation). On the other hand, if a contradiction
is found or if when executing the proof and applying the axioms defined in the
model, like the secrecy axiom or the non-malleability axiom mentioned in [4],
φm . N is derived, then the branch is closed.

So, the secrecy property is verified for every branch that was generated and
the objective is to go from φm, t . N and try to reach φm . N or reach at a
contradiction. If there’s a branch where no contradiction was found and φm .N
was not derived, that goes from the beginning point of the proof, all the way to
the state that represents the beginning of the protocol, then there’s an attack
and that trace represents how the attack can be made.
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4 Tool

This tool is going to receive a template of a protocol execution, on which the
secrecy property will be tested. So basically this tool’s:

– Input → protocol specification. The analysis of this input is going to be
discussed later.

– Output→ Creates a log file with all traces explored, including the ones that
represent attacks. If an attack is detected it is also printed the respective
trace, including the honesty of the involved agents. If no attack is found, the
claim is verified and prints ”no attacks are found”.

The prototype tool is divided into 6 modules. The first one interprets the
input file that contains the protocol specifications, and constructs the necessary
objects to execute the related proof (Input Module). The second module grabs
the objects generated by the Input Module and constructs the secrecy proof, and
generates the traces using backtracking (Proof/Traces Module). The third one
assigns identifiers to all objects (Ids Manager). The fourth module is the one
responsible for the management of the interaction between the Proof Module
and Scary (Scary Interactor Module). In between these two tasks, the Clause
Coherence Module analyses the obtained clauses, after the trace generation stage,
looking for contradictions. If a contradiction exists then the current trace is
closed, otherwise the Proof Module sends a request to Scary and then receives
its answer. The answer is then analysed by the Scary Interactor and according
to it, the respective trace is closed or not.

Figure 2 illustrates the architecture of the tool (by modules).

Fig. 1. Tool Architecture
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4.1 Algorithm

It is finally time to put all the information gained and materialize it into an
algorithm where we can see the execution with the reasoning presented in the
previous chapter. The reader right now has a vague idea how the tool works.
Now we’re going into more detail and unveil what is done by our tool. This is
illustrated in Figure 3.

Translate Input File into Scary Language (Input/Object Constructor
Module) The first thing that is done is to translate the given input file to the
language Scary is able to interpret.

Group out with in Actions (Input/Object Constructor Module) Then, all
messages (out actions) from a protocol are associated with the correct restrictions
(in actions) they must satisfy. After this process is done, we start analysing the
protocol.

Grab Next out Action (Trace Generation Module) The prototype fetches
the next out action in the current branch. What the tool does is, for example,
like it was previously analysed, grab the first message of the NSL protocol. If
this was already analysed, then it grabs the second one and so forth.

Generate Instantiation Cases (Trace Generation/Ids Manager Modules)
For the selected out action, the fields of the contained message are instantiated
with the correct ids. Depending on the instantiation of these elements, several
traces are generated.

So, in this step, a message is instantiated according to one of the instantiation
cases. After this case is analysed, the same message is instantiated according to
next case in line, and so forth until all instantiation cases are analysed.

Construct Node with the obtained Message (Trace Generation Mod-
ule) After instantiating a message, this is associated with a new node to be
inserted in the current branch. This is done so when the tool wants to retrace a
full trace, namely a trace that represents an attack, it simply goes to the current
node and goes through all of its parent nodes.

Construct Message Handle for Invariant Detection (Trace Generation
Module) Also, associated to the message it is constructed what is called the
Message Handle Structure that consists of an association between an handle
and its fields.

This structure will help to check if there is an Invariant in the trace being
analysed. Simply putting, an Invariant is detected in a branch if in the same
branch exists at least two similar nodes, that is, nodes that contain messages
with similar properties.

When analysing a trace of a protocol, what might happen is we continuously
analyse similar nodes with similar properties entering a what is called ”looping”
trace, where we continuously make similar proofs with similar verifications. Since,
we know that all traces of the protocol are finite since we’re starting from a
certain point on the execution of the protocol and in a backwards we go to
the beginning, if we find these repetitions, these patterns in a trace, then by
induction what we can do is the transition to the first node associated to the
root of the protocol. This, combined with the fact that we need a previous send
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action for the attack to occur and there’s no previous action to the root node,
then by contradiction we can close the branch.

Next, what is done is precisely check if there’s an Invariant or not in the
trace. If that’s the case, then the current trace is closed and the tool analyses
the next branch.

Check for nonce/name Contradictions (Clause Coherence Module) If
no Invariant is found, then the tool checks for contradictions in terms of nonce
and name equivalence. This type of contradictions comes from the matching
between messages.

Generally when talking about nonce equivalence contradictions, the main
focus here are the sessions in where the nonces being analysed were generated.
Two nonces are equivalent if they were generated in the same session, that is,
generated by the same entity. A contradictions is found when these two nonces
were generated by different entities. Now for the name equivalence. Two names
are equivalent if both names are honest or dishonest. If this is not the case when
trying to match two names, then a contradiction arises.

If the tool deduces one of the previous contradictions with the current infor-
mation (messages, handles), then it closes the current branch.

Construct and send handle File to Scary (Scary/Scary Interactor Mod-
ule) If no contradiction is found, then the prototype constructs the file to send
to Scary.

Check Scary Answer for Stopping Clause (Scary/Scary Interactor Mod-
ule) If the prototype finds in the log file generated by Scary, (containing the set
of clauses deduced from the given input file), the clause φm .N , or a clause from
which we’re able to deduce φm .N , then the current branch is closed. However if
the prototype does not find such clause then the tool checks if the message being
analysed corresponds to the first message of the protocol (meaning we cannot
backtrack any further and we’ve reached the beginning of the protocol). If that’s
the case, the resulting trace goes from the beginning of the protocol to the state
where an attack has occurred. This trace corresponds to an attack. The tool
then prints out all of the messages that lead up to the attack.

However if the message analysed, does not correspond to the first message
of the protocol, then the trace is expanded using backtracking. However, we
must first see if we can apply the non-malleability axiom presented in [5] with
the current message being analysed. If that’s the case, then we can expand the
branch, otherwise the branch might represent a possible attack, because if we
can’t backtrack we have no guarantee that indeed that trace does not represent
an attack. It might be a false positive, but if it really represents an attack then
we’re not excluding it.

Going back to Scary, the process of checking Scary answer is made by the
Scary Interactor, and not by Scary itself, because the only thing Scary is doing
is deducing all possible clauses from the given input file. Then with the resulting
set of clauses, the prototype needs to check if indeed the stopping clause can be
deduced
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Attack Detected / Close Branch (Scary/Scary Interactor Module) If a
branch is closed or if an attack is discovered, the tool checks if there are more
instantiation cases associated with the message being analysed. If that’s the case,
then the message is instantiated according to the next instantiation case and the
process repeats itself.

Go to the next branch (Trace Generation Module) However, if all instan-
tiation cases were explored then the tool goes to the next branch of the protocol,
and then grabs the next out action in line.

Exit When the tool exhausts all possible branches, it finishes the analysis.

4.2 Evaluation

The benchmarks of this thesis are correlated with the NSL protocol and with
the manual proofs that apply the technique of Bana and Commom-Lundh [3]
described in [5]. The results obtained by the prototype were compared with the
results of the described manual proofs in [5] and also with Scary taking into
consideration other protocols.

It is important to mention that the prototype focuses on detecting traces
that might represent attacks, sacrificing a bit on the assurance level. What this
means is that, the prototype might give false positives on the attack detection.
More specifically, during the discovery of contradictions, our tool is not able to
reason with session equivalence contradictions. That is, our tool cannot reason
that the sessions that are created are necessarily equal, but one of them ends
up before the other. As you can see this poses a contradiction that our tool is
not able to find. In this section, the prototype was evaluated in terms of its
completeness, that is, its attack detection rate.

The prototype was tested against other protocols that were tested in Scary as
described in [30]. All of these protocols use asymmetric or symmetric encryption,
as have as functions symbols the encryption and pairing primitives. These types
of protocols are the ones that are supported by Scary (and consequently, since
we’re using Scary, supported by our tool). The protocols that were tested include
the NSL protocol, the Andrew Secure RPC protocol, and other toy protocols.

The prototype with the help of backtracking is able to support an unlimited
number of sessions. Scary is not able to do this, and does not provide guaran-
tees about the presence of attacks in a protocol. The prototype overcomes this
issue, and indeed is able to guarantee the presence/absence of attacks in a pro-
tocol since it uses an unlimited number of sessions. For the protocols we tested,
our prototype and Scary discovered the same exact attacks, which makes sense
because our prototype is using, in a way, Scary. For these protocols the determi-
nation of the ”boundary” of sessions wasn’t an issue, since those protocols don’t
have a lot of roles and interactions.
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The next Table illustrates the comparison between the manual proof, Scary
and our prototype for the NSL protocol, in terms of the number attack detected
(taking into consideration the attacks previously analysed for the NSL protocol),
false positives and performance (not applicable to the manual proof).

Proof/Tools No of attacks False Positives Performance

Manual Proof 3 0 −
Scary 3 0 Faster

Prototype 3 1 Slower

Table 1. Manual Proof/ Tools Comparison NSL Protocol

For the protocols we tested, our tool with the help of Scary is indeed able to
fully automate the technique proposed in [?], and discover the expected attacks
the related manual proofs discover.

5 Conclusion

In this thesis, we’ve shown that the technique proposed in [?] can be automated,
dealing this way with non-Dolev-Yao attacks. This type of attacks is not de-
tected by tools that use as an intruder model, the Dolev-Yao model. Scyther is
an example of this type of tools. This technique, to deal with non-Dolev-Yao
attacks, considers a different intruder model than the Dolev-Yao model, that
takes into consideration a set of axioms the intruder must not violate. A tool
already automates this technique, called Scary. However, to reach termination
in the analysis of a protocol, it uses bounded verification, limiting the number of
sessions, combined with a forward search approach. We’ve shown that our tool
overcomes this limitation using backtracking.

From all of this, we’ve created a prototype that is able to verify if the se-
crecy property, is respected in a protocol. The type of protocols that this tools
supports for verification obey the following conditions: use asymmetric or sym-
metric encryption and support as function symbols the encryption and pairing
primitives. The tool focuses on detecting traces that might represent attacks,
sacrificing a bit on the assurance level. What this means is that, the prototype
might give false positives on the attack detection.

To validate our tool we tested it with the NSL protocol, the Andrew Secure
RPC and some other toy protocols, and compared the results with the results
obtained by the manual proof that is related to the technique in [3], and with
Scary, and concluded that out tool, for the protocols that were tested, catches
the same attacks as Scary and the manual proofs presented in [5]
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