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Abstract

Detecting anomalies that degrade the user experience in wireless networks is still a process that
usually can take too much time or require additional infrastructure. This Dissertation focuses on
detecting these problems by using machine learning techniques to create a working prototype, capable
of detecting said anomalies as they occur, using exclusively already usually available or easily extracted
variables in infrastructure monitoring. For this purpose, anomalies were created, in order to create
sets of observation variables corresponding to atypical and potentially anomalous conditions of the
network. This data was later pre-processed and used to train a machine learning model, which had its
results measured in the form of various performance metrics. A simulation of network usage was made
to obtain a ground-truth scenario of the network in a normal state. Data reduction was achieved by
using several techniques, and extensive testing was made to attain the best performing conditions. It
was also taken into account a possible change in the data over long periods of time, and two ways to
cope with it are proposed.
Keywords: Anomaly detection, wireless networks, machine learning, SNMP data

1. Introduction

Wireless networks are today widely deployed and
critical for many infrastructures, making its effi-
cient operation essential [6]. A lot of research
goes into discovering internet-related anomalies re-
sulting from malicious attacks [3], typically using
signature-based methods. More flexible systems are
needed to rapidly detect previously unseen anoma-
lies that may not be necessarily related to network
security. Machine learning (ML) techniques try to
find patterns in data that do not conform to the
expected normal behavior, enabling the detection
of previously unseen events and thus detecting net-
work anomalies. The objective of this work is to
provide a system that can detect these anomalies
in a almost real-time through ML techniques, and
requiring no additional infrastructure to the net-
work. This will be done using only objective and
mensurable parameters taken from access points
(APs). The identification of anomaly situations will
be done in a supervised way, using multi-class and
one-class classifier techniques. This dissertation is
organized as follows. In this first Chapter the goals
of this work are described. In Chapter 2 an overview
of the related work and the state of the art in this
area is presented. Chapter 3 briefly describes the
implemented solution. Chapter 4 describes the data

collection process. The experimental assessment
and possible future work sare presented in Chap-
ter 5 and Chapter 6, respectively.

2. Related Work

Learning automatically can be achieved by search-
ing for patterns in data through computer algo-
rithms and discovering regularities which can be
used to classify the data into categories, for exam-
ple. In a typical scenario, the so-called ”supervised
learning”, the goal is to predict a categorical out-
come (e.g., email message is spam/not spam), based
on a set of features (such as message length and
number of typos in each email). The data from
which these features are measured and its outcome
observed is called the training set [19], which con-
tains a set of objects (such as emails). The training
set is used to construct a range of prediction mod-
els, which are determined during the training or
learning phase and will be able to predict the out-
come of new unseen objects. The best performing
of these models is then chosen by comparing be-
tween them using a validation set, which is simply
another set of examples, different from the training
set. Finally, to evaluate the accuracy of the ob-
tained model, a test set is used, which is another
selection of examples, different from the training
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and validation sets [4]. In most of the cases, the
original input data must be pre-processed, so that
it is transformed into some new space which can
reduce computational complexity, increase the ac-
curacy of the detection algorithm, facilitate data
understanding and improve generalization [3]. All
the pre-processing applied to the training set must
be applied in the same way to the testing and val-
idation sets. Now will be presented some of the
most relevant ML techniques for this work. Sup-

port Vector Machines A support vector machine
(SVM) is a technique used for linear and non-linear
data classification. Given a set of labeled training
examples, each belonging to one of two categories,
it produces a model which predicts the correct cat-
egory of new examples. This model is a representa-
tion of the training data as points into a higher (pos-
sibly infinite) dimensional space, mapped so that
the examples of each category are separated by a
hyperplane with a margin as wide as possible, lim-
ited by two support vectors [5]. Many problems
cannot be solved linearly. With SVMs it is possible
to make a non-linear problem in a linear one in a
higher dimensional feature space, using a non-linear
function. A kernel is a similarity function which
under certain constraints can be expressed as a dot
product in a possibly infinite dimensional feature
space. Representing points in the high-dimensional
space explicitly could lead to much processing time,
but SVMs avoid this and achieve a lower computa-
tional cost by using the ”Kernel Trick” [1], which
consists in using a kernel function to compute the
dot products, thus enabling relatively good perfor-
mance for this technique [7]. The linear kernel is
not sufficient for non-linear relationships between
features, where maybe the Gaussian, or radial basis
function (RBF), kernel may be used instead. Sup-
port vector machines do not give much insight on
why a particular prediction was made, and reducing
the set of features can help in better understanding
the data. A typical variant of the standard SVM is
the one-class SVM, typically used in novelty detec-
tion as proposed in [2]. Here, only the data pertain-
ing to normal conditions is used to train the SVM,
and each example is classified as belonging or not
to that class. This differing approach has its per-
formance strongly influenced by its requirement to
fix a priori the percentage of non-anomalous data
allowed to fall outside the description of the non-
anomalous class [16]. SVM training always finds a
global minimum, and thus it does not depend on
each run.

Artificial Neural Networks Artificial Neural
Networks, sometimes just called Neural Networks
(NN), are a supervised learning technique inspired
by how biological brains work, and it is based on
a model of neurons. Artificial neurons take several

weighted inputs with values between 0 and 1, also
known as the input layer, and produce an output
between the same values, ( the output layer), deter-
mined by whether the weighted sum

∑
m wmxm is

less than or greater than some threshold value. In
that sum, xm is the input of index m and wm its
respective weight. The minimum square error cost
function is typically used to quantify how well the
output from the network approximates the known
corresponding values for the training inputs. If in-
stead of having only one layer of neurons more (so-
called ”hidden”) layers are added which take as in-
put the output of the previous combination of neu-
rons, as seen in Figure 1, an even more complex de-
cision can be reached. By adapting the weights on
the incoming connections of its units the network
learns feature detectors that enable it to predict
the correct output, given an input vector. To train

Figure 1: Architecture of an Artificial Neural Net-
work.

multi-layered networks, an algorithm called back-
propagation is used, which calculates the error at
the output nodes, where the formula is simpler, and
then propagates them back through the network us-
ing gradient descent [21] with respect to the weights
and the biases. Only recently a technique that made
these networks much faster to train was developed
by Geoffrey Hinton [9]. By using the first hidden
layers to search for regularities in the data, pre-
training them in problem-agnostic, unsupervised,
greedy manner, it became possible to create input
more useful for higher layers using the so called
Boltzmann restricted machines [20]. The risk of
overfitting has recently been addressed by a regular-
ization technique called ”dropout” [10], which con-
sists in removing units from the network, preventing
complex co-adaptations where the network would
learn feature detectors that would only be helpful
in the context of several other specific feature de-
tectors. For some classification problems NNs do
not need hand-engineered features, since they are
learned by the network.They also do not necessar-
ily converge to a global minimum error, only a local
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minimum.
Principal Component Analysis Principal Com-

ponent Analysis (PCA) is a coordinate transforma-
tion method that maps a given set of n-dimensional
data points onto new axes, called principal axes or
principal components (PCs). Principal components
are a set of linearly uncorrelated variables, and its
number is less than or equal to n. When work-
ing with zero-mean data, each principal component
has the property that it points in the direction of
maximum variance remaining in the data, given the
variance already accounted by the preceding com-
ponents. Each principal component has the restric-
tion that it is orthogonal to (or uncorrelated with)
the previous components. Applying PCA to a pre-
viously normalized m × n data matrix X, where
each row is a point in Rm, the first principal com-
ponent is given by the vector:

v1 = arg max
‖v‖=1

‖Xv‖ (1)

where ‖v‖ is the Euclidian norm of v, and ‖Xv‖ is
proportional to the data variance measured along
the vector v. It follows that the ith principal com-
ponent is given by

vi = arg max
‖v‖=1

‖X(1−
i−1∑
j=1

vjv
T
j )v‖ (2)

The first principal component captures the great-
est variance of the data possible on a single axis, and
each subsequent principal component the maximum
variance among the remaining orthogonal directions
[15].

This method is commonly used for data dimen-
sion reduction. On the assumption that relevant
data information is encoded along k < n largest
variance directions, data dimension can be reduced
to k. There is no direct mapping between PCA’s
dimensionality-reduced subspace and the original
[18]. Another relevant problem lies in the fact that
large anomalies may deteriorate the performance of
PCA for anomaly detection by contaminating the
non-anomalous subspace [22]. Robust PCA tech-
niques [13] are less sensitive to outliers, presenting
more robust estimates at contaminated data. Ker-
nel PCA techniques [11] allow PCA to be performed
into a higher-dimensional feature space, achieving
better results in some problems. Extra-Trees al-

gorithm Due to the big size of the data set, train-
ing and cross-validating the models can take up too
much time. Feature selection through the Extra-
Trees algorithm[8] can solve this problem while
maintaining the original interpretability of the fea-
tures. Tree-based estimators such as decision trees
can estimate feature relevance and discard the irrel-
evant ones. They classify instances by sorting them

through tree-like graphs based on the values of their
features [17]. Each internal node in the tree repre-
sents a feature, and each branch represents a value
that the feature can assume. The instance goes
through the corresponding branches until arriving
at the final nodes, or leaf nodes, which represent its
predicted class. The search for the most relevant
features is embedded in an extremely randomized
tree classifier, which allows for the modeling of the
feature dependencies although it has the disadvan-
tages of being dependent on the classifier and of as-
suming that instances belonging to different classes
will have at least one feature with different values
[14]. In this case the quality of these splits is deter-
mined by the Gini impurity IG, which can be seen
as the measurement of how frequently a randomly
chosen feature i from the data set would be wrongly
labeled if it were randomly labeled according to the
distribution of labels {1, 2, ...,m} in the candidate
subset f . The Extra-Trees algorithm[8] builds an
ensemble of unpruned decision trees, choosing the
cut-point values of features for the splitting in an
uniformly random way.

3. Solution

Data Collection The first step consisted in col-
lecting data from network devices to create the
training, validation and test sets, after proper pre-
processing. This data collection is done through
SNMP, as it provides both device-specific and
network information. These SNMP values are
retrieved every 15 seconds from an AP. The
SNMP values correspond to 71 different features
which could be directly or indirectly related to an
anomaly, besides a variable representing the time of
the day and day of the week. Data will be gathered
on ”normal” conditions, that is, when the users do
not detect any anomaly on the network. Data will
also be gathered when artificial anomalies are in-
jected, which are expected to approximate the con-
ditions found with real anomalies. The SNMP data
collection is done through the use of snmpget and
snmpwalk commands on a physical machine con-
nected to the network. The queried AP’s IP is spec-
ified by user input, as well as the duration of the
data collection and the label to be assigned to it.
Data Pre-processing

After being collected, the data must be trans-
formed into a matrix capable of being input to each
of the machine learning algorithms, where each in-
stance collected is a row and each column a feature.

The first step in this transformation is the pars-
ing of the SNMP values, which was done in the
Python programming language. This first step had
some particularities, such as sometimes SNMP val-
ues being skipped, possibly due to communication
errors between the monitoring and monitored de-
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vices. Other problem which sometimes occurred
was a client dropping or connecting after the client-
related SNMP parameters started being collected
but had yet not finished. Lastly there was a specific
behaviour to take into account with Counter SNMP
parameters: for consecutive queries on these objects
if the last value obtained, A, is less than the one be-
fore it, B, then the counter meanwhile reached its
maximum and wrapped to zero.

These values have yet to be normalized and sepa-
rated in training, (possibly) validation and test sets
before being fed to a machine learning algorithm,
which was implemented with the GNU Octave pro-
gramming language. First, the user chooses if the
data set is to be used with a multi-class or one-class
classifier. In the first option the data is separated
in all three sets, while with the second option only
the training and test sets are created. All the lines
in each matrix are randomly reordered between all
data sets, to achieve better generalization results,
and it is ensured that test set represents 20% of all
the data. The data is normalized to be zero-mean
by subtracting the mean, and to have unit variance
by dividing it by its standard deviation. The val-
idation and test sets use the mean and standard
deviation from the training set, which overcomes
problems such as overfitting. The output from this
step is a Matlab equivalent GNU Octave matrix file.
Model Creation and Performance Measurement

The model creation depends on the learning algo-
rithm. For the multi-class classification option, cur-
rent algorithms that achieve the best performance
are regularized deep neural networks with rectifier
or maxout activation functions, and SVMs. Each
of them has specific advantages and disadvantages,
and it is hard to guess which will perform better
for a new problem, so both are available. For the
one-class classification alternative, a technique re-
quiring a ”normal” labeled data set will be used:
one-class support vector machines.

For the training of a Neural Network model, the
learning algorithm used was gdbn 1. The gdbn fea-
tures dropout, rectified linear units in the hidden
layers, various activation functions (including the
more common ones such as sigmoid or linear) for
the output layer and the possibility of pre-training.
This implementation, besides having a very fast ex-
ecution time and possibility of command-line in-
terface integration, also achieved excellent results
for the artificial anomalies. It also features many
state-of-the-art methods for classification in neu-
ral networks. A python wrapper, Nolearn2, was
used to implement the algorithm. For the training
of the SVM model, the open source library LIB-
SVM was used. LIBSVM is an open source li-

1https://github.com/dnouri/gdbn
2https://pythonhosted.org/nolearn/

brary that can solve non-linear problems through
the use of kernels, as referenced in Section 2. It
supports probability estimates, various kernels and
multi-class classification, and naturally has a differ-
ent optimization objective than the LIBLINEAR
library. A python wrapper was used, called scikit-
learn, which also eased the k-fold cross-validation
process, performance measurements and model per-
sistence. In this module, the user selects a file from
the ones created in the Data Pre-processing module,
and one of the learning algorithms from the imple-
mented, as referenced above. Using Python, each
training algorithm was programmed to try a large
range of values for its specific hyperparameters us-
ing cross-validation. After the best performing set
of hyperparameters and respective model are found,
its ROC graph and scores are generated for analy-
sis by the user. The scores include the AUC, the
precision, recall and F1 score. The model is saved
and available for future use. Network State Iden-

tification

Here, parts of all the previous modules are used
to assess the state of the network in near real-time.
The user selects the IP of the network device it
wants to monitor, and one of the previously saved
models to make this determination. Three consecu-
tive SNMP data collections, spaced by 15 seconds,
are made, and then normalized using the mean and
standard deviation of the selected model’s training
set. The selected model then determines the state
of each SNMP data entry, and the majority is out-
put via the command-line interface and to a text
file. The process is repeated indefinitely.

4. Data Collection

Obtaining the ground-truth

A ground-truth in this context is a data set which
we know to a great degree of certainty to con-
tain SNMP values pertaining to a network without
anomalies. It is necessary to achieve meaningful re-
sults with this work, as well as to use in the train-
ing of the machine learning models. But obtaining
a perfect ground-truth in this scenario is arguably
a near-impossible task: it is expensive to gather
enough trusted users for such a long time; there can
always be undetected attacks to the network; users
would probably have to be restricted in their use of
applications and websites to visit, in order to avoid
possible attacks, which would in turn create an un-
realistic scenario; and the monitored Access Point
could malfunction without it being necessarily no-
ticed. Nevertheless, and having in mind both these
challenges and the limited resources available, two
different attempts were made to create a ground-
truth data set.

The first attempt was less rigorous, as it simply
consisted in gathering the SNMP data in the Tagus-
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park network of Instituto Superior Técnico when no
users reported any noticeable degradation in their
quality of experience. This attempt has the advan-
tage of being as real as possible, while having a
greater possibility of being contaminated with in-
stances of undetected anomalies.

The second attempt consisted in connecting four
laptops and simulating an internet user behaviour
in each of them, using only one Access Point to
access the network. The operating systems of the
devices were Ubuntu Precise Pangolin (12.04). The
model of the AP used for the controlled data collec-
tion was a Cisco Aironet 1131 AG 3, an enterprise-
class access point similar to those used in the other
parts of the data collection.

The AP was placed at two meters from the four
laptops, in an isolated environment to avoid possi-
ble radio interference or occasional obstacles. The
collection corresponded to seventeen and a half
hours in total, which were obtained in four differ-
ent days. One could then simulate the users and
their use of the network, as it would have the ad-
vantage of generating more connected users, but on
the other side the Access Point would then not be
exposed to several network cards, which would be
less realistic.

Similar applications to those used by real users
were used here, in real time, and in a controlled
environment, while still collecting the SNMP data
from the monitored Access Point.

The applications were executed at random times,
and the frequency for each execution differed ac-
cordingly to the estimated traffic proportions to be
generated in Table 1.

To determine which traffic should be generated
the statistics available through [12] were analyzed,
more specifically the ones found at the study’s web-
site4 pertaining to traffic generated in 2014, as
these come from an European network that con-
nects around one hundred universities and research
institutions, the Danish e-Infrastructure Coopera-
tion. Based on this, Table 1 presents the protocols
and corresponding traffic generated in bytes, used
by the virtual hosts:

Table 1: List of applications and their traffic pro-
portions.

Protocols (Applications) Total bytes

HTTP/HTTPS (web browsing) 40%-50%

HTTP (streaming) 15%-25%

BitTorrent (file transferring/sharing) 20%-30%

FTP (file transferring) 5%-15%

Collected Data

3http://www.cisco.com/c/en/us/products/wireless/aironet-
1130-ag-series/index.html

4http://stats.simpleweb.org/statistics.php?l=10

Figure 2: Diagram of setup for the data collection.

The data collection firstly consisted of the 59
SNMP parameters, but as each interface of the AP
has some of those SNMP parameters unique to it,
such as the the total number of octets received on
it, the total parameters count is extended 71.Fig-
ure 2 represents the the basic setup required for the
data collection.

Those consisted in almost all the measurements,
indicators or counters provided by the Access Point,
such as:

• Traffic related counters, which could be the
number of UDP datagrams or all the octets in
or out a specified interface.

• Errors, such as Frame Check Sequence Er-
rors, failures in delivering UDP datagrams,
and Temporal Key Integrity Protocol (TKIP)
errors, or failures in receiving Clear to Send
frames in response to Request to Send frames.

• Percentages, such as the average CPU busy
percentage in a specified interval.

All these parameters were monitored for the two
active interfaces of each AP, separately.

Besides those, other 12 parameters were collected
after the feature selection. These were directly re-
lated to the associated wireless clients and derived
by the information provided by them. They were:

• Signal quality and signal strength, derived
from the last packet received by the client.

• The number of packets and bytes sent and re-
ceived, as well as duplicate packets.

• The number of successful and failed Media Ac-
cess Control Service Data Units transmissions.

• The number of Message Integrity Code errors
and missing frames for each client.

The above values were always averaged by the
number of connected clients at the time of the data
collection, as they would not make sense without
that correlation for the purpose of generalization
through the machine learning models.

5



Feature Selection Feature selection was made
by using the Extra-trees algorithm, explained in
Section 2. The algorithm used is part of the Scikit-
learn python package.

The feature scoring obtained consists in a ranking
of all of the 71 SNMP variables monitored that were
not specific to each client.

Some of the features among the the top scoring
ones were somewhat surprising: the fourth rank-
ing feature indicates the number of bytes from the
memory pool that are currently unused on the man-
aged device. The feature at second place indicates
the total number of received UDP datagrams for
which there was no application at the destination
port, indicating the ability of the system, which
only receives SNMP data at the device level, to
detect anomalies affecting the network at the ap-
plication level.

The subset of the first 12 SNMP parameters was
included in the new version of the data set to train
and test the models. This number was based on the
knee of the graph containing the feature scores, as
shown in Figure 3.

Figure 3: Percentage of feature scoring of each
SNMP parameter, in descending order.

Because anomalies not present in the training set
could affect other features, some features were also
included in the final data set definition, either be-
cause they could indicate a radio or a device prob-
lem.

Finally, the client specific parameters briefly de-
scribed in this work were also added to the final
data set, as they provide direct information about
the users who may experience a degraded quality of
experience. This resulted in a final number of 42
different parameters in the final data set. Creating

the Artificial Anomalies

The anomalies are expected to approximate the
conditions found with real device-related anomalies
in a network. The anomalies were put into action
in an university library’s network (of the Tagus-
park) used by dozens of students everyday, who usu-
ally connect to it by laptop or smartphones. The
first of these anomalies consisted in setting the an-
tenna power of the AP to a very low value. The

AP was configured to have an antenna power of
7dbm for one week. Analyzing the collected data
and comparing it to the data corresponding to the
unchanged network it was seen that almost all the
parameters differed by greater than 10% of their
original values. The only parameters that remained
almost unchanged were related to the memory use
of the device (besides the parameter indicating the
day of the week and the time of the day). Another
artificial anomaly created consisted in covering the
AP with a reflective material, in this case aluminum
foil. Most parameters had only a slight change rela-
tively to the data without anomalies (i.e., less than
a 5% difference). The number of wireless clients
associated with the device was where differences
were most significant, being ten times less when
the anomaly was injected. Interestingly, the over-
all CPU busy percentage was the second most de-
viated parameter, at approximately 5.5 times less,
followed by the SNMP value that indicates the Rea-
son Code in a 802.11 Disassociation frame, and the
value that holds the most recently transmitted Sta-
tus Code in a failed 802.11 Authentication frame.
The last artificially injected anomaly was created
by positioning another functioning AP nearby the
monitored one, on an overlapping channel of the
monitored one. Constant traffic was generated be-
tween the newly put AP and a connected user us-
ing the iperf tool, creating interference with the
monitored AP. The parameters that most deviated
relatively to the data corresponding to a network
in a normal state were once again the number of
wireless clients associated with the device, being 20
times less; the overall CPU busy percentage , at ap-
proximately 3.9 times less; the Reason Codes of the
802.11 Deauthentication and Disassociation frames,
and the Status Code of the 802.11 Authentication
frame.

5. Experimental Assessment
In this section there will be presented and analyzed
the results obtained that are independent from the
data, and also those obtained using two different
data sets (always with the same machine). The two
data sets were created in similar conditions, being
their only differences a distance of two months and
the fact that the second one amounted to a few days
less of collected data. For this reason the first one
will be called ”big data set” and the second ”small
data set”. The big data set consisted SNMP col-
lected data at every 15 seconds for a total duration
oftwo weeks, and the small to nearly 12 days. Each
correspond to a total of two weeks of SNMP col-
lected data at every 15 seconds. The SNMP data
consisted of 42 parameters, achieved as explained
in Section 4, and half of the data corresponded to
the network in the normal state, while the other
half corresponded to the network in an artificially
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Figure 4: ROC graph for all anomalies with the NN
model.

anomalous state, composed by equal parts of each
of the three anomalies. This amounted to a total of
roughly 80000 observations per data set. The mon-
itoring physical machine used for the tests had an
Intel Core i7-3630QM CPU, 8 GB RAM, and was
running Ubuntu 12.04. The monitored device was
an Access Point in the Taguspark library. Time to

train and execute

Table 2 shows the average time it took for each
of the machine learning models used by the system
to identify the network status. Each identification
was based on the majority obtained from three con-
secutive SNMP data collections, spaced by 15 sec-
onds. Besides being collected, the data had to be
converted to a normalized matrix (using the mean
and sigma derived from the training data set) before
being fed to the machine learning model.

ML Model Seconds to identify

SVM 93

NN 98

One-class SVM 90

Table 2: Average time that each ML model took to
identify the network status.

Big data set results

For the Neural Network models testing for the
recognition of normal behaviour or the aggregation
of all three anomalies did not provide perfect re-
sults, as can be seen in Figure 4 and Table 3, but
were nonetheless very good. In order to under-
stand if there was a particular anomaly more dif-
ficult to identify, all three were separated and their
identification results compared. Both the anomaly
with a lowered signal power and the interference
anomaly were completely identified, and so their
performance scores were perfect. The aluminum
foil anomaly had slightly worse scores, so it can be

Figure 5: ROC graph for all anomalies with the
SVM model.

concluded that it was the major reason for the im-
perfect scores in the anomaly aggregation tests.

Table 3: Scores for the aggregation of anomalies
with the NN model.

Instance Type Precision Recall F1-score

Non-anomalous 0.99 0.90 0.94

Anomalous 0.90 0.99 0.95

Total 0.95 0.94 0.94

For the Support Vector Machine models all the
performance scores, except for the one with the alu-
minum anomaly, were slightly better than that of
the NN model, and once again the few identifica-
tion errors were due to the aluminum-related data.
These are shown in Figure 5 and Table 4.

Table 4: Scores for the all the anomalies with the
Supervised SVM model.

Instance Type Precision Recall F1-score

Anomalous 0.98 0.98 0.98

Non-anomalous 0.98 0.98 0.98

Total 0.98 0.98 0.98

The One-class SVM revealed itself a much poorer
method for discovering anomalies. Despite the
extensive grid-search, the best overall F1-score
achieved was of only 0.63. Given the relatively bad
results, this algorithm was abandoned in favor of
the supervised alternatives. Small data set results

with no model retraining

Two months later a new data set was cre-
ated which replicated all the four scenarios (three
anomalies and one without any anomaly), and its
results using the previously trained models were
compared. The gap in time, which was due in part
to the closing of the monitored place (a library) for
a month, seemed to have created somehow a new
paradigm. After extensive tests it was concluded

7



that all models always identified an anomaly in the
network, even when there wasn’t one, which made
them useless.

This could have happened due to various reasons:

• Extra parameters that did not provide any use-
ful information were in fact lowering the per-
formance of the trained models.

• Different user behavior, as new users came in
and the time of the year was also not the same
as before.

• New network configurations which affected
somehow the collected SNMP parameters
present in each AP.

• Automatic changes in the AP that affected the
collected SNMP parameters.

• A human error collecting either the previous or
the new data sets.

Inquiries were made to determine that no new
network configurations were made, and the data
from both data sets analyzed and no errors found in
its collection or pre-processing. It theb became nec-
essary to find if there were extra parameters present
in each collection, if there was new user behavior, or
if there were uncontrolled changes in the AP which
affected its SNMP parameters.

There were still three possible underlying causes
remaining, and in order to explore their importance,
the Extra-Trees algorithm referenced in Section 4
was once again applied. This time one class was
the original data set and the other class the new
data set, and in neither of them was the state of
the network differentiated. The goal was to find pa-
rameters which distinguished the data sets between
themselves and that might be the source of the mis-
classification. The obtained results indicated not
new user behavior but changes in the AP which af-
fected the collected parameters, and that could be
affecting its decision-making abilities. Since their
removal implied a different input fed to each model,
the models were once again trained, this time with
only the remaining 35 SNMP parameters. However
the new results obtained were really pool for both
models.

If extra parameters were present, a way to mini-
mize their importance would be to apply the Prin-
cipal Component Analysis technique, as referenced
earlier in Section 2, and so it was applied to the orig-
inal data set. This reduced the dimension of the in-
put fed to the models, and thus required new models
to be trained and generated. The first 7 compo-
nents held more than 99,5% of the total variance.
This was very interesting as it indicated that the
total dimension of the data set could be reduced by

Figure 6: AUC achieved by each SVM model, by
number of PCs used in the data set.

a factor greater than 5 while having little variance
lost. However, one should note that the parameter
or set of parameters responsible for a certain deci-
sion in machine learning models are not necessarily
included in the first principal components.

In order to try to understand the importance of
each principal component, various models for grad-
ually more principal components were trained and
their performance analyzed. The algorithm used
was the SVM, since it previously was the best per-
forming algorithm. Interestingly there was a degra-
dation of performance between 20 and 30 PCs, in-
dicating that some possibly confounding variance
was added with the variance corresponding to those
PCs.

Table 5: Scores for the SVM model, with data
transformed using 13 principal components.

Instance Type Precision Recall F1-score

Anomalous 0.69 0.69 0.69

Non-Anomalous 0.69 0.69 0.69

Total 0.69 0.69 0.69

After this, all the models were given the data
from the new data set with the PCA technique ap-
plied to it, where the previously generated princi-
pal components from the old data set were used to
project it and then reconstruct it. The results were
surprisingly good with 13 PCs. The ROC graph
also had a reasonable AUC of 0.79, as seen in Fig-
ure 6.

This comparison confirmed that the variance
found in the first components is in fact sufficient
to create a working classification model even af-
ter some unpredictable change in the paradigm, al-
though with worse results than those achieved with-
out the PCA dimensionality reduction. It also in-
dicated that extra parameters were presented, al-
though the reason for the initial performance degra-
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dation could be composed by this and the other two
remaining causes: new user behavior and uncon-
trolled changes in the AP.

Having exhausted the most important techniques
to identify and remove the possible data affecting
the decision-making abilities, the best course of ac-
tion to improve even more the results was simply to
retrain the models with a new data set, and confirm
its usefulness in the new paradigm.

Small data set results using retrained models

After proper retraining with the new data set,
all models were once again able to recognize the
artificial anomalies, as expected, proving that the
poor results obtained earlier depended on the data.

Figure 7: ROC graph for the second data set, with
the SVM model.

Table 6: Scores for the SVM model with the second
data set.

Instance Type Precision Recall F1-score

Non-anomalous 1.00 0.98 0.99

Anomalous 0.98 1.00 0.99

Total 0.99 0.99 0.99

In order to this time better understand how much
data should be collected before a viable model could
be achieved, different models were generated with
gradually more data. The required data in total
hours collected before achieving an F-1 score greater
than 75% was of 2 hours for the SVM model and
of 27 hours for the NN model. Once again the best
results came from the Supervised Support Vector
Machine model, as it would be the fastest to adapt
when the network conditions are significantly al-
tered, which gives a very significant advantage to
this algorithm.

After this the models were trained with the entire
data set, consisting of 30 hours of SNMP data. In a
first try, the NN model achieved significantly worse
results even with all the 30 hours collected: an F-1
score of 0.78 and an AUC of 0.77, while the SVM

Figure 8: ROC graph for the second data set, with
the NN model.

achieved almost perfect results, as seen in Table 6
and Figure 7.

Table 7: Scores for the NN model with the second
data set.

Instance Type Precision Recall F1-score

Non-anomalous 0.97 1.00 0.98

Anomalous 1.00 0.97 0.98

Total 0.98 0.98 0.98

In order to try to improve the results of the model
produced by this algorithm, the number of support
vectors from the new SVM model were counted and
given as the number of hidden layers of the NN
training algorithm. This significantly improved the
results for the NN model, as shown in Figure 8 and
Table 7.

6. System Limitations and Future Work
Given the excellent results achieved with the ML
models for SNMP data close in time to the identifi-
cations it would be interesting to create less intense
anomalies, for example by setting the power of the
antenna to a stronger signal than the one used in
here, covering the AP with a less reflective mate-
rial or making the radio interference intermittent.
Along with this, other types of anomalies could also
contribute to scenarios which more closely resem-
ble the real one, and thus the performance would
be expected to drop. Examples of new anomalies
could be using APs with known defective compo-
nents, malicious attacks that lower the network’s
quality of experience, or overloading the APs with
too many connected users generating traffic.

Another limitation of this system is that it loses
performance with time, as the network paradigm
changes, and none of the known solutions are per-
fect. One of them would be to automatize the
adaptation of the ML model to the new scenario
by applying PCA to the new data, experimenting
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with varying numbers of principal components and
choosing the one which provides the best results.
However, while still better than random guessing,
this process does not reach the performance of the
other remaining solution, which consists in retrain-
ing the model with more recent data. The problem
with this last alternative is that it requires recreat-
ing the artificial anomalies, and so it would not be
automatic.

Another way to further explore the problem of
network anomaly detection through machine learn-
ing techniques would be to combine the data from
different APs closely placed, as many combined
shifts in the values of SNMP parameters can in-
dicate a problem with one of the APs: for example,
a sudden drop in the number of users connected to
one (problematic) AP and a following rise in other
(normal) AP.

References

[1] A. Aizerman, E. M. Braverman, and L. I. Ro-
zoner. Theoretical foundations of the potential
function method in pattern recognition learn-
ing. Automation and Remote Control, 25:821–
837, 1964.

[2] J. P. Bernhard Schölkopf, Robert Williamson,
Alex Smola, John Shawe-Taylor. Support Vec-
tor Method for Novelty Detection. 2000.

[3] M. H. Bhuyan, D. K. Bhattacharyya, and
J. K. Kalita. Network Anomaly Detection:
Methods, Systems and Tools. IEEE Commu-
nications Surveys & Tutorials, 16(1):303–336,
2014.

[4] C. Bishop. Pattern recognition and machine
learning. 2006.

[5] O. Chapelle, V. Vapnik, O. Bousquet, and
S. Mukherjee. Choosing multiple parameters
for support vector machines. Machine learn-
ing, 46(1-3):131–159, 2002.

[6] S. H. Conrad, R. J. LeClaire, G. P. O’Reilly,
and H. Uzunalioglu. Critical national infras-
tructure reliability modeling and analysis. Bell
Labs Technical Journal, 11(3):57–71, 2006.

[7] N. Cristianini and J. Shawe-Taylor. An In-
troduction to Support Vector Machines: And
Other Kernel-based Learning Methods. Cam-
bridge University Press, New York, NY, USA,
2000.

[8] P. Geurts, D. Ernst, and L. Wehenkel. Ex-
tremely Randomized Trees. Mach. Learn.,
63(1):3–42, 2006.

[9] G. E. Hinton and R. R. Salakhutdinov. Re-
ducing the dimensionality of data with neural
networks. Science, 313(5786):504–507, 2006.

[10] G. E. Hinton, N. Srivastava, A. Krizhevsky,
I. Sutskever, and R. Salakhutdinov. Improving
neural networks by preventing co-adaptation of
feature detectors. CoRR, abs/1207.0, 2012.

[11] H. Hoffmann. Kernel PCA for novelty detec-
tion. Pattern Recognition, 40(3):863–874, Mar.
2007.

[12] M. Hoogesteger. ReFlow: Reports on Internet
Flow Data. 2013.

[13] M. Hubert, P. Rousseeuw, and Vanden.
ROBPCA: a new approach to robust principal
component analysis. Technometrics, 47:64–79,
2005.

[14] S. B. Kotsiantis. Decision trees: a re-
cent overview. Artificial Intelligence Review,
39(4):261–283, June 2013.

[15] A. Lakhina, M. Crovella, and C. Diot. Diagnos-
ing network-wide traffic anomalies. ACM SIG-
COMM Computer Communication Review,
34(4):219, Oct. 2004.

[16] M. A. Pimentel, D. A. Clifton, L. Clifton, and
L. Tarassenko. A review of novelty detection.
Signal Processing, 99:215–249, June 2014.

[17] J. R. Quinlan. Induction of decision trees. Ma-
chine learning, 1(1):81–106, 1986.

[18] H. Ringberg, A. Soule, J. Rexford, and C. Diot.
Sensitivity of PCA for traffic anomaly de-
tection. Proceedings of the 2007 ACM SIG-
METRICS international conference on Mea-
surement and modeling of computer systems -
SIGMETRICS ’07, page 109, 2007.

[19] C. Sammut and G. I. Webb. Encyclopedia of
machine learning. Springer Science & Business
Media, 2011.

[20] P. Smolensky. Information processing in dy-
namical systems: Foundations of harmony the-
ory. 1986.

[21] P. J. Werbos. The Roots of Backpropagation:
From Ordered Derivatives to Neural Networks
and Political Forecasting. Wiley-Interscience,
New York, NY, USA, 1994.

[22] B. Zhang, J. Yang, J. Wu, D. Qin, and L. Gao.
PCA-subspace method Is it good enough
for network-wide anomaly detection. In Net-
work Operations and Management Symposium
(NOMS), 2012 IEEE, pages 359–367, 2012.

10


