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Abstract 
For the last few decades IT has spread and grown. IT is no longer a minor factor, but a must have in 

all companies to maintain competitiveness and enhance growth. The subject concerned with the 

alignment of IT with business, to achieve maximum business value is called IT governance (ITG). The 

absence of transversal ITG is one of the main problems of the Portuguese Public Administration 

(PPA). This absence leads to a constant increase in the IT expenses over the years. To mitigate this 

problem, the Portuguese government created a strategic plan (PGETIC). However, due to the lack of 

an implementation method (among other factors), the savings are not meeting the objectives.  

To ease this problem we grounded our work in the best ITG practices - COBIT 5. By relating these 

best practices with the strategic plan we aim at providing clear and thoroughly specified practices to 

implement the generic measures (from PGETIC). Therefore, our proposal is to apply a situational 

method to implement ITG in the PPA. A method that puts together the COBIT 5 and PGETIC 

considering the organization’s current situation. This method contains a Method Base, which 

comprises the fragments (COBIT 5 processes) that will compose the solution to a situation-specific 

problem. Moreover, we performed a field study in an organization of the PPA to demonstrate and 

evaluate our proposal. With this field study we created a Process Advice (report) with suggested 

improvements in several processes. 

 

 

Keywords: COBIT 5, IT Governance, strategic plans, PGETIC, public administration, Situational 

Method.  
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Resumo 
Nas últimas décadas as TI têm crescido e difundido por todo o mundo. Já não são um fator menor, 

mas sim algo essencial para todas as empresas que desejam manter a competitividade e potenciar o 

seu crescimento. A disciplina que se foca no alinhamento das TI com o negócio de forma a potenciar 

o máximo valor do negócio é chamada IT Governance (ITG). A inexistência de ITG transversal é um 

dos principais problemas da Administração Pública Portuguesa (PPA). Esta falha leva a aumentos 

constantes nas despesas com as TI ao longo dos anos. De forma a mitigar este problema o governo 

português criou um plano estratégico (PGETIC). Contudo, as poupanças efetuadas não estão a 

atingir os objetivos definidos, devido à falta de um método de implementação (entre outros factores). 

Para ajudar neste problema fundamentamo-nos nas boas práticas de ITG – COBIT 5. Relacionando 

estas boas práticas com os planos estratégicos tentamos providenciar práticas claras e detalhadas 

para implementar as medidas do PGETIC. Assim, a nossa proposta é a aplicação de um método 

situacional para a implementação de ITG na PPA. Este método junta o COBIT 5 e o PGETIC 

considerando a situação atual da organização. Este método contém uma Method Base, que contém 

os fragmentos (processos do COBIT 5) que irão compor a solução. Para além disso, realizámos um 

estudo de campo numa organização da PPA onde demonstrámos e avaliámos a nossa proposta. 

Este estudo de campo resultou num Process Advice (relatório) com os melhoramentos sugeridos para 

os diversos processos. 

 

 

Palavras-chave: COBIT 5, IT Governance, planos estratégicos, PGETIC, administração pública, 

Método Situacional 
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1. Introduction 
In this chapter we start by defining IT, its impact in the organizations and in governance, introducing 

the subject IT Governance (section 1.1). Also, the current context of the public administrations and the 

usage of IT is presented (section 1.1). Afterwards, the problem we aim to solve with this thesis and 

why it should be solved is presented (section 1.2). Then, the objectives of a generic solution for the 

identified problem are specified (section 1.3). Finally, we present the research methodology used 

throughout the thesis to guide our research (section 1.4). Furthermore, a complete overview of the 

document’s structure is presented (section 1.5). 

1.1. Context 
Half a century ago, computers and information technologies were introduced in the academic 

environment and few people in the world could use them. However, that situation has radically 

changed. Nowadays, information technology is present in every moment of our life and it’s vital in any 

major decision. 

Beynon-Davies (2002) defined Information Technology (IT) as “any technology used to support 

information gathering, processing, distribution and use. IT provides means of constructing aspects of 

information systems, but is distinct from IS. Modern IT consists of hardware, software, data and 

communications technology.” (p. 5). Hence, one may say that IT is a key resource in nowadays 

information gathering tasks. He also states that “in the modern, complex organizational world, most of 

Information Systems (IS) rely on hardware, software, data and communications technology to a 

greater or lesser degree because of the efficiency and effectiveness gains possible with the use of 

such technology.” (Beynon-Davies, 2002, p. 5) Therefore, IT constitutes the base of IS, which is the 

base for Human Activity Systems. 

Despite the difficulties in identifying and measuring the IT benefits in all kinds of business sectors and 

organizations (Hochstrasser, 1991), it is certain that IT can yield direct savings through the automation 

of activities or processes (Marsh & Flanagan, 2000). IT can seriously improve decision making, 

effectiveness, responsiveness and resource utilization (Marsh & Flanagan, 2000). This occurs due to 

the expeditious access to information this technology allows.  

As a result of these potential benefits, both private and public companies started using IT to improve 

their governance and management processes. Consequently, it led to a widespread use of IT and new 

problems and new fields, such as IT governance, started to appear. 

Several attempts were made to define this subject, however, each author had different opinions which 

led to different definitions (Brand & Boonen, 2007; Grembergen, 2007; IT Governance Institute, 

ISACA, 2001; Weill, 2004). ISACA, through the IT Governance Institute, made an attempt, recurring to 

a brainstorm of definitions proposed by several knowledgeable people in the field, leaders, people in 
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used to govern every day (IT Governance Institute, ISACA, 2009). Notwithstanding they achieved a 

very complete view of the field, there were too many points of view to be possible to extract a concise 

and definitive definition. Webb, Pollard and Ridley (2006) compiled and compared several definitions, 

defining IT governance as “the strategic alignment of IT with the business such that maximum 

business value is achieved through the development and maintenance of effective IT control and 

accountability, performance management and risk management” (p. 7). While recognizing the broad 

reach of this subject they were able to obtain a clear and synthetic definition, through the compilation 

of twelve other definitions. This will be the definition we will use to define the object of study. 

Achieving maximum business value is something that all companies, especially private ones, are 

interested in. Therefore, it is in their own interest to have good IT governance. In order to reach this 

goal there is a set of standards and reference models, commonly classified as frameworks for IT 

governance (COBIT (ISACA, n.d.), ITIL (Glenfis AG, n.d.), CMMI (CMMI Institute, n.d.), ISO/IEC 

27000 family (27000.org, n.d.), etc.). Each one has its advantages, some complement each other, 

others overlap (Looso, Goeken, & Johannsen, 2010). Which raises the question: which one to 

choose? This comparison is presented in the Related Work section. 

According to the literature review in section 2.3 one could say that COBIT 4.1 was one of the best-

suited ITG frameworks. However, ISACA knew COBIT was lacking ITG focus. Hence, they created the 

COBIT 5, which builds on the previous versions and adds a domain focused in governance processes, 

as well as ValIT, RiskIT, etc. (ISACA, 2012d). Further studies corroborate our beliefs positioning 

COBIT 5 as one of the best frameworks for enterprise governance of IT (De Haes, Van Grembergen, 

& Debreceny, 2013). 

On the other hand, there are the several problems in IT management and governance in Portuguese 

Public Administration. According to Carracha (2010) “IT departments of small size do not have a 

structure capable of supporting the costs and resources required to deliver quality services or even to 

scale to satisfy growing business needs” (p. 48). The Portuguese government shares his position, 

therefore they consider it necessary to “study and implement a model that permits to manage IT in a 

holistic fashion, putting an end to the spraying of IT function and reinforcing its maturity...” 

(Presidência do Conselho de Ministros, 2012b, p. 597) . 

Plans like PGETIC (GPTIC, 2011), try to solve some of these problems by improving ICT governance 

and management as well as cutting costs. However, this plan has major difficulties achieving its goals 

(GPTIC, 2012). As we show in our demonstration, COBIT 5 can help in the implementation of this 

plan, thereby enhancing the actual savings. 

Because, COBIT 5 is too complex and broad, we propose the use of situational method allied to 

COBIT 5 to complement PGETIC. Despite being a great framework of good ITG practices, COBIT 5 

full implementation is not feasible both in costs and time. Hence, we propose this method, which will 

ease the implementation of ITG in the IT department of any PPA ministry. This method has the 

advantage of easily incorporating future changes, both in the department and the framework used to 

select the processes from. 
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1.2. Problem Definition 
This section corresponds to the “Problem identification and motivation” step of Design Science 

Research Methodology (DSRM), which defines the specific research problem and justifies the value of 

a solution. 

For several years there has been a high investment in Information and Communications Technology 

(ICT) in Portuguese Public Administration without a commensurate return on effectiveness and 

efficiency of services. Nevertheless, it has been seen as a significant development of citizen focused 

services and a clear perception of improvement. 

One of the major problems of the Portuguese Public Administration, which is shared by many public 

administrations in other countries, is related to the non-exploitation of synergies between services. 

The difficulties of implementing shared services in crosscutting areas and the lack of alignment 

between services and centralized strategies are major problems derived from the dimension of the 

institutions and the complexity of the functions involved. Vasconcelos (2013) also states that one of 

the main causes is the absence of transversal ICT governance in PPA. This leads to several problems 

(Vasconcelos, 2013): 

• Fragmented acquisition and management of the ICT infrastructure; 

• Redundant ICT solutions and systems; 

• Fragmented ICT procurement; 

• Redundant ICT departments with reduced dimension and quality; 

• Stagnation of human IT resources in small IT departments with poorly defined processes. 

Carracha (2010) also states “IT Departments of small size have major difficulties in reaching an 

economy of scale/knowledge” (p.48). Therefore, “they do not justify their existence as autonomous 

entities“ (Carracha, 2010, p. 48). These problems have obvious consequences, of which we highlight 

the following (Vasconcelos, 2013): 

• The existence of 6000 datacenters with low energetic efficiency; 

• Only 15% of open source software; 

• More than 1200 communications contracts; 

• Increase of the budgeted ICT expenses from the central PPA by 75%, between 2006 and 

2011, as one can see in Figure 1 (Vasconcelos, 2012, 2013). 

In a scenario of economic crisis such as we are experiencing, deep cuts in budget across all areas 

result in the reduction of their ICT sector. This has a large impact on the services provided by them 

imposing new ways of managing and administering the physical and logical systems involved. 
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Figure 1. ICT budgeted expenses in Portugal (Million Euros) (from Vasconcelos (2012)). 

Considering these facts and the current economic scenario, the Portuguese government decided to 

create a group to design and implement a global strategy of rationalization of ICT in PPA to improve 

its efficiency and to reduce expenses (Presidência do Conselho de Ministros, 2011). In Presidência do 

Conselho de Ministros (2011) the government also states the need to create a global strategic plan of 

rationalization and expense reduction in ICT on PPA. This plan, PGETIC, was created on December 

15, 2011, (GPTIC, 2011). It was approved and made official by the government on February 7, 2012, 

(Presidência do Conselho de Ministros, 2012b). However, the problem persists. The plan is evolving 

slower than expected and it lacks a clear method1 adaptable to each specific department’s needs and 

goals. 

Therefore, the problem we aim to tackle is the difficulty of ITG implementation in the Portuguese 

Public Administration, Figure 2. 

 

Figure 2. Problem tackled by this thesis. 

                                                        

1 A method is a particular procedure for accomplishing or approaching something, especially a 
systematic or established one.” (“method,” n.d.) 
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Vasconcelos (2012) clarifies this absence of transversal ICT governance by stating that the different 

organisms in PPA have the liberty to: 

• Autonomously acquire and manage their own ICT infrastructure; 

• Acquire their own information systems; 

• Individually hire their communications services; 

• Create any necessary departments for management and maintenance.  

Obviously, these liberties are in the origin of the integration problems (Vasconcelos, 2012). What was 

not an issue a few years ago with the individual management of IT systems is now a severe limitation 

to provide final services to the citizen. Since there is a need for integration of systems and data 

between the IS of the different public organisms, this fragmented governance represents a major 

problem. Moreover, this causes the loss of the scale effect in the acquisition, implementation and 

management (Vasconcelos, 2012). Bigger departments with well-defined processes may suffer 

repercussions of poor process’ quality in smaller departments, due to the integration needs or 

reliance, thereby conditioning the growth and productivity of both. 

PGETIC is, no doubt, a good start to solve these problems. It is accepted by all parts that a high 

strategy plan is necessary to satisfy common needs and mitigate common problems. PGETIC 

addresses some of those. However, PGETIC is not enough. It provides ten strategic objectives, which 

are generic and hard to relate with the proposed measures (Dias Coelho, 2012). Dias Coelho (2012) 

also states the critical need for change management among others. The same document points out 

the difficulties of implementation the plan will face. Therefore, PGETIC could strongly benefit from the 

existence of a method to implement its measures. 

1.2.1. Relevance 

Without a solution that enables ICT to be governed and managed in a holistic manner, the PPA’s ICT 

problems will thus deepen and proliferate: 

• The redundancy of ICT resources and systems will increase; 

• The number of small and redundant ICT Departments will increase (Carracha (2010) 

demonstrated how harmful this could be); 

• The fragmentation of the ICT infrastructure acquisition, implementation and management will 

increase. 

Obviously, these problems lead to an increase in the ICT expenses. Nevertheless, the Portuguese 

government aimed to save EUR 500 million annually in ICT expenses with the PGETIC 

implementation (Presidência do Conselho de Ministros, 2012b). If this saving is not achieved by 

cutting ICT expenses, it will be achieved somewhere else. Usually, that means cutting wages, 

pensions or raising taxes, none of which are desirable. Therefore, the existence of a solution that 

enables ICT to be governed and managed in a holistic manner is peremptory. 
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1.3. Solution Objectives 
After PGETIC’s analysis and after starting to understand the Portuguese Public Administration modus 

operandi, we learned several important lessons. Considering these lessons we highlight the following 

key points for a solution: 

• Short Time frame: According to Slater (2002), long-term solutions will simply not work, 

especially in the public administration where everything can change every four years. 

Therefore, any solution must be implementable in 12-18 months (Overby, 2008). 

• Easy Implementation: Concerning an easy implementation there are four characteristics we 

consider fundamental: 

o Proper Scope: The presented measures in PGETIC were too vague; hence we can 

say they were not made to be implemented, they are guidelines. Therefore, when an 

attempt to implement them was made, several obstacles were found, because it 

lacked a method of implementation. Consequently, notwithstanding the existence of a 

schedule, the great majority of measures were late. 

o Clear Activities: A solution must clearly specify the required activities to fulfill the 

process goals. Moreover, they must have enough detail to be understood both by the 

person responsible for them and the one that will implement them. Activities are 

simple actions (van de Weerd & Brinkkemper, 2009). 

o Clear Deliverables: The activities should result at least in one deliverable (van de 

Weerd & Brinkkemper, 2009). Thus, is easy to verify if an activity was performed or 

not.  

o Clear Roles: Another important remark was the lack of a specific accountable for the 

measures from PGETIC. An entity was specified, nevertheless, unless someone 

specific is responsible for the execution of particular activity, no one is. Therefore, 

each activity should have a specific responsible for its execution. 

• Clear Communication: One big mistake is letting your solution become a “shelfware” solution 

(Overby, 2008). It “needs to be a living thing” (Overby, 2008). When a solution is long, 

complex and containing confusing jargon or unnecessary verbiage, it is hard to understand 

them to implement something concrete. Thence a possible solution should be shorter, less 

technical and in a format/language that anyone could easily understand (e.g. diagrams, 

tables, lists, etc). 

• Adaptability: One distinctive characteristic of PPA is that after four years everything can 

change. Therefore, if a solution is being implemented while this change occurs, it can pass 

serious difficulties or even being forgotten. The situation changes, the concerns change, 

consequently, the targeted problems change. This represents a waste of money and 

resources. Consequently, a possible solution must be flexible enough to be able to adapt 

when or if the situation changes. 
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1.4. Research Methodology 
This research was performed using the Design Science Research Methodology (Peffers, Tuunanen, 

Rothenberger, & Chatterjee, 2007). DSRM is a system of principles, practices and procedures 

required to carry out a study. Seven guidelines are defined for understanding, executing, and 

evaluating the research (Hevner, March, Park, & Ram, 2004): Design as an Artifact; Problem 

Relevance; Design Evaluation; Research Contributions; Research Rigor; Design as a Search Process; 

and Communication of Research. 

DSRM aims at surpassing research paradigms, such as the traditional descriptive research and 

interpretative research (Peffers et al., 2007). To achieve this goal, DSRM has its roots in engineering 

and seeks to create and evaluate “IT artifacts intended to solve identified organizational problems” 

(Peffers et al., 2007). To overcome these organizational problems, DSRM proposes the creation and 

evaluation of artifacts that may include constructs (vocabulary and symbols), models (abstractions and 

representations), methods (algorithms and practices) and instantiations (implemented and prototype 

systems). This thesis will mainly focus on models and methods. Models use constructs to represent 

real world situations, whereas methods provide guidance on how to solve problems. 

The usage of DSRM implies the adherence to strict practices required in both the construction and 

evaluation of the designed artifacts. In Figure 3 we map the DSRM steps to our work. 

 

Figure 3. The DSRM process (adapted from Peffers, et al. (2007)). 

The usage of DSRM implies the adherence to strict practices required in both the construction and 

evaluation of the designed artifacts (Peffers et al., 2007).  It is an iterative process that follows a 

sequential order as illustrated in Figure 3. 

The process starts with the problem identification and motivation, which defines a specific research 

problem (section 1.2) and justifies the value of a solution (section 1.2.1). 

Based on the problem definition and using the related work and the knowledge of what is possible and 

feasible, we define the objectives of a solution (section 1.3), which specifies the most important 

features that any solution for the chosen problem should have. 
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In the design and development step we propose an artifact aimed to satisfy the solution’s objectives of 

the research problem (section 3). The creation of such artifact was not only based on the existing body 

of knowledge about strategic plans and IT governance frameworks and practices (section 2), but also 

on our analysis and comparison of PGETIC and UK ICT Plan using COBIT 5 as the common base 

(section 3.1). 

The demonstration step specifies how the proposed artifact can be used to solve a real and practical 

problem. Thus, in section 4 we demonstrate the feasibility of our method by applying it in an organism 

of the PPA. The goal was to improve its ITG keeping it aligned with both the PGETIC and the current 

good practices of governance. 

The evaluation step evaluates all the created artifacts and the results obtained in the demonstration 

step. Moreover, it is verified if the proposed artifacts solve or mitigate the research problem. Our 

evaluation method is described in section 5. 

The DSRM process ends with the communication step, which presents the research to relevant 

audiences. This step was accomplished by submitting scientific papers and by writing this thesis. 

1.5. Document’s Structure 
In chapter 2 we present the existing work related with our thesis’ subject: we introduce the concept of 

IT Governance (section 2.1) and the difference to IT Management (section 2.2); next we present a 

comparison among several ITG frameworks, selecting and analyzing one (section 2.3); we examine 

the environment where PGETIC and UK ICT Plan were created, contextualizing, analyzing and 

comparing both plans (section 2.4); furthermore, we present a summary of PGETIC’s implementation 

status (section 2.4.4); finally, we explain the Situational Method Engineering subject and how will we 

use it in our thesis (section 2.5). 

In chapter 3 we describe our solution’s proposal to the thesis’ problem. The proposal consists of two 

artifacts: the mappings of PGETIC and UK ICT Plan to COBIT 5 and the method to implement ITG in 

PPA. The mappings relate both plans with COBIT 5 providing a common base of comparison for 

further analysis. The method comprises two main parts, the Method Base (section 3.2.1) and the 

selection/integration of processes (section 3.2.2). The selection/integration of processes has three 

phases: the Analysis of Need; the Selection of Process Alternatives, in which the mappings are used; 

and the Embedding of Process Advice. 

In chapter 4 we demonstrate our proposal in a field study implementing our method in an organism of 

the PPA. We performed the three phases of our method: we performed an analysis to the current 

needs and goals of the organization (section 4.1); then, we selected and validated the processes, 

relying on the previous results (section 4.2); finally, we assessed the selected processes in the 

organization and delivered a report with our findings about the status of each process (section 4.3). 
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In chapter 5 we evaluate all the artifacts developed in our thesis. First the mappings are evaluated and 

then the full method in the demonstration. The mappings are evaluated with theoretical approach 

(section 5.1.1) and with an experimental approach by being a key element in the mappings (section 

5.1.2). Furthermore, several analyses were performed over the data provided by the mappings 

(section 5.1.3). Afterwards, we evaluate the results obtained in the demonstration, presenting and 

discussing them with one director of the organism and the general secretariat of the respective 

ministry. 

In chapter 6 we conclude by comparing the achieved goals with the proposed ones, the limitations of 

our work and suggesting some future work. 

Additionally, there is a References chapter in the end, followed by an Appendix with: Appendix A – 

Process Advice Report; Appendix B – COBIT 5 Capability Scale; Appendix C – Details of the 

Mappings; and Appendix D – Interviews Scripts.  
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2. Related Work 
This chapter concerns the motivation part in the first step of the DSRM methodology. A literature 

review of the topics related to this thesis is presented.  

We will start by explaining broader concepts, such as ITG (section 2.1 and section 2.2). Then, some 

comparisons between ITG frameworks are presented, culminating in the choice of one or more that 

suit our needs (section 2.3). Afterwards, is explained how will we use and benefit from the capabilities 

of the chosen framework (section 2.3.1), however not neglecting the critical analysis of the same 

(section 2.3.2).  

Moreover, we will present the strategic Plans for Public Administration’s IT, making a summary about 

them, their goals and characteristics, and their contextualization (section 2.4). A critical analysis of 

both plans is made as well as a short comparison of the plans’ goals and structure (section 2.4.3). 

Furthermore, the “current” state of PGETIC implementation is presented in section 2.4.4. The same 

was not performed to the UK ICT Plan due to lack of information. 

Finally, we present the situational method engineering and how it has been used in recent years 

(section 2.5). This is the field of study that motivated our method. 

2.1. IT Governance 
Nowadays organizations are becoming more and more reliant on IT for success and they recognize IT 

as one of their main assets (Park, Jung, Lee, & Jang, 2006). Therefore, the alignment between 

business and IT is crucial. IT governance appears as a suitable solution to this problem, as well as 

dealing with increasing IT changes and complexity. 

As it was aforementioned, several attempts were made to define this subject (Brand & Boonen, 2007), 

(Grembergen, 2007), (IT Governance Institute, ISACA, 2001), (Weill, 2004), (IT Governance Institute, 

ISACA, 2009). All this literature reveals a clear lack of shared understanding of the term ITG. Thus, 

some authors started by comparing and compiling definitions to extract a definition that would express 

the broad reach of this subject, comprising all its elements, and articulating all this in a clear and 

synthetic definition (Webb et al., 2006), (Simonsson & Johnson, 2005). The definition we considered 

more accurate, and we will use in our thesis, was made by Webb et al. (2006): 

“IT governance is the strategic alignment of IT with the business such that maximum business value is 

achieved through the development and maintenance of effective IT control and accountability, 

performance management and risk management.” 

De Haes & Van Grembergen (2009) introduces the term Enterprise Governance of IT. They define it 

as the subject which “addresses the definition and implementation of processes, structures and 

relational mechanisms in the organization that enable both business and IT people to execute their 
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responsibilities in support of business/IT alignment and the creation of business value from IT-enabled 

business investments.” This new term for ITG has the goal to raise awareness for the need of 

business involvement in ITG (De Haes & Van Grembergen, 2009). However, this is already 

considered in the definition from Webb et al. (2006). It is a direct consequence of the lack of shared 

understanding of the term ITG. Therefore, we will continue to use the term ITG for the sake of 

coherence with other authors. 

2.2. IT Governance vs. IT Management 
A common mistake is to confuse ITG and IT management. Van Grembergen, De Haes and 

Guldentops (2004) make an explicit distinction between both (Figure 4). IT Management is focused on 

the internal effective supply of IT services and products and the management of present IT operations. 

IT Governance in turn is much broader, and concentrates on performing and transforming IT to meet 

present and future demands of the business (internal focus) and the business’ customers (external 

focus) (Peterson, 2004). 

 

Figure 4. IT Governance and IT Management (from Peterson (2004)). 

This does not undermine the importance and complexity of IT management. Whereas elements of IT 

Management and the supply of IT services and products can be commissioned to an external 

provider, IT Governance is organization specific, and direction and control over IT cannot be 

delegated to the market (Peterson, 2004). 

Summarizing, ITG is much broader than IT management, but they are also complementary. Hence, if 

a company wants to grow and succeed, it must not only manage its IT resources, but also use them 

throughout the company as part of the governance structure. 



 
 

12 

2.3. ITG Frameworks 
According to the National Computing Centre Limited (2005) ITG can help in the IT related risks 

management, IT costs rationalization and improving management and control of IT activities. 

However, there are a set of standards and reference models, commonly classified as frameworks for 

ITG (COBIT, ITIL, CMMI, ISO/IEC 27000 family etc.). We intended to choose one to use in our 

proposal. For that purpose we performed the following literature review with comparisons of several 

ITG frameworks. 

A framework is a “set of guiding principles and good practices that are explicitly designed to be 

adapted by adopting organizations. Frameworks are distinguished from standards that are designed 

for monolithic adoption. Standards are also more typically associated with certification of adopting 

organizations.”  (De Haes et al., 2013) 

Looso et al. (2010) considered COBIT 4.1 the most complete framework, providing a holistic and 

representative view of all the tasks and processes that an IT organization should carry out. Pereira 

and Mira Da Silva (2012) also used COBIT 4.1 as base of comparison to the creation of an integrated 

IT governance and IT management framework, reasoning that it is one of the most, if not the most, 

complete ITG framework.  

De Haes and Van Grembergen (2004) state that COBIT tells what to do and ITIL explains how to do it. 

They position COBIT as being process-focused and ITIL as being service level-oriented. The National 

Computing Centre Limited (2005) presented COBIT as a framework mostly used by IT auditors, but 

due to the several improvements made, “the trend now is for its use in IT management and 

governance as a basis for process ownership,  a reference model for good controls and as a way to 

integrate other best practices under one “umbrella” aligned to business needs.” (p. 43)  

After all this analysis we concluded COBIT was very likely the framework that would best suit our 

needs. Nevertheless, all these studies were made with COBIT 4.1 and ISACA recently released 

COBIT 5. Therefore, we needed to evaluate this upgrade. There is not much analysis of COBIT 5 due 

its recent publication. According to ISACA, COBIT 5 builds on the previous versions and adds a 

domain focused in governance processes, as well as ValIT, RiskIT, etc. (ISACA, 2012d), Figure 5.  

De Haes et al. (2013) position COBIT 5 as a complete and overarching IT governance and 

management framework that benefits from many years of experience and alignment with other 

frameworks and standards. They highlight several important developments from COBIT 4.1, such as 

the introduction of a governance domain, which thereby enhances the governance capabilities of this 

framework (De Haes et al., 2013). 

Besides the scientific reviews advocating the use of COBIT to govern IT, its widespread adoption, both 

in the public and private sector, reinforce its acceptance and credibility. As public sector examples the 

United States Critical Infrastructure Assessment Office has referred COBIT as the chosen IT control 

framework in the vulnerability assessment framework developed for federal government agencies 
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(Lainhart IV, 2001). A range of Australian public sector organizations, such as the New South Wales 

Department of Health (Tyler, 1999) and the Curtin University of Technology (ISACA, 2002) has also 

adopted COBIT. Also in Dubai, COBIT is used within the Financial Audit Department to provide 

assurance on IT governance and encourage the adoption of leading practices for IT governance within 

government entities (ISACA, 2009). 

All this information corroborates our choice of COBIT 5 as the best framework to implement ITG in the 

Portuguese Public Administration. 

 

Figure 5. Evolution of COBIT (adapted from ISACA (2012d)). * Board Briefing on ITG 2nd edition 

2.3.1. COBIT 5 Framework 

COBIT 5 is a framework that “enables IT to be governed and managed in a holistic manner for the 

entire enterprise, taking in the full end-to-end business and IT functional areas of responsibility, 

considering the IT-related interests of internal and external stakeholders.” (ISACA, 2012a, p. 13)  

To achieve these goals, COBIT 5 provides a comprehensive framework that assists enterprises in 

reaching their goals and delivers value through effective governance and management of enterprise IT 

(ISACA, 2012a). Thus, it helps enterprises to create optimal value from IT by maintaining a balance 

between realizing benefits and optimizing risk levels and resource use. 

Two key areas, comprising five domains, compose the framework provided, Figure 6. COBIT 5 brings 

together the five principles that allow the enterprise to build an effective governance and management 

framework, based on a holistic set of seven enablers that optimizes  information and technology 

investment and use for the benefit of stakeholders.  

The five principles are: Meeting stakeholder needs; Covering the Enterprise end-to-end; Single 

integrated Framework; Holistic approach of 7 enterprise Enablers; and Separating governance from 

management. The seven enablers are: Principles, policies and frameworks; Processes; Organizational 
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structures; Culture ethics and behaviors; Information; Service infrastructure and applications; and 

People skills and competencies. 

 

Figure 6. COBIT 5 key areas (Governance and Management) and its domains (the three blocks in the 
Governance area constitute a single domain) (from ISACA (2012a)). 

2.3.2. COBIT 5 Critical Analysis 

COBIT 5 is a very comprehensive framework for IT management and governance. For each process it 

specifies goals, metrics, practices, roles, inputs and outputs of each practice and the activities 

comprised by each practice (ISACA, 2012b). Furthermore, the Processes are only one of the seven 

enablers that should be considered to help foster the achievement of the organization’s objectives and 

deliver value. Principles, policies and frameworks; organizational structures; culture, ethics and 

behavior; information; services, infrastructures and applications; people, skills and competencies are 

the other six enablers. Considering all this, it is evident how complex and exhaustive this framework is. 

ISACA even created a COBIT 5 Implementation book; however, it only provides a life cycle with 

generic guidelines, which is expected from a framework. This book proposes a seven-phase life cycle, 

each one with guidelines of what to do. The phases are actually quite accurate and they even have a 

direct correspondence to the phases of our method. The first three phases (What Are the Drivers?, 

Where Are We Now? and Where Do We Want To Be?) correspond to the first phase of our method, 

Analysis of Need (section 4.1); the phase four (What Needs To Be Done?) corresponds to the second 

phase of our method, Selection of Process Alternatives (section 4.2); the phase five (How Do We Get 

There?) corresponds to the third phase of our method, Embedding of Process Advice (section 4.3); 

the phases six and seven (Did We Get There? and How Do We Keep the Momentum Going?) 

correspond to the feedback mechanism of our method where we evaluate the produced results, collect 

feedback and improve our Method Base and the Analysis of Need. 

Although the phases’ definition is good, the guidelines in each phase consider all the enablers, leading 

to a complex and extensive implementation. Despite the importance of all processes and all the other 

enablers, the money and time to implement all this is limited. If we consider the PPA, the objectives of 
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PGETIC, and the current economic situation of Portugal, it is safe to say that the budget for a PPA 

restructuring will be very limited. Therefore, it is not feasible to implement the full COBIT 5 framework. 

Our proposal emerges as a need of restriction to the organization’s current situation and top priorities 

keeping the alignment with PGETIC. 

2.4. ICT Strategic Plans for Public Administrations 
This section corresponds to the first segment of our method were we examine the environment where 

both plans were created. We contextualize and analyze them, clarifying their guidelines and goals. 

As aforementioned, private companies are becoming aware of the importance of IT and expressing 

more concerns about ITG and management. But this is not a unique trend of private companies. All 

around the world countries are creating strategic plans to improve their ITG and management (Cabinet 

Office, 2011; Department of Finance and Deregulation, 2012; Federal Ministry of Economics and 

Technology, 2010; GPTIC, 2011; Jordan IT Office, 2013). 

The above-referred plans are from different countries and continents. They are created in different 

environments, proposing different solutions. However, the goals are quite similar, only differing in the 

priorities. All want to reduce expenses in ICT as well as developing it. 

We will analyze two plans – the Portuguese strategic plan for rationalization and cost reduction on ICT 

(PGETIC) and the UK ICT Strategy - Strategic Implementation Plan (UK ICT Plan) (GPTIC, 2011; 

Cabinet Office, 2011). The first because it is from Portugal, the country where we live and work, 

thereby having easier and ready access to all information and deeper knowledge about its Public 

Administration. The second because the Portuguese plan was heavily based on it and poses a 

different reality for comparison. 

2.4.1. PGETIC 

The overall strategic plan for rationalization and cost reduction on ICT in Public Administration 

(PGETIC) was created on December 15, 2011 and published in the Official Gazette on 7 February by 

Resolution of the Council of Ministers No. 12/ 2012. The authors of that plan, the Project Group for 

Information and Communication Technologies (GPTIC), consisted of (GPTIC, 2011): 

• One representative appointed by the Prime Minister; 

• One representative appointed by the Minister responsible for the area of administrative 

modernization; 

• One representative appointed by the Minister responsible for Public Administration; 

• The Agency for Administrative Modernization, I.P. (AMA); 

• The Center for the Management of Government Information Network (CEGER); 

• The Institute of Informatics. 
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The PGETIC has a time horizon of 5 years (2012-2016) and consists of a set of 25 measures spread 

across 5 areas: 

I. Improving governance mechanisms, 

II. Cost reduction, 

III. Implementation of common ICT solutions, 

IV. Use of ICT to enhance administrative change and modernization, and 

V. Stimulating economic growth. 

It is also emphasized that the implementation of the overall strategic plan results from an obligation 

assumed by the Portuguese Government under the Program for Economic and Financial Assistance 

Program (EFAP). This program provides for the mandatory implementation an overall strategy to 

rationalize ICT in Central Administration by the end of 2012, which can only happen if there is a 

transversal program and it is being implemented. 

 

Figure 7. Entity Type Distribution in Portuguese Public Administration (data from (DGAEP, n.d.)) 
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In fact, only the RCM 12/2012 is determining the universe of scope of this plan referring to the 

delimitation of Central Administration in January 2014, which includes 3887 organisms classified in the 

following typology (DGAEP, n.d.): 

• Central Administration/Government 

• Central Administration/Services and Autonomous Funds from CA 

• Central Administration/Nonprofit Organizations from CA 

• Central Administration/Social Security Funds from CA 

• Central Administration/Nonfinancial Societies from the Public Sector (Holder: CA) 

• Central Administration/Monetary Financial Institutions from the Public Sector (Holder: CA) 

• Central Administration/Other Financial Intermediaries and Financial Auxiliaries from the Public 

Sector (Holder: CA)  

In order to get an idea of the type of organisms involved in this universe, we present Figure 7 and 

Figure 8 that show the distribution of entities. 

The huge scale and typology of the universe of entities with respect to application of PGETIC is 

undoubtedly a factor that introduces heterogeneity, which naturally sets conditions its 

operationalization. 3887 is the number of concerned entities of the public character with different legal 

regimes both administrative, and financial autonomy levels. 

 

Figure 8. Entities Autonomy Type in Public Administration (data from (DGAEP, n.d.)) 

Incidentally, this issue, which appears to be merely a matter of form, has a very large impact on the 

implementation of the measures PGETIC. Those, by nature are already difficult to apply in a smaller 

and more homogeneous universe. 

Even more complex is the fact that these 3887 entities employ around 430.000 persons, which will 

make it the biggest employer in Portugal (DEEP & Teixeira, 2013). Having this fact based on the 

structure of governance is so crucial because it involves entities that should be empowered to act in 

terms of assignments, recognition, resources and continuity. In addition to all these problems is 

another important dimension – the maturity of ICT at the level of the organisms and Public 
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Administration. According to the report of the General Inspection of Finance June 2012 on the 2011 

data, the level of maturity of ICT is very low with the exception of the Ministry of Social Security. 

The results of an audit to assess the quality of management of information technologies conducted 

based on 50 reviewed entities of all ministries (CCSCI, 2012). The overall results of this audit, the 

three aspects of the methodology adopted graded with a scale 0-5 as shown in Figure 9 with legend 

factors in Table 1. 

 

 

Figure 9. Quality of ICT Management (adapted from CCSCI (2012)) 

 

For all these reasons, is very clear the critical importance of a governance model for any strategic 

plan. Especially if it is related to ICT that means it will imply with a lot of work processes. If we are 

speaking about Public Administration then the relevance simply doubles: we all will be affected by the 

result of the implications on the work processes. 
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Table 1. Indicators’ explanation for Figure 9. 

Management 
Domain 

 
Evaluated Processes and Activities 

Indicators 
in Figure 9 

 Establishes leadership with information and involvement?  VG1 
Value  Defined and implemented value management processes? VG2 
Management Defined the characteristics of the project portfolio to create value? VG3 
 Aligned and integrated value management with financial planning? VG4 
 Established monitoring of effective management? VG5 
 Continuous improvement of the value management practices?  VG6 

 Establish strategic orientation and combines investments? PM1 
Project  Identifies the availability and origin of funds? PM2 
Portfolio Manage availability of human resources? PM3 
Management Evaluates and selects the investment programs to finance? PM4 

 
Monitors and reports the investment’s performance? PM5 
Optimizes investment’s portfolio performance? PM6 

 
Elaborates and evaluates the initial justification and the investment 
program (business case)? IM1 

 Knows the candidate investment programs and implementation options? IM2 

Investment  Developed the investment program planning? IM3 

Management Decides costs and benefits for the complete cycle? IM4 
 Creates the “Business Case” of the candidate investment programs? IM5 
 Launches and manages the program of investment? IM6 
 Updates the operational IT portfolio? IM7 

 

PGETIC Critical Analysis 

A strategic plan is not the same thing as an operational plan. According to Issa-Salwe et al. (2010) 

“The former should be visionary, conceptual and directional in contrast to an operational plan which is 

likely to be shorter term, tactical, focused, implementable and measurable.” (p. 122) Government 

created PGETIC, a strategic plan, thereby not designed to be directly implementable. However, it has 

some elements only present in operational plans, like a defined and detailed set of measures to 

implement the established goals. Therefore we will analyze PGETIC as being an operational plan. 

One of the things we first notice is how overlong and verbose it is. It has nearly 150 pages and the 

lack of clear and synthetic measures poses difficulties for anyone to analyze and implement it. It is 

also unclear how these measures relate to the strategic objectives and what is the target scenario to 

achieve with this plan (Dias Coelho, 2012). Consequently, these are some elements that could be 

improved in PGETIC. One is the entity accountable for a measure; it is an organization, therefore, 

when some problem occurs it is very hard to have someone responsible for it. Another is the lack of 

clear metrics to evaluate the measures and clear deliverables to ensure the execution of measure. 
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2.4.2. UK ICT Plan 

The United Kingdom Government is committed to reducing waste and delivering modern public 

services at lower cost and has been promoting several measures related to that objective for some 

time. 

One of the most relevant was the Government ICT Strategy, published in March 2011, describing the 

longer-term programs of reform to improve Government ICT and deliver greater savings. This 

Strategic Implementation Plan, published in October 2011, provides a reference for central 

government and is designed to be read alongside the Government ICT Strategy. 

The Strategy’s core objectives (as represented on Figure 10) are: 

• Reducing waste and project failure, and stimulating economic growth; 

• Creating a common ICT infrastructure; 

• Using ICT to enable and deliver change; and 

• Strengthening governance. 

 
Figure 10. The UK Government ICT Strategy (adapted from Cabinet Office (2011)) 

 

The Strategy Implementation Plan (SIP) provides an overview of how the Strategy will be implemented 

organized in three groups: 

I. Reducing Waste and Project Failure, and Stimulating Economic Growth; 

II. Creating a common ICT infrastructure; 

III. Using ICT to enable and deliver change. 
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In total there are 19 measures with a time horizon of 5 years (2011-2015). The governance model and 

delivery model had a particular focus and this plan have been defined crucial points at an early stage, 

in a very concrete way. All the key elements were designated and appointed getting the question of 

"who" and "responsibilities" in the plan. Such elements can be seen in the structure of responsibilities 

in Figure 11. 

 

Figure 11. High-level governance (from Cabinet Office (2011)) 

 

In the UK, the structure of Public Administration is quite different from Portugal but it is undoubtedly 

much bigger in terms of people, resources and geographic scope. Let’s be aware that the comparison 

with the Portuguese Central Administration is 1,760.100 to 450.000 (round numbers referring 2012) 

workers (DEEP & Teixeira, 2013; Gamwell, 2013). Also, the Prime Minister chooses Ministers from the 

members of the House of Commons and House of Lords. They are responsible for the actions, 

successes and failures of their departments (Cabinet Office, 2014). 

 

Figure 12. UK Government Composition 

 

And, as far as the structure related, there are several Departments and Agencies that are responsible 

for putting government policy into practice. The numbers of the Public Administration structure are 

presented in Figure 12 and Figure 13.  
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Figure 13. Structure of Entities within Public Administration (Cabinet Office & Efficiency and Reform 
Group, 2014) 

 

Similarly to what happens in Portugal, all the Publics entities or organizations have some degree of 

autonomy, budget, and of course, objectives and strategies. We are not speaking about a complex 

and huge organization or enterprise. We are speaking about a set of enterprises with individual 

capabilities and targets. If any government wants to set horizontal rules and regulations through all 

Public Administration it must do so in a way that can ensure compliance. Selecting the way and 

putting into practice is a huge challenge on the one hand. On the other hand, there is increasingly a 

need to ensure the support of the state itself. 

UK ICT Plan Critical Analysis 

This plan sets a good strategy for ICT improvement. It specifies accountability for the measures as 

well as metrics and milestones. However, after analyzing the Strategic Implementation Plan (Cabinet 

Office, 2011), we concluded that the measures are very broad, leaving a lot of room for discrepancies 

between implementations. The deliverables are also very broad; consequently it is hard to verify their 

completion. 

The plan started two years ago and the last report made about its progress was one and a half years 

ago. The results presented in that plan are good. It shows a good completion rate of milestones, as 

well as 159.6 million pounds saved during that period (Cabinet Office, 2012). After this plan there is no 

official records about the progress, however, we were told that is passing really hard times due to a 

problem that every public administration has, elections. Several elements established as the 

accountable for some measures changed. Once the plan clearly stated the name of the accountable, 

now there is no one accountable for the measures. If no one is responsible nothing will be done. 

Besides this problem, new people also bring new concerns and different perspectives. 
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2.4.3. UK ITC Plan and PGETIC Comparison 

Despite several similarities from PGETIC to UK ICT Plan they have a different focus and background. 

UK ICT Plan overall focus is on improving ICT, whereas PGETIC overall focus is on reducing costs. 

PGETIC aims for short-term savings with deductions in ICT investments of 3.800 million euros 

between 2012 and 2016 (GPTIC, 2011). UK ICT Plan focus on improving their ICT platforms, 

providing a better service through reorganization, and enhancement of the governance and 

management mechanisms, while reducing waste. PGETIC is more focused in cutting costs, favoring 

measures that result in direct savings and neglecting some that could be more beneficial for the ICT 

development in Portugal. 

All these differences happen for several reasons. The starting point for implementation of this plan is 

quite different. Also, Portugal is under several external pressures to reduce expenses right away. This 

leads to different priorities. Nevertheless, we think Portugal should learn with the UK ICT Plan. All the 

deductions already made in potential investments are not only cutting expenses, but also cutting 

opportunities to invest and improve. The investments in development will lead to more sustainable 

savings as well as potentiating further improvements ICT and subsequent savings. 

2.4.4. PGETIC Implementation’s Current State 

To better understand the PGETIC current status we interviewed prof. André Vasconcelos regarding 

the current state of implementation of PGETIC. In this interview PGETIC was presented as a plan 

which succeeded in several domains, however missed to achieve some goals (A. Vasconcelos, 

personal communication, February 6, 2014). Concerning the implementation of the plan (PGETIC) 

several of the proposed actions in it were already performed, from which A. Vasconcelos highlighted: 

1. Survey of the existing ICT infrastructures in Public Administration (performed in 7 out of 11 

Ministries). 

2. Several actions were performed aimed at integrating the IT function of several organisms in 

the Ministerial entities that assume responsibility of ICT sector. Moreover, actions took place 

to increase the adoption of open source solutions or the conversion of numerous systems to 

open source software. 

3. Extension of the Shared Financial Resources Management System (GeRFIP) to 300 

organisms. Implementation of the Shared Human Resources Management System (GeRHuP) 

in 20 organisms from the Financial Ministry. 

4. Publication of the National Regulation of Digital Interoperability (RNID) defining the technical 

specifications and digital formats to adopt by PPA. These specifications are aligned with 

European guidelines for the use of open formats. 

5. Definition of structures responsible, both at central and sectorial level, by ensuring the 

evaluation and alignment of the ICT projects with the strategy of each Ministry. Likewise, 

these structures are responsible by the operationalization of the ICT strategy at Ministerial 

level through the execution the Sectorial Action Plans (PAS’s). 
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6. Elaboration of the Sectorial Action Plans in alignment with PGETIC in each Ministry with early 

results. 

7. Proposed model to rationalization of the Data Center and cloud in PPA. 

From a financial perspective it was possible to perform: 

1. Global negotiation with the software suppliers of PPA resulting in savings of 10% with main 

supplier. Estimated reduction of EUR 3 million/year. In 2012 was already saved EUR 6 million 

in software contracts in Health Ministry and EUR 4.4 million in Internal Administration Ministry. 

2. Centralization of the IT function of General Inspection of Cultural Activities (IGAC) in AMA with 

adoption of open source software. This allows a reduction of 50% of the ICT expense of IGAC 

resulting in a reduction from EUR 329 000 to EUR 169 000 (AMA, 2013). 

3. Projects and ICT expenses evaluation resulting in the analysis and consequent reformulation 

of hundreds of projects, with savings above EUR 15 million (Presidência do Conselho de 

Ministros, 2012a). 

Notwithstanding the previous results, it’s still far from the EUR 500 million initially aimed by PGETIC 

(Presidência do Conselho de Ministros, 2012b). Therefore, we consider that our proposal could help to 

achieve this goal. 

Additionally, to understand the current status of implementation of PGETIC in PoAF we interviewed 

the Sub-Director of DCSI, TCor Orlando Colaço. In this interview information was provided about the 

current status of implementation of the Defense Ministry PAS. The summarized data is presented in 

Figure 14. The each PAS measure has a direct correspondent in PGETIC except for measure 26, 

which is specific of MDN PAS. 

 

Figure 14. PGETIC level of implementation in PoAF (TCor O. Colaço, personal communication, February 
27, 2014) 
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From Figure 14 is clear that the level of implementation is clearly behind the schedule (average of 

36%). Almost a third of the measures are below 20% of implementation. However, when compared to 

the remaining organisms in DM, the PoAF is the one more advanced in implementing PAS (Alm A. 

Gameiro Marques, personal communication, April 1, 2014). Furthermore, the MDN is also above the 

average in the implementation of PGETIC (25%), when compared to the other Ministries (A. 

Vasconcelos, personal communication, June 12, 2014). Notwithstanding the slow evolution in the 

PGETIC implementation, the PoAF is actually performing better than the most of the organisms in 

PPA. 

2.5. Situational Method Engineering 
Method engineering for information system development is the discipline to construct new advanced 

development methods from parts of existing methods, called method fragments (Brinkkemper, Saeki, 

& Harmsen, 1999). To accomplish this goal, it is necessary to clarify how to model the existing 

methods and how to assemble method fragments into new project-specific methods, so-called 

situational methods (Brinkkemper et al., 1999). A situational method is an information system 

development method tuned to the situation of the project at hand (Harmsen, Brinkkemper, & Han Oei, 

1994). The importance of situational methods was already recognized by Olle et al. (1991).The 

discipline concerned with the construction of these situational methods is Situational Method 

Engineering. 

A critical activity to the support of engineering situational methods is the provision of standardized 

method building blocks that are stored and retrievable from a so-called Method Base (Brinkkemper, 

1996). Therefore, a configuration process should be set up to guide the assembly of these building 

blocks into a situational method, Figure 15. 

Situational methods are made with standardized and proven building blocks, making use of a uniform 

terminology. This is how controlled flexibility is obtained (Harmsen et al., 1994). One characteristic of 

controlled flexibility is harmonization. This is obtained by harmonizing the building blocks of methods, 

thus getting the best of both worlds: on the one hand the flexible ways to develop information systems; 

and on the other hand the rigid, standard approaches (Harmsen et al., 1994). Moreover, they 

contribute to the achievement of four important qualities (Harmsen et al., 1994): 

• Flexibility – the method to be used in a certain project is situational, meaning that, is 

completely tuned to the project situation at hand; 

• Experience accumulation – the full but controlled adaptability of the situational method 

allows for the addition of project experience; 

• Integration and communication – the distinction between method and supporting tools is not 

made, it is a necessary prerequisite that they should be integrated. 

• Quality – by controlling the flexibility, it guarantees that the constructed situational method 

meets the same quality requirements as standard methods do. 
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Figure 15. Process of configuration of situational methods (adapted from Brinkkemper (1996)). 

In change management as well as in method engineering, situational approaches have been 

proposed. Gericke and Winter (2006) proposed a situational change-engineering framework for the 

healthcare sector. The first step of construction of this framework (classify change projects in the 

healthcare sector with regard to certain transformation attributes) is based on the work of Baumöl.  

Baumöl (2005) conducts an approach based on interviews with informants from different industries, 

case studies with heterogeneous types of ETs (Enterprise Transformation) and the analysis of ET-

related methods. The approach aims at investigating which techniques were successfully applied in 

specific situations of ET in order to derive a (general) change project classification framework. To 

identify the specific situations, a list of influence factors was created (Baumöl, 2005).  

Baumöl clusters the analyzed cases according to these influence factors into five clusters of ET 

situations. Once a situation is identified, the method provides guidance on how to deal with such an 

ET program (Baumöl, 2005). In a concrete ET, the identification of the respective situation together 

with the choice of appropriate techniques constitutes a situational ET support method. This situational 

method is an instance of process in the Figure 15. 

Labusch and Winter (2012) applied the same approach used by Baumöl to the insurance sector. In 

that article they explored context, trigger, ET situation and core technique candidates for the insurance 

sector. Therefore, their work provides some important information useful in the definition of situations 

for the application of situational methods. 
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Another example of situational method application is presented by Luinenburg, Jansen, Souer, van de 

Weerd and Brinkkemper (2008). Luinenburg et al. (2008) present an approach for the development of 

situational web design methods by means of method association. They associate feature groups of a 

web application domain with web modeling methods through an association table. Method association 

is a helpful technique in order to select and assembly method fragments that fit with domain situational 

factors. 

A slightly different approach is proposed by van de Weerd, Brinkkemper, et al. (2007). Considering an 

evolutionary approach for the implementation of a process, instead a revolutionary, they propose an 

incremental situational method. According to this method, each method increment is triggered by an 

increment driver that arises from a changed company situation (van de Weerd, Brinkkemper, & 

Versendaal, 2010). By using method increments for process improvement, companies can implement 

small, local changes in their processes. Thus, they are not forced to radical changes, thereby reducing 

risk in complex projects. 

This method was already applied in a retrospective case study conducted at a large ERP vendor (van 

de Weerd et al., 2010). Besides the validation of the generic method increment types, they have found 

four increment drivers, which comprise all method increments occurred. According to their experience, 

if these increments are properly embedded in the existing infrastructure and communicated to the right 

knowledge workers, process improvements can be implemented successfully (van de Weerd et al., 

2010). This is the method we will apply in this thesis.  
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3. Proposal 
This chapter corresponds to the “Design and Development” step of the DSRM where we create the 

proposed artifacts targeting the identified problem and being aligned with the defined solution 

objectives.  

Our proposal has two main constituents. One is the mappings, which allow us to relate and compare 

PGETIC, UK ICT and COBIT 5 (section 3.1). 

The other is the proposed method to implement ITG in PPA (section 3.2). These mappings are also an 

integrant part of the second constituent, enabling the alignment between PGETIC and COBIT 5 

through the mapping of measures and processes between both. The method has two main 

components, the Method Base (section 3.2.1) and the process to obtain the resulting processes 

(section 3.2.2). The creation of a good and complete Method Base is as important as a good selection 

process in order to obtain the best-suited processes to the organization under analysis. 

3.1. Proposed Mappings 
These mappings have two main purposes. One is to analyze the plans, compare them between each 

other and against COBIT. We compare them to each other to try to understand the differences; where 

one excels or fails, if they could complement each other or overlap. Then we compare them against 

COBIT, a comprehensive framework for governance and management. With this comparison we try to 

understand the strengths and weaknesses of each other in a broader sense. Some COBIT processes 

are not aligned with the generic goals of the public administration. 

The other purpose is to have an artifact that relates both plans and COBIT. With this artifact we can 

provide specific, clearly and thoroughly specified processes to implement measures from PGETIC. 

This eases the implementation of this plan, which is mandatory for all the Portuguese ministries. 

The analysis focused on the coverage of the presented measures and the level of process 

accomplishment they allow. The description of the taxonomy used is explained in the Appendix B – 

COBIT 5 Capability Scale. 

The numbers and letters in the tables, just by themselves, do not mean that a process is being totally 

or partially achieved in a systematic way. They just mean one specific measure will satisfy/implement 

a certain percentage of the process with a certain capability level. Therefore, a good maturity level 

achieved by some measure, will not necessary lead to a good and systematic achievement of the 

process. This way, just the measures, or group of measures, that ensure total, or near total, systemic 

achievement in a process will have the F rate. 
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The line colors have the following meanings: 

• Green line – COBIT 5 process is fully achieved; 

• Yellow line – COBIT 5 process is largely achieved; 

• Orange line – COBIT 5 process is partially achieved; 

• Red line – COBIT 5 process is not achieved. 

These achievements are only possible if all or almost all measures are implemented and executed 

with the expected outputs. 

3.1.1. PGETIC Mapping to COBIT 5 

In this subsection we present the mapping between PGETIC and COBIT 5, in Table 2. The rows 

represent the COBIT 5 processes: Red tone - Processes for governance of enterprise IT; Blue tone - 

Processes for management of enterprise IT. The columns are the PGETIC measures. 

These mappings encompass a mapping from all measures proposed by each one of the plans, to 

each process proposed by COBIT 5. In order to obtain the most accurate and impartial mapping 

possible, we tried to map the sub-activities and the goals of each measure to the practices and goals 

of each process, Table 3. Then, to attribute a value to the process capability achieved by the 

implementation of this measure we used the COBIT 5 capability scale (ISACA, 2013). In Table 3 we 

present an excerpt of this lower level mapping; the full table can be found in Appendix C – Details of 

the Mappings. 
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Table 2. Mapping PGETIC measures to COBIT 5 processes 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 
EDM01 1P                         EDM02   1P  1L 2      1P      1P        EDM03                          EDM04  1L 1P    1L 1P  1L    1P    1P      1P  EDM05      1P     1P  1L 1P         1F   
APO01 1P 1L     1P                   APO02 1L                         APO03   2  1P    1L  1P       1P 1L 1L      APO04            1P         1P  1P  1P 
APO05     1P 1F                1L    APO06     1P 1L  1P  1L    1P 1P      1P     APO07          1F      1L          APO08           1L  1L          1P   APO09       1P           1L 1P   1F    APO10       1L          1P  1F   2  1P  APO11             1P             APO12                          APO13    1P                      
BAI01                          BAI02               1L       1L    BAI03         1P        1P   1P 1F     BAI04             1P     1P     1P   BAI05                          BAI06                          BAI07                          BAI08          1L          1L      BAI09        1F       1F  1L 2        BAI10                          
DSS01                          DSS02                          DSS03                          DSS04                          DSS05    2        1L      1F        DSS06                          
MEA01          1P                MEA02                          MEA03                          

 

Table 3. Excerpt of mapping between PGETIC measures and COBIT 5 processes practices 

PGETIC measure COBIT 5 Process Capability level COBIT 5 process practice 

1 
EDM01 1P 1, 2 
APO01 1P 1, 3, 4 
APO02 1L 1, 5, 6 

2 
EDM04 1L 1, 2 
APO01 1L 1, 3, 4, 5 

3 
EDM02 1P 1 
EDM04 1P 1 
APO03 2 1, 2, 3, 5 

Remaining info omitted due to space limitations can be found in Appendix C 
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3.1.2. UK ICT Plan Mapping to COBIT 5 

In this subsection we present the mapping between UK ICT Plan and COBIT 5, in Table 4. The rows 

represent the COBIT 5 processes: Red tone - Processes for governance of enterprise IT; Blue tone - 

Processes for management of enterprise IT. The columns are the UK ICT Plan measures. 

Table 4. Mapping UK ICT Plan measures to COBIT 5 processes 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 
EDM01  1F    1F  1F  1F   1F 1F    1F  EDM02 1P     1L 2 1F 1F     2      EDM03          1F     3     EDM04   1P 1P   2  1L  1P  1L 1L      EDM05                1F 1P 2 1F 
APO01 1F 1L 2 1L 1L  2  2    2   2    APO02  1P 3  2    1L   2 1F 1F      APO03      1F 2 1F 1F   1F 1F 1F  1F 1F   APO04  1L  1L   1L      1F   3   2 
APO05   2    2  1P    2       APO06  1P 2        1L  1P       APO07   1L  2               APO08                2 2 2 2 
APO09   1F 1F   2  1L   1L        
APO10   2     1P  1P 1L 1F 1P       APO11                3    APO12    2           3     APO13          2 1F 1F   3     
BAI01    2           1L     BAI02   1F 2    1F            BAI03  1F  2   2      1L       BAI04         2  1F   1F  1L 1P   BAI05 

            
1F 

  
2 2 

  BAI06    2              2  BAI07    2                BAI08 2    1L 2   1F 1F    2      BAI09       2 1L 2  1F 1F 2 2      BAI10 2 
     

2 
  

1F 
         

DSS01    1L         1P  1L     DSS02          1L  1F   1L 2 1L  1L 
DSS03                    
DSS04     1F               DSS05         1F 2 1F    2     DSS06                    
MEA01   1P          1F   1F    
MEA02          1F    1L 1L     MEA03   2     1L     1F       
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This mapping follows exactly the same method as the previous one. In Table 5 an excerpt of the 

mapping between UK ICT Plan measures and COBIT 5 processes practices is presented; the full table 

is presented in Appendix C – Details of the Mappings. 

 

Table 5: Excerpt of the mapping between UK ICT Plan measures and COBIT 5 processes practices 

UK ICT Plan measure COBIT 5 Process Capability level COBIT 5 process practice 

1 

EDM02 1P 1, 2 
APO01 1F 1, 2, 3, 4, 5, 6 
BAI08 2 1, 2, 3, 4 
BAI10 2 1, 2, 3, 5 

2 

EDM01 1F 1, 2, 3 
APO01 1L 1, 2, 3, 4, 8 
APO02 1P 2, 3 
APO04 1L 1, 3, 4, 5 
APO06 1P 1, 2, 5 
BAI03 1F 1, 2, 3, 4, 5, 6, 7, 11 

3 

EDM04 1P 2 
APO01 2 1, 2, 3, 4, 5, 6, 8 
APO02 3 APO02.* 
APO05 2 1, 2, 3, 5, 6 
APO06 2 1, 2, 3, 4, 5 
APO07 1L 1, 2, 3 
APO09 1F 1, 2, 3, 5 
APO10 2 1, 2, 3, 4, 5 
BAI02 1F 1, 2, 3 

MEA01 1P 1, 2 
MEA03 2 1, 2, 3 

Remaining info omitted due to space limitations can be found in Appendix C 
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3.2.  Research Proposal 
Based on the problem we described and on the lack of suitable solutions, we propose a situational 

method to implement ITG in PPA, Figure 17. Figure 16 presents the generic incremental situational 

method from which our method was created. 

 

Figure 16. Generic incremental situational method (adapted from van de Weerd, Brinkkemper, et al. 
(2007)). 

This situational method has, in its Method Base, the COBIT 5 processes. Therefore, the final result is 

based in the COBIT 5 processes. There is already a generic reference guide to implement COBIT 5 

(ISACA, 2012c), however, this guide is not tailored to correspond the PPA needs. In section 2.3.2 we 

make a critical analysis of COBIT 5 and explain why, solely, it does not fulfill our needs. 

In the private companies an extraordinary investment can be made to perform the restructuring of the 

company; the board will follow this process until it is finished; and the investors will support the costs 

of unpredicted needs until it is finished, because it is in the best interest of everyone. 

Contrarily to this situation, in the PPA there is little money for any required investment and few time to 

perform any project. Every four years everything can change, projects in the meantime will be 

cancelled or indefinitely suspended. Therefore, a full restructuring of the PPA is not possible. Due to 

that reason we propose an incremental method of implementation. 

After the investigation on already created frameworks for IT governance and management we 

concluded that COBIT 5 was the one that best suited our interests (section 2.3). Then, after the 

mapping of two ICT strategic plans on public administration to COBIT 5 (section 3.1); we concluded 

that it is possible to map these plans to COBIT 5 and it has a broader scope than both plans (section 

3.1). Moreover, it provides a good implementation base for the measures in the plans by virtue of the 

exhaustive descriptions of each process.  
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This method is known by its capabilities of incremental change (van de Weerd, Brinkkemper, et al., 

2007). This is why we chose to apply it. One of its main strengths is its adaptability. If the situation 

totally changes is only required to perform a new analysis of need and extract new situational 

indicators. Then, the method will provide processes suited to the current needs. If some significant 

progress is made in the ICT governance and management it is only required to include the new 

fragments in the Method Base or replace some. Then, we will have to redo the step selection of the 

fragments and generate new processes. This method can be divided in two parts extensively 

explained in the following subsections: 

• The creation of a Method Base (right side of the grey box, Figure 16); 

• The selection/integration of the processes (left side of the grey box, Figure 16). 

3.2.1. Method Base 

This phase comprises three steps: 

• First, we analyzed the existing frameworks and plans (section 2.3 and section 2.4). 

• Second we selected the ones that could better solve our problem and created the Method 

Administration (section 2.3 and section 2.4). 

• Third, we compared the selected frameworks/plans to understand where they overlap, where 

one performs better than the other and what one has that the others lack (section 2.3 and 

section 3.1). 

After all these steps we have a Method Base created, comprising: All the COBIT 5 processes, (ISACA, 

2012c); Information about the processes’ situational factors - the situational factors are main 

problems/pain points mapped to the specific processes that can help to solve them, obtained from 

(ISACA, 2012a); Information about the maturity capabilities of the fragments - obtained from (ISACA, 

2013); Assembly rules - extracted from (ISACA, 2012b), by analyzing the inputs and outputs of each 

fragment. 

The Method Base contains standardized building blocks, easily retrievable, removed or replaced by 

new ones. The fragments’ organization is assured by the underlying rules of the Method Base: all 

fragments should have assembly rules; fragments must be well defined and easily retrievable; 

fragments cannot be duplicated or overlapping (van de Weerd, Brinkkemper, et al., 2007). 
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Figure 17. Proposed method based on the incremental situational method. 
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3.2.2. Processes 

In order to select and integrate the processes suited to the organization’s IT department we will need 

to execute three steps:  

First, we will perform an Analysis of Need and assess and analyze the current processes of the 

organization’s IT department as well as its situational indicators. These situational indicators are (van 

de Weerd, Brinkkemper, et al., 2007): Which process difficulties actually occur; What are the so-called 

causal factors of the difficulties; What are the actual root causes per causal factor. 

To perform this analysis we will conduct interviews with the people in charge in the department under 

study. These interviews will provide us information, which will serve as input to the first block, Analysis 

of Need in Figure 17. The information about the cost-cutting needs/goals of the department as well as 

some hints about the situational indicators will serve as input to the COBIT 5 Goals Cascade, Figure 

17. The information about which the measures from PGETIC are considered more critical and 

imperative will serve as input to the PGETIC Goals Cascade, Figure 17. 

Second, we will select, the method fragments that will fulfill the needs of the department under study, 

second block, Selection of Process Alternatives in Figure 17. The two cascades in Figure 17 will allow 

us to retrieve the correct method fragments (COBIT 5 processes) and to derive other situational 

indicators. Each cascade will provide input to one mapping table respectively. The table on the left, 

Selection of Process Alternatives - Figure 17, is the mapping between PGETIC measures and COBIT 

5 processes performed in section 3.1. The table on the right, Selection of Process Alternatives - Figure 

17, is the mapping between IT related goals and COBIT 5 processes (ISACA, 2012a). Since the 

Method Base comprises situational factors, some of the required fragments can be extracted from this 

mapping; others can be derived as improvements for directly correspondent processes. Then, 

considering the assembly rules, we can elicit the fragments directly related to the already selected 

fragments. 

Third, we will embed the process advice in the company’s existing processes, third block, Embedding 

Process Advice in Figure 17. Our aim is to deliver a set of processes that can easily be implemented 

by the IT department. To accomplish this we will use the COBIT 5 Process Assessment Model 

(ISACA, 2013). We will analyze if those process advises suite the department’s strategy, if they are 

already implemented in the department and if then, in which maturity level are they. Afterwards, we 

will analyze these results and propose the activities needed to complete the current maturity level and 

reach the next one. This will result in a report, the Process Advice, which contains the all details about 

the processes to implement: what is already done, and what is left to do. 
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4. Demonstration 
This chapter parallels with the “Demonstration” step of DSRM. To evaluate our artifacts, we performed 

a field study in the Defense Ministry of the Portuguese Public Administration. More specifically the field 

study was performed in DCSI. DCSI is the IT Department of the Portuguese Air Force. MDN can be 

considered a big public body due to its 7000 employees. Its IT Department has around 100 

employees. This study was performed in an important organism with a comparatively big IT 

Department that has an essential role in the PPA. 

In total we interviewed eight people, all from management positions inside DCSI with knowledge about 

both PGETIC and COBIT. The same people were interviewed in all steps of our study. The interviews 

were performed with a fixed script for consistency and coherence of the obtained data. The interview 

scripts can be found in Appendix D – Interviews Scripts). 

The demonstration is divided in three phases. In the first we performed the Analysis of Need of DCSI 

through several sets of interviews (section 4.1). In the second phase we performed the Selection of 

Process Alternatives using the mappings and then validating the results in interviews (section 4.2). In 

the third phase we embedded the resulting processes in the DCSI’s processes (section 4.3). 

4.1. First Phase 
In the first phase of interviews we had two focuses: 

• One on the strategic goals of PGETIC and its measures, through the PGETIC “Cascade” 

- Figure 17; These results are presented in Figure 18. First with an analysis for the PGETIC 

Strategic Goals with higher priorities for DCSI and then the cascade to the PGETIC 

Measures with the respective prioritization/validation through interviews. 

• Another on the identification of the stakeholder needs, subsequent mapping to strategic 

goals and its prioritization/validation and subsequent mapping to IT related goals and its 

prioritization/validation, through the COBIT 5 Cascade - Figure 17. These results are 

presented in Figure 19. 

Both Figure 18 and Figure 19 have multiple blocks. Each block contains results from one set of 

interviews, which are used as input for the next step of interviews. Therefore, in each step we trim the 

scope by using the previously collected data and then assessing within a smaller scope the major 

concerns. For example, in Figure 19 three Stakeholder Needs were identified in the first block. 

Afterwards, the relation between Stakeholder Needs and COBIT 5 Enterprise Goals is used to reduce 

the number of the enterprise goals concerning DCSI. Thereafter, the enterprise goals related to the 

chosen Stakeholder Needs, were prioritized by the interviewees. This creates a progressive process 

of eliciting the most important needs and goals for an organization. 
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Figure 18. Interview results with focus on the PGETIC. 

 

In both approaches impact, urgency taxonomy was used to prioritize the items. By the end of this 

phase we achieved a set of PGETIC which were considered the ones most important and aligned with 

DCSI’s strategy and a set of IT Related Goals which reflected the needs and goals of DCSI. The 

results of the first approach are depicted in Figure 18 and the results from the second in Figure 19. 

 

 

Figure 19. Interview results with focus on the needs and goals. 

PGETIC 
Strategic Goals 

• Create and maintain an effective ICT 
governance model 

• Provide efficient and effective ICT 
services 

• Increase number of processes fully 
supported by ICT 

PGETIC 
Measures 

• Implement ITG in Public Admin. 
• Define and implement sectorial 
action plans of ICT rationalization 

• Define and implement a national 
strategy of information security 

• Rationalization, organization and 
management of IT sector 

Stakeholder 
Needs 

• What vital primary business processes are 
dependent on IT, and what are the requirements 
of business processes? 

• Is the information I am processing well 
secured? 

• Are sufficient IT resources and infrastructure 
available to meet required enterprise strategic 
objectives? 

COBIT 5 
Enterprise 

Goals 

• Business service continuity and availability 
• Compliance with external laws and regulations 
• Compliance with internal policies 
• Optimization of business process functionality 
• Optimization of business process costs 
• Portfolio of competitive products and services 

COBIT 5 IT 
Goals 

• Delivery of IT services in line with business 
requirements 

• Availability of reliable and useful information for 
decision making 

• Alignment of IT and business strategy 
• IT compliance with internal policies 
• Security of information, processing 
infrastructure and applications  
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4.2. Second Phase 
These results were used as input to the second phase. In this phase, the received inputs were 

mapped to COBIT 5 processes, achieving two sets of processes, presented in Figure 20. These 

mapping was performed using the mappings in Table 2 and Table 4. In the purple circle are the 

processes correspondent to the PGETIC measures considered more important to satisfy DCSI’s 

needs (derived from Table 2). In the blue circle are the processes identified through the COBIT 5 

Goals Cascade as being the ones which best satisfy the needs and goals of DCSI (derived from Table 

4). The goal was to align these two sets into a consistent set to implement in the DCSI. Therefore, we 

ensured that we would be implementing ITG aligned with the DCSI’s needs and goals, but also 

aligned with the PGETIC most relevant measures to DCSI.  

 

 

Figure 20. COBIT 5 processes obtained in phase two. 

 

These results were presented to the interviewees and useful feedback about the importance of some 

processes was collected. Besides the four intersecting processes, the interviewees considered the 

BAI02 and DSS04 quite important and thought they should be added to the process assessment. 

In Table 6 the names of the processes in Figure 20 are presented. For further description of each 

process consult the book COBIT 5 – Enabling Processes. 
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Table 6. Names of the processes in the Figure 20 

Process ID Process Name 

EDM04 Ensure resource optimization 

DSS05 Manage security services 

APO06 Manage budget and costs 

BAI09 Manage assets 

EDM02 Ensure benefits delivery 

APO10 Manage suppliers 

APO01 Manage the IT management framework 

APO02 Manage strategy 

EDM01 Ensure governance framework setting and maintenance 

APO09 Manage service agreements 

BAI02 Manage requirements definition 

DSS04 Manage continuity 

 

4.3. Third Phase 
In the third phase, the process assessment for the six chosen processes was performed using the 

COBIT 5 PAM (Process Assessment Model). The summarized results are presented in Table 7. 

For each process a thorough analysis was made. Each process has a set of outcomes that must be 

achieved for the full execution of the same. Each outcome has one or more base practices that will 

produce that outcome. Each base practice has a set of work products, which detail the activities or 

deliverables that should be achieved by each base practice. These work products are compiled from 

ISO/IEC 15504:1, 15504:7 and are present in COBIT 5 PAM (ISACA, 2013). 

Table 7. Assessment results 

Process ID Assessment Result 

EDM01 Level 1 – Largely 

APO01 Level 1 – Partially 

APO02 Level 1 – Partially 

APO09 Level 1 – Partially 

BAI02 Level 1 – Partially 

DSS04 Level 1 – Partially 
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After compiling all the information about each process the Process Advice (Figure 17) was elaborated 

(Appendix A – Process Advice Report). This is the final deliverable of our method. This consists in a 

report with the remaining base practices and respective work products required to full level 1 

achievement of each process analyzed. Considering that all processes are in level 1, all have at least 

one outcome not achieved, thereby limiting the achievement of further capability levels. This report 

targets only the processes identified in the prior phases as being the ones with highest impact and 

urgency, thereby with more priority. Therefore, allows the improvement in a targeted manner 

according to the set of goals and needs considered the most important. 
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5. Evaluation 
This chapter matches with the ”Evaluation” step of the DSRM process, where we will evaluate our 

artifacts. 

The evaluation is divided in two subsections. In the first we evaluate the mappings as an artifact 

(section 5.1). We performed a theoretical evaluation (section 5.1.1) and a practical evaluation of the 

mappings (section 5.1.2). Moreover, four different types of analyses were performed over the 

mappings comparing them between themselves using COBIT 5 as a common base (section 5.1.3). 

In the second subsection the evaluation of the field study is presented (section 5.2). First, a critical 

analysis of the achieved results is executed. Afterwards, two interviews were conducted to present 

and discuss our findings, one with General Secretariat of the MDN and other with Sub-Director of 

DCSI. A summary of these interviews is presented also in section 5.2. 

5.1. Mappings’ Evaluation 
To evaluate the mappings we followed two approaches: 

• An ex ante evaluation (section 5.1.1) – “the artifact is evaluated on the basis of its design 

specifications alone.” (Pries-Heje, Baskerville, & Venable, 2008). This evaluation is performed 

using the Wand and Weber ontological analysis method to evaluate the mappings from the 

ICT plans to COBIT 5 (Wand & Weber, 1993). 

• An ex post evaluation (section 5.1.2) – “an experimental design illustrates real situations in 

which quantitative evaluation data can be collected and calculated by observing actual use.” 

(Pries-Heje et al., 2008). Following the demonstration step of DSRM we evaluate the obtained 

results. We performed a field study in which we tested one of the mappings against the COBIT 

5 mapping following the Goals Cascade (ISACA, 2012b). Then, we analyze the achieved 

results 

Afterwards, we performed several analyses comparing both mappings using COBIT 5 as a common 

base (section 5.1.3): 

• Process Accomplishment Analysis – presents the achievement by process. 

• Domain Accomplishment Analysis – presents the achievement of COBIT 5 domains. 

• Investment/Benefit Analysis – plots the investment/ return of each measure in terms of 

COBIT 5 processes and achieved capability levels. 

• Capability Level Achievement Analysis – compares the capability level achieved in each 

process by both plans. 

This four analyzes have the goal to graphically present the data from both mappings, easing the 

extraction of conclusions (section 5.1.3). 
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5.1.1. Ex Ante Evaluation – Wand And Weber Method 

To evaluate the mappings from PGETIC and UK ICT Plan measures to COBIT 5 processes performed 

an analysis based on the Wand and Weber ontological evaluation of grammars method. This method 

compares one set of measures with one of processes to identify four ontological deficiencies (consider 

two hypothetical sets, A and B, for explanatory purposes): 

• Incompleteness: can every element from the first set be mapped onto an element from the 

second? Every element from A has one correspondent in B; otherwise, there is 

incompleteness. 

• Redundancy: is an element of the first set mapped to more than one element of the second 

set? There is redundancy if one element from A has two or more correspondents in B. There 

is ambiguity. 

• Excess: is every first set element mapped on a second set one? The mapping is excessive if 

there are elements in B without a correspondent in A.  

• Overload: is every first set element mapped to exactly one second set element? The mapping 

is overloaded if any element from B has more than one correspondent in A. 

The mappings were made through the assignment of the ICT plans’ measures to COBIT 5. Each 

paragraph corresponds to the analysis of one deficiency. 

When we analyzed the completeness we concluded that both mappings are complete. Every measure 

from the plans had at least one correspondent COBIT 5 process. This reveals that COBIT 5 includes 

everything from both plans. 

As for redundancy, it was very common to find one measure that had several correspondent 

processes. Table 3 and Table 5 present with more detail and precision the correspondents. Thus, we 

can identify the practices of each process considered by each measure. By doing so, we concluded 

the redundancies were not that frequent and, in the several cases where they happened, they were 

with generic processes with a broad scope. Despite several measures being partially redundant, that 

is not important to our mappings because each measure has several objectives. Thence, it is very 

likely it will cover practices of several processes. Cases in which redundancy did not exist were very 

rare and improbable. 

We also found several cases of excess, especially in the PGETIC – COBIT 5 mapping. Forty-one 

percent of the processes did not have any measure covering them. That represents an excess of 

almost half the COBIT 5 processes. The UK ICT Plan had a much lower rate:  just five percent of 

excess. This allows us to conclude that PGETIC has a much narrower scope, but also that to all 

PGETIC measures COBIT 5 has corresponding processes. 

Finally, we have overload, this is the deficit that really matters in our case. If we only look at Table 2 

and Table 4, we would say there are numerous overloads, however, that is not entirely true. When we 

analyze Table 2, considering the process practices instead of the process itself, we can conclude the 

number of overloads is much smaller because several measures only partially cover the processes. 
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Notwithstanding this information, the overload is still a serious problem. Several practices were 

covered by several measures. This represents a waste of resources and time. 

5.1.2. Ex Post Evaluation – Field Study 

Another approach to evaluate our artifacts was the execution of a field study in the Defense Ministry of 

the Portuguese Public Administration (previously described in section 4.). This allows a more rigorous 

evaluation of the artifacts because, besides the theoretical evaluation, they are used in a real situation 

with real data extracted from a set of interviews performed in the first phase of the method explained 

in section 4.1. 

This study was performed in Portugal and not in the UK due to location reasons, but it could be 

performed there as well. Since the method to create both mappings was exactly the same, validating 

one will also validate the other. 

The first phase of the method (explained in section 4.1) consisted of two sets of interviews. One 

following our mappings (Table 2) attempted to understand which were the most important PGETIC 

measures for DCSI. The other follows the COBIT 5 Goals Cascade, against which we compared the 

achieved results. The goal was to follow these two approaches and compare the achieved results, in 

this case, two sets of COBIT 5 processes. Since the two approaches have the same starting point, the 

DCSI’s needs and goals, and the outcome of both is a set of COBIT 5 processes, these sets should 

be fairly similar.  

The output of this phase was used as input to the second phase (explained in section 4.2). In this 

phase Figure 20 is presented with a Venn diagram presenting the summarized results of the obtained 

processes through the mappings. In the purple circle are the processes to which the PGETIC 

measures, considered more important to satisfy the DCSI’s needs, better relate. In the blue circle are 

the processes identified through the COBIT 5 Goals Cascade as being the ones which best satisfy the 

needs of DCSI. 

From Figure 20 the alignment between the mappings is easily perceptible. The two processes 

identified by COBIT and not by PGETIC approach (BAI02, DSS04) are the ones without any 

corresponding PGETIC measure, thereby impossible to achieve through PGETIC approach. All the 

others, which had some correspondent measure, where chosen by both approaches. 

Although we achieved a broader set of processes through PGETIC, due to the multiple 

correspondences for each measure (Table 2), when we look to priorities, measure 1 stands out by far. 

It was considered the most important one 65% of the time. This measure is of great importance to the 

achievement of processes like APO01, APO02 and EMD01. The same processes were identified as 

being the most important ones for the analyzed organization through the COBIT approach. Therefore, 

when we apply a prioritization, these three measures clearly present themselves as being the most 

important ones, confirming the alignment of both sets of results. 
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5.1.3. Mappings’ Data Analysis 

In the following subsections we will perform several analysis over the data provided by the mappings. 

These analyses allow the extraction of the conclusions presented in the end of this sub-section. 

Process Accomplishment Analysis 

In this first analysis we evaluated the processes according to four levels: 

• Process not performed at all – 0-15% of implementation 

• Process partially accomplished – 15-50% of implementation 

• Process largely accomplished – 50-85% of implementation 

• Process fully accomplished – 85-100% of implementation 

In Figure 21 and Figure 22 the first percentage represents a percentile above described and the 

second the percentage each percentile has. 

                     

Figure 21. PGETIC - level of process 
accomplishment. 

Figure 22. UK ICT Plan - level of process 
accomplishment 

These analyses are focused on the level of process accomplishment in case the whole plan is 

implemented. For a process to be fully implemented it must have all or nearly all its activities 

considered by the plan. The other levels are assigned considering the percentage of activities 

contemplated in the plan. 

Through Figure 21 and Figure 22 we understand that none of the plans comprise all or nearly all 

COBIT 5 processes. The UK ICT Plan was the closest one, however, almost a third of COBIT 5 

processes were below 50% of accomplishment. This situation is reversed in the PGETIC, with slightly 

more than a third of processes above 50% of accomplishment. These are clear indicators that the 

plans are lacking coverage. But, this is not necessarily bad. The questions are “Is this scope suiting 

the best interests of the ICT?” and “How much could ICT improve with solution with a broader scope?” 

These questions are nearly impossible to answer or to provide a single answer. Therefore, our method 

aims at solving the problem from a different angle. 
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Domain Accomplishment Analysis 

In this analysis we made an average of the process level accomplishment by the domain where they 

are inserted. Because the process level accomplishment is an interval, the average requires error 

bars. These error bars are 15% of the obtained value. This percentage was extrapolated from the 

accomplishment intervals. 

 

Figure 23. COBIT 5 domain accomplishment 

The acronyms in Figure 23 represent the five COBIT 5 domains: EDM – Evaluate, Direct and Monitor; 

APO – Align, Plan and Organize; BAI – Build, Acquire and Implement; DSS – Deliver, Service and 

Support; and MEA – Monitor, Evaluate and Assess. 

In Figure 23 we can clearly see the focus of the plans. The UK ICT Plan is more focused on the 

governance and on the strategic and tactical management domain. Similarly, the PGETIC is more 

focused on the governance and on the strategic management domain, notwithstanding the lower 

accomplishment achieved in all the domains. This graph proves how these plans neglect both the 

operational and monitoring domain, and the tactical management in the PGETIC. Thus, these plans 

are definitely not directly implementable, leaving many questions to answer and problems to solve. 

Investment/Benefit Analysis 

In this analysis we create a chart with the measures of each ICT plan. These charts are split in four 

quadrants according to the variables investment and return. The investment is the number of COBIT 5 

processes required to fully implement one measure. The return is the average COBIT 5 processes’ 

capability level achieved with a specific measure. Then, we plotted each measure of the plan 

according to the number of COBIT 5 processes where at least one practice was accomplished with 

this measure, and the average capability level achieved by the involved processes. 
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Any measure with a return of two or higher is considered a big return because its implementation 

results in a process fully achieved that can be managed or optimized. Any measure with an 

investment greater than or equal to five processes is considered big investment because of the 

number of practices each process has on average and the required inputs and outputs. 

 

Figure 24. PGETIC - Investment/benefit chart. 

 

Figure 25. UK ICT Plan - Investment/benefit chart. 

With Figure 24 and Figure 25 we can perceive the cost/benefit of each measure of each plan (symbols 

in the legend). Regarding the UK ICT Plan, the majority of the measures are in the big investment/big 

return quadrant. This was already expected because, despite the money saving policy, they are also 

concerned with the development of the ICT in the country. They believe that one way to save money 

in the long term is by investing, by improving their processes and infrastructures. Contrarily, the 

PGETIC has a majority of the measures in the low investment/low return quadrant. Hence, it is clear 

that the policy followed to create this plan was focused on cutting expenses and saving money in the 

short term. Nevertheless, that may result in lower returns in the long term. 
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Capability Level Achievement Analysis 

In this chart we plot all the COBIT 5 processes. Each process is plotted according to the capability 

level achieved by the full implementation of UK ICT Plan, compared to the capability level achieved by 

the full implementation of PGETIC. 

 

Figure 26. COBIT 5 processes' capability level achieved analysis 

In Figure 26 the benefits of both plans are directly compared through the plotting of all COBIT 5 

processes. This chart makes clear the differences between the general COBIT 5 processes capability 

level allowed by the UK ICT Plan and by the PGETIC. UK ICT Plan allows the majority of processes to 

reach level two and some level three. PGETIC only allows the majority of processes to reach level one 

and a few level two. This demonstrates, first that our processes are on a lower level, thus our 

concerns are on a lower level; second we are not as focused on achieving higher levels as UK 

aspires. 

Data Analysis’ Conclusions 

As evidenced in these analyses, both ICT strategic plans have significant shortcomings both in 

coverage of the COBIT 5 processes and in the capability level achieved.  

In general we can say that UK Plan has a greater coverage of COBIT 5 when compared to PGETIC, 

as we can quickly realize by looking at Figure 21 and Figure 22. This superiority is evidenced in Figure 

23, where the UK Plan presents concerns over various domains and higher focus on both Governance 

and Strategic Management. 

When considering the achievement of higher capability levels, the UK Plan also excels over PGETIC. 

However, these results cannot be taken lightheartedly. The UK Public Administration is probably in a 

higher maturity level than the Portuguese. Therefore, since the baseline is different, the plans will also 

have different aims. Nevertheless, it is interesting to observe how different this aim is and it would be 

very interesting to perform some maturity assessments on both administrations and compare it with 
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the achieved results. This information could be useful to evaluate if both plans suit the assessed 

maturity level. 

5.2. Demonstration’s Evaluation 
In the first phase, we performed an analysis following two different paths: one according to PGETIC 

and the other to COBIT 5 Cascade. The former has a greater focus in expenses reduction, the latter in 

the full implementation of ITG. Notwithstanding, the results from the first path show that the DCSI’s 

focus is on the implementation of ITG, as well as the rationalization of the IT sector and some 

concerns about information security. The second path produces similar results: IT sector optimization 

and compliance, as well as concerns related to information security and availability. This means that 

despite the differences between both documents, PGETIC and COBIT, they are still compatible and 

the evidence is the highlighted parts of each one. Therefore, it is possible to use COBIT 5 and 

implement the PGETIC, which is mandatory for all ministries in PPA. 

In the second phase, the alignment between the mappings is easily perceptible from Figure 20. The 

two processes identified by COBIT and not by PGETIC approach (BAI02, DSS04) are the ones 

without any corresponding PGETIC measure, thereby impossible to achieve through PGETIC 

approach. All the others, which had some correspondent measure, where chosen by both approaches. 

Although we achieved a broader set of processes through PGETIC, due to the multiple 

correspondences for each measure, when we look to priorities, measure 1 stands out by far. It was 

considered the most important one 65% of the time. This measure is of great importance to the 

achievement of processes like APO01, APO02 and EMD01. The same processes were identified as 

being the most important ones for the analyzed organization through the COBIT approach. Therefore, 

when we apply a prioritization, these three measures clearly present themselves as being the most 

important ones, confirming the alignment of both sets of results.  

The results of the third phase are not surprising. The apparently low results for each process are 

deceiving due to the high demands of COBIT 5 Capability Scale. All processes where assessed as 

being in the level 1, meaning that they are ad hoc and thereby largely dependent on people. COBIT 5 

defines that a process can be in level 2 if it follows a regular pattern and is planned, monitored and 

adjusted to meet identified objectives. This is something that takes a strong and stable structure and 

investment to achieve, both hard to obtain in PPA. 

This assessment allowed us to understand which work products are missing to achieve each process’ 

base practice and consequently the specified outcomes for each process. This information is detailed 

and clear enough to enhance the analyzed processes and consistently reach level 2. 

Furthermore, these results were discussed in interviews with both the Alm António Gameiro Marques, 

from the General Secretariat of the MDN, and the TCor Orlando Colaço, Sub-Director of DCSI. The 

main goal of both interviews was to compare and clarify the alignment between the identified priorities 

in DCSI and the established priorities to the MDN and to the PoAF accordingly. 
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The interview with the Alm Gameiro Marques was also useful to understand how the MDN relates with 

other ministries, and what would the ideal relationship/alignment between ministries be for maximum 

performance of PPA as a whole. Moreover, the PoAF was also presented as the organism ahead in 

the execution of PGETIC among the other MDN organisms (Alm A. Gameiro Marques, personal 

communication, April 1, 2014). The main reason for this is the lighter organizational structure, which 

leads to a more efficient organization with fast reaction to changes (Alm A. Gameiro Marques, 

personal communication, April 1, 2014). 

When comparing the priorities of the General Secretariat of the MDN with the ones identified by our 

method, some differences arise. Notwithstanding the existence of PAS, which defines the priorities for 

all organisms belonging to MDN, the situation in the field is a bit different. While the priorities of 

General Secretariat focus mainly on the rationalization of structures and improvement of governance 

associated to them, the priorities elicited in the demonstration focus on the improvement of current 

services (Alm A. Gameiro Marques, personal communication, April 1, 2014).  

The general priorities of PGETIC are not aligned with the main priorities of DCSI, consequently the 

ones we identified are also not aligned with the main priorities of DCSI (TCor O. Colaço, personal 

communication, June 12, 2014). Nevertheless, there is a clear understanding of the importance of 

optimization and rationalization of the services and structures. They can contribute to the reduction of 

cost and improvement of efficiency, which will indirectly contribute for a better accomplishment of the 

DCSI’s goals and priorities (TCor O. Colaço, personal communication, June 12, 2014). Therefore, 

these results are considered important to DCSI because it strongly relies on technology for the 

performance of most of its activities (TCor O. Colaço, personal communication, June 12, 2014). 

In the field there is a more operational perspective on how to operationalize the designed mission. 

General Secretariat has a more focused approach on the global strategy and on the governance of the 

whole ministry. However both parts are doing what is expected, they lack some alignment. This 

situation is even worse when we think in the overall picture of the ministries and all the different 

organisms inside them (Alm A. Gameiro Marques, personal communication, April 1, 2014).  

Therefore, one of the main recommendations made by the Alm A. Gameiro Marques is the creation of 

Public Administration IT Board that would govern the Public Administration IT in a holistic way. 

Specific IT Boards for each ministry would then be responsible for the alignment of the IT sector 

among the different organisms (Alm A. Gameiro Marques, personal communication, April 1, 2014). 

This hierarchy of Boards would ensure the alignment between all the ministries. Moreover, this is the 

only way to ensure transversal governance among the different ministries in the PPA. 
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6. Conclusion 
This last chapter summarizes our thesis’ main contributions, as well as its limitations (section 6.3) and 

some future work (section 6.4). Additionally, we present the communication section where the 

submitted papers with this thesis’ findings are introduced (section 6.2). 

With this thesis we have the goal to ease the implementation of ITG aligned with both the goals and 

needs and the PGETIC and the good practices provided by COBIT 5. We also defined that a possible 

solution should have a short time frame, be easy to implement, clearly communicated and adaptable 

to forthcoming changes. 

We developed an artifact to achieve these goals and performed a field study where we putted it to 

practice. Considering the positive results and feedback obtained during the demonstration and 

evaluation, we conclude that our solution met the initial objectives defined (section 1.3): 

• Short time frame. We were able to perform all the phases of the method within a few months. 

The result was six processes. All the details for their implementation within DCSI’s processes 

were provided in the final report, the Process Advice (Appendix A – Process Advice Report). 

Each process is well defined and documented with clear steps. This eases and accelerates 

the implementation process. 

• Easy to implement. The demonstration’s final result was a report (Appendix A – Process 

Advice Report) corresponding to the Process Advice artifact in our method. This report has a 

set of processes with the predefined qualities for a solution: 
o Clear activities to perform (practices); 

o Each activity has clear outcomes and clear work products; 

o Despite the inexistence of formal people allocation per process each, we identified a 

clear accountable for each process (the one who is the most responsible by the 

process); 

o Each activity is small enough to be implemented in a short amount of time; 

o The scope is aligned with the DCSI through all the interviews performed. 

• Clearly communicated. First, each process was analyzed with the person accountable by it. 

Second, a clear and thoroughly report was produced containing a table per process with all 

the recommendations for that process (Appendix A – Process Advice Report). Each table has 

the missing outcomes, missing practices and missing work products for the maximum detail. 

• Adaptable. This method has the inherited adaptability of the situational incremental method. 

This adaptability comes from the feedback cycle, which allows the improvement of the Method 

Base and the Selection of Process Alternatives. Moreover, it also benefits from the flexibility of 

the firsts phase where the Analysis of Need is performed. 
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6.1. Contributions 
This thesis has two main contributions for the body of knowledge: 

• Mappings of PGETIC and UK ICT Plan to COBIT 5. These mappings allow us to compare 

both plans having COBIT 5 as a common base (section 3.1). We can compare them against 

each other and identify their overlaps and differences. Additionally, we can compare them with 

a recognized framework of good practices for ITG (COBIT 5). Moreover, by having an artifact 

that relates each measure of each plan to each process of COBIT 5, we can use these 

specific, clear and thoroughly detailed processes to implement the measures of the plans. 

 

• Method to implement ITG in PPA. This method has the goal to implement ITG in PPA, 

keeping the alignment with the PGETIC directives and the best practices of ITG (COBIT 5). It 

is a thoroughly method that focus in the current situation of an organism to propose 

improvements. These improvements are proposed incrementally in each cycle and feedback 

is collected for improvement of components such as Method Base and Selection of Process 

Alternatives. 

This is one of the big advantages of this method: these insertions can be performed without 

changes in the method itself, just in the constitution of one artifact. The only required step is 

the execution of a framework comparison to ensure compliance between frameworks and the 

non-existence of overlaps. An example of such comparison is presented by van de Weerd and 

Brinkkemper et al. (2007). 

In each cycle of implementation the method generates a Process Advice report with all the 

recommendations for implementation of the selected process. Due to the time limitations of 

this thesis, we only performed one cycle. The resulting report (in Appendix A – Process Advice 

Report) was considered very useful and helpful by the interviewees 

6.2. Communication 
This evaluation method maps also with the DSRM’s step Communication. During the writing of this 

thesis we compiled the major artifacts created and findings into scientific papers later published. 

Consequently, we are able to benefit from the scientific appraisal, communicating, at the same time, 

our findings to the scientific community. 

The research related with the mappings of PGETIC and UK ICT Plan to COBIT 5 was submitted to the 

European Conference on Information Systems (ECIS 2015) and we are currently waiting for the 

result of this submission. 

The second paper condensed the research related to the proposed method and its demonstration. 

This research was submitted to the International Journal of IT/Business Alignment and 

Governance (IJITBAG) and we are currently waiting for the result of this submission. 
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6.3. Limitations 
One of the limitations of our work is the demonstration in a single organization in Portugal. Due to time 

and resources limitation, it was not feasible to demonstrate our method in more than one organization. 

Another limitation is the difficulty to obtain real data and evidences about the measures’ 

implementation of each plan. Additionally, these plans have a long execution period; therefore, the 

people in charge often change, which can lead to different interpretations of the same measures. All 

this complicates the work of assuring that the guidelines, activities and goals specified for each 

measure will be followed. 

Besides the mapping of PGETIC to COBIT 5, we also mapped the UK ICT Plan to COBIT 5. However, 

due to geographic, time and resources limitations we could not apply this method to an organism in 

the UK Public Administration.  

6.4. Future Work 
As previously said in the Limitations, the application of this method in other organizations inside PPA 

and the results’ comparison with the ones we have obtained could be very interesting. Furthermore, 

this application could be expanded to the UK Public Administration. It would be very interesting as 

future work, to study and compare the results of such implementation. This could be achieved by 

replacing the “PGETIC – COBIT 5” mapping by the “UK ICT Plan – COBIT 5” mapping in the Selection 

of Process Alternatives - Figure 17 and then reapplying the method. 

One element in our method with room for improvement is the Method Base. This element is developed 

a priori and it constitutes the source of knowledge of our method. For this field study it had the full 

COBIT 5 processes, the situational factors of the method fragments, the maturity capabilities of the 

fragments and the assembly rules of the fragments. Notwithstanding the use of known, exhaustive and 

recognized framework of good practices in IT governance and management, such as COBIT 5, we 

could still improve the Method Base.  

One option for improvement could be frameworks that are complementary to COBIT, such as 

frameworks in Enterprise Transformation (e.g. Business Transformation Management Methodology 

from Uhl and Gollenia); or frameworks with different scope (e.g. ITIL). Thus, we can add as many 

frameworks or methodologies as we want in order to complement the Method Base. The only 

considerations are the underlying rules of the Method Base (van de Weerd, Brinkkemper, et al., 2007). 

This expansion or change in the Method Base followed by a reapplication of the method would be very 

interesting for future work. It would allow the application of the method with different goals/needs 

obtaining different results. The overall goal would stand the same, to improve the current situation of 

the organization through an incremental and situational approach.  
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Appendix A – Process Advice Report 
Process Advice is the name of the generic artifact produced by our method. In this case we decided to 

call this report Process Capability Assessment to preserve conformity with COBIT 5. 
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Introdução 

Objetivo da avaliação 

Na fase anterior foram identificados um conjunto de processos considerados os mais importantes segundo as 

necessidades e objetivos da DCSI (do Estado Maior) da Força Aérea. Assim procedeu-se à realização de uma 

avaliação do nível de maturidade de cada um dos processos. Esta avaliação foi feita usando o COBIT 5 

Capability Scale. 

Entrevistados 

Para cada um dos processos foi identificada a pessoa mais adequada para responder sobre o mesmo. Na 

Tabela 1 apresenta-se a lista dos entrevistados para cada um dos processos e a sua função no EMFA. 

Tabela 1 – Lista de entrevistados na avaliação de cada um dos respetivos processos 

Entrevistado Função Processo 
TCor Ana Telha Chefe da Repartição de Sistemas de 

Informação da DivCSI 
EDM01 – Ensure Governance Framework 
Setting and Maintenance 

TCor Ana Telha Chefe da Repartição de Sistemas de 
Informação da DivCSI 

APO01 – Manage the IT Management 
Framework 

TCor Orlando Colaço Sub-Diretor da DCSI APO02 – Manage Strategy 
Maj João Farinha Chefe da Repartição de Comunicações e 

Sensores de Navegação da DCSI 
APO09 – Manage Service Agreements 

Maj José Mendes Chefe da Repartição de Sistemas de 
Informação da DCSI 

BAI02 – Manage Requirements Definition 

TCor José Gorgulho Chefe da Repartição de Tecnologias da 
Informação da DCSI 

DSS04 – Manage Continuity 

Sumário dos Resultados 

Na Tabela 2 apresenta-se um resumo dos resultados obtidos para cada processo. Na Tabela 3 encontra-se a 

explicação do significado das letras na avaliação dos processos. 
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Tabela&2&–&Nível&de&capacidade&atingido&por&cada&um&dos&processos&

!
Summary!Results!

! ! ! ! !

! ! !
Achieved!Capability!Level!

PROCESS!
ID!

Process!
Description!

Process!Purpose!
1!

Performed!
2!

Managed!
3!

Established!
4!

Predictable!
5!

Optimising!

EDM01!

Ensure!
Governance!
Framework!
Setting!and!
Maintenance!

Provide!a!consistent!approach!integrated!
and!aligned!with!the!enterprise!
governance!approach.!To!ensure!that!ITN
related!decisions!are!made!in!line!with!
the!enterprise’s!strategy!and!objectives,!
ensure!that!ITNrelated!processes!are!
overseen!effectively!and!transparently,!
compliance!with!legal!and!regulatory!
requirements!is!confirmed,!and!the!
governance!requirements!for!board!
members!are!met.!

L!

!! !! !! !!

APO01!
Manage!the!IT!
Management!
Framework!

Provide!a!consistent!management!
approach!to!enable!the!enterprise!
governance!requirements!to!be!met,!
covering!management!processes,!
organizational!structures,!roles!and!
responsibilities,!reliable!and!repeatable!
activities,!and!skills!and!competencies.!

P!

!! !! !! !!

APO02!
Manage!
Strategy!

Align!strategic!IT!plans!with!business!
objectives.!Clearly!communicate!the!
objectives!and!associated!accountabilities!
so!all!understands!them,!with!the!IT!
strategic!options!identified,!structured!
and!integrated!with!the!business!plans.!

P!

!! !! !! !!

APO09!
Manage!
Service!

Agreements!

Ensure!that!IT!services!and!service!levels!
meet!current!and!future!enterprise!
needs.!

P! F! L!
!! !!

BAI02!
Manage!

Requirements!
Definition!

Create!feasible!optimal!solutions!that!
meet!enterprise!needs!while!minimizing!
risk.!

P! F! L!
!! !!

DSS04!
Manage!
Continuity!

Continue!critical!business!operations!and!
maintain!availability!of!information!at!a!
level!acceptable!to!the!enterprise!in!the!
event!of!a!significant!disruption.!

P!
!!

!!

!! !!
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Tabela 3 – Detalhes do significado das letras na avaliação de cada um dos processos 

Rating Percentage Description 
N – Not 
Achieved 

0% to 15% There is little or no evidence of achievement of the defined attribute in the 
assessed process. 

P –
Partially 
Achieved 

>15% to 50% There is some evidence of an approach to, and some achievement of, the defined 
attribute in the assessed process. Some aspects of achievement of the attribute 
may be unpredictable. 

L – 
Largely 
Achieved 

> 50% to 85% There is evidence of a systematic approach to, and significant achievement of, the 
defined attribute in the assessed process. Some weakness related to this attribute 
may exist in the assessed process. 

F — Fully 
Achieved 

> 85% to 
100% 

There is evidence of a complete and systematic approach to, and full achievement 
of, the defined attribute in the assessed approach. No significant weaknesses 
related to this attribute exist in the assessed process. 

Recomendações 
Nas Tabela 4, Tabela 5, Tabela 6, Tabela 7, Tabela 8 e Tabela 9 apresentam-se as recomendações para que 
cada um dos processos complete o nível 1 de maturidade segundo a COBIT 5 capability scale. Esta tabela 
apresenta 3 níveis de detalhe, do mais genérico para o mais específico (esquerda para a direita 
respetivamente). Para cada processo apresento os outcomes que não estão a ser produzidos, para cada 
outcome apresento as practices que não estão a ser realizadas e para cada practice os work products que não 
estão a ser produzidos. Qualquer work product que não esteja totalmente atingido (85-100%) aparecerá 
nestas tabelas. 
Qualquer processo que complete todos work products que de momento não estão a ser produzidos 
completará o nível 1 de maturidade, concluindo-se que está bem definido, atinge o seu propósito e produz 
todos os entregáveis  

Tabela 4 – Recomendações para o processo EDM01 

EDM01 – Missing Outcomes Missing Practices Missing Work Products 
O2 – The governance system 
for IT is embedded in the 
enterprise 

BP2 – Direct the governance 
system 

WP4 – Enterprise governance 
communications 

O3 – Assurance is obtained 
that the governance system 

BP3 – Monitor the governance 
system 

WP6 – Feedback on governance 
effectiveness and performance 
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Tabela&5&–&Recomendações&para&o&processo&APO01&

&

! &

APO01&–&Missing&Outcomes& Missing&Practices& Missing&Work&Products&
O1!N!An!effective!set!of!
policies!is!defined!and!
maintained!

BP1!–!Define!the!organizational!
structure!

WP5!–!Definition!of!organization!structure!
and!functions!
WP6!–!Organization!operational!guidelines!
WP7!–!Communication!ground!rules!

BP3!–!Maintain!the!enablers!of!
the!management!system!

WP1!– ITNrelated!policies!

BP5!–!Optimize!the!placement!of!
the!IT!function!

WP3!–!Evaluation!of!options!for!IT!
organization!
WP4!–!Defined!operational!placement!of!IT!
function!

BP7!–!Manage!continual!
improvement!of!processes!

WP10!–!Process!capability!assessments!
WP11!–!Process!improvement!opportunities!
WP12!–!Performance!goals!and!metrics!for!
process!improvement!tracking!

BP8!–!Maintain!compliance!with!
policies!and!procedures!

WP2!–!NonNcompliance!remedial!actions!

O2!–!Everyone!is!aware!of!the!
policies!and!how!they!should!
be!implemented!

BP2!–!Establish!roles!and!
responsibilities!

WP9!– Definition!of!supervisory!practices!

BP4!–!Communicate!management!
objectives!and!direction!

WP13!–!Communications!on!IT!objectives!

BP6!–!Define!information!(data)!
and!system!ownership!

WP14!–!Data!classification!guidelines!
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Tabela&6&–&Recomendações&para&o&processo&APO02&

!

! &

APO02&–&Missing&Outcomes& Missing&Practices& Missing&Work&Products&
O1!–!All!aspects!of!the!IT!
strategy!are!aligned!with!the!
enterprise!strategy!

BP1!–!Understand!enterprise!
direction!

WP1!–!Sources!and!priorities!for!changes!

BP2!–!Assess!the!current!
environment,!capabilities!and!
performance!

WP2!–!Baseline!of!current!capabilities!
WP3!–!Gaps!and!risks!related!to!current!
capabilities!
WP4!–!Capability!SWOT!analysis!

O2!–!The!IT!strategy!is!costN
effective,!appropriate,!
realistic,!achievable,!
enterpriseNfocused!and!
balance!

!
Same!BP’s!as!O1!

!
!

O3!–!Clear!and!concrete!
shortNterm!goals!can!be!
derived!from,!and!traced!back!
to,!specific!longNterm!
initiatives,!and!can!then!be!
translated!into!operational!
plans.!

BP3!–!Define!the!target!IT!
capabilities!

WP5!–!HighNlevel!ITNrelated!goals!
WP6!–!Required!business!and!IT!capabilities!
WP7!–!Proposed!enterprise!architecture!
changes!

BP4!–!Conduct!a!gap!analysis! WP8!–!Gaps!and!changes!required!to!realize!
target!capability!
WP9!–!Value!benefit!statement!for!target!
environment!

O4!–!IT!is!a!value!driver!for!
the!enterprise.!

BP5!–!Define!the!strategic!plan!
and!road!map!

WP10!–!Definition!of!strategic!initiatives!
WP11!–!Risk!assessment!
WP12!–!Strategic!road!map!

O5!–!There!is!awareness!of!
the!IT!strategy!and!a!clear!
assignment!of!accountability!
for!delivery.!

BP6!–!Communicate!the!IT!
strategy!and!direction!

WP13!–!Communication!plan!
WP14!–!Communications!package!
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Tabela&7&–&Recomendações&para&o&processo&APO09&

!

! &

APO09&–&Missing&Outcomes& Missing&Practices& Missing&Work&Products&
O1!–!The!enterprise!can!

effectively!utilize!IT!services!

as!defined!in!a!catalogue!

BP1!– Identify!IT!services! WP1!–!Identified!gaps!in!IT!services!to!the!

business!

WP2!–!Definitions!of!standard!services!

WP3!–!Service!definitions!

BP2!–!Catalogue!ITNenabled!

services!

WP4!–!Updated!service!portfolio!

WP5!–!Service!catalogues!

O2!–!Service!agreements!

reflect!enterprise!needs!and!

the!capabilities!of!IT!

BP3!–!Define!and!prepare!service!

agreements!

WP6!– SLAs!

O3!–!IT!services!perform!as!

stipulated!in!service!

agreements!

BP4!–!Monitor!and!report!service!

levels!

WP7!– Operational!level!agreements!

WP8!–!Service!level!performance!reports!

BP5!–!Review!service!agreements!

and!contracts!

WP9!– Improvement!action!plans!and!

remediations!

WP10!– Updated!SLAs!
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Tabela&8&–&Recomendações&para&o&processo&BAI02&

!

! &

BAI02&–&Missing&Outcomes& Missing&Practices& Missing&Work&Products&
O1!–!Business!functional!and!
technical!requirements!
reflect!enterprise!needs!and!
expectations.!

BP1!– Define!and!maintain!
business!functional!and!technical!
requirements!

WP1!– Requirements!definition!repository!
WP2!– Confirmed!acceptance!of!
requirements!from!stakeholders!
WP3!– Record!of!requirement!change!
requests!

BP4!– Obtain!approval!of!
requirements!and!solutions!

WP8!– Sponsor!approvals!of!requirements!
and!proposed!solutions!
WP9!– Approved!quality!reviews!

O2!–!The!proposed!solution!
satisfies!business!functional,!
technical!and!compliance!
requirements.!

BP2!– Perform!a!feasibility!study!
and!formulate!alternative!
solutions!

WP4!– Feasibility!study!report!
WP5!– HighNlevel!acquisition/development!
plan!

O3!–!Risk!associated!with!the!
requirements!has!been!
addressed!in!the!proposed!
solution.!

BP3!– Manage!requirements!risk! WP6!–!Requirements!risk!register!
WP7!– Risk!mitigation!actions!

O4!–!Requirements!and!
proposed!solutions!meet!
business!case!objectives!
(value!expected!and!likely!
costs).!

!
Same!BP’s!as!O2!

!
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!
!

!

Process!Capability!Assessment!Report! 9!

!

Instituto!Superior!Técnico!

Tabela&9&–&Recomendações&para&o&processo&DSS04&

!
!

DSS04&–&Missing&Outcomes& Missing&Practices& Missing&Work&Products&
O1!–!BusinessNcritical!
information!is!available!to!the!
business!in!line!with!
minimum!required!service!
levels.!

BP1!– Define!the!business!
continuity!policy,!objectives!and!
scope 

WP1!– Policy!and!objectives!for!business!
continuity!
WP2!– Disruptive!incident!scenarios!
WP3!– Assessments!of!current!continuity!
capabilities!and!gaps!

O2!–!Sufficient!resilience!is!in!
place!for!critical!services.!

BP3!– Develop!and!implement!a!
business!continuity!response 

WP7!– Incident!response!actions!and!
communications!
WP8!– Business!continuity!plan!

O3!–!Service!continuity!tests!
have!verified!the!
effectiveness!of!the!plan.!

BP4!–!Exercise,!test!and!review!
the!BCP 

WP9!– Test!objectives!
WP10!– Test!exercises!
WP11!– Test!results!and!recommendations!

O4!–!An!upNtoNdate!continuity!
plan!reflects!current!business!
requirements.!

BP2!– Maintain!a!continuity!
strategy 

WP4!– Business!impact!analyses!
WP5!– Continuity!requirements!
WP6!– Approved!strategic!options!

BP5!– Review,!maintain!and!
improve!the!continuity!plan 

WP12!– Results!of!reviews!of!plans!
WP13!–!Recommended!changes!to!plans!

BP8!– Conduct!postNresumption!
review 

WP18!– PostNresumption!review!report!
WP19!– Approved!changes!to!the!plans!

O5!–!Internal!and!external!
parties!have!been!trained!in!
the!continuity!plan.!

BP6!– Conduct!continuity!plan!
training!

WP14!– Training!requirements!
WP15!– Monitoring!results!of!skills!and!
competencies!
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Appendix B – COBIT 5 Capability Scale 
The mappings follow the taxonomy presented in COBIT 5 PAM for the processes (ISACA, 2013). This 

taxonomy is resumed in this section. 

Process capability based on ISO/IEC 15504 (ISACA, 2013): 

• Level 0: Incomplete process implemented or fails to achieve its purpose. 

• Level 1: Performed process - process achieves its process purpose. (It is possible that some 

classified as Maturity Model 1 will be classified as 15504 0, if the process outcomes are not 

achieved.) 

• Level 2: Managed process - process is now implemented in a managed fashion (planned, 

monitored and adjusted) and its work products are appropriately established, controlled and 

maintained. 

• Level 3: Established process - process is now implemented using a defined process that is 

capable of achieving its process outcomes. 

• Level 4: Predictable process - process now operates within defined limits to achieve its 

process outcomes. 

• Level 5: Optimizing process - process is continuously improved to meet relevant current and 

projected business goals. 

Assessing whether the process achieves its goals – or, in other words, achieves capability level 1 – 

can be done by (ISACA, 2013): 

1. Reviewing the process outcomes as they are described for each process in the detailed 

process descriptions using the scale: 

• N (Not achieved - 0 to 15%) — There is little or no evidence of achievement of the 

defined attribute in the assessed process. 

• P (Partially achieved - 15 to 50%) — There is some evidence of an approach to, and 

some achievement of, the defined attribute in the assessed process. Some aspects of 

achievement of the attribute may be unpredictable. 

• L (Largely achieved - 50 to 85%) — There is evidence of a systematic approach to, 

and significant achievement of, the defined attribute in the assessed process. Some 

weakness related to this attribute may exist in the assessed process. 

• F (Fully achieved - 85 to 100%) — There is evidence of a complete and systematic 

approach to, and full achievement of, the defined attribute in the assessed process. 

No significant weaknesses related to this attribute exist in the assessed process. 

2. Process (governance or management) practices can be assessed using the same rating 

scale, expressing the extent to which the base practices are applied. 

Work products also may be considered to determine the extent to which a specific assessment 

attribute has been achieved.  
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Appendix C – Details of the Mappings 
 

Table 8. Mapping between PGETIC measures 
and COBIT 5 processes practices 

PGETIC 
measure  

COBIT 5 
process 

Capacity 
level 

COBIT 5 
process 
practice 

 1 

EDM01 1P 1, 2 

APO01 1P 1, 3, 4 

APO02 1L 1, 5, 6 

2 
EDM04 1L 1, 2 

APO01 1L 1, 3, 4, 5 

3 

EDM02 1P 1 

EDM04 1P 1 

APO03 2 1, 2, 3, 5 

4 
APO13 1P 1 

DSS05 2 1, 2, 3, 4, 6 

5 

EDM02 1L 1, 2 

APO03 1P 3 

APO05 1P 6 

APO06 1P 1, 2 

6 

EDM02 2 EDM02.* 

EDM05 1P 2 

APO05 1F 1, 2, 3, 4, 6 

APO06 1L 2, 4, 5 

7 

EDM04 1L 1, 2 

APO01 1P 1, 5 

APO09 1P 1, 3 

APO10 1L 1, 3 

8 

EDM04 1P 1, 2 

APO06 1P 2 

BAI09 1F 1, 2, 3, 4 

9 
APO03 1L 2, 3, 4 

BAI03 1P 1, 2, 4 

10 

EDM04 1L 2, 3 

APO06 1L 1, 3, 5 

APO07 1F 1, 3, 4, 5 

BAI08 1L 1, 4 

MEA01 1P 1, 3 

Table 9. Mapping between UK ICT Plan 
measures and COBIT 5 processes practices 

UK ICT 
Plan 

measure 

COBIT 5 
Process 

Capability 
level 

COBIT 5 
process 
practice 

1 

EDM02 1P 1, 2 
APO01 1F 1, 2, 3, 4, 5, 6 
BAI08 2 1, 2, 3, 4 
BAI10 2 1, 2, 3, 5 

2 

EDM01 1F 1, 2, 3 
APO01 1L 1, 2, 3, 4, 8 
APO02 1P 2, 3 
APO04 1L 1, 3, 4, 5 
APO06 1P 1, 2, 5 

BAI03 1F 1, 2, 3, 4, 5, 
6, 7, 11 

3 

EDM04 1P 2 

APO01 2 1, 2, 3, 4, 5, 
6, 8 

APO02 3 APO02.* 
APO05 2 1, 2, 3, 5, 6 
APO06 2 1, 2, 3, 4, 5 
APO07 1L 1, 2, 3 
APO09 1F 1, 2, 3, 5 
APO10 2 1, 2, 3, 4, 5 
BAI02 1F 1, 2, 3 

MEA01 1P 1, 2 
MEA03 2 1, 2, 3 

4 

EDM04 1P 1, 2 
APO01 1L 1, 2, 3, 6 
APO04 1L 1, 4, 5 
APO09 1F 1, 2, 3, 4 
APO12 2 APO12.* 
BAI01 2 BAI01.* 
BAI02 2 1, 2, 3 
BAI03 2 BAI03.* 
BAI06 2 1, 2, 4 
BAI07 2 BAI07.* 
DSS01 1L 1, 2 
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UK ICT 
Plan 

measure 

COBIT 5 
Process 

Capability 
level 

COBIT 5 
process 
practice 

5 

APO01 1L 1, 2, 3, 4 
APO02 2 1, 2, 3, 5, 6 
APO07 2 APO07.* 
BAI08 1L 1, 2, 3 
DSS04 1F 1, 2, 3, 4, 7 

6 

EDM01 1F 1, 2 
EDM02 1L 2 
APO03 1F 1, 2, 3, 4 
BAI08 2 BAI08.* 

7 

EDM02 2 EDM02.* 
EDM04 2 EDM04.* 
APO01 2 1, 2, 3, 4, 5, 6 
APO03 2 1, 2, 3, 4 
APO04 1L 1, 2, 4 
APO05 2 APO05.* 
APO09 2 APO09.* 
BAI03 2 BAI03.* 
BAI09 2 1, 2, 3, 4 
BAI10 2 1, 2, 3 

8 

EDM01 1F 1, 2 
EDM02 1F EDM02.* 
APO03 1F 1, 2, 3, 4 
APO10 1P 1, 2, 3 
BAI02 1F 1, 2, 3 
BAI09 1L 1, 2, 3 

MEA03 1L 1, 2 

9 

EDM02 1F 1, 2 
EDM04 1L 1, 2 
APO01 2 1, 2, 3, 4, 5, 6 
APO02 1L 1, 3, 5 
APO03 1F 1, 2, 3, 4 
APO05 1P 2, 3 
APO09 1L 1, 2, 3 
BAI04 2 BAI04.* 
BAI08 1F BAI08.* 
BAI09 2 BAI09.* 
DSS05 1F 1, 2, 3, 4, 5 

 

 

 

PGETIC 
measure  

COBIT 5 
process 

Capacity 
level 

COBIT 5 
process 
practice 

11 

EDM05 1P 2 

APO03 1P 3, 4 

APO08 1L 2, 3, 4 

12 

EDM02 1P 2 

APO04 1P 4, 5 

DSS05 1L 2, 3, 4, 6 

13 

EDM05 1L 1, 2 

APO08 1L 2, 3, 4 

APO11 1P 3 

BAI04 1P 3 

14 

EDM04 1P 2 

EDM05 1P 2 

APO06 1P 2, 4 

15 

APO06 1P 2, 4 

BAI02 1L 1, 2 

BAI09 1F 1, 2, 3, 4 

16 APO07 1L 2, 3, 5 

17 

APO10 1P 1, 3 

BAI03 1P 4 

BAI09 1L 1, 4, 5 

18 

EDM02 1P 2 

EDM04 1P 2 

APO03 1P 3 

APO09 1L 1, 3, 4 

BAI04 1P 3, 4 

BAI09 2 BAI09.* 

DSS05 1F 2, 3, 4, 5 

19 

APO03 1L 3, 4, 5 

APO09 1P 3, 4 

APO10 1F 1, 3, 4, 5 

20 

APO03 1L 3, 4, 5 

BAI03 1P 3, 4 

BAI08 1L 1, 4 

21 

APO04 1P 3, 4 

APO06 1P 2, 4 

BAI03 1F BAI03.* 
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PGETIC 
measure  

COBIT 5 
process 

Capacity 
level 

COBIT 5 
process 
practice 

22 

APO05 1L 1, 2, 3 

APO09 1F 1, 2, 3, 5 

APO10 2 APO10.* 

BAI02 1L 1, 2 

23 

EDM05 1F EDM05.* 

APO04 1P 1 

APO08 1P 3, 4 

BAI04 1P 3 

24 
APO04 1P 1, 4 

APO10 1P 3 

25 APO04 1P 1, 4 

 

 

UK ICT 
Plan 

measure 

COBIT 5 
Process 

Capability 
level 

COBIT 5 
process 
practice 

10 

EDM01 1F 1, 2, 3 
EDM03 1F 1, 2 
APO10 1P 1, 2 
APO13 2 APO13.* 
BAI08 1F 1, 2, 3, 4 
BAI10 1F 1, 2, 3, 4 
DSS02 1L 1, 2, 4 
DSS05 2 DSS05.* 
MEA02 1F 1, 2, 3, 4, 6 

11 

EDM04 1P 2 
APO06 1L 2, 3, 4 
APO10 1L 1, 2, 3 
APO13 1F APO13.* 
BAI04 1F BAI04.* 
BAI09 1F 1, 2, 3, 4 
DSS05 1F 1, 2, 3, 4, 5 

12 

APO02 2 1, 2, 3, 4, 5 
APO03 1F APO03.* 
APO09 1L 1, 2, 3 
APO10 1F 1, 2, 3, 4 
APO13 1F 1, 2 
BAI09 1F 1, 2, 3, 4 
DSS02 1F 1, 2, 3, 4, 5 

13 

EDM01 1F 1, 2 
EDM04 1L 2 
APO01 2 APO01.* 
APO02 1F 1, 2, 3, 5 
APO03 1F 1, 2, 3, 4 
APO04 1F 1, 2, 3, 4 
APO05 2 1, 2, 3, 4, 5 
APO06 1P 1, 2 
APO10 1P 1, 3 
BAI03 1L 1, 2, 3, 4 
BAI05 1F 1, 2, 3, 4, 6 
BAI09 2 BAI09.* 
DSS01 1P 1, 2 
MEA01 1F 1, 2, 3, 4 
MEA03 1F MEA03.* 

 



73 
 

 UK ICT 
Plan 

measure 

COBIT 5 
Process 

Capability 
level 

COBIT 5 
process 
practice 

14 

EDM01 1F 1, 2 
EDM02 2 EDM02.* 
EDM04 1L 2 
APO02 1F 1, 2, 3, 4, 5 
APO03 1F 1, 2, 3, 4 
BAI04 1F 1, 2, 3, 4 
BAI08 2 BAI08.* 
BAI09 2 BAI09.* 

MEA02 1L 1, 2, 3 

15 

EDM03 3 EDM03.* 
APO12 3 APO12.* 
APO13 3 APO13.* 
BAI01 1L 1, 2, 3 
DSS01 1L 1, 2 
DSS02 1L 1, 2, 3 

DSS05 2 1, 2, 3, 4, 5, 
7 

MEA02 1L 1, 3, 4 

16 

EDM05 1F 1, 2 
APO01 2 APO01.* 
APO03 1F 1, 2, 3, 4 
APO04 3 APO04.* 
APO08 2 1, 2, 3, 4 
APO11 3 APO11.* 
BAI04 1L 2, 3, 4 
BAI05 2 1, 2, 3, 4, 5 
DSS02 2 1, 2, 3, 4, 6 
MEA01 1F 1, 2, 3, 4 

17 

EDM05 1P 1, 2 
APO03 1F 1, 2, 3, 4 
APO08 2 1, 2, 3, 4 
BAI04 1P 1, 3 
BAI05 2 1, 2, 3, 4, 5 
DSS02 1L 1, 2, 3, 4, 6 

18 

EDM01 1F 1, 2 
EDM05 2 EDM05.* 
APO08 2 1, 2, 3, 4 
BAI06 2 1, 2, 3 

19 

EDM05 1F EDM05.* 
APO04 2 1, 2, 3, 4, 5 
APO08 2 2, 3, 4 
DSS02 1L 2, 3, 4, 6 
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Appendix D – Interviews Scripts 

  

Entrevista - Demonstração!!!
Para as classificações serão usadas 3 escalas:!

• IMPACTO: O efeito que o objetivo tem no negócio. Normalmente medido pelo número de 
pessoas/processos afetados (abrangência).!

• URGÊNCIA: O quão essencial um determinado objetivo é para a concretização dos objetivos 
do EMFA, aquele que deve ser satisfeito o mais rapidamente possível.!

• PRIORIDADE: Quão rapidamente um objetivo deve ser endereçado (escala crescente, 1 é o 
mais prioritário)!!

Atribua a cada opção um grau nas categorias Impacto e Urgência, sendo:!
• CRÍTICO (C) - tem consequências diárias afetando muitas pessoas ou recursos essenciais, 

sendo essencial ao seu bom funcionamento/produtividade.!
• ELEVADO (E) - tem várias consequências afetando muitas pessoas ou recursos, sendo 

essencial ao seu bom funcionamento/produtividade.!
• MÉDIO (M) - tem várias consequências afetando algumas pessoas ou recursos, não sendo 

essencial ao seu bom funcionamento/produtividade.!
• BAIXO (B) - tem algumas consequências afetando poucas pessoas ou recursos, não sendo 

essencial ao seu bom funcionamento/produtividade.!

!
Parte 1 - PGETIC!

1.1. Objetivos estratégicos do PGETIC:!
IMPORTANTE: Responda às alíneas de cada opção de acordo com o contexto providenciado 
pela opção. !!

Objectivo Estratégico (e respetivas áreas de foco) Impa
cto

Urgê
ncia

Priori
dade

1. Reduzir os custos com a função informática na AP

! a) Melhoria dos mecanismos de governance         

! b) Redução de custos         

2. Reduzir os custos de contexto (fatores introduzidos pela atuação 
do Estado que dificultam o desenvolvimento de ativid. económicas)!

3. Aumentar capacidade de geração de riqueza pela sociedade civil

! a) Implementação de soluções TIC comuns         

! b) Estímulo ao crescimento económico         

4. Aumentar o nível de satisfação dos organismos clientes

! a) Melhoria dos mecanismos de governance         

! b) Redução de custos         

5. Aumentar o nº de processos de negócio integralmente suportados 
em TIC

! a) Implementação de soluções TIC comuns         

! b) Estímulo ao crescimento económico         

�  of 91
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!!
1.2. Medidas do PGETIC:!
!

!

!!

6. Garantir a prestação eficiente e eficaz de serviços TIC

7. Criar e manter um modelo eficaz para a Governança das TIC

! a) Utilização das TIC para potenciar a mudança e a mod.          
administrativa

! b) Implementação de soluções TIC comuns         

8. Melhorar o nível de competências TIC

9. Adotar soluções TIC comuns que potenciem a melhoria dos 
processos TIC e de negócio

! a) Redução de custos         

! b) Utilização das TIC para potenciar a mudança e a mod.          
administrativa

10 Adotar soluções que potenciem o crescimento económico

Objectivo Estratégico (e respetivas áreas de foco) Impa
cto

Urgê
ncia

Priori
dade

Secção A - Melhoria dos Mecanismos de Governance Impa
cto

Urgê
ncia

Priori
dade

1. Definição e implementação da governance das TIC na Administração 
Pública 

2. Racionalização, organização e gestão da função informática 

3. Arquitetura, normas e guidelines de tecnologias e sistemas de 
informação 

4. Definição e implementação de uma estratégia nacional de segurança 
da informação

5. Definição e implementação de planos de ação sectoriais de 
racionalização das TIC

Secção B - Redução de Custos Impa
cto

Urgê
ncia

Priori
dade

6. Avaliação de projetos e despesas TIC

7. Racionalização de comunicações 

8. Racionalização dos centros de dados 

9. Plataforma de comunicações unificadas 

10. Medidas de racionalização transversais potenciadas pelas TIC 
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!!

!!

! !!

Secção C - Utilização das TIC para potenciar a mudança e a 
modernização administrativa

Impa
cto

Urgê
ncia

Priori
dade

11.  Interoperabilidade na Administração Pública

12.  Autenticação e assinatura eletrónicas na Administração

13. Racionalização da prestação de serviços públicos por meios 
eletrónicos

14. Racionalização das TIC e modernização administrativa dentro dos 
organismos públicos

15. Central eletrónica de arquivo do Estado

Secção D - Implementação de soluções TIC comuns Impa
cto

Urgê
ncia

Priori
dade

16.  Catalogação de recursos humanos

17.  Catalogação, partilha e uniformização de software do Estado

18.  Cloud computing na Administração Pública

19. Plataforma B2B (relacionamento entre fornecedores e Admin. 
Publica)

20.  Diretório de boas práticas TIC

Secção E - Estímulo ao crescimento económico Impa
cto

Urgê
ncia

Priori
dade

21.  Adoção de software aberto nos sistemas de informação do Estado

22.  Aquisição de bens e serviços de TIC

23.  Administração Aberta e novos canais de atendimento

24.  Internacionalização de metodologias, soluções TIC e conhecimento 
público

25. Divulgação e prototipagem de projetos inovadores em clusters de 
competitividade.
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Parte 2 - COBIT 5 cascade!

�  of 94

Necessidades dos stakeholders Impa
cto

Urgê
ncia

Priori
dade

1. Como faço para obter valor a partir do uso das TI? Os utilizadores finais estão 
satisfeitos com a qualidade do serviço das TI?

2. Como gerir a performance das TI?

3. Como posso melhorar a exploração das novas tecnologias para criar novas 
oportunidades estratégicas? 

4. Como melhorar a construção e as estruturas do meu departamento de TI?

5. Quão dependente sou de fornecedores externos? Quão bem estão a ser 
geridos os acordos de IT outsourcing? Como faço para obter a garantias dos 
fornecedores externos?

6. Quais são os requisitos (de controlo) para obter informações?

7. Estou a abordar todos os riscos relacionados com as TI?

8. Estou a gerir uma operação de TI eficiente e resistente?

9. Como posso controlar o custo das TI? Como uso os recursos das TI de forma 
mais eficaz e eficiente? Quais são as opções de sourcing mais eficazes e 
eficientes?

10. Tenho pessoal suficiente nas TI? Como faço para desenvolver e manter as 
suas competências, e como faço para gerir o seu desempenho?

11. Como faço para obter garantias sobre as TI?

12. A informação que eu estou a processar está bem protegida?

13. Como posso melhorar a agilidade dos negócios através de um ambiente de TI 
mais flexível?

14. Os projetos de TI falham em entregar o que prometeram - e se sim, porquê? As 
TI são um obstáculo na execução da estratégia de negócio?

15. Qual a importância das TI no suporte à�empresa? O que posso fazer se as TI 
não estiverem disponíveis?

16. Que processos de negócio essenciais são dependentes das TI, e quais são os 
requisitos dos mesmos?

17. Qual tem sido o excedente médio dos orçamentos operacionais das TI? Com 
que frequência é�que os projetos de TI ultrapassam o orçamento?

18. Que parte do esforço das TI � empregue na correção de problemas em vez de 
permitir melhorias no negócio?

19. Os recursos de TI e a infra-estrutura disponível são suficientes para satisfazer 
os objetivos estratégicos definidos?

20. Quanto tempo demora para tomar decisões importantes respeitantes às TI?

21. O esforço total e investimentos nas TI são transparentes?

22. As TI apoiam a empresa no cumprimento com os regulamentos e os níveis de 
serviço? Como sei se estou em conformidade com todos os regulamentos 
aplicáveis?
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IMPORTANTE: O objetivo não é responder às perguntas mas sim valorizar as opções que maior 
influência têm numa resposta, ou o que se pretendem atingir com uma resposta. Apenas responda 
às 5 necessidades mais importantes.!!
1. Como faço para obter valor a partir do uso das TI? Os utilizadores finais estão 

satisfeitos com a qualidade do serviço das TI?!

!
2. Como gerir a performance das TI? 

!
3. Como posso melhorar a exploração das novas tecnologias para criar novas 

oportunidades estratégicas?  

!
!
!
!

Objetivos Impa
cto

Urgê
ncia

Priori
dade

1) Valor dos investimentos para os Stakeholders

2) Portfólio de produtos e serviços competitivos

6) Cultura de serviços orientada ao cliente

7) Continuidade e disponibilidade de serviços de negócios

13) Gestão dos programas de mudança de negócio

16) Pessoas qualificadas e motivadas 

17) Cultura de inovação nos produtos e no negócio

2) Portfólio de produtos e serviços competitivos

5) Transparência financeira

9) Tomada de decisões estratégicas baseadas em informação

10) Otimização dos custos de prestação de serviços

11) Otimização da performance dos processos de negócios

12) Otimização dos custos dos processos de negócios

14) Produtividade operacional e de pessoal

1) Valor dos investimentos para os Stakeholders

2) Portfólio de produtos e serviços competitivos

8) Respostas ágeis a um ambiente de negócios em constante mudança

13) Gestão dos programas de mudança de negócio

16) Pessoas qualificadas e motivadas 

17) Cultura de inovação nos produtos e no negócio
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4. Como melhorar a construção e as estruturas do meu departamento de TI? 

!
5. Quão dependente sou de fornecedores externos? Quão bem estão a ser geridos os 

acordos de IT outsourcing? Como faço para obter a garantias dos fornecedores 
externos? 

!
6. Quais são os requisitos (de controlo) para obter informações? 

!
7. Estou a abordar todos os riscos relacionados com as TI? 

!
8. Estou a gerir uma operação de TI eficiente e resistente? 

!
!
!
!

8) Respostas ágeis a um ambiente de negócios em constante mudança

10) Otimização dos custos de prestação de serviços

11) Otimização da performance dos processos de negócios

12) Otimização dos custos dos processos de negócios

14) Produtividade operacional e de pessoal

15) Conformidade com as políticas internas 

16) Pessoas qualificadas e motivadas 

3) Gestão dos riscos (segurança de ativos)

4) Cumprimento das leis e regulamentos externos

10) Otimização dos custos de prestação de serviços

4) Cumprimento das leis e regulamentos externos

9) Tomada de decisões estratégicas baseadas em informação

15) Conformidade com as políticas internas 

3) Gestão dos riscos (segurança de ativos)

7) Continuidade e disponibilidade de serviços de negócios

9) Tomada de decisões estratégicas baseadas em informação

15) Conformidade com as políticas internas 

5) Transparência financeira

7) Continuidade e disponibilidade de serviços de negócios
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9. Como posso controlar o custo das TI? Como uso os recursos das TI de forma mais 
eficaz e eficiente? Quais são as opções de sourcing mais eficazes e eficientes? 

!
10. Tenho pessoal suficiente nas TI? Como faço para desenvolver e manter as suas 

competências, e como faço para gerir o seu desempenho? 

!
11. Como faço para obter garantias sobre as TI? 

!
12. A informação que eu estou a processar está bem protegida? 

!
13. Como posso melhorar a agilidade dos negócios através de um ambiente de TI mais 

flexível? 

!
14. Os projetos de TI falham em entregar o que prometeram - e se sim, porquê? As TI são 

um obstáculo na execução da estratégia de negócio? 

10) Otimização dos custos de prestação de serviços

12) Otimização dos custos dos processos de negócios

14) Produtividade operacional e de pessoal

10) Otimização dos custos de prestação de serviços

12) Otimização dos custos dos processos de negócios

14) Produtividade operacional e de pessoal

4) Cumprimento das leis e regulamentos externos

15) Conformidade com as políticas internas 

4) Cumprimento das leis e regulamentos externos

7) Continuidade e disponibilidade de serviços de negócios

15) Conformidade com as políticas internas 

1) Valor dos investimentos para os Stakeholders

8) Agile responses to a changing business environment

16) Pessoas qualificadas e motivadas 

17) Cultura de inovação nos produtos e no negócio

1) Valor dos investimentos para os Stakeholders

2) Portfólio de produtos e serviços competitivos

3) Gestão dos riscos (segurança de ativos)

8) Respostas ágeis a um ambiente de negócios em constante mudança

11) Otimização da performance dos processos de negócios
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!
15. Qual a importância das TI no suporte à� empresa? O que posso fazer se as TI não 

estiverem disponíveis? 

!
16. Que processos de negócio essenciais são dependentes das TI, e quais são os 

requisitos dos mesmos? 

!
17. Qual tem sido o excedente médio dos orçamentos operacionais das TI? Com que 

frequência é�que os projetos de TI ultrapassam o orçamento? 

!
18. Que parte do esforço das TI � empregue na correção de problemas em vez de permitir 

melhorias no negócio? 

!
19. Os recursos de TI e a infra-estrutura disponível são suficientes para satisfazer os 

objetivos estratégicos definidos? 

12) Otimização dos custos dos processos de negócios

13) Gestão dos programas de mudança de negócio

1) Valor dos investimentos para os Stakeholders

2) Portfólio de produtos e serviços competitivos

7) Continuidade e disponibilidade de serviços de negócios

1) Valor dos investimentos para os Stakeholders

2) Portfólio de produtos e serviços competitivos

11) Otimização da performance dos processos de negócios

12) Otimização dos custos dos processos de negócios

5) Transparência financeira

10) Otimização dos custos de prestação de serviços

12) Otimização dos custos dos processos de negócios

14) Produtividade operacional e de pessoal

2) Portfólio de produtos e serviços competitivos

3) Gestão dos riscos (segurança de ativos)

12) Otimização dos custos dos processos de negócios

2) Portfólio de produtos e serviços competitivos

5) Transparência financeira

10) Otimização dos custos de prestação de serviços

12) Otimização dos custos dos processos de negócios
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!
20. Quanto tempo demora para tomar decisões importantes respeitantes às TI? 

!
21. O esforço total e investimentos nas TI são transparentes? 

!
22. As TI apoiam a empresa no cumprimento com os regulamentos e os níveis de serviço? 

Como sei se estou em conformidade com todos os regulamentos aplicáveis? 

!

1) Valor dos investimentos para os Stakeholders

2) Portfólio de produtos e serviços competitivos

5) Transparência financeira

8) Respostas ágeis a um ambiente de negócios em constante mudança

2) Portfólio de produtos e serviços competitivos

4) Cumprimento das leis e regulamentos externos

5) Transparência financeira

15) Conformidade com as políticas internas 

4) Cumprimento das leis e regulamentos externos

15) Conformidade com as políticas internas 
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Entrevista Parte 2 - Demonstração!!
Para as classificações serão usadas 3 escalas:!

• IMPACTO: O efeito que o objetivo tem no negócio. Normalmente medido pelo número de 
pessoas/processos afetados (abrangência).!

• URGÊNCIA: O quão essencial um determinado objetivo é para a concretização dos objetivos 
do EMFA, aquele que deve ser satisfeito o mais rapidamente possível.!

• PRIORIDADE: Quão rapidamente um objetivo deve ser endereçado (escala crescente, 1 é o 
mais prioritário)!!

Atribua a cada opção um grau nas categorias Impacto e Urgência, sendo:!
• CRÍTICO (C) - tem consequências diárias afetando muitas pessoas ou recursos essenciais, 

sendo essencial ao seu bom funcionamento/produtividade.!
• ELEVADO (E) - tem várias consequências afetando muitas pessoas ou recursos, sendo 

essencial ao seu bom funcionamento/produtividade.!
• MÉDIO (M) - tem várias consequências afetando algumas pessoas ou recursos, não sendo 

essencial ao seu bom funcionamento/produtividade.!
• BAIXO (B) - tem algumas consequências afetando poucas pessoas ou recursos, não sendo 

essencial ao seu bom funcionamento/produtividade.!
!
!
!!
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Objetivos da organização -> Objetivos relacionados com as IT!
IMPORTANTE: Os objetivos seguintes já estão ordenados por prioridade segundo sugestão do 
COBIT 5 para satisfazer os objetivos da organização acima especificados.!
As linhas mais carregadas delimitam blocos de objetivos que obtiveram as mesmas prioridades.!
O objetivo é validar esta ordem atribuindo para isso as classificações segundo as escalas 
especificadas.!!!

!

Objetivos relacionados com as IT Imp
acto

Urgê
ncia

Priori
dade

7. Entrega de serviços de TI, de acordo com os requisitos de negócio

1. Alinhamento das TI com a estratégia de negócios

10. Segurança da informação, infra-estrutura de processamento e 
aplicações

2. Conformidade das TI e apoio à conformidade do negócio para com 
as leis e regulamentações externas

5. Obtenção de benefícios vindos de investimentos potenciados pelas 
IT e serviços do portfólio

8. Uso adequado de aplicações, informação e soluções tecnológicas

12. Capacitação e apoio dos processos de negócio através da 
integração de aplicações e tecnologia nos processos de negócios

14. Disponibilidade de informação confiável e útil para a tomada de 
decisão

15. Conformidade das TI com as políticas internas

4. Gestão dos riscos do negócio relacionados com as TI

9. Agilidade das TI

11. Optimização dos ativos de TI, recursos e capacidades
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Tabela que relaciona os objetivos da organização com os objetivos 
relacionados com as IT!
!

!
LEGENDA:!

- S: Objetivo é secundário para atingir o objetivo da organização;!
- P: Objetivo é primário para atingir o objetivo da organização;!
- PP: Objetivo é primário e fundamental para atingir o objetivo da organização;!!!
!
Objectivos da organização:!

1. Continuidade e disponibilidade de serviços de negócios;!
2. Cumprimento das leis e regulamentos externos;!
3. Conformidade com as políticas internas;!
4. Otimização da performance dos processos de negócios;!
5. Otimização dos custos dos processos de negócios;!
6. Portfólio de produtos e serviços competitivos.!

Objetivos da organização
Objetivos IT 1. 2. 3. 4. 5. 6.

7. S S P S P

1. S P S P

10. P P P

2. PP P

5. S P P

8. S P S S

12. P S P

14. P S S S

15. S PP

4. P S S

9. P P

11. S P S
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MEIC - Alameda

Entrevista Almirante António Gameiro Marques!!!
1. Qual o “as is” no alinhamento/relacionamento entre os diversos organismos do Ministério da 

Defesa no âmbito do PGETIC?!

!
!
!
!
!
2. Qual deve ser o “to be” neste alinhamento/relacionamento?!

!
!
!
!
!
!
3. Como percepciona que a Força Aérea se posiciona/enquadra neste relacionamento e no grau 

de cumprimento/execução do PGETIC?!

!
!
!
!
!
!
4. Quais as prioridades e urgência da Secretaria Geral para o cumprimento do PGETIC, tendo 

em conta a execução do PAS?!

!
!
!
!
!
5. Apresentação dos resultados. Comparação das prioridades identificadas na Força Aérea com 

as identificadas na pergunta 4.!

!
!
!
!
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MEIC - Alameda

Entrevista Sub-Diretor DCSI!!!
1. Quais as prioridades a curto prazo (2 anos) da força aérea?!

!
!
!
!
!
2. Comparação destas prioridades com as prioridades identificadas na força aérea.!

!
!
!
!
!
!
3. Qual o maior foco de desenvolvimento tecnológico da força aérea?!

!
!
!
!
!
!
4. Qual a importância da DCSI/DIVCSI na força aérea?!

!
!
!
!
!
5. Qual o impacto da DCSI/DIVCSI na força aérea?!

!
!
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MEIC - Alameda

!
Entrevista Prof. André Vasconcelos!!

!
1. Qual o enquadramento do Ministério da Defesa na Administração Pública? E qual a sua 

relação com os outros Ministérios?!

!
!
!
!
!
!
2. Qual o estado de execução do PGETIC relativamente aos outros Ministérios?!
!
!
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