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Abstract—Industrial organizations use Energy Management
Systems (EMS) to monitor, control, and optimize their energy
consumption. Industrial EMS are complex and expensive systems
due to the unique requirements of performance, reliability, and
interoperability. Moreover, industry is facing challenges with
current EMS implementations such as cross-site monitoring of
energy consumption and CO2 emissions, integration between
energy and production data, and meaningful energy efficiency
benchmarking. Additionally, big data has emerged because of
recent advances in field instrumentation that led to the generation
of large quantities of machine data, with much more detail and
higher sampling rates. This created a challenge for real-time
analytics. In order to address all these needs and challenges,
we propose a cloud-native industrial EMS solution with cloud
computing capabilities. Through this innovative approach we
expect to generate useful knowledge in a shorter time period,
enabling organizations to react quicker to changes of events and
detect hidden patterns that compromise efficiency.

Index Terms—Energy efficiency, energy management systems,
cloud computing, big data

I. INTRODUCTION

The industrial sector produces the most CO2 and is one
of the largest consumers of electricity worldwide, at a rate
that continues to grow annually [1]. However, due to limited
resources and high costs, energy production is not growing at
the same ratio, resulting in a demand-supply mismatch [2].
In an effort to close this ever-widening gap, energy suppliers
and consumers are working together to keep demand under
acceptable and secure levels. Energy suppliers run a set of
Demand Response (DR) programs that influence consumers
to amend their energy consumption, through changes in the
price of electricity or by financial incentives [3]. On the other
hand, energy consumers can use their available energy more
efficiently by their own initiative. In order to accomplish
this, industries must find inefficiencies and reduce energy
consumption without affecting their business and production
processes. In residential and commercial sectors, this essen-
tially involves using energy efficient equipment or dimming
out lights and heaters. In contrast, energy efficiency initiatives
encounter unique difficulties in the industrial sector, including
production and quality constraints, multiple energy tariffs, and

consumption and emission restrictions that make the task of
saving energy more complex. EMS are tools that monitor,
control, and optimize energy consumption [4]. Nevertheless,
literature, research projects, studies and industry expertise,
make clear that there is a need for a novel and robust platform
capable of providing more and better energy information
monitoring, integration, repository, and analytics towards a
future energy efficient manufacturing (see Table I). In addition,
recent advances in hardware, networking and software of
sensor and control equipment, resulted in a massive increase
of machine data in terms of volume, variety and velocity (the
three V’s of big data), that hinders the capability to collect,
monitor, and analyze all these data [5].

In the meantime, cloud computing is coming to the forefront
and being applied to various fields. Its main application
is solving large scale computation problems by optimizing
and combining distributed resources [6]. Cloud computing
is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and
services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction [7].
It provides several benefits such as saving of IT costs and
maintenance, strong integration capabilities, short time-to-
benefit, and scalable computation on demand that keep up with
customer needs [8]. These benefits have pushed many resi-
dential and commercial EMS solutions to the cloud [9]–[11].
Hence, based on our research across publications, research
projects, and industry trends (e.g., IMC-AESOP, IMS2020,
Industry 4.0, Internet of Things, Cyber-Physical Systems),
we believe that the industrial sector will also incorporate
cloud technologies in their energy management and production
processes in the near future. Therefore, the central motivation
for this work is to study the migration of industrial EMS to
the cloud, evaluate the possibilities to achieve more energy and
cost savings, taking advantage of the latest cloud computing
and big data technologies, and finally propose a solution
(see Section III). The conclusions of this work will then
be validated by developing, deploying and evaluating the



feasibility and performance of a cloud-native industrial EMS
proof of concept with big data capabilities.

A. Research methodology

A research methodology road map was outlined that in-
volved a comprehensive research on current literature, surveys,
and discussions with industry experts from ABB, in order to
identify the needs of industrial companies. ABB is an engi-
neering company, leader in power and automation technologies
that improve the performance of utility and industrial cus-
tomers, while lowering environmental impacts. The research
finished with topic consolidations and refinements in order to
shape the solution proposal. Finally, to prove the feasibility
of this work’s claims, a proof of concept was developed and
evaluated.

B. Document organization

The following Section II addresses the research background
regarding this work. The solution proposal can be found
in Section III and its evaluation in the following Section
IV. Finally, Section V presents the final conclusions and
summarizes the most important aspects.

II. RESEARCH BACKGROUND

Energy management stands for all the measures and ac-
tivities which are planned or executed in order to minimize
the energy consumption of an organization [4]. It affects all
organizational and technical processes, in order to reduce,
within economical constraints, the consumption of energy and
increase energy efficiency. In fact, energy management is ben-
eficial for economic, environmental and social reasons [12].

EMS are energy management tools used in a wide variety
of applications, to effectively monitor, optimize and control
power generation, distribution and consumption. The main
goal of these systems is to increase energy efficiency and thus
achieve energy savings, through continuous monitoring and
maintenance of sites, improving the operation of equipment
and decreasing energy consumption without compromising the
customer needs [15]. Since lowering the energy costs increases
the profit, the search for energy saving potentials always
affects the bottom line. On the other side, one of the barriers
to the adoption of EMS is the capital investment necessary to
deploy and maintain these systems.

A. Survey on industry trends and current EMS

At present there are many researchers actively researching
the future of smart and green manufacturing architectures.

IMC-AESOP is an EU-funded research project that re-
searches a novel cross-layer Service Oriented Architecture
(SOA)-based architecture, entitled “Cloud of Services”, as the
future of industrial infrastructures.

Cyber-physical system (CPS) refers to a new generation of
intelligent and real-time control and Internet of Things (IoT)
systems with integrated computational, communication, sensor
and actuation capabilities.

Industry 4.0 is a term coined by the German government
under the premise of “Smart Factories” [17]. It stands for the
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Fig. 1. Real-time is a requirement in industrial decision-making because
any disturbance affects several domains at the same time such as energy,
production, and quality (adapted from [16]).

coming industrial revolution guided by the introduction of the
IoT, CPS, big data, and cloud computing into the manufac-
turing environment. The basic principle is that by connecting
machines, work pieces and systems, via the Internet we are
creating intelligent networks along the entire value chain that
can control each other autonomously.

To understand the current state of EMS solutions we con-
ducted a survey on industrial EMS solutions standards (ABB
cpmPlus EM, GE XA/21) and on EMS with cloud capabilities
(DemandSMART, ClockWorks, EEMSuite, Powertech). Our
findings show that the current cloud-base EMS are more
focused on the residential and building sectors to mainly
manage utilities or heating systems. In addition, current on
premise industrial EMS have stronger monitoring and con-
trolling capabilities, but are weaker on the integration and
analytics side (see Table II).

III. SOLUTION PROPOSAL

The functionalities that a cloud-native industrial EMS may
offer as a service are endless. However in regard to the
current industrial energy management needs, the key features
that we propose that any novel industrial EMS system must
have are real-time cross-site energy consumption monitoring,
integration and benchmarking between energy and machine
data, and meaningful energy data analysis and cost allocation.

A. Risks and concerns

The adoption of a cloud approach on a traditional and
sensitive domain as the industrial domain, raises some valid
concerns:

1) Security and privacy: Handing over sensitive data and
sharing infrastructures worries managers. The solution relies
on the right cloud deployment architecture such as private or
hybrid clouds—with sensitive data on premise—and proper
secure and encryption techniques.

2) Performance and reliability: Real-time monitoring sys-
tems are hard to implement in the cloud, due to latency issues.
However, energy monitoring is a non-sensitive operation,
usually performed per min. or every 15 min. The right cloud
setup can provide at least equal or faster times.



TABLE I
SUMMARY OF CURRENT INDUSTRY CHALLENGES AND HOW CLOUD TECHNOLOGIES COULD ADDRESS THEM [2], [12]–[15]

Industry challenges Cloud computing resolutions

Challenges Implications Cloud benefits Added value

Industries have complex infrastruc-
tures and operations

Industrial EMS are expensive and
harder to implement

Cloud solutions reduce investment
and maintenance costs and with
less time-to-benefit

Organizations can now afford to
have an EMS with less investment
and maintenance costs

Sites are often geographically dis-
tributed and self-managed

Hinders the ability to have a multi-
site energy management

Cloud solutions are centralized
with easy access to data

Achieve energy monitoring and an-
alytics across sites

Weak integration between energy
and production data

Manufacturing is not energy-aware
and decision making is not in-
formed nor based on real-time data

Cloud can provide interoperability
and integrate data from external
systems

React faster to changes with data
driven and informed decisions

Weak and decentralized energy ef-
ficiency and cost analysis tools

Harder to benchmark energy usage
and strategies across sites

Centralized correlation of data
from all production levels

Derive knowledge from energy use
and identify inefficiencies

Huge amounts of machine and en-
ergy data to analyze and process

Guesswork to find consumption in-
efficiencies and optimal schedules

Cloud can optimize the perfor-
mance of scheduling algorithms

Find hidden patterns and produce
new, faster and richer knowledge

TABLE II
SUMMARY OF GENERAL FEATURES PROVIDED BY CURRENT EMS:
4 SUPPORTED, 7 : NOT SUPPORTED, - : UNKNOWN INFORMATION
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Target Market
Building Sector (HVAC) 4 4 4 4 - -
Industrial Sector 4 - 4 - 4 4

Cloud Technologies
Cloud storage - 4 4 4 7 7

Cloud capabilities (Scalablity, etc.) - 4 - - 7 4

Cloud deployment (SaaS, Paas, IaaS) 4 4 4 4 7 7

Data Integration
Energy meter data gathering 4 4 4 4 4 4

Equipment status gathering 7 4 4 4 4 4

Environmental data gathering 7 4 4 - 4 4

Production data integration 7 7 7 7 - -

Data Mining and Analysis
Unsual pattern detection 4 4 7 - - -
Efficiency advisory - 4 7 4 - 4

Cost allocation - 7 4 4 4 -
Demand forecast 4 7 7 4 4 4

Energy-use Evaluation
Equipment efficiency benchmarking - 4 - 4 - -
Process efficiency benchmarking 7 7 - 7 - -
Multi-site benchmarking 4 4 - - - 4

KPI for energy efficiency 4 - - 4 - 4

Monitor and Control
Real-time monitor 4 4 4 4 4 4

Remote control - - 7 4 4 -
Load Management capabilities - 7 4 - 4 4

Demand Response capabilities - 7 7 4 - -
Alarms 4 7 4 4 4 4

B. Bigdata challenge

Recent advances in control and sensor devices have resulted
in the generation of large quantities of data (the volume of
bigdata). These equipment now produce data with much more
detail and in a much higher frequency (the velocity of bigdata).
Therefore, time series data automatically originated from

thousands of different sensors and customers (the variety of
bigdata), presents a technical challenge in terms of collecting,
storing, and processing these data in a real-time basis, and at
the same time produce meaningful knowledge. Our solution
proposal applies big data techniques, like batch and real-time
computation, to provide real-time analytics on large quantities
of incoming energy and machine data streams.

C. Conceptualization
Based on Marz and Warren [18] lambda architecture and

Goldschmidt et al. [19] time-series cloud architecture for
industrial processes, our architecture relies on two parallel
layers that process continuous data streams as follows (see
Figure 2):

1) Energy Monitoring (Real-time computing): This high-
speed pipeline layer processes all incoming time-series data,
applies simple data transformations, and outputs the processed
data without storing it. The main concern of this layer is to
transfer data from one end of the system (sites) to the other
(desktop and mobile clients) as fast as possible, so that users
can react faster to quick changes of events.

2) Energy Analytics (Batch processing): This slow-speed
layer also processes all incoming data. However, it au-
tonomously stores and analyzes these data using a series of
pre-defined programs (“jobs”). Its goal is to compute complex
algorithms that produce knowledge from all available data
sources, also known as Knowledge Discovery in Databases
(KDD).

D. Implementation
This work intends to provide a sustainable and conceptual

architectural solution common to any cloud-native industrial
EMS. Nevertheless, to prove the feasibility and claims of this
work’s contributions, the authors developed a proof of concept,
entitled Energy Cloud. Running entirely in the cloud, this
implementation is a scalable and real-time industrial energy
management system capable of monitoring (Energy Moni-
toring) and analyzing (Energy Analytics) time series energy
metering data from external or simulated energy meters.

In this prototype, the authors only focus on a specific set of
use cases that highlight the use of the cloud in this domain (see
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Fig. 2. Conceptual architecture for a cloud-native industrial EMS.

section IV). The following sections depict the technologies and
implementations for each architectural component and how
they work together as a unified solution.

1) Energy Cloud: Dashboard is the front-end system that
enables interaction between the user and the system. The
monitoring page, based on the innovative Freeboard.io library,
uses a set of widgets to visualize real-time data in lines (to
display the variation of energy consumption over time), pies
(to depict the ratio of consumption per site), and columns (to
have a side-by-side comparison of energy usage per site).

By default, the screen comes with a fixed widget that shows
an overview of the energy consumption of all sites. The user
can then dynamically customize the rest of the screen with
other widgets. All these widgets subscribe to internal and
external data sources (using e.g. WebSockets or JSON) that
update their visualization automatically (see Figure 3).

Analytics API is a back-end system that handles requests
from the Dasboard or any other external system. Using Spring,
this web API offers a set of operations to pull historical
energy consumption measurements or previously calculated
KPI from the Timeseries DB. It also offers options to execute
on-demand Energy Analytics computation jobs. Background
threaded daemons hold on to these requests and reply to them
as soon as the operations are completed.

Message-oriented Middleware is the cross-layer compo-
nent that enables communication of messages between several
distributed systems. In this case, there are many open source
options to choose from. But since the AMQP industry standard
protocol was needed to support a wider variety of developer
platforms, the authors chose RabbitMQ because it is a robust,

yet easy to use and deploy queue messaging system. A
collection of exchanges and queues were created to queue all
input data that comes from the Data Collector to be consumed
by both computing layers, and all output data from the Energy
Monitoring layer, to be consumed by the Real-Time Messaging
Servers.

2) Energy Monitoring: Storm Cluster is essentially a
distributed set of Apache Storm virtual machines that con-
tinuously compute unbounded streams of data in a very fast
manner. This open-source, fully scalable, fault tolerant, and
distributed system, recently clocked one million 100 byte
messages per second per node (2xIntel E5645 2.4Ghz pro-
cessors and 24Gb memory). A custom topology (a graph of
parallel computation nodes) was developed to consume, filter,
normalize, sample and compute incoming energy metering
data streams in short time windows (e.g. 5 or 10 seconds)
and find the most significant energy consumers per site (e.g.
top 5 consumers).

Real-Time Messaging Servers are network servers that
consume data from the MoM and distribute them to any sub-
scribed client through WebSockets. The authors used Node.js
to manage all the WebSockets connections and to push in real-
time any incoming data from the MoM queues to every client
listening for it.

3) Energy Analytics: Hadoop Cluster is a set of batch
processing clusters that perform complex computations. There
are endless opportunities here and much research has been
made in the last years in the fields of data mining, machine
learning, pattern recognition and others. In this proof of
concept, a simple use case was chosen to demonstrate the
inherent possibilities. Based on the work of Anna Koufakou
et al. [20], the authors developed a simple outlier detection
system (MR-AVF) to identify energy consumption peaks per
site. The user is then aware of significant energy usage that
might be inefficient or unexpected, and later lead to higher
energy costs, or worst, result in penalties from the energy
providers from crossing a contracted limit. Therefore, it is of
the utmost importance to keep these peaks under control.

The MR-AVF is based on the Map Reduce paradigm for par-
allel programming. It provides high-speed and scalable outlier
detection by analyzing each individual point and categorizing
it by the average rate of occurrence. The more infrequent or
irregular a value is, the more likely it is to be an outlier. This
rather simple approach is easy to parallel and implement. Even
though, it is faster and sometimes more efficient than other
more complex calculations.

Timeseries DB and Distributed Historical Storage are
the persistent data store components that archive data from
the computation layer. Following the lambda architecture
principals, every detailed raw data is time-base stored and
immutable. The authors used KairosDB, a fast distributed scal-
able time series database, that works on top of Cassandra, an
industry standard for distributed NoSQL databases. KairosDB
provides us with an easy to use abstraction layer (API) to
push and pull time series data from the Cassandra cluster. This
setup was proved to be very robust, scalable, and suitable for



industrial processes by Goldschmidt et al. [19]. A cluster of
24 KairosDB nodes could handle the workload of a large city
(6 million smart meters).

E. Deployment

This work’s proof of concept was deployed on ABB’s devel-
opment cluster that runs Openstack, an open source software
for building private and public clouds. All the components de-
scribed before, except the Storm cluster, were deployed on top
of Cloud Foundry, a Platform as a Service (PaaS) system that
made the deployment of the developed applications in Spring
and Node.js, and services, such as the KairosDB, RabbitMQ
and Cassandra, much easier. Furthermore, it provided us with
easy to use commands to vertically and horizontally scale all
the components independently.

IV. EVALUATION

To prove the application and benefits of the cloud in current
EMS, the authors focused on five use cases, extrapolated from
recent literature and industry experts’ expertise, that represent
innovative functionalities that the industry lacks or that could
not be easily obtained in a multi-site management without
the cloud. Each use case was then evaluated regarding the
following questions:

Q1: What is the value added by the use case? Q2: How easy
is it to obtain the same results without the use of the cloud?
Q3: Which aspects of the cloud does this use case highlight?
Q4: How is this use case implemented?

A. UC1: Monitor the most significant energy consumers

The most significant energy consumers need to be au-
tonomously identified, monitored and analyzed in real-time
because they are the ones that contribute the most for the
energy costs. This use case also supports the judgment as to
whether anticipated energy savings like DR, the scheduling of
tasks to avoid peaks loads, and as to whether take advantage of
on-site power generation during production [12]. This requires
standardization of data collection, on-line data processing and
visualization techniques [21].

Q1: Increase industrial energy efficiency by monitoring and
identifying unaware high consumers of energy. Q2: Moderate,
because with current on premise systems only results from
individual sites can be obtained. Performance is also limited to
system’s capabilities. Q3: Real-time analytics. Q4: The Energy
Monitoring layer computes the top consumers per site in a
real-time basis (see Figure 3).

B. UC2: Calculation of energy performance indicators (KPI)

The system must calculate energy related KPI to enable ac-
tors within an organization to react to negative developments.
Nowadays, there is a need for effective energy efficiency KPI
to track the changes and improvements on both process and
plant level [12].

Q1: Increase industrial energy efficiency by identifying en-
ergy improvement opportunities, increase energy consumption
awareness and assist the development of strategies. Q2: Hard

Fig. 3. Monitoring dashboard has a global overview of the energy consump-
tion and the top consumers per site, and other individual measurements.

for large and complex sites because performance is limited to
the local system capabilities. Q3: Data integration and cloud
computing. Q4: Both computing layers compute and archive
different KPI.

C. UC3: Historical data visualization and correlation

Users must be able to correlate energy, automation, and
external data to identify inefficiencies. Especially, energy
consumption behaviors should be analyzed using different
timescales to identify peak loads that may result in surcharges
from the energy provider [21].

Q1: Increase energy consumption awareness. Q2: Hard with
multi-site correlation, because without the cloud, this involves
having to transfer and import data between systems. Q3: Data
integration and easy access to data. Q4: With the Dashboard,
the user can correlate and visualize external and historical data
stored in the Distributed Persistent Storage (see Figure 4).

Fig. 4. Analytics dashboard to visualize and correlate historical data and
previously calculated KPI.

D. UC4: Pattern matching and data usage analysis

The system must derive intelligence from data streams to
enable low-latency decisions in response to changing condi-
tions. For example, using pattern matching techniques, the
system must be able to unveil patterns in a data stream of
events, such as abnormal behaviors, or identify different stages
of production to quantify idle time [21].



TABLE III
SUMMARY OF THE ENERGY PERFORMANCE INDICATORS (KPI) USED IN THE ENERGY CLOUD PROJECT [21]

KPI Indicator Focus Description

Power Energy consumption Instantaneous or average power used by a process

Energy consumption Energy consumption Energy input into a process during a defined time period

Production energy consumption Energy consumption Energy consumption per manufactured product (items or units)

Energy costs Energy costs Monetary cost of energy used including fixed and variable components

Production energy costs Energy costs Energy costs per manufactured product

Energy losses Energy efficiency Energy use associated with non-value adding process steps or operating states

Energy efficiency Energy efficiency Ratio between the total energy used and the one used only in production

Q1: Increase industrial energy efficiency by identifying
inefficiencies. Q2: Hard for large and complex sites because
performance is limited to the local system’s capabilities.
Q3: Data integration and cloud computing. Q4: The Energy
Analytics layer continuously analyzes and computes incoming
data and perform complex computations (e.g. MR-AVF) to
autonomously derive more knowledge.

E. UC5: Benchmark energy usage and efficiency

Benchmarks for similar equipment should be facilitated.
Benchmarks should be available, stating where other sites
or even other companies with the same challenges stand, in
order to increase energy efficiency with the same process
quality [12].

Q1: Increase energy efficiency by providing benchmark met-
rics. Q2: Very hard, because on premises, there may not exist
the necessary statistic population number to benchmark. Q3:
Data integration and cloud computing. Q4: On-demand data
mining jobs in the Energy Analytics layer can browse through
the multiple datasets and compare energy usage profiles.

V. CONCLUSIONS AND FURTHER WORK

Following the current industry trends regarding smart and
future production, this work focuses how industrial EMS can
be enhanced with the use of the cloud. We propose a novel
architectural solution to address the industrial needs with
current EMS implementations and to cope with the big data
challenges involved. Our research shows that the application of
these technologies can raise new opportunities for energy and
cost savings. For further work, we intent to perform extensive
performance benchmarking tests using real energy data from
ABB’s sites.
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