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Abstract

The purpose of this dissertation is to study the security of cryptographic systems based on elliptic
curves, using Kolmogorov complexity and one-way functions as the main tools to analyze the security
of each scheme.

The main motivation for this thesis is understand the individual approach of analyzing one-way
functions using Kolmogorov complexity. Knowing that trapdoor one-way functions are sufficient to
the construction of public key encryption and signature schemes and understanding elliptic curves and
cryptography was also a motivation to analyze a cryptographic scheme based on elliptic curves and
defined through trapdoor Kolmogorov one-way functions.

We will define a new family of functions and will call them trapdoor Kolmogorov one-way functions.
We will also prove that for each function, the number of trapdoors is always lower, (by a polynomial
fraction), than the number of possible trapdoors.

We will present a public key cryptographic system based on elliptic curves and we will denote by
f a function that emulates the system. We will draft conclusions on the security of the cryptographic
scheme, based on observations made on the size of each private key as we arrive to an asymptotic result
that yields a lower bound on the length of each private key.

Assuming that ECDLP is not in P, we will prove that a function f is a Kolmogorov one-way
function and, with the the help of auxiliar function, can be extended to an element of a family of
trapdoor Kolmogorov one-way functions.
Keywords: Kolmogorov complexity. Trapdoor Kolmogorov one-way function. Elliptic curves
cryptography. Cryptographic security.

1. Introduction

This thesis consists on defining a new family of func-
tions called trapdoor Kolmogorov one-way functions
and exploring the application of this new class in
public key encryption. We look in detail to the case
where the cryptographic scheme is based on elliptic
curves.

The main motivation for this thesis is understand
the individual approach of analyzing one-way func-
tions using Kolmogorov complexity. Knowing that
trapdoor one-way functions are sufficient to the con-
struction of public key encryption and signature
schemes and understanding elliptic curves and cryp-
tography was also a motivation to analyze a crypto-
graphic scheme based on elliptic curves and defined
through trapdoor Kolmogorov one-way functions.

The Kolmogorov complexity, K(x), (see [6] and
[5]) of an object x is the length of the shortest pro-
gram producing x in a universal Turing machine.
The time-bounded version of Kolmogorov complex-
ity Kt(x), is the length of the shortest program pro-

ducing x within time (|x|).
Intuitively, a one-way function is a function that

is easy to compute but hard to invert. The exis-
tence of these functions is an open question which
implies P 6= NP, [7]. Given the importance of one-
way functions and the impact of their applications,
we analyze them at an individual level using Kol-
mogorov complexity. Classically there are several
definitions of one-way functions, namely: strong,
weak and deterministically, (see [4]). An interest-
ing fact about strong and weak one-way functions is
that, although their definitions are not equivalent,
weak one-way functions exist if and only if strong
one-way functions exist, see Proposition 5.

We introduce a new family of functions, that we
call Trapdoor Kolmogorov one-way function. These
are are Kolmogorov one-way functions f as in [1]
with the extra property that there exists a polyno-
mial time function h that for each function of the
family, provides as input an extra information that
one can use to invert the function f in polynomial
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time. Following the same rational we define what
trapdoor strong one-way function, trapdoor weak
one-way function and trapdoor deterministic one-
way function are. We set an upper bound for the
number of possible trapdoors that each trapdoor
Kolmogorov one-way function has.
The subject of elliptic curves is one of the jewels

of the nineteenth-century mathematics, originated
by Abel, Gauss, Jacobi and Legendre. In order to
use elliptic curves in computational problems, one
has to look to the case where elliptic curves are
defined over a finite field. One of many problems
studied when working with elliptic curves over fi-
nite fields, is the elliptic curves discrete logarithm
problem defined as follow: Given two rational points
P and Q one desires to find an integer x such that
xP = Q, see details in Definition 10. This prob-
lem yields an EL Gamal encryption scheme 2.2. See
more details in [2], [8] [3] and [10].
The main issue on each encryption scheme is the

security of the scheme. One simple does not work
with one scheme if this is not strong enough against
different attacks. How secure an encryption scheme
is and how can one evaluate this, are some of the
questions that we attempt to answer through this
work. We aim to build a cryptographic system that
corresponds to the ECDLP and does not lie inP, we
will see that in order to ensure this, we will impose
restrictions to our set of private keys. Using the
cryptographic system based on the elliptic curves
we prove that the function f that emulates the sys-
tem is honest, (the object and the image are poly-
nomial related), injective and computable in poly-
nomial time. These results will help us prove that if
ECDLP is not in P then f is a Kolmogorov one-way
function, see more details in Theorem 21.
Finally using the results obtained and our initial

definition of trapdoor Kolmogorov one-way func-
tion, we can build a polynomial time function that
outputs a trapdoor for f . Using this we can ex-
tend the definition of f to a trapdoor Kolmogorov
one-way function candidate, see more in 23. It is
important to note that all these results are obtained
under the assumption that the ECDLP is not in P.

2. Backgroud

We present the basic definitions and results needed
for the rest of this paper. In this first section we
will present results on one-way functions using Kol-
mogorov complexity and on cryptographic schemes
based on elliptic curves.

2.1. One-way functions
Definition 1. A function f is said to be honest
if |f(x)| and |x| are polynomially related, i.e. for
some k > 0 and for every x ∈ Σ∗ we have:

(|f(x)| ≤ |x|k + k) ∧ (|x| ≤ |f(x)|k + k).

From now on, we will consider f to be an honest
function.

Definition 2 (Deterministic one-way function).
A function f : Σ∗ → Σ∗ is said to be a determinis-
tic one-way function if the following two conditions
hold:

1. There is a deterministic polynomial time algo-
rithm A such that on every input x we have
that A(x) = f(x).

2. For any deterministic polynomial time algo-
rithm B, for some polynomial q(.) and for every
sufficiently large n,

prx∈Σn [f(B(f(x), n)) 6= f(x)] >
1

q(n)
.

Definition 3 (Weak one-way function).
A function f : Σ∗ → Σ∗ is said to be a weak one-way
function if the following two conditions hold:

1. There is a deterministic polynomial time algo-
rithm A such that on every input x we have
that A(x) = f(x).

2. For any polynomial t(.), there is a polynomial
q(.) such that for every probabilistic t-time
bounded algorithm B and for every sufficiently
large n,

prx∈Σn [f(B(f(x), r, n)) 6= f(x)] >
1

q(n)
.

Definition 4 (Strong one-way function).
A function f : Σ∗ → Σ∗ is said to be a strong one-
way function if the following two conditions hold:

1. There is a deterministic polynomial time algo-
rithm A such that on every input x we have
that A(x) = f(x).

2. For any polynomial t(.), for every positive
polynomial q(.), for every probabilistic t-time
bounded algorithm B and for every sufficiently
large n,

prx∈Σn [f(B(f(x), r, n)) = f(x)] <
1

q(n)
.

In the previous definitions r denotes the random-
ness used by the algorithm B that tries to invert f .
As we will see in the next proposition, it is very
easy to relate these three definitions.

Proposition 5. Take f : Σ∗ → Σ∗.

1. If f is a strong one-way function, then f is a
weak one way function.

2. If f is a weak one-way then f is a deterministic
one-way function.
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The next result relates the notion of strong one-
way function, presented in Definition 4 and Kol-
mogorov complexity. This result will be used later
to establish an upper bound for the number of trap-
doors a function can have.

Theorem 6. Let f be an injective and polyno-
mial time computable function. If f is a strong
one-way function, then for every constant c and
for every polynomial t(.), the expected value of
Kt

f (x|f(x), r, n) over pairs (x, r) ∈ Σn × Σt(n), is
larger than c logn for every sufficiently large n.

We will define a class of one-way functions using
Kolmogorov complexity.

Definition 7. Let f : Σ∗ → Σ∗ be an injective
and polynomial time computable function such that
|f(x)| = m(n) for all x ∈ Σn, where m is some
polynomial. We say that f is a Kolmogorov one-
way function if for every polynomial t(.), for every
positive integer c, for every sufficiently large n and
for every x of length n,

Kt
f (x|n)−Kt

f (x|f(x), n) ≤ c logn.

We can easily relate a Kolmogorov one-way func-
tion with a deterministic one-way function. This
result is presented in the next theorem.

Theorem 8. If f is a Kolmogorov one-way function
then f is a deterministic one-way function.

The interested reader can find the proof of
Proposition 5, the proof of Theorem 6 and the
proof of Theorem 8 in [1].

2.2. Elliptic curves cryptography
Public key cryptographic systems are systems
where the enciphering function is public. We will
see, as an example, the El Gamal method for ellip-
tic curves. This is a special method for the discrete
logarithm problem as we present in the next defini-
tion.

Definition 9. Let G = 〈g〉 be a cyclic abelian finite
group and h ∈ G. The discrete logarithm problem
(DLP) is the following: Knowing G, g, h and finding
whether there is x ∈ Z such that h = gx or not.

Let us consider E to be an elliptic curve defined
over a finite field Fq, where q ∈ Z and let us denote
by E(Fq) the set of rational points of E.

Definition 10. Let E be an elliptic curve over a
field Fq and P a point in E(Fq), then the Elliptic
Curve Discrete Logarithm Problem or ECDLP on E
is the following:

• Instance: Given a base point P ∈ E(Fq) and a
point Q ∈ E(Fq).

• Question: Find an integer x ∈ Z such that
xP = Q, if such an integer exists.

It is interesting to see that if one has access to
factorization into primes pi of:

n = |G| =
k∏

i=1

peii

then one can reduce the ECDLP into a DLP. In
fact, one has to reduce G into G mod pi for each
prime factor pi of n and then apply the Chinese
Remainder Theorem to build a DLP. Later we
will find an example of such reduction. Using this
reduction one can easily conclude that studying
the security of an ECDLP is the same as studying
the security of the DLP from which the ECDLP
reduces to.

Definition 10 yields the cryptosystem that we
will study. Let E be an elliptic curve over Fq and
P ∈ E(Fq). The ECDLP is the question to know if
a given point Q ∈ E(Fq), there exists an integer n
with Q = nP and if one can compute this n. The
main point of this El Gamal method is that the DLP
is hard to solve. The interaction in cryptosystem
between the sender and the receiver is described as
follows:

1. Sender has a secret message m that wants to
send to the receiver.

2. Sender and Receiver agree on P ∈ E(Fq) pub-
lic.

3. Receiver chooses n ∈ Z secretly, computes nP
and sends it to the sender.

4. Sender picks k ∈ Z secretly, computes kP and
m+ k(nP ) and sends it to the receiver.

5. The receiver computes m+k(nP )−n(kP ) = m
and obtains the secret message.

Both the MOV attack and the anomalous attack
yield some necessary conditions regarding the
security of the cryptographic system. Although
we will not study these conditions deeply, (the
interested reader can learn more about them in
[3]), we will take them into consideration when
building a cryptographic system. From now on we
will only work with elliptic curves generated using
an algorithm presented on Chapter 6 of [3].

We will now present an example of an attack that
uses the baby step giant step method and the Chi-
nese Remainder Theorem. This example will moti-
vate us to impose a new restriction to the crypto-
graphic system in order to make it more secure.
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Example 11. Consider the following elliptic curve,

E : Y 2 = X3 + 71X + 602

over the finite field F1009. The group order of
E(F1009) is 1060 = 22.5.53. Suppose the two points:

P = (1, 237), Q = (190, 271)

are given and the solution to the Q = [m]P . First
notice that P has order 530 = 2.5.53 in the group
E(F1009). Hence by the above reduction of Pohlig
and Hellman, the computation of m can be reduced
to the computation of m modulo 2,5 and 53. Lets
start by computing the solution modulo 2.

One multiplies P and Q by n
2 = 530

2 = 265. This
leads to:

P2 = [265]P = (50, 0)

Q2 = [265]Q = (50, 0).

The system to find m mod 2 is simply given by:

Q2 ≡ [m mod 2]P2,

hence m ≡ 1 mod 2.

We will now do the same for m mod 5. One
multiplies P and Q by 530

5 = 106. This leads to the
following:

P5 = [106]P = (639, 160)

Q5 = [106]Q = (639, 849)

Q5 ≡ [m mod 5]P5.

Hence m ≡ 4 mod 5.

Finally we do the same for modulo 53. We mul-
tiply P and Q by 530

53 = 10 and obtain the following:

P53 = [10]P = (32, 737)

Q53 = [10]Q = (592, 97).

Clearly we could use brute force to calculate the
value of m module 53 but instead we will use the
baby step giant step method.

As we have seen, we have to calculate the value
of a and b in the following equation:

m = ⌈
√
n⌉a+ b.

In this case we take n = 53 and ⌈
√
53⌉ = 8, this

means that one needs 8 baby steps. After computing
the baby steps one computes one giant step at a time
and compares it with the baby steps computed before.

One notices an identity with a = 6 and b = 0, what
leads to:

m = 8a+ b
= 8.6 + 0
= 48
=⇒ m ≡ 48 mod 53.

Using the three results and Chinese Remainder
Theorem one has that m = 419. ⊲

3. Results

We present a new class of functions called trapdoor
Kolmogorov one-way functions. We study the secu-
rity of a cryptographic system and propose a can-
didate function that emulates the system and is a
trapdoor Kolmogorov one-way function.

3.1. Trapdoor Kolmogorov one-way function
We will look in detail to the case where our one-way
function has a trapdoor that provides extra infor-
mation. The trapdoor will be important to extract
some extra information about the function in study.
We will define these functions through Kolmogorov
complexity and prove some results.
We will study one-way functions that map objects
from a set of arity n to a set of arity m(n), meaning

f : Σn → Σm(n),

wherem is some polynomial. We will consider these
functions as a family {fn}n∈N.

Definition 12. Let {fn}n∈N be a family of Kol-
mogorov one-way functions, such that:

fn : Σn → Σm(n).

Where m is some polynomial. We say that {fn}n∈N

is a trapdoor Kolmogorov one-way function family if
there is a function:

h : N → Σt(n),

for t polynomial time function, such that

Kt
fn
(x|fn(x), h(n), n) ∈ O(1).

We call h our trapdoor function.

Taking advantage of this new definition we can
define strong, weak and deterministic one-way func-
tions with the trapdoor property.

Definition 13. We say that a family of {fn}n∈N is
a family of trapdoor strong one-way function, trap-
door weak one function or trapdoor deterministic
one-way function if each element fn of the family is
respectively a strong one-way function, weak one-
way function or deterministic one-way function and
if there is a computable function h : N → Σn such
that:

Pr(x,h(n))∈Σn×Σt(sn) [fn(B(fn(x), h(n), n)) = fn(x)]
= 1.

4



From now on, every time we say that f trapdoor
one-way function, we will be referring to a func-
tion f that belongs to a family of trapdoor one-way
functions.
We can prove a result similar to the result of The-
orem 8 for this new definition.

Proposition 14. If f is a trapdoor Kolmogorov
one-way function, then f is a trapdoor deterministic
one-way function.

Proof. From Theorem 8 we know that if f is a kol-
mogorov one-way function, then f is a deterministic
one-way function. We just have to proof the trap-
door property. Since f is a trapdoor Kolmogorov
one-way function we know that:

Kt
fn
(x|fn(x), h(n), n) ∈ O(1).

Then for any x there is an algorithm A that
with fn(x), h(n) and n, it outputs x, i.e. for
a universal Turing machine U we have that
U(A(fn(x), h(x), n) = x. We know that any A
has constant size. Lets take c = max{|A| :
∀x, U(A(fn(x), h(x), n) = x}. There are 2c pos-
sible algorithms A. Lets consider B to be an algo-
rithm such that it runs all possible algorithmA with
f(x), h(n) and n and it checks whether the output
is x or not. Then the following holds:

Pr(x,h(n))∈Σn×Σt(sn) [(B(fn(x), h(n), n)) = x] = 1.

It remains to show that B runs in polynomial time.
Since c is a constant we have that 2c is a constant
and since A runs in polynomial time, we have that
B runs in 2cTIME(A) which is also polynomial,
where by TIME we understand the polynomial
running time of A.

For a given one-way function f , if for every s ∈ N,
we have that s is a trapdoor for f , then f does
not provide any security for the problem. Therefore
we aim to find one-way functions with a limited
number of trapdoors. The next theorem imposes
some limits to the number of trapdoors for each
problem. We prove this theorem for strong one-way
functions. From Proposition 5 we can extend this
result to weak and deterministic one-way functions.

Proposition 15. Let f be a trapdoor strong one-
way function and

H = {r ∈ Σt(sn) : Kt
f(x|f(x), r, n) ∈ O(1)}

Then for n large enough and x ∈ Σn we have that:

#H = h < 2t(sn) − c log(n)q(n)

2n−1

Proof. From Theorem 6 we know that if f is injec-
tive and a strong one-way function, then for every
constant c and for every polynomial t(.) we have
that:

E[Kt
f(x|f(x), r, n)] > c log(n)

Lets explore the expected value:

∑
x∈Σn

∑
r∈Σt(sn) Pr(B(f(x), r, n) = x)ktf (x|f(x), r, n)

> c logn
⇔∑

x∈Σn

∑
r∈Σt(sn)

1
q(n)k

t
f (x|f(x), r, n) > c log(n)

⇔∑
x∈Σn

∑
r∈H

1
q(n)k

t
f (x|f(x), r, n)

+
∑

x∈Σn

∑
r∈Σt(sn)\H

1
q(n)k

t
f (x|f(x), r, n)

> c log(n)
⇔
2n−1hO(1) +

∑
x∈Σn

∑
r∈Σt(sn)\H ktf (x|f(x), r, n)

> c log(n)q(n)
⇔
hO(1) + (2t(sn) − h)(n+O(1)) > c log(n)q(n)

2n−1

⇔
−hn > c log(n)q(n)

2n−1 − 2t(sn)(O(1) + n)
⇔
h < 2t(sn) − c log(n)q(n)

n2n−1 .

3.2. On security of an El Gamal scheme

Based on this Example 11, we can draw some con-
clusions on the security of the cryptographic sys-
tem based on elliptic curves. The first conclusion
one can obtain is that in order for the system to
be secure the largest prime p dividing #E(Fq) has
to be very large. Other assumptions, to obtain, in
principal a more secure curve, can be made on the
type and size of the private keys as we will see in
the following results.

Proposition 16. Let us take an elliptic curve E
over Fq, p the largest prime dividing #E(Fq) and
an ECDLP associated to E and m a private key
to be used in that curve. If we take m ≡ 0, 1,−1
mod p then the ECDLP is in P.

Proof. Without loss of generality lets assume that
m ≡ 1 mod p, where p is the largest prime dividing
#E(Fq). By Pohlig and Hellman reduction one can
find the value of m. This is done in polynomial
time. The other cases are similar to prove.

Example 11 establishes a cryptosystem based
on a single elliptic curve. From now on, we will
be interested in working with a chain or family of
elliptic curves. For each elliptic curve we will have
a cryptosystem associated as the one presented in
Example 11.
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Consider P to be set of prime numbers in N. For
each prime p ∈ P , we consider the following family
of elliptic curves:

{E(Fp)}p∈P .

For i, j ∈ P , if i > j, then #E(Fi) > #E(Fj).
To ease on notation, from now on, we will denote
E(Fi) by Ei and #E(Fi) by ni.

For each elliptic curve Ei, we will associate
a cryptographic system as the one presented in
Scheme 2.2. For each Ei we will fix a pair (mi, li) ∈
N

2 of private keys and an element Pi ∈ Ei, the pub-
lic key, and we will denote the cryptographic system
by (Ei, (mi, li), Pi). Our goal is to assure that each
(Ei, (mi, li), Pi) is secure. For this and based on
Example 11 we will impose some restrictions on
the set of private keys as the following proposition
will denote.

Proposition 17. Consider (Ei, (mi, li), Pi)
and a polynomial time function t such that
Kt(mi) ∈ O(log log ni), where Kt(mi) is the
Kolmogorov Complexity of mi. Then the ECDLP
associated to this system is in P.

Proof. Lets take P,Q ∈ Ei such that Q = [mi]P
and consider the polynomial time function t. We
denote #Ei by ni. We know that

Kt(mi) ∈ O(log logni).

Consider the algorithm A that for each candidate x
for mi, tests if

Q = xP.

There are 2c log logni possible candidates, for c ∈
R

+. Manipulating this result we get that:

2c log logni = 2log logni
c

= logni
c

= c logni.

Therefore there is a polynomial number of candi-
dates and one can easily conclude that A ∈ P.

Based on this result, for each elliptic curve Ei, we
associate a cryptosytem (Ei, (mi, li), Pi) such that
mi, li ∈ O(log ni). One can also notice that Propo-
sition 16 is a particular case of Proposition 17.

3.3. Building a Kolmogorov one-way function can-
didate

Let us consider the elliptic curve E and estab-
lishes as basis for the presentation a cryptosystem
(E, (m, l), P ). We consider a function f such that
for a fixed elliptic curve E we have that for a fixed
P ∈ E(Fq) and for m, l ∈ N that:

f : E(Fq) → E(Fq)
4 (1)

x 7→ (x + [l][m]P, [l]P, [m]P, P ).

This function emulates the last interaction of the
cryptosystem presented in Scheme 2.2.

Our goal is to build a Kolmogorov one-way func-
tion. We will start by showing that f is an function.

Proposition 18. Function f 1 is honest.

Proof. Recall that by |x| we understand the length
of the binary string representing x. Lets take P =
(x1, y1) ∈ E(Fq) and assume that:

|P | = |x1|+ |y1|.

Lets now take f(x) = (x+[l][m]P, [l]P, [m]P, P ) and
consider the following:

• [l][m]P = P1

• [l]P = P2 ∈ E(Fq).

• [m]P = P3 ∈ E(Fq).

Then the length of the binary string representing
f(x) is given by:

|f(x)| = |x+ [l][m]P |+ |P2|+ |P3|+ |P |
≤ |x|+ |P1|+ |P2|+ |P3|+ |P |.

Lets now set #E(Fq) = n. We know that |n| ≈
logn, then for any Q ∈ E(Fq), we have that Q ≤
2⌈logn⌉ and Q > 0. Following the same rational,
for m, l ∈ N and for t polynomial time function we
have:

Kt(m),Kt(l) ≤ logn.

Therefore one can easily see that |m| ≤ logn and
the same for l. Then we have that:

• |P1| ≤ 2 logn.

• |P2| ≤ 2 logn.

• |P3| ≤ 2 logn.

• |P | ≤ 2 logn.

We will consider k = 8⌈logn⌉, then one can easily
see that:

1. |f(x)| ≤ |x|+|P1|+|P2|+|P3|+|P | ≤ (|x|)k+k.

2. On the other hand since |x| < k by definition of
k and |f(x)|¿0, we have that |x| ≤ |f(x)|k + k.

The two arguments ensure that f is honest.
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Our next step is to prove that f 1 is injective.
Notice that for a fixed P ∈ E(Fq) and for m, l ∈ N,
we have that:

f(x) = (x+ [l][m]P, [l]P, [m]P, P )

where [l]P , [m]P and P are independent from x and
therefore always take the same value independently
of x. Therefore when studying the injectivity of f ,
one only have to consider the first entrance of the
output. Lets consider the function:

f ′ : E(Fq) → E(Fq) (2)

x 7→ x+ [l][m]P

where P ∈ E(Fq) is a fixed element and l,m ∈ n
are also fixed. If we prove that f ′ is injective, then
f is obviously injective.

Proposition 19. Function f ′ 2 is injective.

Proof. Lets take a, b ∈ E(Fq) such that a 6= b and
consider

• f ′(a) = a+ [l][m]P.

• f ′(b) = b+ [l][m]P.

Lets assume by absurd that f ′(a) = f ′(b), then this
implies that

a+ [l][m]P = b+ [l][m]P

This is the same as saying that

a+ [l][m]P − (b+ [l][m]P ) = O.

We know that E(Fq) an algebraic group, therefore
is associative and commutative, hence we have that

a− b+ [l][m]P − [l][m]P = O
⇔ a− b = O
⇔ a = b,

which is a contradiction with our initial assumption.

One can then easily conclude that f as in 1 is
injective.

The next property we will show is that f is
computable in polynomial time. The computa-
tions of [l][m]P, [l]P and [m]P are pre computed
and therefore one does not consider them when
calculating the computational power requisites of
the the function f , however they are computed in
polynomial time as the interested reader can see in
Chapter IV of [3].
Since E(Fq) is an algebraic group, there is a rule for
the sum under the group, which is computable in
polynomial time, find more in [9]. Then x+[l][m]P

is computed in polynomial time and one can eas-
ily conclude that f is computed in polynomial time.

The last property that we check is that the length
of the binary string representing f(x) is given by a
polynomial m(n), where n = |x|.

Proposition 20. There exists a polynomial m :
Z → Z such that for |x| = n we have that

|f(x)| = m(n).

For f 1.

Proof. We fix P ∈ E(Fq) and m, l ∈ N

and calculate the value of f(x), therefore
|[l][m]P |, |[l]P |, |[m]P |, |P | are fixed constants.
From the definition of f , we know that:

|f(x)| = |x+ [l][m]P |+ |[l]P |+ |[m]P |+ |P |.

On the other hand by triangle inequality we know
that

|x+ [l][m]P | ≤ |x|+ |[l][m]P |.
Then using this fact and since |x+[l][m]P | ≥ 0, one
can easily see that

|[l]P |+ |[m]P |+ |P |
≤ |f(x)|
≤ |x|+ |[l][m]P |+ |[l]P |+ |[m]P |+ |P |.

One can easily conclude that there exists a polyno-
mial m(n) such that |f(x)| = m(n), where n = |x|,
that lies between these values.

We have seen that f presented in 1 is honest, in-
jective, computable in polynomial time and exists
a polynomial m such that |f(x)| = m(|x|).
We are finally on a stage where we have all the ma-
chinery to build a connection between our function
f and the notion of Kolmogorov one-way function
presented in Definition 7. The next theorem states
that under the assumption that the ECDLP /∈ P

then f is a Kolmogorov one-way function. We will
consider again our family of elliptic curves and to
each curve Ei we will associate a function fi that
behaves as the function f that we have just built.

Theorem 21. Consider a family of elliptic curves

{Ei}i∈P .

For each curve Ei take ni = #Ei and consider a
function fi that emulates the ECDLP associated
to Ei and is honest, injective, computable in
polynomial time and there exists a polynomial m
such that mi(|x|) = |fi(x)|.

If the ECDLP /∈ P then there is a polynomial
time function t and an infinity set of keys (mi, li)
such that:
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• Kt(mi) > O(log logni),

• Kt(li) > O(log logni),

• Kt(mili) > O(log logni),

and for each Ei the function fi is a Kolmogorov
one-way function.

Proof. We will prove this theorem by contraposi-
tion. Suppose that there exists i ∈ N such that for
all j > i one has:

(Ej , (mj , lj), Pj)

where min{Kt(mj),K
t(lj),K

t(mj lj)} ≤
O(log lognj) for some t polynomial time func-
tion. Take E = Eh, such that h > i and consider
the following,

Kt
f (x|f(x), n) = Kt

f(x|x + lmP, lP,mP, P, n)

≤ Kt
f(lmP |lP,mP, P, n)

≤ min{Kt
f(l|mP, lP, P, n),

Kt
f(m|mP, lP, P, n)} (∗)

By Proposition 17 there exists an algorithm A
that solves equation (∗) in polynomial time, hence
the following is true,

Kt
f (x|f(x), n) ∈ O(1).

One can conclude that f is not Kolmogorov one-way
function.

Corollary 22. Under the assumption that ECDLP
/∈ P, f is a deterministic one-way function.

Corollary 22 is an immediate result from
Theorem 8.

3.4. Building a trapdoor Kolmogorov one-way func-
tion candidate

From Example 11 we understand that the security
of an El Gamal cryptosystem over an elliptic curve
is based on the fact that it is hard to solve the
logarithm problem. In this section, we will study
the case where we are provided with extra infor-
mation, a trapdoor, that helps us solve the problem.

As a result of last section we will consider the
following set up for our problem.

Consider a family of elliptic curves of the follow-
ing form,

{Ei}i∈N

We set #Ei = ni and for i, j ∈ N with i > j,
we have that ni > nj . For each elliptic curve we
consider an El Gamal cryptosystem represented as:

(Ei(mi, li), Pi),

such that for a polynomial time function t we have
that

• Kt(mi) ∈ O(logni).

• Kt(li) ∈ O(log ni).

• Kt(limi) ∈ O(log ni).

Each cryptosystem (Ei, (mi, li), Pi) has a function
fi associated that emulates the last interaction in
the cryptosystem and is given by,

fi : Ei → E4
i

x 7→ (x + [li][mi]P, [li]P, [mi]P, P ).

As a result of last Section, we have seen that
fi is injective, honest, computable in polynomial
time and if ECDLP /∈ P, then fi is a Kolmogorov
one-way function.

It is important to note that if one has access to
the value of mi, li or mi, li, then one can easily
extract the value of x. This notion is very simple,
but fundamental for our notion of trapdoor.
We will denote mi by trapdoor for the system
(Ei, (mi, li), Pi).

Since we are working with a family of elliptic
curves, we want to define a function, that given an
elliptic curve returns the value of a trapdoor of the
cryptosystem associated to our elliptic curve. We
will consider the following:

ϕ : P → N (3)

i 7→ mi

Recall the definition of trapdoor Kolmogorov
one-way function presented in Definition 12. We
will show in the next theorem, that if the ECDLP is
not in P, then the family of functions {fi}i∈N that
emulates cryptosystems are trapdoor Kolmogorov
one-way functions.

Theorem 23. Assume that the ECDLP is not in
P then there are infinitely many mi such that each
function of the family of {fi}i∈N associated to the
(Ei, (mi, li), Pi) is a trapdoor Kolmogorov one-way
function as in Definition 12.

Proof. For each system (Ei, (mi, li), Pi) consider
the function fi that emulates the system. From
Theorem 13, we know that if ECDLP /∈ P, then fi
is a Kolmogorov one-way function.

Consider the function ϕ 3 presented before. We
will take ϕ to be our trapdoor function. We can
consider the following godelization

g : N → P .
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To ease on notation we will take

fi(x) = (x + [li][mi]Pi, [li]Pi, [mi]Pi, Pi)
= (fi,1, fi,2, fi,3, fi,4).

Consider the algorithm A that receives
(g(ϕ(i)), fi(x)) as an input and returns:

fi,1 − g(ϕ(i))fi,2 = x.

Clearly A runs in polynomial time, hence
Kt

fi
(x|fi(x), ϕ(i), i) ∈ O(1) and we conclude that

{fi} inN is a trapdoor Kolmogorov one-way func-
tion family.

Corollary 24. Assume that ECDLP is not in P,
then each fi is a trapdoor deterministic one-way
function.

Corollary 24 is an immediate result from
Proposition 14.

4. Conclusions

In this work we have introduced the concept of
trapdoor Kolmogorov one-way function family and
proved that for each function of this family, the
number of trapdoors is always lower, (by a poly-
nomial fraction), than the number of possible trap-
doors.
We have also presented a public key crypto-

graphic system based on elliptic curves and we de-
fined a function f that emulates the system.
Based on results from Kolmogorov complexity, we

provided restrictions on the set of private keys of
the cryptographic system. These restrictions ensure
securer system against possible attacks.
With the assumption at hand that ECDLP is not

in P we have shown that every function that em-
ulates our cryptographic system is in fact a Kol-
mogorov one-way function. Furthermore we have
seen that each of these functions is an element of a
family of trapdoor Kolmogorov one-way functions.
These results leads us to an individual way to

approach security that might not rely on a compu-
tational hardness assumption.
As part of future work, interesting open ques-

tions consist in relate the notion of Kolmogorov one-
way functions with the notion probability functions
and establish relations between Kolmogorov one-
way functions and strong and weak one-way func-
tions.
The result obtained in this work regarding the

number of trapdoors a trapdoor Kolmogorov one-
way function has is not very restrict and it is in our
interest to research for a more strict result.
Finding trapdoor Kolmogorov one-way function

candidates using different encryption schemes as
well as using Kolmogorov complexity to ensure a
more secure system is another possibility for future
work.
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