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Abstract—This article proposes a solution to improve the
security of the partial dynamic reconfiguration of FPGA, with-
out significantly affecting the reconfiguration performance. The
existing solutions for secure partial dynamic reconfiguration
on SRAM based FPGAs impact the reconfiguration process
and the available resources due to their complex multi-layered
partial bitstream validation process. This adversely affects the
performance of applications using reconfigurable hardware. The
proposed solution uses high performance encryption engines to
change the encryption key of the remotely received bitstream by
a randomly generated key, unique to each configuration, when
storing the bitstream in the external unsecured memory. An ad-
ditional CBC-MAC authentication mechanism is also considered
that combined with the frame-wise error detection mechanism of
the configuration port, allows for an improved countermeasure
against replay attack and wrongful bitstream usage. The proposed
solution introduces a resource overhead of 1.1% in regard to the
base reconfigurable system and provides the lowest impact on
the reconfiguration process when compared to the related state
of the art, achieving a reconfiguration throughput of 2.5 Gbps.

I. INTRODUCTION

Reconfigurable systems are becoming a key component in
the dedicated and embedded computing systems. The reconfig-
uration ability provides a high adaptability to the computation
required at any given moment. This higher adaptability is
useful in the systems with high processing requirements, and at
the same time need to be adaptable and remotely reconfigured,
such as smart set-top boxes. Reconfigurable systems use highly
flexible computing fabric, usually Field Programmable Gate
Arrays (FPGA). The partial reconfiguration functionality of
FPGAs enables the device to repeatedly change its configura-
tion while operating.

Because of remote deployment and configuration manage-
ment, the security of these systems has become a key issue,
particularly when they are deployed in a hostile environments.
Wollinger et al. [1] and Drimer et al. [2] detail several attacks
against FPGAs and their configurations, particularly against
SRAM based FPGAs with configuration bitstreams stored
locally. Several attempts have been made in the literature to
secure the process of bitstream uploading and reconfiguration
of FPGAs. Some approaches use a trusted third party to
secure the bitstream upload process and to provide a pay-per-
use licensing policy [3], [4]. Some other approaches [5], [6]
assume a secure external memory outside the FPGA to store
partial bitstreams and other control data.

Use of the FPGA internal logic to store the bitstreams has
also been proposed [7]. However, this solution significantly
affects the scalability of the system and imposes a significant
area cost, leaving less configurable resources available for
applications. Most of the related state of the art do not consider
the secure storage of the partial bitstreams in external memory.

Applications such as crossbar switches where the hardware
constantly reconfigures itself, require different configurations
to be stored locally in a high throughput external memory.
Security of external storage is crucial when the reconfigurable
system is deployed in a remote environment, particularly in
commercial and military applications.

The solution herein proposed allows to improve the security
of the dynamic partial reconfiguration process while imposing
a low footprint on the available reconfiguration logic and a
minimum impact on the reconfiguration process itself. The
reduced impact on the reconfiguration process is particularly
useful in systems that require frequent reconfiguration of
the hardware. Security wise, the proposed solution considers
confidentiality, integrity, authentication, and freshness of the
bitstreams both during storage on the unsecured external
memory and during the reconfiguration process itself.

The main contributions of the proposed solution, regarding
the existing state of the art [5], [7], [8], [9], are the improved
bitstream freshness, authentication, and the abilities to securely
store it on external unsecure memories with minimal perfor-
mance impact in the reconfiguration process and with a low
area cost. They are achieved by re-encrypting the received bit-
streams with a unique randomly generated key before storing
them on the external memory and an additional AES based
CBC-MAC authentication. Associated with the frame-wise
error detection mechanism of the newer FPGA technologies,
near immediate partial bitstream replay and tamper can be
detected and prevented.

To implement the proposed solution, the architecture con-
siders high performance AES engines, to perform the symmet-
rical encryption/decryption processes and Message Authen-
tication Code (MAC) calculation, a True Random Number
Generator (TRNG) for the key generation, and the remain-
ing logic for the reconfiguration processes. This remaining
logic is composed by a MicroBlaze processor [10], a non-
arbitrated high performance Advanced eXtensible Interface
(AXI) Bus [11], a direct memory access (DMA) engine with a
streaming interface to the security co-processor, a high capac-
ity external memory, the AXI HWICAP module to interface
the Internal Configuration Access Port (ICAP), and an external
I/O interface, such as Ethernet.

The considered security solution occupies 45% less Slice
resources regarding the most relevant state of the art [8] while
achieving a reconfiguration throughput 93 times higher. On the
targeted device (a Virtex7-XC7VX485t) the proposed solution
introduces a resource usage increase of 1.1%, achieving a
reconfiguration throughput of 2.5 Gbps.

This article is organized as follows: Section II, presents an
overview of the existing technology and the state of the art
regarding the security of partial bitstreams and the dynamic



partial reconfiguration process. The proposed architecture for
the secure partial dynamic reconfiguration process is presented
in Section III. Section IV details the implementation of the
proposed solution and Section V presents the obtained results
and comparison with the related state of the art. Concluding
remarks are presented in Section VI.

II. SECURE FPGA RECONFIGURATION
STATE OF THE ART

FPGAs are currently a key component to obtain adaptable
systems, having the capability to adjust the entire or just part
of its computing fabric to the desired computation. This is
achieved with the support for partial dynamic reconfiguration.
Typically in SRAM FPGAs, the reconfiguration data, the
bitstream, is stored on an external nonvolatile memory. In
case of partial reconfiguration, the partial bitstream can also
be stored on an external memory or can be retrieved from a
third remote entity.

Given this physical separation between the FPGA and the
bitstreams, several malicious attacks may be performed [1],
such as readback attack, cloning of the FPGA content, re-
verse engineering of the bitstreams, and replay attacks. The
following describes the existing security mechanisms in current
volatile FPGA technologies and the solutions proposed in the
related state of the art.

A. Technology support for secure dynamic reconfiguration

Bitstream encryption and authentication: In order to pro-
tect the reconfiguration process and the content of the bit-
streams, modern FPGAs provide bitstream encryption and
authentication mechanisms. Typically, the encryption of the
bitstream is performed in software when generating the bit-
stream itself while the decryption is performed within the
device by a dedicated hardware circuit. Particularly, recent
Xilinx Virtex and Spartan devices include an on-chip AES
decryption engine, using an internal key stored either on a
dedicated battery backed RAM or on an internal ROM memory
called eFUSE. The encryption key cannot be reprogrammed
without erasing the whole configuration. Since the Virtex-6
devices, the SHA-256 based keyed-Hash Message Authentica-
tion Code (HMAC) algorithm is also included in the hardware.
The authentication key and the MAC are transmitted as part
of the encrypted bitstream. It should be noted that, bitstream
authentication is only available when bitstream encryption is
used [12].

Bitstream integrity: Regardless of the authentication, a non
cryptographic validation is performed by a Cyclic Redundancy
Check (CRC) code added to the bitstream, covering the entire
bitstream. However, the verification of the CRC code is only
performed at the end of the bitstream upload. If an error exists
in the address region of the partial bitstream, the corruption
may modify undesired or restricted parts of the device, irre-
versibly compromising the overall configuration of the FPGA.
To solve this problem, the newer Xilinx 7 series FPGAs
include a frame-by-frame CRC. The configuration engine in
these devices does not load a frame into the configuration
memory if the CRC for that frame fails [13]. This ensures
that the remainder of the device stays operational while the
system recovers from the error. It also ensures that the partial

bitstreams do not overwrite unintended regions within the
device. However, the CRC value can be deterministically re-
calculated by a malicious attacker [14] even when the bitstream
is encrypted using a stream cipher. Nevertheless, when using
block cipher encryption, the CRC validation becomes signifi-
cantly more robust against attacks.

Native technology issues: Despite the recently added mech-
anisms to FPGA devices, the support for a single encryption
key and the lack of freshness mechanisms make the encryption
key susceptible to over exposure and the bitstream to replay
attacks [15]. Replay attacks, also termed as system downgrade
attacks [16], are achieved when an attacker replaces the correct
bitstream by an outdated or currently undesired bitstream.
Given that only one encryption key is supported, the replaced
bitstream is still decrypted correctly, since the decryption key
is always the same. Moreover, since the authentication key
and the verification MAC is within the encrypted bitstream,
the calculated MAC will always match.

B. Related state of the art

One of the earliest works on secure configuration of FPGA
can be found in [17], by Tom Kean. Another early work for
secure FPGA reconfiguration was done by Castillo et al. in
[18]. Given the current built-in bitstream security mechanisms,
their works are now obsolete.

Zeineddini and Gaj [19] consider the use of an embedded
microprocessor within the FPGA as the configuration con-
troller to achieve secure partial configuration. However this
solution considers the entire board as a secure platform, not
just the FPGA device, being susceptible to physical tampering
between FPGA and on-board memory.

Chaves et al. [20] propose the use of a dedicated hardware
module to perform attestation of incoming bitstreams and to
enforce region delimitation, where only the regions intended
to be reconfigured can be modified. This solution validates the
bitstreams without affecting the reconfiguration performance,
while also filtering out the commands that are not allowed to
be executed. This approach does not assure confidentiality and
verifies the integrity after the bitstream is completely loaded.

Glas et al. [21] propose a programming port called user-
JTAG which first verifies the integrity of the bitstream in
user logic and then feeds the bitstream back to a modified
JTAG interface. However, this solution requires a trusted block
outside the FPGA that needs to be secure and tamper-proof,
otherwise the bitstream can be tampered after integrity check.

Hori et al. [22] propose a secure dynamic reconfigurable
system using AES in Galois/Counter Mode (AES-GCM).
In [9] the authors improve their previous work by splitting the
encrypted bitstream into several blocks, and validating each
block individually. Similar block-wise integrity checking is
now provided in the more recent FPGAs. This solution also
integrates a Physically Unclonable Function (PUF) for device
dependent key generation.

Parelkar et al. [23] also give a solution for authenticated
encryption using EAX mode with AES. This work is targeted
at older FPGAs without any built-in authentication mechanism.



More elaborate solutions have been proposed for secure
download of bitstreams from external intellectual property (IP)
providers.

Drimer and Kuhn [6] propose a secure remote update
protocol with a same key for encryption and authentication.
This proposal assumes a secure external non-volatile memory
to store the key and nonce.

Gaspar et al. [24] use AES in CBC mode to provide con-
fidentiality and authentication to partial bitstreams. However,
the solution requires two secret keys to be pre-installed on the
FPGA which cannot be changed later. This makes the FPGA
prone to replay attacks with outdated bitstreams.

Kepa et al. [25] propose a mechanism with encryption, key
sharing and signature generation all implemented in software
based on a Root of Trust approach. This solution requires an
additional trusted party and imposes significant overhead to
the system. The overhead caused by this software solution is
not presented.

Other than the following two proposed solutions, none of
the above consider replay attacks.

Braeken et al. [5] propose a solution to securely download
bitstreams from an external bitstream source similarly to [6].
The solution does not consider partial reconfiguration and
focuses on reducing resource overhead over configuration
performance. Moreover, the solution requires a secure and
tamper-proof external memory. Although using Station-To-
Station protocol for key and entity authentication, the solution
prevents man in the middle attacks and replay attacks. Vliegen
et al. [7] extended this solution by considering partial reconfig-
uration and without an external memory. The partial bitstream
being received, from an external source, is decrypted and
stored in BRAMs inside the FPGA, while the authentication
tag is computed. Although they consider dedicated bitstream
compression, the overhead caused by the local bitstream stor-
age is significant, leaving less resources for the user logic.
This solution becomes less suitable in applications requiring
different configurations over time.

To solve this problem Devic et al. [8] consider the external
bitstream storage and propose a system to prevent system
downgrade, assuming two possible scenarios with either a
secure board or a secure FPGA device. The solution uses AES-
CBC and HMAC for bitstream security. They consider the
use of a partial bitstream tag as the countermeasure against
replay attacks which is embedded as a prefix of the bitstream.
However, the solution does not perform on the fly integrity
verification of the partial bitstream during the re-configuration
process. This may result in the static section or an unwanted
partition been overwritten when the bitstream is tampered
between the FPGA and the external memory.

III. PROPOSED SOLUTION

Given the existing technology support and the proposed
related art, herein a system capable of providing the required
security for partial dynamic reconfiguration is proposed, in
particular the protection against replay attacks, confidentiality
of the bitstream, reliable and fast detection of bitstream tam-
pering, and the ability to store and support multiple bitstream
configurations. Additionally, and considering systems that fully

explore the capabilities of partial dynamic reconfiguration, the
proposed solution also strives for the lowest impact in the
reconfiguration performance.

The main idea to achieve this goal is the re-encryption,
with a different random key, of the remotely received partial
bitstream, before storing it on the external memory. The
proposed reconfiguration process is divided into two phases
namely: 1) the reception of the bitstream and storage on
the local external memory, and 2) the actual reconfiguration
process using one of the stored bitstreams.

In phase 1 the partial bitstream (Bi) is received from a
remote IP provider via a standard I/O interface (such as an
Ethernet connection) and, the bitstream is deciphered using the
session key (Ks) shared with the remote IP provider, within the
closed environment of the FPGA. The deciphered bitstream
is then re-encrypted, still within the FPGA, using a unique
randomly generated key (Kj) and sent to the high capacity,
potentially unsecured, external memory. While the bitstream
is being re-encrypted, the bitstream authentication MAC is
computed using the authentication key (Ki) shared with the
IP provider. After completing the download of the partial
bitstream, the calculated MAC value is compared with the one
(MACEX) securely received from the remote IP provider to
validate the authenticity of the received bitstream. Both the re-
encryption key (Kj) and the last encrypted block are stored in
the secured internal memory of the device. The last encrypted
block, hereafter termed as MACIN, will afterwards be used
to validate the authenticity of the bitstream retrieved from
the external memory in phase 2, as a CBC-MAC using Kj.
The considered bitstream processing of phase 1 is depicted in
Figure 1.

Fig. 1. Phase 1 of the proposed secure partial dynamic reconfiguration

Phase 2 of the proposed solution regards the actual partial
dynamic reconfiguration of the device. In this phase the
selected partial bitstream is downloaded from the external
memory and sent to the reconfiguration port of the FPGA,
via the proposed structure, as illustrated in Figure 2. Since the
bitstream downloaded from the external memory is encrypted,
it is first decrypted using the unique key (Kj) only known
internally in the FPGA. The obtained bitstream is then sent
to the reconfiguration port and simultaneously its CBC-MAC
value is computed to assure its authenticity. In the end of
this process the resulting MAC value is compared with the
last encrypted block (MACIN) obtained in phase 1. However,



Fig. 2. Phase 2 of the proposed secure partial dynamic reconfiguration

with the proposed solution two additional mechanisms exist to
validate the bitstream when sending it to the reconfiguration
port, namely i) the detection of improperly formatted/decrypted
bitstreams by the reconfiguration port and ii) the frame-by-
frame CRC, present in modern FPGA devices. These two
detection features are detailed in the following.

Bitstreams have a well defined format, comprised of a
header followed by the control and configuration data. Note
that the ICAP interface ignores all data before the Sync word
and all data after the Desync word. The sync word is followed
by the configuration data, composed of commands to set up
control and status registers for configuration. The configuration
data for each frame appear next, containing the commands for
the frame address, dimension, the actual configuration data,
and the corresponding CRC value. Given this and the fact that
each partial bitstream is encrypted with a unique key in CBC
mode, the attempt to use a different bitstream (ciphered with
a wrong key) or the manipulation of a ciphered data block,
will result in erroneous configuration commands that do not
make sense. Upon this the ICAP interface will raise an error
while processing the first erroneous command. Note that if the
manipulation is performed only on the part of the bitstream
detailing the content of the FPGA’s memory, the configuration
port will only generate an error when testing the CRC.

As described in Section II-A, the frame-by-frame CRC
provided by the recent Xilinx 7 series FPGAs ensures the in-
tegrity of each frame detailed in the partial bitstream. Given the
diffusion and confusion provided by block ciphers, the CRC
field is less vulnerable, allowing a more secure CRC validation.
Even if a single bit of the bitstream is changed outside the
FPGA, the entire decrypted block will be affected, the frame
CRC will fail and the frame will not be configured. Subsequent
correct frames will be configured if the configuration process
is not aborted immediately. However, the FPGA will never be
configured with a tampered or erroneous frame and the static
partition will never be overwritten. The ICAP status port can
be read to take the next set of actions when a CRC error is
raised. In case of an error the system can load an alternate
partial module or reset the device.

Identically to the the existing related state of the art,
the proposed solution assumes that the FPGA is initially
configured with a legitimate encrypted full bitstream. The
FPGA built-in full bitstream decryption mechanism and the
internal key ROM are used for this purpose. Secret information
such as a private key or a symmetrical shared key can be
embedded in the initial bitstream. These secret values are then
used to establish the authentication and session keys. This can

be done in software as it does not affect the phase 2 of the
proposed solution.

IV. ARCHITECTURE AND IMPLEMENTATION

In order to evaluate the proposed solution a prototype was
implemented on a Xilinx VC707 development board contain-
ing a Virtex-7 FPGA device. The supporting architecture for
the reconfiguration process includes a MicroBlaze processor,
a DDR3 external memory, an I/O interface, and the ICAP
interface. The system was designed using Xilinx EDK tools.
All the components of the system are connected using either
a memory mapped or a stream interface of the AXI bus. Pe-
ripherals connected to this bus can run at different frequencies
in a non-arbitrated mode. To optimize the performance of the
system, the DMA controller is used in all bitstream transfers.

The proposed secure dynamic reconfiguration solution was
developed as a separate module connected via the AXI4-Lite
and AXI-Stream bus and the DMA interface. This module,
hereafter termed as the security co-processor, includes the con-
trol logic, the cryptographic cores for encryption/decryption
and MAC calculation, and a TRNG for key generation. The
resulting secure dynamic reconfiguration architecture is illus-
trated in Figure 3.

Fig. 3. Architecture of the reconfigurable system

Since in phase 1 of the considered reconfiguration process
three different cryptographic operations are being performed,
three separate instances of a fully folded AES-CBC encryption
engine are used [26]. This allows to perform the decryption,
encryption, and MAC computation simultaneously over con-
secutive 128 bit blocks of the partial bitstream. The defined
cryptographic keys are temporally stored in dedicated BRAMs
feeding these keys to the AES cores. A Packet Classifier is
used to classify control packets, keys, and bitstream packets
received through the stream interface and forward to either the
control unit, or the key BRAMS or the decryption core, respec-
tively. The interface with the proposed security co-processor
is performed via two uni-directional connections to the DMA
engine through the AXI stream bus. On the other side the
DMA engine reads the encrypted bitstream from the external
memory into the security co-processor. Once decrypted, the
bitstream is transferred to the write FIFO of the HWICAP
module using the burst capable AXI bus. This allows for a
full streaming operation, maximizing the throughput of the co-
processor and consequently the reconfiguration process. The
resulting cryptographic kernel module is depicted in Figure 4.



Fig. 4. Architecture of the cryptographic kernel module

While the session and authentication keys are defined with
the IP provider, the unique random re-encryption key (Kj)
needs to be generated. For this purpose an oscillator ring based
TRNG [27] is included into the architecture and accessed by
the MicroBlaze via the AXI4-Lite bus. This ensures that each
partial bitstream can be encrypted with a unique key before it
is stored in the external memory.

The operation of the security co-processor is defined by
the first 32 bit control packet sent by the main processor,
specifying whether it is going to receive a new partial bitstream
from the IP provider or a partial reconfiguration has been
triggered. The control word also specifies the bitstream length.
Following this control word, the unique encryption key (Kj)
and, in case of phase 1, also the session key (Ks) and the
authentication key (Ki) are sent to the co-processor. After
the initialization, the security co-processor will either receive
an external partial bitstream (phase 1) or retrieve a stored
partial bitstream to upload to the ICAP interface (phase 2). The
control and data packets are sent by the main reconfiguration
processor (in this prototype a MicroBlaze processor) using
DMA transfers. The MicroBlaze processor is only required for
pre-setting the DMA buffer descriptor registers, thus removing
the bottleneck imposed by the MicroBlaze processor on the
data transfer speed.

In phase 1 the external encrypted bitstream is directly
transferred from the I/O to the security co-processor to be de-
crypted. As the blocks of the plaintext bitstream are obtained,
they are sent to the following AES cores to be re-encrypted
and to generate the MAC. Once re-encrypted, the bitstream
is directly sent to the external memory through a different
bus connection, thus avoiding bus collisions. Associated with
the DMA controller, this makes the encryption cores the only
bottleneck of the added security co-processor. Once the entire
bitstream is re-encrypted, the computed MAC is sent to the
MicroBlaze to be compared with the expected value.

During phase 2 the bitstream is sent from the external
memory to the ICAP via the security co-processor, using a
DMA transfer. In this phase the co-processor decrypts the
received data, using the unique bitstream key (Kj), and sends it
to the ICAP interface. In parallel MAC value is re-computed
and sent to the MicroBlaze for a final bitstream validation
before using the reconfigured logic. If during the configuration
process an error is generated by the ICAP, the configured
partition will not have a valid logic. However, the static design

including the MicroBlaze will not be affected, as an erroneous
frame is never configured by the ICAP interface.

Note that all critical values, such as keys and MAC
values are stored internally in the FPGA, specifically in the
MicroBlaze local memory, composed of BRAMs.

The current implementation uses the RS232 UART pe-
ripheral for bitstream download. Faster interconnects such as
Ethernet or PCI-Express can be considered, since the security
co-processor can process the downloaded bitstreams at a much
faster rate, imposed only by the AXI bus or the AES cores.
Nevertheless, the limitations of the communication controller
do not affect the reconfiguration performance, since in phase 2
the bitstreams are obtained from the external memory.

V. EXPERIMENTAL RESULTS

To evaluate the proposed secure dynamic reconfiguration
system, experimental results were obtained for the resulting
prototype on a Xilinx Virtex-7 FPGA device XC7VX485T-
2, using Xilinx ISE 14.4 and EDK 14.4 tools. Additionally,
experimental results were also obtained on older FPGAs
devices, namely on Virtex 5 and Virtex 6 devices, in order
to compare with the most relevant related state of the art.

A. Resource requirements and performance of the proposed
solution

To analyse the impact of the proposed solution, two im-
plementations are considered, namely one base reconfigurable
system without security, presenting the core architecture sup-
porting the partial reconfiguration process and the implemen-
tation with the proposed solution.

The resources used by the base reconfigurable system con-
sisting of the MicroBlaze processor, the buses, the DMA con-
troller, the memory controller, the communication controller,
and the HWICAP module. The obtained post Place&Route
results for the base system on a Virtex-7 FPGA device
XC7VX485T-2, presented in Table I, suggest that the base
system requires 7309 Slices and 48 BRAMs, i.e. 9.6% and
4.7% of the available resources, respectively. Performance wise
the base system operates at 100MHz. Since the transfer of data
is performed via DMA, a maximum throughput of 3.2 Gbps
(32 bit words at 100MHz) can be achieved, which is the limit
of the ICAP interface.

These results also suggest that the complete system with
the proposed security co-processor requires 8083 Slices and
78 BRAMs, i.e. 10.7% and 7.6% of the available resources,
respectively. The co-processor requires additional 774 Slices
and 30 BRAMs. These results allow to conclude that the
proposed security co-processor imposes an overall resource
increase of 1.1% in regard to the base reconfiguration solu-
tion. Performance wise, the co-processor is able to operate
at maximum frequency of 196MHz. At this frequency the
security co-processor provides a throughput of 2.5 Gbps, 22%
lower than the maximum reconfiguration throughput of the
ICAP interface. This limit is imposed by the AES cores.
Thus, if faster cryptographic operations are achieved, lower
reconfiguration times can be obtained. Note that the security
co-processor and DMA use a different clock, being able to
operate at a different frequency than the base system.



TABLE I. POST PLACE&ROUTE EXPERIMENTAL RESULTS

(a) Resource requirements of individual components
Component Slice Reg Slice LUT BRAM DSP

Base system
MicroBlaze 2253 2238 38 3
AXI4 1461 1432 2 0
AXI4-Lite 450 495 0 0
DMA 3141 2639 6 0
HWICAP 675 502 2 0
DDR3 Controller 6348 6432 0 0
UART Controller 89 114 0 0
Total 14417 13852 48 3

Proposed security co-processor
Crypto kernels 1351 1956 30 0
TRNG 83 74 0 0
Total 1434 2030 30 0

(b) Resource requirements of the complete systems (On Xilinx XC7VX485T)
Component Slices BRAM DSP

Base system 7309 (9.6%) 48 (4.7%) 3 (0.1%)
Base system with se-
curity co-processor

8083 (10.7%) 78 (7.6%) 3 (0.1%)

B. Comparison with the related state of the art

To compare the proposed solution with the existing related
state of the art, the proposed security co-processor was mapped
to the FPGA devices used by the considered approaches. Note
that in the Virtex 5 devices AXI peripherals are not available.
Nevertheless, the results for the proposed solution still consider
an AXI interface rather than a Processor Local Bus (PLB)
interface. An AXI to PLB bridge can be considered to interface
the security co-processor to the reconfiguration controller. The
obtained results are presented in Table II. This table also
presents the provided security features of each proposal.

Braeken et al. [5] propose a solution providing bitstream
confidentiality, authentication, and freshness, but the system is
susceptible to on-board attacks.

Vliegen et al. [7] do not provide on the fly bitstream
verification. The system first stores the entire bitstream locally
and verifies its authenticity before starting the reconfiguration
process. Although this solution ensures the loading of valid
bitstream, it has limitations in terms of scalability and perfor-
mance. Resource wise this solution cannot be fairly compared
since the solution in [7] also includes dedicated hardware
for asymmetrical cryptography. Moreover, additional BRAM
resources have also to be considered for the internal bitstream
storage. No reconfiguration performance metrics are presented
by the authors.

Regarding the solution proposed by Hori et al. [9], no
replay attack protection is provided, while still requiring
more Slices and achieving a reconfiguration performance 51%
slower than the solution herein proposed.

Considering the solution providing both secure external
bitstream storage and replay attack protection, proposed by
Devic et al. [8], the solution herein proposed is able to
achieve a reconfiguration time 93 times faster while requiring
45% less Slice resources. BRAM usage wise the solution
herein proposed requires more. Nevertheless, as depicted in
Table I(b), the complete system overall BRAM usage (7.6%)
is still lower than the overall Slice usage (10.7%). Moreover,

the proposed solution allows for a bitstream tampering to be
detected before any part of the FPGA is reconfigured, while in
the solution proposed in [8] this detection is possible only after
the reconfiguration. This possesses a serious security threat to
the system, as the static partition may be overwritten by a
tampered bitstream before its integrity is verified.

VI. CONCLUSION

This article proposes a novel approach to secure the partial
dynamic reconfiguration process, in particular when consid-
ering an external unsecured memory to store the received
bitstreams. The proposed solution considers the security threats
against remotely deployed FPGAs and the inadequacy of the
built-in security mechanisms of modern SRAM based FPGAs,
such as the lack of freshness assurance, to prevent system
downgrade or replay attacks, and the protection of already
configured regions. Particular emphases are also been given
to reduce the impact of the added security on the FPGA
reconfiguration performance as well as the device occupation.

Experimental results suggest that the proposed solution
imposes a low footprint, requiring an increase of 1.1% of the
total available resources on a Virtex 7 FPGA. Performance
wise a reconfiguration throughput of 2.5 Gbps can be achieved.
In regard to the most complete solution in the related state of
the art [8], the proposed approach provides a more complete
security solution while requiring 45% less Slice resources and
being 93 times faster.

In conclusion the proposed approach provides a complete
security solution for partial configuration bitstreams with less
resources and lower performance impact, while allowing for
multiple and frequent partial dynamic reconfigurations.
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