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Abstract. Considering the recent technological developments and the
massification of the Internet there has been a growing interest in replac-
ing the traditional paper voting systems for electronic voting systems in
order to optimize resources, increase the speed of counting of the votes
and provide greater comfort and mobility to the voters.
Despite its advantages, the majority of implemented Internet voting sys-
tems have some gaps that may jeopardize the essential properties of a
voting system, such as the election and vote integrity and the voter’s
privacy.
Accordingly, we developed a system architecture and its prototype that
allows to solve significant problems encountered in those voting systems.
We have based our system on the End-to-end Verifiable Internet Voting
system (EVIV) and its properties (with particular emphasis on safety,
integrity and privacy).
The results obtained from the prototype tests indicate that the system
is completely verifiable by anyone and, assuring trust in only one com-
ponent of the system (VoterSecurityToken), it is possible to ensure that
the recommended properties, including the integrity and privacy, are
met. The results also show that the execution time of the system’s tasks
are reduced and for a election with 100,000 votes we estimate that can be
held in less than an hour (paralleling the process with only 4 processors).

Keywords: Electronic Voting, e-Voting, Security, Encryption, EVIV,
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1 Introdution

In recent years, considering the technological evolution and the massification
of the Internet seen around the world, there has been a growing interest in
replacing the traditional paper voting systems for electronic voting systems and
its practical applicability. Although most of the current electronic voting systems
are carried in person at polling stations, there have been more solutions for
Internet voting systems, which stand out in Europe the cases of Switzerland and
Estonia. [TSH07, Kal09, Oat10, AA03, AA05, SR09, HDUN08].

Many of the reasons for the development and use of these technologies relate,
generally, with the possibility to optimize existing resources, increase the speed
and ease of counting of votes, as well as providing greater comfort and mobility
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of voters and possibly providing a decrease in abstention. The Internet voting is
then of particular interest with regard to the convenience of the voter, mostly
because he can vote anywhere and at any time, requiring only an Internet access
[BAJC07].

Despite the above advantages, Internet voting uses non-controlled media, so
it can compromise the security and confidence of the election. It can be a major
risk, especially if there are no mechanisms to protect the integrity of the vote
and the voter’s privacy.

In the particular cases the Internet voting systems in Switzerland and Esto-
nia [TSH07, Kal09, Oat10, AA03, AA05, SR09] there are no protection against
attacks on the voting application (e.g. virus attack) or fraudulent applications
to vote (e.g. phishing), not ensuring the vote integrity and voter’s privacy if the
application or the system where this process takes place are comprised. These
systems also do not allow independent verification and universal counting of the
ballots and the voting application always has access to voting in the clear text
(not guaranteeing privacy in case of attack, as referred above). Beyond the issues
of integrity and privacy, voting over the Internet can create or exacerbate other
problems, such as the problem of coercion or vote selling, as the place where
the voting takes place is particularly difficult to control when the vote is casted
over the Internet. However, this problems (coercion and vote selling) can be con-
trolled if the voting system allows the subsequent amendment of the vote (e.g.
in a voting poll), as in Estonia, where the voter can go to a voting poll on the
election day and vote again, nullifying his earlier vote, this way the “attacker”
may not have way to ensure the accounting of the vote according to his interest.

In addition to the examples of electronic voting systems focused on public
and politic elections, whether they are regional, national or international (e.g.
European elections), there is market for electronic voting systems in the private
realm (e.g. internal elections of companies or associations) [HDUN08, ED10].

From the academic point of view, the electronic voting systems should be
built based on the more sophisticated protocols for electronic voting in the lit-
erature, aiming to ensure maximum safety of the system as the base property.
Moreover, it is also stated that the systems must be as transparent as possible.
There are many ways to achieving this and increase the confidence of the elec-
toral process, one is the code to be freely available (e.g. as open-source), other is
the system to be based on open protocols or standards, as well as the existence
of receipts for voting.

As the increasing development of the internet voting systems and thus the
confidence in it, those responsible for these systems must be always updated with
regard to the academic developments and apply them to their systems. Note that
most systems implemented in political elections or are not very transparent or
not based on the latest protocols in the literature [HDUN08, ZA08].
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2 Related Work

By nature, voting systems are very sensitive, as they can be prime targets for
opportunists who want to illegally influence the outcome of an election. The
emergence of electronic voting, and in particular Internet voting, brought new
opportunities to exploit potential software vulnerabilities in these systems and
attempt to break the integrity and privacy of the vote.

Thus, one can consider that, in a general point of view, Internet voting is more
vulnerable to attacks than voting systems located in polling stations, particularly
in the following components:

– On the Voting Client;
– In the communication between components;
– On the Election Server.

Despite the concern about attacks against the servers (e.g. server controlled
by the attacker) and to the communication (e.g. Distributed Denial of Service),
the attacks that generate greater concern and greater risk are those against the
voting client (e.g. vote manipulation attacks through changes in the browser or
operating system or by computer control), mainly because they are very difficult
to control and go unnoticed very easily [BAJC07].

Most cryptographic protocols make it possible to prevent these attacks on
the server side (guaranteed its proper functioning), however, in a remote voting
system, where the voting client is not controlled by the voting authorities and
where the absence of vulnerabilities cannot be guaranteed, very few protocols
can ensure the proper functioning of the system on the voting client side and
thus on the voting system as a whole [JR07, ED10].

These attacks can be even more serious as they can easily go unnoticed if
the voting system is not verifiable or if there is a very small number of voters
who verify that their votes were correctly recorded by the system [JR07]. This is
one of the main arguments against the widespread adoption of Internet voting
systems [JRF11].

Thus, it is necessary to apply methods that provide strong cryptographic
auditability systems and to inform the voters about the cryptographic guarantees
in order to deposit confidence in these systems.

2.1 Techniques and Protocols commonly used in e-Voting systems

The design of a secure e-voting protocol generally involves this strong crypto-
graphic primitives:

– Symmetric Cipher — to establish confidential channels
– Asymmetric Cipher — for exchanging session keys
– Digital signatures and certificates — to ensure the integrity and authenticity

of the messages
– Blind signatures
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– Anonymous channels (e.g. mix-nets)

– Homomorphic Cipher

– Zero-Knowledge proofs

Some of these mechanisms are used to provide protection on the server side.
Techniques such as digital signatures and zero-knowledge proofs are typically
used to ensure the proper handling of the vote, while techniques such figures
homomorphic ciphers, mix-nets and blind signatures are used to protect the
privacy of the voter [HDUN08, JR07]

2.2 e-Voting Systems

Given the evolution in the past years on information technology, in particular
the access to the Internet, needs and expectations of the population has been
increasing in a way that the advantages and disadvantages of electronic voting
systems has been more and more studied and new electronic voting systems and
related technology has been developed.

While there are still risks to the voter’s privacy and to the election integrity
in the current electronic voting systems, they seem to be having success in
several countries. In Europe, the systems developed in Switzerland and Esto-
nia stand out, has they implemented legally bonded Internet voting systems
[JRF11, ED10].

However, both Switzerland’s and Estonia’s voting systems do not include
protection against fraudulent applications, not guaranteeing the integrity of the
vote and voter privacy. These systems are also not universally verifiable and do
not guarantee privacy in case of attack [TSH07, Kal09, Oat10, AA03, AA05,
SR09].

In addition to the Internet voting systems implemented for political elections,
there are also other voting systems that stand out, such as Helios, SCV and
REVS.

In electronic voting systems, cryptographic protocols are usually applied on
the server side, with the assumption that the voting client is centralized and
reliable. In this approach, the voting client shows the voting ballot, receives
the voter’s choice and performs, in behalf of the voter, the voting e verification
protocols. The assumption that the client is trusted may not be true, such that
it can manipulate the choice of the voter, inducing him into error, in the sense
that he believes that his choice will be counted correctly.

Another problem on the client side is the possibility to compromise the voting
application or the system where it’s run, making it easier to coercion and vote
buying.

To avoid the problem of coercion and vote buying, systems can use two
approaches: to use a secret and secure communication channel between the voter
a trusted party of the voting system, and to allow the voter to vote multiple
times, replacing the previous votes [HDUN08].
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2.3 EVIV - End-to-end Verificable Internet Voting

Taking into account the characteristics and limitations of some E2E systems
(End-to-End verifiable voting system), Joaquim et. al proposed the EVIV —
End-to-End Verificable Internet Voting [JRF11]. The EVIV offers strong in-
tegrity assurances, along with privacy and security measures that allow voting
at public terminals (such as Internet cafes and libraries), such that it isn’t nec-
essary to ensure trust in the terminal.

In the majority of Internet voting systems, to ensure the privacy and integrity
of the voter’s vote it is necessary to rely on the proper functioning of the client
platform system (the terminal where the vote is submitted), however, that trust
is not easily attainable since these terminals are not controlled by the authorities
and are generally vulnerable to numerous attacks (e.g. phishing, viruses, worms).

In this context the EVIV proposes a solution to ensure the voter’s privacy
and the election’s integrity properties through the use of a tamper proof device,
the VST — Voter Security Token (to perform the encryption and authentication
of the votes) and the use of a code voting solution as a secure communication
between the voter and the device on a potentially vulnerable terminal [JRF11].

Thus, by jointly applying protocols and techniques such as CodeVoting,
MarkPledge, Threshold Encryption and Homomorphic Cipher, the EVIV allows
that no component or system actor can change a vote or have access to it in
clear text (not even the terminal where it was submitted) without being easily
detected. It also allows the voter to easily verify that his vote was casted as in-
tended by simply comparing strings and gives the possibility for any interested
party to verify that the all recorded votes were properly accounted for.

According to the comparison made by [JRF11] and shown in Table 1, the
EVIV is the only E2E system that, in addition to allow full voter’s mobility, also
ensures that no single entity is able to know all the votes, it’s not required to sub-
mit the vote anonymously and the voter’s privacy is protected on compromised
PCs.

Internet E2E
Helios VeryVote SCV EVIV

Full voter’s mobility X
Strong voter’s authentication X X X
No single entity is able to know all votes X X X
Not requires anonymous vote casting X X
Protects voter’s privacy from compromised PCs X X X
Highly sound voter cas-as-intended verification X X
Supports universal tally verification X X X X
Supports open answer questions X

Table 1. Comparison between EVIV characteristics and other Internet E2E voting
systems
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3 Architecture

With the aim of developing an Internet voting system that is safe and attack
resistant (with focus on the voting client), a system with such characteristics
was developed based on the system EVIV (End-to-end verifiable Internet Voting
System) referred earlier.

3.1 System Actors

According to their functions and characteristics, the following system actors were
considered:

– Electoral Commission — EC: Responsible for the voter registration,
voting system management and information authentication;

– Trustees: Responsible for jointly generating essential information to ensure
the voter’s privacy and election’s integrity and security;

– Voter: Registered user and his valid Voter Security Token. If eligible, can
vote after registering in an election.

– Verification Organizations — VO: Responsible for verifying the valid-
ity and correctness of the election (including results). Anyone interested,
including the voters and the trustees (if cryptographically capable), can be
verification entities;

Having regard to the operations that each actor can perform, in a general
point of view, their interactions with the system is equivalent to the show in
Figure 1.

3.2 System Components

The interactions between the actors and the system, like the ones shown in
Figure 1, are carried out through the several system components:

– BulletinBoard

– BallotBox

– ElectionRegistrar

– VoterSecurityToken

– ECApp

– TrusteeApp

– VoterApp

– VerifierApp

The relationship and interaction between the actors and the modules, and
the modules with themselves, can be summarized in Figure 2.
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Fig. 1. General overview of the interactions between actors and the system

BulletinBoard — Groups all published information relevant to the elections,
which includes the list of voters and their certificates.

The BulletinBoard can be considered the heart of the EVIV, as it’s where all
public information of the election system is and it is also responsible for bridging
the components together and to allow the information flow between them.

To have access to these data, the BulletinBoard provides a public web in-
terface (purely informative) and specific interfaces through authenticated Web-
Services, for the ECApp (BB EC ), TrusteeApp (BB Trustees), ElectionRegistrar
(BB ER), BallootBox (BB BBox ) and VerifierApp (BB Verifiers).

ElectionRegistrar — Receives the voter’s registration requests and provides,
upon registration, the information necessary for them to vote in the election.

BallotBox — During the voting phase, receives the voters’ votes, verifies its
accuracy and forwards them for publication in the BulletinBoard.

ECApp — Corresponds to the interface between the Electoral Commission and
the voting system. The application allows the initialization and registration of
the voter’s VST, the creation of elections, the generation and authentication of
the election certificate and the authentication of other published data in the
system.
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Fig. 2. Interaction between the actors and the system’s components

TrusteeApp — Corresponds to the interface between the Trustees and the
voting system. It allows the Trustees to generate the election keys and challenge,
as well as the aggregation of votes and decrypt the encrypted results.

VoterApp — Corresponds to the interface between the voter and the system
and allows the registration in the elections, the CodeCard printing, as well as
receiving the voter’s choice and deliver the encrypted vote to the responsible
component (BallotBox).

Its cryptographic functions and the remaing protocol implementation, are
delegated to the VST.

VerifierApp — Application available to anyone interested in verify the cor-
rectness of the election through the data published in BulletinBoard.

Using the data provided by the BulletinBoard, allows an independent vote
counting to be compared with the results published and can verify the correct-
ness of the several steps of the counting and the results publication processes
(aggregation, decryption and counting), along with the final election results.

Voter Security Token — Performs several cryptographic operations, such
as the generation of its own key pair (when initialized by the ECApp), the
generation of the election ballot, CodeCard and encrypted vote and receipt.

In particular, the ballot and the CodeCard are generated through the election
information received right after the voter registration in the election and the
encrypted vote and receipt are generated through this generated information.
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3.3 Voting System operations and phases

The voting protocol is divided into five phases (as can be shown by the Figure
3), with each operation of the system associated with a particular phase:

Fig. 3. Voting System Phases

0. Voter Enrollment Phase:

– VST initialization and voter registration in the system;

1. Election initialization Phase:

– Election creation;
– Election data filling (e.g. dates, candidates);
– Election keys generation;
– Election key and data signature;

2. Election registration phase

– Election initialization data (challenge) generation;
– Voter registration in the election, ballot and codecard generation;

3. Voting phase:

– Vote submission;

4. Vote counting and verification phase:

– Vote aggregation and decryption;
– Vote Counting and results publication;
– Results verification;
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The original EVIV protocol didn’t considered the possibility of carrying out
elections in parallel, i.e., more than one election to be held at the same time. For
such reason that we divided the original protocol’s phase 1 (“Voter Enrollment”)
into two phases (“Voter Enrollment” and “Election initialization”, numbered 0
and 1, respectively). This allows to have the “Voter Enrollment” (Voter regis-
tration in the system) to be separated from the four election (“Initialization”,
“Registration”, “Voting” and “Counting and verification”) This also allows the
possibility to enroll a voter while there is a election running (regardless of the
phase they are in).

4 Results

In order to evaluate the voting system architecture, extensive tests were carried
out to the prototype to test its features and measure its performance, with
particular focus on the election integrity and voter privacy properties.

From the obtained results (operation’s execution times), the voter registra-
tion operations in the election (generation of the ballot and CodeCard) and
the aggregation of encrypted votes (for later decrypts and counting) stand out,
whereas the remaining execution times are considered negligible. The voter reg-
istration in the election, which includes the operations of ballot and CodeCard
generating, took an average of 0.3 seconds, while the aggregation of an election
encrypted votes took an average of 29 seconds for 100 votes.

From the obtained aggregation average execution time, we can estimate that
a aggregation for 100 000 votes can be achieved in less than an hour (paralleling
the process with 4 processors).

5 Conclusions

Thus, taking into account the obtained results and the application assumptions,
it can be concluded that the system can meet the recommended properties for
Internet voting systems, where there is only one point of failure (the VoterSe-
curityToken). However, taking into account the characteristics of the VST, the
election commitment and massive fraud are difficult to implement and easy to
solve (e.g. nullifying the fraudulent votes).

It is also noteworthy that the system is completely verifiable by any interested
party and that the execution times are reduced, with an estimated count of
100,000 votes to be held in less than an hour (paralleling the process with only
4 processors).

For future work, we suggest the implementation of VST in real devices (e.g.
smartcards), a more exhaustive test to the system by changing some metrics and
assumptions, including the ability to generate election key in a shared way by
more than one Trustee. This last point can be accomplished by implementing a
threshold encryption scheme in this prototype.
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