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Abstract—eHealth systems are being increasingly used and 

accepted. Recent advances in electronics allow the design of 

sensor devices with high connectivity and processing power that 

can integrate Wireless Sensor Networks (WSNs) to remotely 

communicate the measurements made. WSNs can be used to 

monitor the health-related parameters of patients. The 

conclusion of the analysis of existing systems is the need for a 

more flexible implementation that can be incorporated with other 

WSNs already available. 

This dissertation proposes a functional prototype of the 

doBros system, which is a WSN based on the IEEE 802.15.4 

standard that is used for remote monitoring of health-related 

parameters, and that consists of using biomedical off-the-shelf 

sensors adapted to a wireless environment. The collected data is 

stored on a web server that provides web services such as 

graphical representations of data. To this end, various wireless 

sensors powered by battery were developed, including a blood 

pressure meter, a heart rate meter, a motion detector and 

temperature meter and finally a pedometer. These sensors 

connect wirelessly to a gateway that is the only mains powered 

device and with direct connection to the Internet. Wireless 

connectivity is achieved using the NXP Jennic modules, which are 

a low-cost option. 

The prototype was tested and the conclusion after the 

necessary corrections is that is completely functional and 

complies with all requirements imposed, thus proving the 

feasibility of the system. One of the strengths of the doBros 

system was the creation of the µPnP protocol, which brings it the 

desired flexibility to the developed system. This protocol allows 

the simple integration of new devices and, in combination with 

the modular software architecture, simplifies the updating or the 

creation of new sensors. 

 
Index Terms—Biomedical Sensors, eHealth, WSN, Health 

Monitoring, IEEE 802.15.4, Remote Database. 

 

I. INTRODUCTION 

CCORDING to several studies [1][2], the Internet is being 

used as a source of health information. Patients are also 

enthusiastic about electronic health information exchange. It is 

clear that mobile health applications are on the rise with the 

general public and many clinicians already adopting 

smartphones [3][4], which confirms the interest in eHealth 

technologies [5]. 

Advances in electronics and wireless technologies made 

feasible the development of low-cost, low-power, 

multifunctional sensor nodes that are small in size and 

 
 

communicate wirelessly in short distances. The ever-

increasing capabilities of these tiny sensor nodes enable the 

realization of a large number of them to be integrated into 

Wireless Sensor Networks (WSNs) [6][7]. 

The ubiquity of WSNs in the field of health monitoring is of 

the utmost importance for the prevention and early detection 

of health-related problems allowing the patients, their families 

and their doctors to share the necessary information and 

enabling that information as close to real time as possible. A 

number of intelligent physiological sensors can be integrated 

into a wearable Wireless Area Network (WAN), which can be 

used for monitoring, computer assisted rehabilitation or early 

detection of medical conditions, like in so many examples [8] 

[9] [10] [11] [12] [13] [14]. Those systems were analyzed and 

the conclusion was that it is needed a more flexible solution 

that took advantage of the strong points of those existing 

systems, but could be used with other applications. 

This paper presents a functional prototype of the doBros 

system. Next chapter is about its architecture, chapter III and 

IV present the developed devices and chapter V the protocol 

created. Finally, the last chapters are the evaluation of the 

system and the conclusions. 

 

II. DOBROS SYSTEM ARCHITECTURE 

The doBros system is composed of commercially available 

off-the-shelf health monitoring sensors adapted to the wireless 

environment, and a web-enabled gateway, called sensor proxy, 

which can be connected to a residential gateway, which 

connects to the sensor proxy via Ethernet or Wi-Fi and serves 

the Internet to the developed WSN. 

 

A. System Architecture 

The sensors developed are listed below and are of three 

types: Static, Mobile and Wearable: 

• Blood Pressure Meter (BPM): Type Mobile; 

• Heartbeat Rate Meter (HRM): Type Wearable; 

• Motion detection and Temperature Meter (MTM): Type 

Static. 

• Pedometer: Type Wearable; 

The sensors must have low maintenance, be easy to 

configure and are powered by batteries. Fig. 1 represents an 

example of a bedridden patient in a room. 
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The prototype has a 4-Tier architecture as shown in fig. 2. 

The sensor proxy is used to connect the sensors to the database 

server, connecting the Internet components to the Local 

components: 

• Internet components: The database server and the 

residential gateway; 

• Local components: The sensors. 

The sensors and the sensor proxy exchange messages 

wirelessly using NXP Jennic [15] modules of the 

JN5139-xxx-Myy family [16]. NXP Jennic provides an API 

for JenNet, which is a proprietary network protocol stack, 

developed by Jennic for short-range wireless networking 

applications and is based on the IEEE 802.15.4 standard [17]. 

The modules are programmed using C language. 

The Tier 1 of the system architecture is the database server 

or web server. It is responsible for storing all the data from the 

sensors. The web server is an Apache web server [18] with 

RESTful web services [19], which stores the data in the form 

of a simple text file. The data can be consulted using the 

HTTP GET method, and the server returns an XML file. The 

web server has some web services, including a representation 

of the data collected in form of a graphic or a table and some 

filters can be applied, e.g., show the last n measurements, or 

show only the heart rate measurements. 

The Tier 2 is the residential gateway. The most probable 

scenario is for it to serve the Internet to the µPnP components 

of the doBros system; however, when other network 

configurations are available the residential gateway may not 

be used. 

The Tier 3 and 4 are the sensor proxy and the sensors 

respectively described briefly above. They are the main focus 

of the dissertation and will be described further in this paper. 

B. Software Modularity 

Libraries were created implementing family of functions, 

which are functions related to each other. These libraries are 

included in the code of the sensor proxy and sensors, and work 

as modules. Fig. 3 represents the various libraries or modules 

developed. The libraries seen in the figure are the following: 

• Common library: Implements a function used by the 

sensor proxy and the sensors. This function locks the program 

while waiting for a timer, for a determined period and with a 

precision of milliseconds. It is useful to stop the program for a 

small period, for example when waiting for a buffer to be 

filled. 

• Uart library: Implements basic UART functions for 

accessing the devices with buffering. It replaces the API 

callback functions and implements RTS/CTS flow control 

protocol. 

• µPnP library: Implements the functions necessary for the 

µPnP protocol. It also includes macros for all flags and 

message codes, as well as the known keys. 

• Coordinator library: Implements the specific Jennie 

“stack to application” functions for the sensor proxy, including 

the initialization and main processes. 

• Nanosocket library: Implements all the functions for the 

interaction between the JN5139 module and the Nano 

SocketLAN [20] or Nano Socket iWiFi [21] modules.  

• EndDevice library: Implements the initialization and 

main processes of a generic sensor. This library is the same for 

all sensors since it has the entire Jennie “stack to application” 

functions already coded and ready to be used. 

• SensorModes library: Implements the functions for the 

processing of all working modes for the sensors. These 

functions are called from the EndDevice library and are the 

same for all sensors. 

• GenericSensor library: Implements two types of 

functions: general functions and specific functions. The 

general functions are called by the SensorModes library and 

their prototypes must always be present in all sensors, 

although they must be programmed to each sensor. The 

 
Fig. 1.  Example of a room with a monitored patient using many of the sensors 

developed. 

 
Fig. 2.  The 4-Tier system architecture, the message protocol used in each tier, 

the connections between the components. 

 
Fig. 3.  Schematization of the developed libraries and how they can be used in 
the sensors and the sensor proxy. 
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specific functions implement specific functionalities of each 

sensor. 

The modularity is important because it makes the software 

more versatile. For example, if a sensor needs to use serial 

communication with RTS/CTS flow control protocol it only 

needs to include the Uart library; or if the sensor proxy no 

longer uses the Nano Socket module, the Nanosocket library 

can be easily replaced. 

 

III. SENSOR PROXY 

The sensor proxy is responsible for creating the LR-WPAN 

and receiving messages from the sensors, encapsulate them 

into RESTful messages and forward them to the web server. It 

is the only Full Function Device (FFD), is also the coordinator 

of the LR-WPAN and, because of this, it is the only device in 

the two lower tiers of the doBros system that needs to be 

mains powered. 

Thanks to the use of the µPnP protocol, the sensor proxy is 

almost stateless, which confers it great flexibility in the ability 

to connect to any device on the network. 

A. Hardware architecture 

The sensor proxy is composed of a PCB containing: 

• The Jennic JN5139-Z01-M01R1 module; 

• The FT232RL USB to serial UART interface [22]; 

• The Nano SocketLAN or Nano Socket iWiFi modules; 

• An external antenna; 

• A power regulator; 

• LEDs. 

Fig. 4 is a block diagram of the sensor proxy and its 

connections. The JN5139 module’s SMA connector is 

connected to an external antenna in order to maximize the 

LR-WPAN reach. 

The two Nano Socket modules work very similarly and both 

have implemented the network protocol they use to connect to 

the residential gateway. They allow the JN5139 

microcontroller to use their rich protocol and application 

capabilities to perform complex Internet operations. They 

support the SSL3/TLS1 protocol for secure sockets and 

HTTPS that allows secure communications with the web 

server [23], which is considered one of the most important of 

their features. 

The JN5139 module communicates with the Nano Socket 

module via RS-232 with RTS/CTS flow control. The Nano 

Socket modules are used because the programming of their 

functionalities in the JN5139 microcontroller was not possible 

due to lack of available memory. Even a code footprint of 

50KB and static data space utilization of 20 KB, like the 

presented in some examples [24][25], would be too much for 

the Jennic module that is already stacked with the remaining 

libraries. The current libraries for the sensor proxy use 

approximately 90 KB of its 96 KB available. External RAM 

memory would make possible to program the Nano Socket’s 

functionalities in the Jennic module, but unfortunately this 

isn’t compatible with the JN5139 microcontroller [26]. 

B. Software architecture 

The sensor proxy uses some of the libraries developed as 

shown in Fig. 3. The Coordinator library is where all the 

Jennie “stack to applications” functions are programmed and 

is where the majority of the processing is done, including the 

initialization process and the main process. The other libraries 

are used to specific functionalities, like the Nanosocket library 

for the interaction with the Nano Socket module, and the Uart 

library to have serial communication using RTS/CTS flow 

control. 

The Coordinator library contains all the Jennie “stack to 

applications” functions and is where the majority of the 

processing is done, including the initialization process, in 

which all the peripherals are initialized, the sensor proxy 

assures the connection to the Internet and it establishes the 

LR-WPAN; and the main process where all the logic is 

programmed, as shown in Fig. 5. 

Comparatively to other systems studied, the sensor proxy is 

a gateway with inherent IP capabilities and does not need to be 

connected to a powerful device like a PC or a PDA. Because 

of this it implements all the required functionalities in itself 

and so it has limited abilities. Thanks to the µPnP protocol this 

is not a limitation but rather an advantage, allowing it to 

remain more flexible, simpler, easier to upgrade, and more 

cost effective. 

 
Fig. 4.  Block diagram of the sensor proxy and its connections to the 
residential gateway and the sensors, as well as the USB cable connection for 

power and debugging. 
 

Fig. 5.  Flowchart of the main process of the sensor proxy. 
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IV. SENSORS 

The sensors are the devices that send the measurements 

wirelessly to the web server via the sensor proxy. They are 

Reduced Function Devices (RFD) in the LR-WPAN and 

communicate exclusively to the sensor proxy and not to each 

other. 

A. Generic Sensor 

All the sensors have a common set of libraries as shown in 

Fig. 3. The EndDevice library and the SensorModes library 

are exactly the same for all sensors and the GenericSensor 

library, despite always having its generic functions prototypes 

in all sensors, varies from sensor to sensor because it is where 

the specific functions are programmed, for example the ADC 

conversion for the acquisition of a determined measurement. 

The EndDevice contains all the “stack to application” 

functions programmed, including the initialization mode, 

where all the generic peripherals are initialized and the sensor 

joins the LR-WPAN; and the main process, which is used to 

assert what working modes are active and calls the 

correspondent function from the SenorModes library. 

The SensorModes library is where all the functions related 

to the working modes are programmed. The working modes 

are the states in which the sensors can be. A state diagram is 

presented in Fig. 6. The functions referent to the working 

modes call the specific functions for measuring or sending 

messages that are programmed in the GenericSensor library. 

The remaining functions, specific for each sensor are 

programmed in the GenericSensor library. When creating a 

new sensor, after including the remaining libraries in the code 

of the sensor, this library should be programmed according to 

the specific needs of the sensor, i.e., its peripherals 

initialization, the measuring, the conversion of the values 

measured, etc., and then the sensor is ready to be used and 

integrated in the doBros system. 

B. Blood Pressure Meter 

The BPM sensor developed for the prototype is based on 

the A&D UA-767 BPM [27], which measures the SYS, DIA 

and PUL values of the patients. The senor is composed of a 

PCB that will be connected to the UA-767 BPM and contains: 

• The Jennic JN5139 module; 

• A ICL3232, 3V to 5.5V powered RS-232 

transmitter/receiver [28]; 

• A Binary-coded decimal (BCD) Switch Cherry 

PACA3000 [29]. 

The block diagram of the BPM sensor is in Fig. 7. 

The BCD switch provides the ability to choose between 

patients numbered from 0 to 9. It can be used more than one 

BCD switch to choose more than 10 patients, and each BCD 

switch requires 4 DIO pins. 

After performing a measurement with the UA-767 BPM, it 

sends a signal to the Jennic JN5139 that generates an interrupt, 

waking the module from sleep mode. The interrupt routine 

then sets a flag that allows the sensor to enter the measure 

mode. Following the acquisition of the BPM values via serial 

communication, the BPM sensor sends those values to the web 

server using the µPnP protocol. 

C. Heart Rate Meter 

The HRM sensor is based in the chest strap Polar T31 

transmitter [30]. The Polar RMCM01 receiver [31] is 

connected to a DIO pin of the JN5139 module, and both are 

assembled to a PCB. The PCB is in a box that can be attached 

in the belt of a patient, and it communicates wirelessly to the 

Polar transmitter. The block diagram of the PCB is in Fig. 8. 

The Polar T31 transmits a signal wirelessly at every 

heartbeat to the Polar RMCM01 receiver that generates 

interrupts on the Jennic JN5139 module. The Jennic module 

measures the time between heartbeats and computes the 

instantaneous heart rate, filtering errors that can occur. The 

JN5139 module does this for a determined and configurable 

period, for example 10 seconds, and in the end it averages the 

instantaneous values. This average value is considered the 

heart rate for that period and is sent for the remote web server. 

In the end of each period, after averaging the instantaneous 

values and sending the measurement to the web server, the 

Jennic module goes to sleep mode, but it should be “awaken” 

immediately if the Polar T31 continues to transmit new 

 
Fig. 6.  State diagram with all working modes for a general sensor. The sensor 

proxy starts by activating the Advertise mode. All working modes are 
activated automatically either by interrupts, periodically, when receiving a 

message, etc.. 

 
Fig. 7.  Block diagram of the BPM developed for the prototype of the doBros 
system, explaining how the various components are connected. 
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heartbeats. If the patient stops wearing the transmitter and 

there are no more interrupts generated in the Jennic, it should 

stay in the sleep mode, allowing it to save battery. 

D. Motion Detection and Temperature Meter 

The MTM sensor is based in the Chacon model 84180 

connected to a DIO pin of the Jennic module. Fig. 9 is a block 

diagram of the MTM sensor. 

The Jennic module has a built-in low precision temperature 

sensor that serves as input to the ADC converter. The non 

calibrated temperature sensor is only accurate to ±10ºC, but 

after calibration the sensor seems to have approximately 

±1.5ºC accuracy. The built-in temperature sensor must be 

calibrated for each new MTM sensor. 

The Chacon 84180 has a switch that allows choosing from 3 

modes: “movement detections off”; “movement detection on”; 

and “fire alarm”. Alarms occur when the switch is set to 

“movement detections on” mode and a movement is detected, 

or when the switch is set to “fire alarm” mode. In the last case, 

the alarms are generated repeatedly until the switch is set to 

other mode. 

When an alarm occurs in the Chacon 84180, it generates a 

pulse signal resulting in an interrupt on the Jennic module. 

This creates an alarm event in the JN5139 that starts the 

measure mode with the exception that the motion detected flag 

is set to true. Thus, besides measuring and sending the 

temperature, it also sends the detected key from the alarm 

service. The temperature is sent to the remote web server 

periodically, with a configurable period. Every time an alarm 

is generated the Jennic starts a new period. This assures that 

the temperature is sent at least once within one period. 

 

E. Pedometer 

The Pedometer consists of a small box that is attachable to 

the belt of the patient and it contains a PCB with the Jennic 

JN5139 module, a mechanic signal generator and is powered 

by 2 AAA batteries. A switch is also present in the Pedometer 

sensor that allows turning it on or off. Fig. 10 is a block 

diagram of the Pedometer sensor containing a representation 

of the circuit of the mechanic signal generator. 

One DIO pin from the JN5139 module receives as input the 

signal from a spring-levered switch. When the patient wearing 

this sensor takes a step, the lever arm swings downward and 

closes a contact generating a signal to count a step, and then 

the spring returns it to its original position [32]. There is also a 

pull-up resistor to ensure that the input signal from the 

mechanic switch settles at the positive supply voltage. 

The Pedometer sensor counts the number of steps and 

measures the period since the patient started using the sensor. 

Each step creates a pulse that generates an interrupt in the 

JN5139 module. For each interrupt it is needed a 10 ms 

debounce period to prevent reading errors. If the sensor 

doesn’t detect movement for a period of 5 seconds, the steps 

count and measuring period are sent to the remote web server. 

 

V. µPNP PROTOCOL 

The µPnP protocol was created taking into consideration the 

requirements of the doBros system, including the necessity of 

low power consumption and the need of a protocol with which 

new sensors can easily be integrated in the system. 

It is important to minimize the length of the messages 

exchanged and to reduce the period when the sensors powered 

by batteries are transmitting. The protocol was conceived so 

that the messages can contain a myriad of physical properties 

expressed in many data types, including integers, ASCII 

strings, etc., but reducing the overhead and making the 

messages as small as possible. 

The µPnP protocol is almost stateless because the sensors 

only need to register once and afterwards the database server 

and the sensor proxy do not retain any more session 

information, nor do they track the status of each sensor. 

The µPnP protocol allows new devices to seamlessly 

connect and interact to an already running system thanks to 

their description using the µPnP dictionaries. 

 
Fig. 8.  Block diagram of the HRM developed for the prototype of the doBros 

system, explaining how the various components are connected, including its 
wireless components. 

 
Fig. 9.  Block diagram of the MTM developed for the prototype of the doBros 

system, explaining how the movement sensor connects to the Jennic JN5139 

module and its internal simplified block diagram with the temperature sensor. 

 
Fig. 10.  Block diagram of the Pedometer developed for the prototype of the 

doBros system, showing the circuit of the mechanic signal generator 
explaining how it connects to the Jennic JN5139 module. 
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A. µPnP Messages 

The µPnP messages have three parts: Header, Body and 

Tail. All µPnP messages must have a Header, but the Body 

and Tail may not be necessary in control messages. The 

Header contains the configuration and control information of 

the message, the body contains the data to be transmitted in 

the message, and the Tail contains information for the 

validation of the integrity of the message. Fig. 11 represents 

the µPnP message structure datagram. 

The µPnP protocol has two types of messages: 

• Data messages: Used to transmit the data separated in 

data entries; 

• Control messages: Used to control the flow of the 

protocol, like acknowledge messages, etc.. 

These messages are used in many different situations and 

therefore there are several messages that can be transmitted 

using the protocol. The messages defined are the following: 

ACK, WhoAreYou?, Advertise, ConfigMode, NewConfig, 

EndConfig, Measure, Alarm and NACK. 

ACK messages are sent when acknowledging another 

message that was received. NACK messages are sent instead 

of ACK messages when the message received cannot be 

acknowledged. This happens when the message received has 

an error or when an error occurs when trying to perform the 

expected actions. 

Advertise messages are sent by the sensors to register 

themselves in the system. 

Alarm Messages are sent by the sensors to notify of a new 

alarm event and Measure messages are sent by the sensors to 

publish new data. Alarm messages are similar to the Measure 

messages because they can include data of measurements that 

complement the information about the alarm event. 

When errors come about, the protocol procedures are as 

follows: 

• If the sensor proxy looses the connection to the database 

server, it replies to the sensors with NACK messages. 

• The sensors have a timeout mechanism that prevents 

them from waiting for messages indefinitely, which would 

consume the battery’s charge very quickly. When a timeout 

occurs, the sensor resends the message, just like if it had 

received a NACK message. 

• The sensors retry to send the messages up to three times. 

After that, they store the message to be resent later or simply 

discard it. This last option was not implemented in the system 

yet. 

Other problem is when the sensor is communicating before 

being registered in the system. This problem is more common 

with Wearable type sensors, but can also occur in case the 

sensor proxy reboots. The sensor proxy sends a WhoAreYou? 

message when it receives a message from an unknown sensor, 

i.e., a sensor not yet registered in the system, followed by a 

NACK message. The first message is for the sensor to register 

itself and the second message allows the sensor to resend the 

measurement after being registered. 

The sensors enter the Configuration mode periodically, 

which enables them to be reconfigured. When they enter the 

Configuration mode they send a ConfigMode message to the 

sensor proxy. The sensor proxy then queries the database 

server for new configurations for that sensor and forwards 

them to the sensor using µPnP NewConfig messages. µPnP 

EndConfig messages are sent by the sensor proxy when there 

are no more new configurations for that sensor. 

B. µPnP Dictionaries 

An important feature of the µPnP protocol is the use of 

dictionaries, which are XML files used to describe the 

sensors. All sensors have a dictionary file that describes all 

their properties and services. Dictionary files bring greater 

flexibility to the protocol because they allow new sensors to 

seamlessly integrate the system, even if the system is already 

running. 

The information contained in the dictionaries is logically 

separated into services and each service is related to a specific 

property of the sensor. 

The logical separation of information present in services 

simplifies the interpretation of it by human beings, but there 

may be many data on all the services of a sensor and so, each 

service has a functional separation of the information it 

contains in one or more data entries, called keys. The 

functional separation of the services in keys is useful for the 

composition and interpreta-

tion of the µPnP messages. 

Each key has a key ID, a 

label and a type, and there 

can be up to 256 key IDs in 

each sensor that are used 

only once. The type is used 

to describe the data type that 

will be transmitted using 

that key and only these are 

allowed: null, string, uint8, 

int, float and i_array. 

Keys can have multiple 

predefined data entries 

associated with them called 

values. When values are 

available, only those are 

Offset 

↓Byte\
Bit→

 
0 1 2 3 4 5 6 7 

1 Control Type (code) Cache Long Encrypt 1 

2 Sequence Number (1 Byte) 

3 Payload Length (1 Byte) 

(4) Offset (optional) (1 byte) 

4 (5)  

••• Payload (variable size) 

up to 126  

127 (max.) Checksum (1 Byte) 

Fig. 11.  µPnP message structure diagram. It can be observed 3 bytes of the Header plus the optional byte, the Body of 

variable size composed by the Payload of the message, and the Tail composed by a 1 byte Checksum. 
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allowed to be transmitted. This can be used to reduce the 

length of the µPnP messages, i.e., instead of sending messages 

with long content of many bytes, the data transmitted may be 

one of these value keys that are only one byte long. Values 

may also be used to only allow predetermined values for some 

data, like the units of the temperature, which brings more 

safety to communications and reduces the probability of 

programming bugs, like badly formatted strings. 

 

VI. EVALUATION 

A. Functional Evaluation 

The prototype had a functional evaluation, where it was 

possible to analyze the operation of the system for three days 

in a exhibition. The characteristics of the prototype in the 

exhibition were the following: 

• Only the sensor proxy, the BPM sensor, the HRM sensor 

and the MTM sensor were displayed and they were not yet 

completely developed or in their final versions; 

• The sensor proxy was connected to a LAN via Ethernet; 

however, there was Wi-Fi networks working in the exhibition 

simultaneously with the IEEE 802.15.4 WSN of the doBros 

sytem; 

• The sensor proxy had the same Jennic module as the 

sensors, i.e., with an on-board, low-power, ceramic antenna. 

• Only a subset of the µPnP protocol was already 

implemented. Specifically, ACK and NACK messages were 

not yet implemented, neither was the querying of the web 

server for new configurations by the sensor proxy; 

• All the sensors already had their dictionary files installed 

in the web server; 

• There was a personal computer on site to enable the 

debugging of the system in case errors occurred during the 

demonstration and to connect to the remote web server in 

order to display the measurements performed by the sensors. 

The general conclusion of the experiment was that the 

system was stable and functional, as long as the Internet 

connection was not lost. The web server had no problem 

interpreting and storing the flood of data coming from the 

different sensors besides being simultaneously 

queried or solicited for web services, like graphical 

representations of data, etc.. The sensors worked 

well together and the only problem detected was 

that the network coverage was not great, but still 

enough to cover the entire room in which it was 

being used. For that purpose, a performance 

evaluation of different configurations of external 

antennas was conducted, which is presented in the 

next section. 

The prototype was retested after all the bugs 

observed in the exhibition were corrected and the 

control messages of the µPnP protocol were 

implemented. The new tests were trying to replicate 

the same scenarios that generated failures before 

and the system behaved well, without failures in all 

those scenarios. 

B. Performance Evaluation 

A comparative study was carried out consisting of three 

possible setups for two simple nodes, a coordinator (FFD) and 

a sensor (RFD). The setups differ in the antenna used in the 

coordinator: 

1. On-board ceramic antenna of the Jennic module; 

2. Rudimental external antenna directly soldered to the 

Jennic module; 

3. External antenna attached to a makeshift connector to the 

soldered Jennic. 

The coordinator measured the Link Quality Indication 

(LQI) value, which is an integer in the range 0-255 where 255 

represents the strongest signal. This experiment was 

performed using increments of the distance between the sensor 

and the coordinator with the following conditions: 

• At 3m they were in the same room; 

• At 6m the sensor was moved outside the room to a 

corridor; 

• At 10m the sensor was further separated from the 

coordinator, and was outside the corridor mentioned above 

and beyond another set of doors. 

There was the presence of several IEEE 802.11 networks in 

all distance increments that interfered with the WSN, which is 

the most probable real life scenario. It was also impossible to 

completely control other environmental factors of the 

experience, like people that were using the same space. The 

results of the experience are shown in Fig. 12. 

As expected, the setups with external antennas had much 

better results. The apparent bad result for the last setup at 6 m 

was due to the variation of uncontrollable environmental 

factors, like a greater flux of people in the corridor when the 

measurement took place. However, it is a fair conclusion that 

the expected improvement by using external antennas is 

confirmed. A note to the fact that even at 10m of distance and 

with walls between the two nodes, it was possible to exchange 

messages and measure the LQI. 

This experience motivated the use of a different Jennic 

module for the sensor proxy, containing an external antenna 

attached to it in order to improve the network covered area of 

each sensor proxy of the doBros system. 

 
Fig. 12.  Graphical representation of the average Link Quality Indication measured 

in the experience. The distance axis has three valid distances: 3m, 6m, and 10m. 
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VII. CONCLUSION 

A. Conclusions 

This dissertation proposes the prototype of the doBros 

system that is an eHealth system consisting of a WSN for 

monitoring patients. The prototype meets the requirements and 

proves the feasibility of power-effective WSNs using 

off-the-shelf biomedical sensors adapted to the wireless 

environment, resorting to commercially available wireless 

modules, which is a cost effective solution. 

The prototype consists of an almost stateless gateway, 

called sensor proxy, directly connected to the Internet, which 

allows the various sensors to store their measurements online 

on a remote web server. The data can be consulted by a client 

with access to the Internet, who can query the server for data 

values or other web services, like graphical representations of 

the data. The sensors developed were the following: 

• Blood Pressure Meter (BPM); 

• Heartbeat Rate Meter (HRM); 

• Pedometer; 

• Motion detection and Temperature Meter (MTM). 

The architecture proposed for the doBros system allows it to 

be integrated into other networks already installed, including 

every type of LAN or WLAN, ranging from a home network 

with a residential gateway, to an enterprise network on a 

hospital. 

In order to achieve the proposed goals, it was required to 

develop a new protocol, called µPnP, which allows the sensors 

to send a number of data types, similarly to what happens with 

other web services technologies. The messages may include 

measurements, alarms and configuration parameters, but 

keeping the length as small as possible. Short messages 

guarantee a better power efficiency and allow the protocol be 

used with low-rate wireless standards. The protocol also 

considers the need to simplify the addition of new devices to 

the network, and so it was defined a simple method for 

installing them. This is accomplished by using XML 

dictionary files that describe the devices: their properties and 

their services. 

The modular software architecture of the sensors was also 

conceived to accelerate the development of new devices. The 

sensor proxy also has modular software architecture and, just 

like the sensors, it allows the sensor proxy to be easily 

upgraded. 

It was also performed a study about alternative eHealth 

monitoring systems already available. The conclusion is that 

the prototype developed is a significant step up in flexibility 

and functionality. The doBros system reduces the 

computational power required by the end devices 

(correspondent to the sensor proxy and sensors in the doBros 

systems) and places it in the web server. This is more cost 

effective and, as previously mentioned, reduces the production 

time of new devices. It also opened for consideration the 

possibility of the integration of the doBros system with 

devices of other scopes, like domotics. 

B. Future Work 

In the immediate, the system needs to undergo a battery of 

tests to investigate possible weaknesses or to allow finding 

scenarios in which the operation needs improvement. 

Regarding the µPnP protocol, at the moment a single 

NACK message has been defined, but there might be 

circumstances in which the sender would like to know more 

than just NACK. Therefore it seems natural to define a set of 

error codes for the NACK messages. 

One feature that the doBros system lacks and will be 

important if it is released for commercial use, is the 

introduction of data access security policies. Authentication 

systems could be used to access the web server and only allow 

a selectable set of trusted people to access a patient’s data. 

The flexibility of the doBros system allows the 

consideration of its use with other applications outside the 

scope of eHealth. Future tests with other devices would 

guarantee this interoperability. 
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