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Risk Management cover the crucial processes that 
focuses on the survival, sustainability and objectives 

achieving of the company, anticipating risks and 
implementing the correct mitigation actions. 

But how these processes and knowledge can be 
structured in a formal way inside the company? 



Until the very recent present, many enterprises or governmental agencies
have not had a consistent definition of the meaning of risk management
and what was necessary to establish an effective risk management structure
or framework.

To help with this definition problem, the Committee of Sponsoring
Organizations of the Treadway Commission (COSO) entity developed a risk
management definition or framework definition called COSO Enterprise Risk
Management or COSO ERM (1985). https://www.coso.org/Pages/default.aspx

This risk management framework, updated with COSO guidance and
published in 2011, provides a structure and set of definitions to allow
enterprises of all types and sizes to understand and better manage their risk
environments.
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COSO risk management framework
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https://www.coso.org/Pages/default.aspx
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According to COSO,1 Enterprise Risk Management (ERM)
is “A process, effected by an entity’s board of directors,
management, and other personnel, applied in strategy
setting and across the enterprise, designed to identify
potential events that may affect the entity, manage risk
to be within its risk appetite, and to provide reasonable
assurance regarding the achievement of entity objectives.”

This enterprise risk management framework is geared to 

achieving an entity’s objectives, set forth in four 

categories:

• Strategic – high-level goals, aligned with and 

supporting its mission

• Operations – effective and efficient use of its resources

• Reporting – reliability of reporting

• Compliance – compliance with applicable laws and 

regulations.
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COSO risk management framework

The Committee of Sponsoring Organizations of the Treadway Commission
(COSO) is an accounting organization with a special focus in enterprise risk
management (ERM).

They define Enterprise Risk Management (ERM) as a process designed to
identify potential events that may affect the organization and manage
risk to be within that organization’s risk appetite in order to provide
reasonable assurance of accomplishing the organization’s objectives.

Risk identification and mitigation are a key component of an
organization’s ERM program.

6
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The COSO risk assessment process puts the responsibility on management to
go through the steps to assess whether a risk is significant and then, if so, to
take appropriate actions.

This risk-assessment process should be performed at all levels and for
virtually all activities within the enterprise. The COSO internal controls
framework describes risk assessment as a main three-step process:

1. Estimate the significance of the risk.

2. Assess the likelihood or frequency of the risk occurring.

3. Consider how the risk should be managed and assess what actions (e.g.
mitigations) must be taken.

COSO Enterprise Risk Management, Robert Moeller, Wiley 

COSO risk management framework
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COSO risk management framework
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COSO risk management framework
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Example
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COSO risk management framework
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Example

FCPA: Foreign Corrupt Practices Act

SOX: Sarbanes–Oxley Act

https://www.justice.gov/criminal-fraud/foreign-corrupt-practices-act
https://en.wikipedia.org/wiki/Sarbanes%E2%80%93Oxley_Act
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COSO risk management framework
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Risk Management report example
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• COSO internal controls focus on an enterprise’s daily activities,

• COSO enterprise risk management (ERM) focuses on activities that an
enterprise and its managers may or may not do.

A manager is interested, for example, in the controls necessary to accumulate
accounting transactions, to summarize them in a well-controlled manner, and to
publish them as the financial results of the enterprise.

However, that same manager may be concerned about such enterprise risks as the
financial impacts on the enterprise due to the launch of a new product, the reaction
and actions of competitors, and overall market conditions for that new product
launch. All of these do not involve the here and now of an internal controls framework
but involve enterprise risk.

COSO Enterprise Risk Management, Robert Moeller, Wiley 

COSO risk management framework
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

COSO risk management framework
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Compliance standards first became particularly important at the beginning of this century
with the corporate accounting fraud–related failure of the high-flying corporation Enron
(*).

This led to the passage of the Sarbanes-Oxley Act (SOx) in the United States and a
worldwide interest in enterprise governance and compliance issues.

These concerns became even more significant with the worldwide financial recession
starting around 2008 (banks giving credit to customers had no serious rules).

Because of these incredible compliance and governance failures, frequently, Risk
management is included in a broader level which includes Governance, Risk, and
Compliance (GRC) issues!

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO risk management framework
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Governance can be defined as: “The system by which entities are directed and
controlled. It is concerned with structure and processes for decision making,
accountability, control and behavior at the top of an entity.

Compliance is the act of complying with a command, desire, wish, order, or rule. It can
also mean adhering to requirements, standards, or regulations. Both of these compliance
definitions are important for your organization.

Governance, risk, and compliance – popularly known as GRC – is a set of processes and
procedures to help organizations achieve business objectives, address uncertainty, and act
with integrity. The basic purpose of GRC is to instill good business practices into everyday
life.

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO risk management framework
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Governance, Risk, and Compliance (GRC) is a relatively new corporate
management system that integrates these three crucial functions into the processes of
every department within an organization.

GRC is in part a response to the "silo mentality," as it has become disparagingly known.
That is, each department within a company can become reluctant to share information or
resources with any other department.

This is seen as reducing efficiency, damaging morale, and preventing the development of
a positive company culture.

The overall purpose of GRC is to reduce risks and costs as well as duplication of effort. It is
a strategy that requires company-wide cooperation to achieve results that meet internal
guidelines and processes established for each of the three key functions.

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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Enron bankruptcy
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(*): Enron engaged in mark to market (MTM) accounting, with official US Securities and
Exchange Commission (SEC) approval in 1992. This accounting method, based on the "fair
value" of the company's assets, which may change as market conditions change was used
by Enron to overinflate the company's estimated profits and mislead investors.

To hide its mounting debt, Enron used special purpose vehicles (SPVs: shell companies
capitalized entirely by Enron stock) to borrow money on Enron's behalf

Enron's stock price reached a high of US$90.75 per share in mid-2000. After it was
revealed that the company had been engaging in accounting fraud - had, in fact, been
hiding billions of dollars in debt via various accounting loopholes - the company's
shareholders filed a $40 billion lawsuit. The Arthur Andersen company was found guilty
of crimes in the firm’s auditing of Enron and was closed.

Enron's stock price drop to $1 per share by the end of November 2001. On December 2,
2001, Enron filed for bankruptcy. Enron’s was the largest bankruptcy in US history.
http://large.stanford.edu/courses/2018/ph240/smith1/

http://large.stanford.edu/courses/2018/ph240/smith1/
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Sarbanes-Oxley Act (SOx)
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Inserir matriz Galp

Since becoming a U.S. law in 2002, the Sarbanes-Oxley Act (SOx) has had a major impact
on corporations whose securities are registered with the U.S. Securities and Exchange
Commission (SEC). SOx has changed the financial reporting and public accounting
regulatory landscape from one of self-regulation by external audit firms to quasi-
governmental rules and has become a worldwide standard.

SOx now requires senior business executives to assume personal responsibility for the
documentation, review, and testing of their enterprise’s internal controls.

Although the act requires enterprises to follow the COSO internal control rules, COSO
enterprise risk management (ERM) was released after SOx and was not specifically
mentioned in that legislation

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO internal control procedures
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Many control activities under COSO internal controls are fairly easy to identify and test due
to the accounting nature of many internal controls. They generally include the following
internal control areas:

• Separation of Duties. Essentially, the person that initiates a transaction should not be
the same person that authorizes that transaction.

• Audit Trails. Processes should be organized such that final results can be easily traced
back to the transactions that created those results.

• Security and Integrity. Control processes should have appropriate control procedures
such that only authorized persons can review or modify them.

• Documentation. Processes should be appropriately documented.

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO internal control procedures
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Enterprise Governance (the G of the GRC acronym) is an important theme to
ensure the accountability of certain individuals in an enterprise through
mechanisms that try to reduce or eliminate the conflicts that will exist
between their overall goals and individual stakeholders’ self-interest.

Enterprise Risk management (the R of the GRC acronym) is a process
designed to identify potential events that may affect the organization, and
manage risk to be within that organization’s risk appetite in order to provide
reasonable assurance of accomplishing the organization’s objectives

Compliance (the C of the GRC acronym) is either a state of being in
accordance with some established guidelines, specifications, or legislation,
such as the Sarbanes-Oxley Act (SOx) or the process of becoming so.

Risk Evaluation and Management© António Quintino 2022/2023

COSO GRC
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COSO Enterprise Risk Management, Robert Moeller, Wiley 



Business professionals did not even hear about the now increasingly familiar
acronym GRC until a few years after SOx.

Governance means taking care of business, making sure that things are done
according to an enterprise’s standards, regulations, and board of directors’
decisions.

Risk becomes a way to help both protect existing asset value and create
value by strategically expanding an enterprise or adding new products and
services.

Compliance means follow the many laws and rules affecting businesses and
citizens today. C can also include controls, meaning that it is important to put
certain controls in place to ensure that compliance is happening.

Risk Evaluation and Management© António Quintino 2022/2023

COSO GRC
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COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

COSO GRC Governance Concepts

Risk management should be part
of the overall enterprise culture
from the board of directors and
down through the enterprise
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COSO GRC Governance Concepts
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

Next figure shows enterprise
governance concepts with an
executive group in the center and
their interlocking and related
responsibilities for establishing
controls, a strategic framework,
performance, and accountability
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COSO GRC Governance Concepts
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

Global risks ranked by severity over the short and long term
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COSO GRC Governance Concepts
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

2022 report
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COSO GRC Risk Management Processes
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

These COSO GRC steps are 
common with other risk 
frameworks.
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COSO GRC Risk Management Processes
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

How much are you wiling to pay, as a percentage of
your company profits to assure that your company
is much more prepared to beat risks, survive them
and achieve the objectives with a higher
probability?

Your answer defines your understating and value of
the risk management and your risk appetite.

Most of the times, managers do not understand
well the value of the risk management and
inherently the likelihood of the company incurring
in dangerous situations is much higher.
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COSO GRC Risk Management Processes
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Risk management should create value and be an integral part of
organizational processes.

It should be part of decision-making processes and be tailored in a
systematic and structured manner to explicitly address the uncertainties an
enterprise faces based on the best available information.

In addition, risk management processes should be dynamic, iterative, being
integrated at all levels in the company and responsive to change with the
capabilities of continual improvements and enhancements.

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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The COSO ERM framework is also a
three-dimensional cube with the
components of:

• Four vertical columns that
represent the strategic objectives of
enterprise risk.

• Eight horizontal rows or risk
components.

• Multiple levels of the enterprise,
from a ‘‘headquarters’’ entity level
to individual subsidiaries

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO ERM Risk Components
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Key Risk Indicators

Risk Register

Chief Risk Officer

COSO Enterprise Risk Management, Robert Moeller, Wiley 
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COSO and The Three Lines of Defence 
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COSO Enterprise Risk Management, Robert Moeller, Wiley 

The Three Lines of Defence 
(3LOD) Model

1.the first line of defence –
functions that own and manage 
risk

2.the second line of defence –
functions that oversee or 
specialise in risk management, 
compliance

3.the third line of defence –
functions that provide 
independent assurance, above 
all internal audit
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Main differences between COSO and 
ISO 31000
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ISO 31000 vs COSO

35

Structure

The length of the COSO is over 100 pages. ISO 31000 has 16 pages and can be read in less than an hour.

ISO 31000 also follows a more organized structure than COSO.

Geography

ISO 31000 is the official risk management standard in over 50 countries.

COSO was developed in the United States in partnership with PwC, a large accounting and consulting firm.

Audience

ISO 31000 is a more generic risk management standard. It was created for anyone interested in risk
management.

COSO is focused on financial reporting.
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ISO 31000 vs COSO
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Focus

ISO 31000 focuses on risk and incorporating it everywhere in the organization.

COSO focuses more on general corporate governance.

Framework and Process

ISO 31000 clearly separates a framework and a process.

COSO combines the two concepts.

Risk Appetite

ISO 31000:2009 – no mention of risk appetite

ISO 31000: 2018 – brief mention, using different terminology

COSO – discusses risk appetite in great length
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Some considerations on Risk Matrices
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38

Risk matrices have been widely praised and adopted as simple, effective approaches to risk
management. They provide a clear framework for systematic review of individual risks and
portfolios of risks; convenient documentation for the rationale of risk rankings and priority
setting.

But… “risk” is not a measured attribute, but is derived from frequency and severity inputs
through a priori specified formulas such as:

Risk = Frequency × Severity.

This article explores fundamental mathematical and logical limitations of risk matrices as
sources of information for risk management decision making and priority setting.
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Some considerations on Risk Matrices
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A Normative decision-analytic framework
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Some considerations on Risk Matrices
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The simplest case of a 2 × 2 risk matrix does suggest it is not necessarily true that risk

matrices provide qualitatively useful information for setting risk priorities.
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Some considerations on Risk Matrices
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Logical compatibility of risk matrices with quantitative risks

Lemma 1. If a risk matrix satisfies weak consistency, then no red cell can share an edge with

a green cell.

Lemma 2: If a risk matrix satisfies weak consistency and has at least two colors (“green” in

the lower left cell and “red” in the upper right cell, if axes are oriented to show increasing

frequency and severity), then no red cell can occur in the left column or in the bottom row

of the risk matrix.

Definition of betweenness: A risk matrix satisfies the axiom of betweenness if every

positively sloped line segment that lies in a green cell at its lower (left) end and in a red cell

at its upper (right) end passes through at least one intermediate cell (meaning one that is

neither green nor red) between them.
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Logical compatibility of risk matrices with quantitative risks

Definition of consistent coloring:

A cell is red if it contains points with quantitative risks at least as high as those in other red

cells (and does not contain points with quantitative risk as small as those in any green cell).

(2) A cell is colored green if it contains some points with risks at least as small as those in

other green cells (and does not contain points with quantitative risks as high as those in any

red cell).

(3) A cell is colored an intermediate color (neither red nor green) only if either (a) it lies

between a red cell and a green cell; or (b) it contains points with quantitative risks lower

than those in some red cells and also points with quantitative risks higher than those in

some green cells.
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Logical compatibility of risk matrices with quantitative risks
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Logical compatibility of risk matrices with quantitative risks
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Risk matrices with too many colors or levels give spurious resolution
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There's 13 priority levels as possible outputs, Anything that is in the box labeled “1” is the

highest priority.
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A risk manager has identified the following

three risk reduction opportunities:

A. reduces risk from 100 to 80. It costs $30:

B. reduces risk from 50 to 10. It costs $40.

C. reduces risk from 25 to 0. It costs $20.

How should a risk matrix categorize A, B, C to

support the goal of achieving the largest risk

reduction from allocation of limited funds?

The answer: depends on the budget!
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For a budget of $40, the largest feasible

risk reduction is achieved by funding B,

so the best priority order puts B first.

If the budget is $50, then funding A

and C achieves the greatest risk

reduction, so B should be ranked last.

At $60, the best investment is to fund B

and C, so now A should be ranked last..
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In short, no categorization or rank-ordering of A, B, and C, optimizes resource allocation

independent of the budget.

Calculating optimal risk management resource allocations requires quantitative

information beyond what a risk matrix provides, for example, about budget constraints

and about interactions among countermeasures.

In general, risk rankings calculated from frequency and severity do not suffice to guide

effective risk management resource allocation decisions.
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Some considerations on Risk Matrices
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For a decision maker with an exponential utility function, the certainty equivalent (CE)

value of a prospect with normally distributed consequences is CE(X) = E(X) − k × Var(X),

where:

k is a parameter reflecting subjective risk aversion (k = 0.5 × coefficient of risk aversion);

E(X) is the mean of prospect X;

Var(X) is its variance;

CE(X) is its certainty-equivalent value (i.e., the deterministic value that is considered

equivalent in value to the uncertain prospect)
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Consider three events, A, B, and C, with identical probabilities or frequencies and having

normally distributed consequences (on some outcome scale) with respective means of 1,

2, and 3 and respective variances of 0, 1, and 2. The certainty equivalents of prospects A,

B, and C are:

CE(A) = 1 ; CE(B) = 2 − k ; CE(C) = 3 − 2k

For a risk-neutral
decision maker with 

k = 0:  

C > B > A
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Consider three events, A, B, and C, with identical probabilities or frequencies and having

normally distributed consequences (on some outcome scale) with respective means of 1,

2, and 3 and respective variances of 0, 1, and 2. The certainty equivalents of prospects A,

B, and C are:

CE(A) = 1 ; CE(B) = 2 − k ; CE(C) = 3 − 2k

For a risk-averse
decision maker with 

k = 1:  

A = B = C
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Consider three events, A, B, and C, with identical probabilities or frequencies and having

normally distributed consequences (on some outcome scale) with respective means of 1,

2, and 3 and respective variances of 0, 1, and 2. The certainty equivalents of prospects A,

B, and C are:

CE(A) = 1 ; CE(B) = 2 − k ; CE(C) = 3 − 2k

For a more risk-
averse decision 

maker with k = 2:  

A > B > C



Risk Evaluation and Management© António Quintino 2022/2023

Some considerations on Risk Matrices
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Risk matrices typically do not specify or record the risk attitudes of those who use them.

Users with different risk attitudes
might have opposite orderings, as
in this example.

As a result there is no objective
way to classify the relative
severities of such prospects with
uncertain consequences
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Some considerations on Risk Matrices

55

How should one rate the severity of a consequence that consists of 1 death and 1 severe

injury compared to that of a consequence of 0 deaths but 50 severe injuries? The answer

is not obvious from the example below!
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Suppose that a company must choose between the following two risky investment

strategies:

• Strategy A has probability 0.1% of leading to a 1% growth rate that barely meets

shareholder expectations (outcome A1); otherwise (probability 99.9%) shareholder

value and growth will increase by a negligible amount (0.0001%), disappointing

shareholders (outcome A2).

• Strategy B has probability 50% of causing 5% sustained growth that greatly exceeds

shareholder expectations (outcome B1); otherwise, shareholder value and growth

rate = 0%, enraging shareholders. (outcome B2).

Which strategy, A or B, better matches a responsible company’s preferences (or “risk

appetite”) for risky strategic investments?
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Implementing the discrete categorization criteria in the guidance could distract attention

from the fact that most shareholders would gladly trade a negligible increase in adverse

consequences for a large increase in the probability of a much better outcome.

enraging shareholders

disappointing shareholders

barely meets shareholder expectations

greatly exceeds shareholder 
expectationsB strategy is 

understood riskier than 
A strategy by most of 
the managers
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Prospect theory is a theory of behavioral economics and behavioral finance that was

developed by Daniel Kahneman and Amos Tversky in 1979. The theory was cited in the

decision to award Kahneman the 2002 Nobel Memorial Prize in Economics.

Prospect theory stems from Loss aversion, where the observation is that agents

asymmetrically feel losses greater than that of an equivalent gain. It centralizes around

the idea that people conclude their utility from "gains" and "losses" relative to a certain

reference point. This "reference point" is different for each person and relative to their

individual situation. Thus, rather than making decisions like a rational agent (i.e using

Expected utility theory and choosing the maximum value), decisions are made in

relativity not in absolutes.
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Consider two scenarios;

100% chance to gain $450 or 50% chance to gain $1000

100% chance to Lose $500 or 50% chance to lose $1100

Prospect theory suggests that;

• When faced with a risky choice leading to gains agents are risk averse, preferring the certain outcome

with a lower expected utility. (concave value function)

• Agents will choose the certain $450 even though the expected utility of the risky gain is higher

• When faced with a risky choice leading to losses agents are risk seeking, preferring the outcome that

has a lower expected utility but the potential to avoid losses. (convex value function)

• Agents will choose the 50% chance to lose $1100 even though the expected utility is lower, due to the

chance that they lose nothing at all
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In the terminology of multicriteria decision making, the discrete categorization of

consequences and probabilities inherent in risk matrices can produce “non

compensatory” (*) decision rules that do not reflect the risk trade-off preferences of real

decisionmakers and stakeholders.

So, resuming, Risk matrices do not necessarily support good (e.g., better-than-random)

risk management decisions and effective allocations of limited management attention

and resources.

Research is needed to better characterize conditions under which they are most likely to

be helpful or harmful in risk management decision making and that develops methods

for designing them to maximize potential decision benefits and limit potential harm from

using them.

(*): A compensatory decision-making strategy weighs the positive and negative attributes of the considered alternatives and allows for

positive attributes to compensate for the negative ones.
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