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Resumo
Todos os projetos de Sistemas de Informação envolvem sempre algum tipo de risco e
por isso estes projetos estão a tornar-se cada vez mais complexos, intensificando portanto a
probabilidade de cada risco. Os riscos não podem ser evitados, mas podem ser geridos de
forma a que sejam reconhecidos previamente e os seus impactos aceites, evitados,
mitigados ou transferidos. Frameworks como PMBOK e PRINCE2 fornecem orientações e
princípios que contribuem para alcançar o sucesso nos processos de gestão de riscos na
gestão de projetos. O registo de riscos é uma peça fundamental na documentação de
qualquer análise de risco e uma das mais importantes ferramentas de apoio à gestão de
riscos, permitindo o armazenamento e comunicação da informação de uma forma relevante,
consistente e concisa. Este registo de riscos pode tomar várias formas, como uma folha
Excel ou uma base de dados e irá funcionar como um repositório central para as
informações obtidas de cada risco. O objetivo desta tese é propor um registo de riscos de
referência, no domínio de Gestão de Projetos.

Palavras-Chave: Gestão de Risco, Registo de Risco, Gestão de Projecto
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Abstract
All Information Systems Projects involve risk of some sort and these projects are becoming
increasingly complex, intensifying therefore the probability of various risks. Risks cannot be
avoided but they can be managed in way that they are recognized and their impacts
accepted, avoided, mitigated or transferred. Frameworks like, PMBOK and PRINCE2 provide
guidance and principles that contribute in achieving success in Risk Management processes
in Project Management.
The Risk Register (sometimes referred to as risk log) is a key part of documenting any
risk analysis effort and one of the most important supporting tools of risk management,
enabling storage and communication of information in a relevant, consistent and concise
manner. This could take various forms like a spreadsheet or database and will act as a
central repository for the information gained from each risk.
The purpose of this dissertation is to propose a Reference Risk Register, for the project
management domain.

Keywords: Risk Management, Risk Register, and Project Management
vii

viii

Contents
Acknowledgements................................................................................................... iii
Resumo ....................................................................................................................... v
Abstract .................................................................................................................... vii
Contents .................................................................................................................... ix
List of Tables ............................................................................................................. xi
List of Figures .......................................................................................................... xii
Acronyms ................................................................................................................ xiii
1.

Introduction ...................................................................................................... 1
1.1

Problem Description ....................................................................................... 1

1.2

Research Methodology .................................................................................. 2

1.3

Contributions .................................................................................................. 3

1.4

Dissertation Outline ........................................................................................ 4

2.

Related Work .................................................................................................... 5
2.1

Risk Management: Key references................................................................. 5

2.1.1

Relevant ISO Standards ......................................................................... 5

2.1.1.1 ISO 31000 .............................................................................................. 5
2.1.1.2 ISO Guide 73 ......................................................................................... 7
2.1.2

Relevant Framework .............................................................................. 8

2.1.2.1 COSO - Committee of Sponsoring Organizations of the Treadway
Commission
2.2

8

Project Management: Key References ......................................................... 10

2.2.1

Relevant ISO Standard ......................................................................... 10

2.2.1.1 ISO 21500 ............................................................................................ 10
2.2.2

Relevant Frameworks............................................................................... 12

2.2.2.1 PMBOK – Project Management Body of Knowledge ............................ 12
2.2.2.2 Project Risk Management .................................................................... 13
2.2.2.1 PRINCE2 – Projects IN Controlled Environments ................................. 14

ix

2.2.2.2.1 Risk on PRINCE2 ................................................................................ 16
2.3
3.

Problem Analysis ........................................................................................... 20
3.1

Risk Management in Project Management ................................................... 20

3.2

The relevance of a Risk Register.................................................................. 20

3.3

Risk Breakdown Structure ............................................................................ 25

4

Process Definition.......................................................................................... 28
4.1

Methodology................................................................................................. 28

4.2

Domain Model .............................................................................................. 31

4.3

Establishing the context ............................................................................... 32

4.4

Assets .......................................................................................................... 34

4.5

Risk Register ................................................................................................ 36

5

5

Comparative Analysis ................................................................................... 17

Process Application ....................................................................................... 38
5.1

Process First Iteration .................................................................................. 38

5.2

Process Second Iteration ............................................................................. 45
Conclusion ..................................................................................................... 53

References ................................................................................................................ 56
Appendix A ............................................................................................................... 59
Appendix B ............................................................................................................... 61
Appendix C ............................................................................................................... 63

x

List of Tables
Table 1. Comparison of Risk Processes. ............................................................................. 17
Table 2. Inputs and Outputs of the risk processes from ISO21500, PMBOK and PRINCE2. 24
Table 3. The Reference Risk Register. ................................................................................ 36
Table 4. Events of the Risk Register. Extracted from [7] ...................................................... 44
Table 5. Consequences of the Risk Register. Extracted from [7] ......................................... 44

xi

List of Figures
Figure 1. Dissertation Mapping to DSRM Processes ............................................................. 3
Figure 2. ISO31000 framework for Risk Management. Extracted from [1] ............................. 6
Figure 3. ISO31000 Risk Management processes. Extracted from [1] ................................... 6
Figure 4. Relationship between objectives and components. Extracted from [15]. ................. 9
Figure 5. Overview of project management concepts and their relationships [22] ................ 11
Figure 6. IT Project Risk Management processes. Extracted from [5].................................. 13
Figure 7. PRINCE2 processes, components and techniques. Extracted from [12] . ............. 15
Figure 8. The Risk Management Process. Extracted from [7] . ........................................... 19
Figure 9. Example 1 of a Risk Register. Extracted from [20] ................................................ 21
Figure 10. Example 2 of a Risk Register. Extracted from [19] .............................................. 22
Figure 11. Example of a RBS for generic projects. Extracted from [17]. .............................. 26
Figure 12. Example of RiBS for generic projects. Extracted from [17].................................. 26
Figure 13. Proposed methodology for the creation of the Risk Register. ............................. 28
Figure 14. Domain Model. ................................................................................................... 31
Figure 15. ISO 31000 Risk Management Process. Extracted from [7] . ............................... 33
Figure 16. Overview of project management concepts and their relationships. Extracted from
[22] ...................................................................................................................................... 34
Figure 17. List 1 - identified risks. Extracted from [7] ......................................................... 39
Figure 18. List 2 - identified risks. Extracted from [7] ......................................................... 40
Figure 19. List of Risks out of scope. Extracted from [19] .................................................... 41
Figure 20. List of Ambiguous Risks. Extracted from [7]........................................................ 41
Figure 21. List of risks within the scope. Extracted from [21] ............................................... 42
Figure 22. List of the risks sorted with events id and consequences id. Extracted from [7] .. 43
Figure 23. Risk Breakdown Structure - RBS ........................................................................ 47
Figure 24. Risk impact Breakdown Structure - RiBS ............................................................ 48
Figure 25. The Risk Breakdown Structure for the Reference Risk Register. ........................ 49
Figure 26. The Risk Impact Breakdown Structure for the Reference Risk Register. ............ 50
Figure 27.The Reference Risk Register............................................................................... 52
Figure 28. Mapping PMBOK processes grouped by area of knowledge. Extracted from [5] 60
Figure 29. Risk Breakdown Structure. Extracted from [7] .................................................... 62
Figure 30. List of Risks. Extracted from [24] ........................................................................ 64
Figure 31. Out of scope risks. Extracted from [24] ............................................................... 65
Figure 32. Ambiguous Risks. Extracted from [24] ................................................................ 66
Figure 33. Example of a Risk Register. Extracted from [23]................................................. 67

xii

Acronyms
ISO International Standard Organization
PMBOK Project Management Body of Knowledge
PMIS Project Management for Information Systems
PRINCE Projects IN Controlled Environments
COSO Committee of Sponsoring Organizations of the Treadway Commission
WBS Work Breakdown Structure
OBS Organization Breakdown Structure
CBS Cost Breakdown Structure
RBS Risk Breakdown Structure
RiBS Risk impact Breakdown Structure

xiii

xiv

1. Introduction
All projects have risks. These risks come from the nature of the work, from the resources,
from contractual relationships or from political factors.
The subject of risk management has become increasingly important for different
organizations. This is the result of the increasing use of projects in association with project
management techniques, which are needed for achieving desired changes in the
organizations.
Considering that cooperation among organizations is fundamental, compliance with
international standards is important for better acceptance of process activities and objectives.

1.1

Problem Description

In all Risk Management processes there is an important input or output, which is the Risk
Register. This one in question, sometimes referred to as risk log, is a key part of
documenting any risk analysis effort and one of the most important supporting tools of risk
management, enabling storage and communication of information. But all the Risk Registers
found were not consistent, thus making it difficult to structure, being that there is such
diversity to the structure, this makes it quite difficult and complicated for one to reuse and
compare them.
Although there are several Risk Registers, they lead to a problem where they may
have common objectives and purposes, but are structured in different ways.
This big diversity of Risk Registers is a problem to be solved with the aid of the
Reference Risk Register, and by solving this problem the outcome will be relevant to the
area of Risk Management in Information Systems.
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1.2

Research Methodology
To conduct this research, will be used the Design Science Research Methodology

(DSRM) [9] for presenting and validating a solution for this project’s problem.
This methodology incorporates principles, practices and procedures to move on with a
research. This methodology has three main objectives: provide a nominal process for the
conduct of design science research, build upon prior literature about design science in
Information Systems and reference disciplines and provide researchers with a mental model
or template for a structure of research outputs.
It consists in an iterative process composed by six phases:


Problem identification and Motivation (Definition of problem’s importance
and the necessity of a solution), the big diversity of Risk Registers is a problem
to be solved with the aid of the Reference Risk Register as detailed in chapter
1.1.



Definition of the objectives for a solution (Presentation of requirements that
should be fulfilled by the solution to implement), a Risk Register is a key part of
documenting any risk assessment effort and one of the most important
supporting tools of risk management, enabling storage and communication of
information in a relevant, consistent and concise manner. The objectives were
an exhaustive analysis about what already exists, and it will be assumed that
each of these Risk Registers are in some way, structured knowledge, and what
was done was, the reuse of that knowledge for consolidating a Reference Risk
Register as detailed in chapter 3.2.



Design and Development (Key element of the DSR methodology where
artifacts will be implemented to address requirements), in this process was
proposed a methodology that is based on two iterations, each iteration with 3
steps (the establishing of the context, the identification of the risks and then the
analysis of the respective risks) as detailed in chapter 4.



Demonstration (Confirmation of application of artifact to the problem’s
requirements), this process as detailed in chapter 5 is the application of the
chapter 4, following the described steps and having a Reference Risk Register
as a result.



Evaluation (Measurement of the level in which the artifacts produced fulfill the
initial problem). For this evaluation process it is important to recognize that was
not fulfill due to the lack of time.
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Communication (Documentation and spreading of the artifacts as the
problem’s solution), in this Communication process also due the lack of time, it
was only achieved the communication to the HoliRisk tool and the write of this
dissertation as detailed in chapter 1.3.

Figure 1. Dissertation Mapping to DSRM Processes

For the problem in chapter 1.1, the proposed solution was based in two iterations, after
established the context, the first iteration consisted in the exhaustive search of lists of risks
the on the web, the next step was the analysis of the risks identified, and after the
identification and to finish the first iteration, populate all risks that were within the scope of
the project on an excel sheet.
The second iteration was the usage of the excel sheet created in the first iteration with
all risks, but now with the need of structuring it, because the list generated in the first iteration
it was only a list of unstructured risks.
This list then becomes structured with the help of the Risk Breakdown Structure and
Risk impact Breakdown Structure that in the last step of the second iteration will allow
populating the Reference Risk Register.

1.3

Contributions

This dissertation propose a Reference Risk Register model that can be used to perform risk
identification under the domain of project management using the risk assessment tool [10]
HoliRisk, being developed by our colleague Carlos Martins at INESC-ID. It supported the
qualitative analysis of the collected risk data.
3

1.4

Dissertation Outline

This document is structure in six chapters:
In chapter 1 there is an overview of the main aspects trying to be approached in this
work, the objectives and the main motivation. In chapter 2 is presented the related work
associated with this dissertation. In chapter 3 is presented the problem analysis with the
relevance of the Risk Register, chapter 4 present the definition of the process, the chapter 5
presents the application of the process of chapter 4 and the for last the chapter 6 are
conclusions of this work.
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2. Related Work
This chapter presents relevant aspects about Risk Management and Project Management.
There are two relevant ISO standards and one Framework in Risk Management and in the
Project Management there is one relevant ISO standard and two relevant Frameworks.

2.1

Risk Management: Key references

This chapter presents a general overview of risk management processes and it describes the
most relevant international standards and the most appropriated frameworks.

2.1.1 Relevant ISO Standards

2.1.1.1

ISO 31000

The International Standard, ISO 31000:2009, entitled Risk Management – Principles and
Guidelines, provides principles and generic guidelines on risk management. As quoted in this
standard [1] , “Using ISO 31000 can help organizations increase the likelihood of achieving
objectives, improve the identification of opportunities and threats and effectively allocate and
use resources for risk treatment.”
This standard will ensure that the information about risk derived from these processes
is adequately reported and used as a basis for decision-making at all relevant organizational
levels. The relationships between the components of the framework for managing risk are
represented in Figure 2. This framework is intended to assist the organization to integrate
risk management into its management system.

5

Figure 2. ISO31000 framework for Risk Management. Extracted from [1]

The risk management process should be an integral part of management, embedded in
the culture and practices, and adapted to the business processes and context of the
organization.
The processes for Risk management implementation are presented in Figure 3.

Figure 3. ISO31000 Risk Management processes. Extracted from [1]

Risk assessment is the overall process of risk identification, risk analysis and risk
evaluation as showed in Figure 3. To support ISO 31000, there is the IEC/FDIS 31010:2009,
an additional standard dealing with Risk management and Risk assessment techniques [2] .
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This standard focuses on risk assessment, and provides guidance on the selection and
application of systematic techniques for risk assessment. The purpose of risk assessment is
to provide evidence-based information and analysis to make decisions on how to treat
particular risks and how to select between options.
In the IEC/FDIS 31010:2009 there are some risk assessment techniques, but the focus
on this project is on the “Structured “What-If” Technique (SWIFT)” stated by [2] as “It is a
systematic, team- based study, utilizing a set of ‘prompt’ words or phrases that is used by the
facilitator within a workshop to stimulate participants to identify risks.” It is used to examine
the consequences of changes and the risks. One of the outputs of this technique is the
creation of a Risk Register with risk-ranked actions. These actions will become fundamental
to design the treatment plan.
This ISO 31000 is important for this dissertation because it focuses on frameworks for
risk management and processes to implement it. These frameworks are an important and
complex area of project management and will constitute the basis for developing the
narrative of this dissertation.

2.1.1.2

ISO Guide 73

ISO Guide 73:2009 [3] provides the definitions of generic terms related to risk management.
It provides a coherent approach to the description of activities relating to the management of
risk, and the use of risk management terminology in processes and frameworks dealing with
the management of risk. For principles and guidelines on risk management, ISO 31000:2009
is more appropriated.
This ISO Guide 73 refers all the terms related to risk, to risk management and to the
risk management processes, it also refers to the Risk Register or sometimes used as risk log
and it says that a Risk Register is a record of information about the risks identified.
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2.1.2 Relevant Framework
2.1.2.1

COSO - Committee of Sponsoring Organizations of the
Treadway Commission

Accordingly to COSO, risk is defined as the possibility of the occurrence of an event
that would adversely affect the achievement of objectives of a determined project.
Enterprise Risk Management (ERM) is a framework that deals with risks and
opportunities affecting value creation or preservation, or as quoted in [15]: “Enterprise risk
management is a process, effected by an entity’s board of directors, management and other
personnel, applied in strategy setting and across the enterprise, designed to identify potential
events that may affect the entity, and manage risk to be within its risk appetite, to provide
reasonable assurance regarding the achievement of entity objectives. “ Enterprise risk
management is important because:


It facilitates management’s ability to deal effectively with potential future events
that create uncertainty.



It provides the mechanisms to respond in a manner that reduces the likelihood
of downside outcomes and increases the upside.



It enhances the ability to communicate value creation and preservation
programs and goals.



It helps communication with stakeholders.



It allows that the project delivers its results as planned.

Furthermore this COSO ERM framework defines essential components, suggests a
common language, and provides clear direction and guidance for enterprise risk
management.
This Enterprise risk management framework is focus on achieving an entity’s
objectives and has four interlinked dimensions as shown in Figure 4: Strategic, Operations,
Reporting and Compliance.
This categorization will allow addressing different entity needs and distinction between
what can be expected from each category objectives. ERM consists in eight components:


Internal Environment



Objective Setting



Event Identification



Risk Assessment



Risk Response



Control Activities
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Information and Communication



Monitoring

Finally it considers as well four entities: The Subsidiary entity, the Business Unit, the Division
and the Entity-Level.

There is a direct relationship between all these dimensions as showed in Figure 4 which
represents graphically how the objectives, which are what an entity strives to achieve, relate
with all the enterprise risk management components, and on what is needed to achieve
them.

Figure 4. Relationship between objectives and components. Extracted from [15].

The internal environment is the basis for all other components, providing its structure. It
influences how strategies and objectives are established, business activities are structured,
and risks are identified, assessed, and treated. And finally it influences the design and
functioning of control activities, information and communication systems, and monitoring
activities.
Regarding the components, it would be interesting to point out that this framework
respects a sequential set of actions, namely:
Objective setting is a precondition to event identification, risk assessment, and risk
response.
In event identification, management recognizes that uncertainties exist, but does not
know whether an event will occur, or when, or its precise impact should it occur.
In assessing risk, management assesses the risk of unexpected potential events and, if
it has not already done so, expected events that can have a significant impact on the entity.
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Having assessed relevant risks, it is time to determine how it will respond. Risk
responses include risk avoidance, reduction, sharing, and acceptance.
Control activities are policies and procedures, to help ensure that management’s risk
responses are carried out, then the all the information is needed at all levels of an
organization to identify, assess, and respond to risks. The last component Monitoring is
accomplished through ongoing monitoring activities, separate evaluations, or a combination
of both.
Eventhough this framework can be really useful for risk management within enterprises
it has some limitations. The first limitation acknowledges that no one can predict the future
with certainty; the second acknowledges that certain events are simply outside
management’s control and the third has to do with the reality that no process will always do
what it is exactly intended to do.
Basically this framework defines risk and enterprise risk management, and provides
definitions, concepts, objectives categories, components, and principles of a comprehensive
enterprise risk management framework. It provides guidance for companies and other
organizations on how to deal with risk. It is also designed to provide a basis for entities to
determine whether their enterprise risk management is effective and, if not, what is needed
to make it so.

2.2

Project Management: Key References

This chapter presents a general overview of project management and describes standards
and some frameworks.

2.2.1 Relevant ISO Standard
2.2.1.1

ISO 21500

The ISO 21500 is an international standard, which is intended to provide guidance, explain
core principles and what constitutes good practice in project management.
ISO 21500:2012, Guidance on Project Management, as quoted in [6] :”ISO 21500
provides generic guidance on the concepts and processes of project management that are
important for the successful realization of projects.” This ISO can be used by any type of
organization, including public, any organizations and for any type of project, regardless of
complexity, size and duration. It can be aligned with others standards, such as, ISO
31000:2009, Risk Management.
10

This ISO provides a high-level description of concepts and processes that are
considered as forming good practice in project management.

Figure 5. Overview of project management concepts and their relationships. Extracted from [21] .

The ISO 21500 guideline is not a new project management standard, but a reference
for other project management standards, methods and best practices, such as PMBOK [5]
and PRINCE2 [8] . The importance of this standard is that it introduces one global standard
and language for project management practices. Inside the risk chapter ISO21500 there are
four processes:
1. Identify Risks to determine potential risks and their characteristics.
2. Assess Risks to measure and prioritize the risks for further action.
3. Treat Risks to develop options and determine actions to reduce threats to the
projects objectives.
4. Control Risks to ensure optimization to the project objectives.
Regarding the Risk Register the ISO21500 defines that this register is a record of
identified risks, including results of analysis and planned responses.
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2.2.2 Relevant Frameworks
PMBOK – Project Management Body of Knowledge

2.2.2.1

The Guide to the Project Management Body of Knowledge (PMBOK) provides guidance on
individual projects management and the concepts related to it [5] . Furthermore it is very
relevant in providing and promoting a common vocabulary within the project management as
this facilitates communication within the profession when using and applying project
management concepts. A common and standardized language is fundamental for a full
understanding of what project management involves.
The PMBOK adopts a modern education model for project management. It is
organized as a body of knowledge, containing nine knowledge areas:


Project Integration Management



Project Human Resource Management



Project Scope Management



Project Communications Management



Project Time Management



Project Risk Management



Project Cost Management



Project Procurement Management



Project Quality Management

Each area of knowledge contains processes, and has defined 44 processes distributed
in the areas of knowledge. Each process describes objectives, activities, inputs, outputs and
links. The processes are presented in Appendix A, relating them with the knowledge area to
which they belong. Each group of processes is related with the life cycle of a project, being
also grouped in five categories: Initiating, Planning, Executing, Monitoring and Control and
Closing, directly related to the phase they are applied on the life cycle.
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2.2.2.2

Project Risk Management

Risk management processes then would be part of Planning Process and Monitoring &
Controlling Process groups as knowledge areas showed in Figure 6.

Figure 6. IT Project Risk Management processes. Extracted from [5]

1. Plan Risk Management (how to conduct a risk management activity)
2. Identify Risks (determine which risks may affect the project)
3. Perform Qualitative Risks Analysis (prioritizing risks and combining their probability of
occurrence and impact)
4. Perform Quantitative Risks Analysis (numerically analyze the effect of risks)
5. Plan Risk Response (developing actions to reduce the treats)
6. Control Risk (Implementing a risk plan)

13

Regarding the Risk Register definition, the PMBOK says that it is a document in which
the results of risk analysis and risk response planning are recorded. The preparation of the
Risk Register begins in the identify risks process and then becomes available to other project
management and risk management processes: List of identified risks and list of potential
responses.

PRINCE2 – Projects IN Controlled Environments

2.2.2.1

PRINCE2 has some guidance on the management of risk in projects. It makes a distinction
between business risk and project risk. Business risk, which is the responsibility of the
project board, relates to things that might damage the business case. Project risks are those
things, which could prevent the achievement of the project objectives.
PRINCE2 recommends that an assessment of risk should be made at the inception of
a project and that risks should thereafter be reviewed at significant points in the lifecycle of
the project, such as at the transition between stages. This framework is a scalable, flexible
project management method, suitable for use on any type and any size of project.
As stated by [11] there are two key principles of PRINCE2 that form the basis for an
understanding of the method:


A project should be driven by its business case – a project shouldn’t be started
unless there is a business case for it.



PRINCE2 is a product-based – that focuses on the products (documents) to be
produced by the project.

This method distinguishes the management of the development process from the
techniques involved in the development process. The method consists of eight processes,
eight components and three techniques, shown in Figure 7.
As stated on this volume [11] “The processes explain what should happen, when it
should be done and by which role. Any project run under PRINCE2 will need to address each
of these processes in some form. However, the key to successful use of the process model
is in tailoring it to the needs of the individual project.”
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Figure 7. PRINCE2 processes, components and techniques. Extracted from [11] .

There are a set of processes that provide a controlled start, controlled progress and a
controlled close to a project:


Starting up the Project



Initiating a project



Directing a project



Controlling a stage



Managing product delivery



Managing stage boundaries



Closing a project



Planning.
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2.2.2.2.1 Risk on PRINCE2
In PRINCE2 the purpose of risk management is to identify, assess and control uncertainty
and, as a result, to improve the ability of the project to succeed [8] .
Risk Management must be systematic, focused on the identification, assessment and
control of risks. Effective risk management is a pre-requisite of the continued business
justification principle.
PRINCE2 deals with relative risk management with its Risk Management Strategy that
describes how risk management will be inserted in the activities and describes also levels of
probability, impact and risk. Five fundamental steps compose risk Management Procedures:


Identify



Assess



Plan



Implement



Communicate

In the identification phase what is identified is the context of the project and the
identification of the risk. In the Assess phase it is the estimation of probability and impact of
the risk, the evaluation that assesses the impact of each risk. In the Plan phase there is the
response options like avoid, reduce, transfer and others. In the implementation phase the
roles and responsibilities of each risk owner must be assigned with the risk and monitor the
effectiveness of the risk responses. The final phase is Communicate, which consists, in the
communication of the status of the risk within the team and to the external stakeholders [12] .
Regarding the Risk Register, PRINCE2 says that the purpose of this register is to
capture and maintain the information on all the identified risks related to the project including
the respective responses.
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2.3

Comparative Analysis
In the table below, we can verify all the processes of Risk Management aligned.
COSO

Internal Environment

ISO 31000

ISO 21500

Establishing context

Objective Setting

PMBOK

PRINCE2

Plan Risk

Risk Management

Management

Strategy

Event Identification

Risk Identification

Identify Risks

Identify Risks

Identify

Risk Assessment

Risk Analysis

Assess Risks

Perform Qualitative

Assess

Risk Analysis

Risk Evaluation

Perform Quantitative
Risk Analysis
Risk Response

Risk Treatment

Treat Risks

Plan Risk Responses

Plan

Control Activities

Communication and

Control Risks

Monitor and Control

Implement

Information and

Consultation

Risk

Communicate

Communication
Monitoring

Monitoring and
Review
Table 1. Comparison of Risk Processes.

Between COSO and the ISO 31000 there’s an important difference that is their focus.
The focus in COSO is on the performance based risk management and in ISO 31000 the
focus is on risk management principles for an organization to develop its own risk
management plan.
In Table 1, it is visible that COSO and ISO 31000 have basically the same risks
processes, eventhough there are some differences in the names, in the end they all do the
same. The difference in the risk processes between COSO and ISO 31000 is the Risk
Assessment process. In ISO 31000 we have Risk Identification and in the COSO we have
Event Identification, then in the COSO there is Risk Assessment and in the ISO 31000 that
process is divided in two processes the Analysis and the evaluation. The same for Risk
treatment, in COSO that processes for risk treatment is called the Risk Response process.
To finish this analysis between COSO and ISO 31000, the processes regarding the control
activities and Information and Communication in COSO, are the same as, Communication
and Consultation in ISO 31000, like Monitoring that have the same activities as the
Monitoring and Review.
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Table 1 presents as well the comparison of the risks processes between ISO 21500,
PMBOK and PRINCE2.
ISO21500, PRINCE2 and PMBOK they all have a common definition for Risk
management and that is the identification, assessment, and prioritization of risks followed by
actions to minimize, monitor and control the probability and impact of those risks.
PMBOK have a Project risk management that includes six processes to conduct the
risk management on a Project.
ISO21500 have almost a perfect match with all PMBOK risk processes, because
PMBOK was one of the input documents for ISO21500 and the development process was
the same.
There is no Planning of risk management in ISO 21500. Two of PMBOK processes
have been merged into one Assess Risks process of ISO 21500. The ISO 21500 Treat Risk
process may be treated as equivalent to Plan Risk Responses of PMBOK and the last
ISO21500 process Control Risks is equivalent to the Monitor and Control Risk from PMBOK.
PRINCE2 recommends that every project must have a solid risk management strategy
and a Risk Register. It is also important to state that PRINCE2 is divided in two steps, the
risk management strategy that is the equivalent to the Plan risk management of PMBOK and
the five step risk management procedures (Identify, Assess, Plan, Implement and
Communicate) that more or less are the same ones in PMBOK and ISO21500. There also
are various activities regarding to risk management, such as maintaining a Risk Register,
daily logs, checkpoint reports, has also, sub-processes to examine and assess risk by
identifying the cause, event and effect.
Basically as shown previously in chapter 2.1 and in chapter 2.2, the different
frameworks refer the same risk processes, all somehow using the same definitions and
methods in Risk Management. Some names are different but their purpose is the same. In
Figure 8 the generic risk management process is presented.
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Figure 8. The Risk Management Process. Extracted from [7] .

To conclude this chapter, the Risk management requires some kind of strategy or plan
to keep risks under review and to make sure they are being addressed, a means of
identifying the potential risks to the project, an assessment of the probable impact of each
risk and the probability of each risk occurrence. Measures to avoid each risk’s occurring and
the determination of the urgency of the risk and of taking appropriate countermeasures are
also vital to successful risk management is the issue of ownership, that someone should be
responsible for each risk.
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3. Problem Analysis
3.1

Risk Management in Project Management

In this dissertation, Risk Management is considered as a Project Management process.
Effective risk management strategies allow the identification of a project’s strengths,
weaknesses, opportunities and threats. To ensure the project’s success, we must define how
we will handle potential risks so we can identify, mitigate or avoid problems when needed.
The benefits of risk management in projects are huge. The result will be the
minimization of the impact of project threats and seizing of the opportunities that might occur.
There are some important steps to perform when using the risk management processes in
projects. First always have a risk management strategy or a plan risk management, then
identify risks early, communicate about the risks, clarify ownership issues, prioritize risks,
analyze risks, plan and implement risk responses, maintain a Risk Register and finally
monitor the risks.
There are some standards and some useful frameworks like PMBOK and PRINCE2,
as explained in previous chapters that are very similar on how they act in helping us to have
a good risk management strategy. In Appendix B there are presented some examples of
several types of risks in IT projects.

3.2

The relevance of a Risk Register
The Risk Register (sometimes referred as risk log) is a key part of documenting any

risk assessment effort including the identification, analysis and the evaluation) and one of the
most important supporting tools of risk management, enabling storage and communication of
information in a relevant, consistent and concise manner. This could take various forms like a
spreadsheet or database and will act as a central repository for the information gained on
each risk. Most of the Risk Registers found their structure were not consistent, there are
several examples of risks without any context established, two examples are presented in
Figure 9 and Figure 10, it is also important to recognize that there is a great diversity of these
Risk Registers, which makes it very difficult to reuse and to compare between them.
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Figure 9. Example 1 of a Risk Register. Extracted from [20]
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Figure 10. Example 2 of a Risk Register. Extracted from [19]
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These two examples show that no context is established or do not have an explicit definition
of the scope, for example in Figure 9 the risks “IT governance and priorities not aligned with
institutional priorities” or “IT management aims and directions not communicated to critical
user areas” and “Loss of access to IT systems and services hosted by another organization,
for an unacceptable period of time”, it is clear that no context is defined.
The risk “Loss of access to IT systems and services hosted by another organization,
for an unacceptable period of time” it is clearly something that can occur during a project, but
the risks “IT governance and priorities not aligned with institutional priorities” and “Failure to
designate leadership” both of them can occur before the start of a project and it is unclear
which assets are impacted by the consequences.
In this dissertation, the scope of the project is everything that occurs between the start
date and the end date of a project, as presented in Figure 16, and clearly the risks mentioned
above, with the exception of “Loss of access to IT systems and services hosted by another
organization, for an unacceptable period of time”, do not occur during a project, it occurs
before the start date of a project.
The Risk Register presented in Figure 10 for example, does not have an explicit
context, “Budget is insufficient” or “Availability of Materials” are risks that occur before the
start of the project, and then the risk “Additional work being exposed during work” can occur
during the project. Some risks are also ambiguous, by ambiguous I mean that are risks that
have several possible meanings or interpretations and it is difficult to classify them. For
example, the risk “Brief change” is ambiguous, what kind of change are they refering, in this
risk “Delay to complex design”, there are several designs in a project, it is not specific.
The proposal will be an exhaustive analysis about what already exists, and it will be
assumed that each of these Risk Registers are in some way, structured knowledge, and
what will be done is, the reuse of that knowledge for consolidating a Reference Risk Register
that will help or mitigate this diversity of Risk Registers.
In Table 2 are presented the inputs and outputs of the risks processes between
ISO21500, PMBOK and PRINCE2, showing the inputs and outputs, where the Risk Register
appears. In the ISO/IEC 31010 says that one of the outputs is the creation of a Risk Register
with risk-ranked actions. These actions can become the basis for treatment plans.
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ISO21500 risk processes

INPUT

OUTPUT

Identify Risk

Project Plans

Risk Register

Assess Risk

Risk Register

Prioritized Risks

Treat Risk

Risk Register

Risk responses

Control Risk

Risk Register, Risk responses

Corrective actions

PMBOK risk processes

INPUT

OUTPUT

Identify Risk

Risk Management Plan,

Risk Register

Project documents
Perform Qualitative Risk

Risk Register

Project documents updates

Risk Register

Project documents updates

Analysis
Perform Quantitative Risk
Analysis
Plan Risk Responses

Risk Register

Monitor and Control Risk

Risk Register

Project documents updates
Change requests, Project
documents updates

PRINCE2 risk processes

INPUT

OUTPUT

Identify Risk

Risk Management Strategy

Risk Register

Assess Risk

Risk Register

Risks evaluated

Plan

Risk Register

Risk responses

Implement

Risk Register

Corrective actions

Communicate

Risk Register

Communicate the status of
the risks

Table 2. Inputs and Outputs of the risk processes from ISO21500, PMBOK and PRINCE2.

In the ISO21500 defines that the Risk Register is a record of identified risks, including
results of analysis and planned responses.
The PMBOK says that it is a document in which the results of risk analysis and risk
response planning are recorded. The preparation of the Risk Register begins in the
identification of risks processes and then it becomes available to other project management
and risk management processes: List of identified risks and list of potential responses.
PRINCE2 says that the purpose of this register is to capture and maintain the
information on all the identified risks related to the project including the respective responses.

24

3.3

Risk Breakdown Structure

The risk management process aims to identify and assess risks in order to enable the risks
to be understood clearly and managed effectively.
There are many techniques for risk identification like Delphi Method, Brainstorming,
interviewing, checklist and so many others. These identification techniques tend to produce
an unstructured list of risks that often do not assist the project manager in knowing where to
focus risk management attention.
The most obvious demonstration in the value of structuring within project management
is the Work Breakdown Structure (WBS), which is recognized as a major tool for the project
manager because it provides a means to structure the work to be done to accomplish project
objectives. The aim of the WBS is to present project work in hierarchical, manageable and
definable packages to provide a basis for project planning, communication, reporting, and
accountability. Besides the WBS there are also:


OBS (Organization Breakdown Structure). Categorizing risks using the OBS
shows where risks lie in relation to the areas of responsibility of the various
individuals, teams or groups in the project organization, and can be used to
propose appropriate risk owners for risks.




CBS (Cost Breakdown Structure). Linking risks into the CBS allows the cost
of risk impacts and planned risk responses to be mapped into the project
budget, exposing which cost elements are most uncertain, allowing calculation
of an appropriate risk budget, and suggesting where contingency might be
required.




RBS (Risk Breakdown Structure). Grouping risks by the RBS indicates
common sources of risk, allowing preventative measures to be taken, and
increasing the efficiency of risk responses by targeting root causes to tackle
multiple related risks.




RiBS (Risk impact Breakdown Structure). Mapping risks against the RiBS
allows analysis of the types of risk exposure faced by the project, indicating
where the management team should focus attention when developing risk
responses.
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Figure 11. Example of a RBS for generic projects. Extracted from [17].

Figure 12. Example of RiBS for generic projects. Extracted from [17].

26

A better solution to the structuring problem for risk management would be to adopt the
full hierarchical approach used in the WBS. Such a hierarchical structure of risk sources
should be known as a Risk Breakdown Structure (RBS).
A generic version, for example Figure 11 and Figure 12, might be used as a starting
point, but it cannot guaranty the coverage of all possible risks for all projects. An organization
may wish to produce a single generic RBS covering all its projects, or there may be several
different RBS structures applying to particular project types.[15]
The RBS as quoted in [16] is defined as “A source-oriented grouping of project risks
that organizes and defines the total risk exposure of the project. Each descending level
represents an increasingly detailed definition of sources of risk to the project.” The RBS is
therefore a hierarchical structure of potential risk sources.
The RBS indicates the source from which the risk has arisen. Another key
characteristic of a risk is its consequence or impact. Another risk-related hierarchy is called
the Risk Impact Breakdown Structure (RiBS). The RiBS as quoted in [17] is defined as “An
impact-oriented grouping of project risks that organizes and defines the total risk exposure of
the project. Each descending level represents an increasingly detailed definition of risk
impacts on the project”.
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4 Process Definition
This process definition follows the principles, guidelines, techniques and concepts provided
by the ISO 31000 family standards [1] [2] . To provide background on the terms used, some
of the terms are presented below, accordingly to the ISO-Guide73 Risk Management –
Vocabulary [3] :
Assets - anything that has value for an organization or for a project.
Events - the occurrence or change of a particular set of circumstances.
Consequences - the outcome of an event, which affects objectives.
Risk - effect of uncertainty on objectives. An effect can be positive or negative.
Objectives are aspects such as financial, environment, applied to strategic or organizationwide levels. It is characterized by the relationship between potential events and
consequences.
In this chapter is presented the proposed methodology composed by two iterations
alongside with the assets and the respective domain model.

4.1

Methodology

In Figure 13 is presented the proposed methodology for the creation of the Reference Risk
Register.

Figure 13. Proposed methodology for the creation of the Risk Register.
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This methodology is based on two iterations, each iteration with 3 steps (the
establishing of the context, the identification of the risks and then the analysis of the
respective risks).

1. First iteration

1.1. Establish the context
The output of this iteration will be the definition of the assets and the definition of the
scope.
Everything that, in advance, does not permit the start of a project, is out of the scope of
the project, the only concerns are the risks that have consequences on my assets between
the start date and end date of the project, everything else is out of the scope.

1.2. Risk identification
Exhaustive analysis of risks and the population of the risks in an excel sheet.
Once is established the context and identified the assets (Deliverables, Money and
People), comes the phase of the identification of the risks and populate them in an excel
sheet. The output of this step will be a list with all risks identified.

1.3. Analysis of the identified risks
Risk analysis and removal of the risks that are not within the scope.
In this step is described the analysis of the list of risks resulted from step 1.2. It was
clear that some risks identified were not within the scope of the project and the
consequences were not over the assets defined in 4.4. All the risks identified will now be
analysed and populated in different excel sheets, one sheet with the risks identified that are
within the scope, another sheet with the risks that are out of the scope and a last sheet with
the ambiguous risks, by ambiguous I mean the risks that have several possible meanings or
interpretations and are difficult to comprehend and classify. After identified the risks that are
within the scope, comes the organization and structuring of the Risk Register with different
columns, with the identifiers of the Events and Consequences along with an annotation of the
risk.
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2. Second Iteration

2.1. Establish the context
Use the same context as the 1.1, but now the output of this iteration, along the output
of the step 1.1, will be the structuration of the list of risks obtained in step 1.3 using the Risk
Breakdown Structure.

2.2. Risk Structuring
Now that we have a clear list of risks resulted from step 1.3, this list is not structured,
but a simple list of risk sources does not provide the richness of the WBS since it only
presents a single level of organization. A solution to the structuring problem for risk
management would be to adopt the full hierarchical approach used in the WBS. Such a
hierarchical structure of risk sources should be known as a Risk Breakdown Structure (RBS).
The RBS (Risk Breakdown Structure) will allow grouping risks and indicating sources of
risks, the same with the RiBS (Risk impact Breakdown Structure) but this one will group by
impact. And that will be the result of this step, a structure that will allow an overview of the
risks for a better identification.

2.3. Populate the Reference Risk Register
This is the last step of the proposed methodology that consists in populating the
Reference Risk Register, but now with all the information we need, with the list of risks from
within the scope of the project the Identifiers of the consequences, events and also with the
small annotation where the risks can be found, the RBS levels (Level 1 and Level 2) from
which the risk is mapped. In Figure 27 the Reference Risk Register can be found along with
the RiBS levels (Level 1 and Level 2) from which the risk is mapped, these last two
structures are the result from step 2.2 of this methodology.
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4.2

Domain Model
Domain Modeling is a way to describe and model entities and relationships between

them, which collectively will describe the problem domain space. Identifying domain entities
and their relationships provides a basis for understanding.
In Figure 14, it is presented a Domain Model, used in this methodology.

Figure 14. Domain Model.

A risk is an effect of uncertainty on objectives. An effect can be positive or negative.
Objectives are aspects such as financial, environment, applied to strategic or organizationwide levels. It is characterized by the relationship between potential events and
consequences.
Entities:


Risk
o

Have a description of the risk;

o

Event_ID is the number identifier of the Event, it is related to the event
table;

o

Consequence_ID is the number identifier of the Consequence, it is
related to the Consequence table;

o

Annotation is a column with a location of the risk, so that risk can be
found easily, it can be a number of a page, paragraph, link of a site;
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o

RBS Level 1 is the first level of the Risk Breakdown Structure, so it can
be filtered for an easy identification of the risks;

o

RBS Level 2 is the second level of the Risk Breakdown Structure, so it
can be filtered for an easy identification of the risks;

o

RiBS Level 1 is the first level of the Risk impact Breakdown Structure,
so it can be filtered for an easy identification of the risks;

o

RiBS Level 2 is the second level of the Risk impact Breakdown
Structure, so it can be filtered for an easy identification of the risks.





Event
o

Have an ID, so that can be easily identified when looking at the Risk;

o

A description of the Event;

o

Likelihood or probability of the Event.

Consequence
o

Have an ID, so that can be easily identified when looking at the Risk;

o

A description of the Consequence;

o

Impact of the Consequence;

o

And a column with the name of the asset that the consequence have
impact on.



Asset
o

Have a name of the asset.

Multiple events and multiple consequences can generate multiple risks as shown in the
Figure 14. The consequence is over one Asset, but one asset can have multiple
consequences.

4.3

Establishing the context
This chapter is the first step (1.1) “Establish the context” of the first iteration on the

proposed methodology.
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The purpose of define scope is to achieve clarity of the project scope, including
objectives, deliverables, requirements and boundaries, by defining the end state of the
project.
The definition of project scope makes clear what the project will contribute to the
strategic goals of the organization.
In this dissertation the focus will be the Risk Identification process of the Risk
Assessment process of ISO 31000 as shown in Figure 15 and in the project management
processes that have deliverables as presented in the green box in Figure 16, these are the
processes where Risk Management have the Risk Identification process, everything that is
out of the green box, like benefits, organizational strategy, business and others concepts is
ignored.
As quoted in [21] “A project consists of a unique set of processes consisting of
coordinated and controlled activities with start and end dates, performed to achieve project
objectives.” Achievement of the project objectives requires the provision of deliverables
conforming to specific requirements.
These processes have an impact on any organization, and that has also impact in the
deliverables. The core of the IT Projects are the people and the organizations that work
essentially with people, everything that have an impact in people is relevant because the
project management processes are made by people and also an important asset for an
organization is the money because all that an organization needs and wants is the money.

Figure 15. ISO 31000 Risk Management Process. Extracted from [7] .
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Everything that, in advance, does not allow the start of a project, is out of the scope of
the project, the only concern is all the risks that have consequences on my assets between
the start date and end date of the project, everything else is out of the scope.

Figure 16. Overview of project management concepts and their relationships. Extracted from [21]

4.4

Assets
As quoted in [22] Terms and Definitions a project risk is a “risk relating to delivery of a

product, service or change, usually within the constraints of time, cost and quality.”
As said in chapter 4.3, a project has activities with a start and an end date, performed
to achieve project objectives. Achievement of the project objectives requires the delivery of
deliverables conforming to specific requirements.[21]
Although many projects may be similar, each project is unique. Project differences may
occur in the following:
-

Deliverables provided;
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-

Stakeholders influencing;

-

Resources used;

-

Constraints;

-

The way processes are tailored to provide the deliverables.

It is now clear that the definition of the risk management context of a project is to focus
on the threats that impact assets. An asset is anything that has value for an organization or
for a project. In the chapter 2.2.2.2 the project management processes are:

1. Plan Risk Management (how to conduct a risk management activity)
2. Identify Risks (determine which risks may affect the project)
3. Perform Qualitative Risks Analysis (prioritizing risks and combining their
probability of occurrence and impact)
4. Perform Quantitative Risks Analysis (numerically analyse the effect of risks)
5. Plan Risk Response (developing actions to reduce the treats)
6. Control Risk (Implementing a risk plan)

As shown in Figure 16, inside the green box, these processes have an impact on any
organization.
These processes also have an impact in the deliverables and clearly a project is
evaluated by the deliverables that are produced. This is why the deliverables will be
considered as an asset in this methodology.
Another asset that will be considered is the staff (people) that participates in the
project because people are the core of IT Projects and everything that has an impact in them
will be relevant.
The ultimate goal of any organization is to make money, every organization needs it
and uses it to produce anything and for that reason money will be considered an asset for
this methodology.

Basically the assets considered in this methodology are:


Deliverables
o

Time (A project is always temporary, if a deliverable is delivered on
schedule or not is very important and if it is not delivered on time it will
be costs added to the project);

o

Quality (Ensuring if the quality of a deliverable meets a certain level of
measure of quality is extremely important from the standpoint of
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achieving the project’s success, also if certain quality criteria are not met
it can be cost added to the project).


Money (As seen in the previous asset, if time or quality are not assured it will
affect the cost of the project, but that is not all, during the project money will be
very important).



People (Organizations work essentially with people, projects are made by
people).

4.5

Risk Register
Risk Register (sometimes referred to as risk log) is a key part of documenting any risk

analysis effort and one of the most important supporting tools of risk management, enabling
storage and communication of information in a relevant, consistent and concise manner. This
could take various forms like a spreadsheet or database and will act as a central repository
for the information gained on each risk.
In this dissertation the Reference Risk Register will take the form of an excel
spreadsheet with the structure presented in Table 3.

Table 3. The Reference Risk Register.

The proposed structure of the Reference Risk Register has nine columns:

1. Have an ID;
2. Have a description of the risk;
3. ID_Event is the number identifier of the Event, it is related with the event
table;
4. ID_Consequence is the number identifier of the Consequence, it is related
with the Consequence table;
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5. Annotation is a column with a location of the risk, so that risk can be found
easily, it can be a number of a page, paragraph, link of a site;
6. RBS Level 1 is the first level of the Risk Breakdown Structure, so it can be
filtered for an easy identification of the sources of the risks;
7. RBS Level 2 is the second level of the Risk Breakdown Structure, so it can
be filtered for an easy identification sources of the risks;
8. RiBS Level 1 is the first level of the Risk impact Breakdown Structure, so it
can be filtered for an easy identification of the impact of the risks;
9. RiBS Level 2 is the second level of the Risk impact Breakdown Structure,
so it can be filtered for an easy identification of the impact of the risks.

The structure of this Reference Risk Register will be further populated with the risks
identified, as presented in the proposed methodology mentioned in chapter 4.1, it will be
populated in the second iteration step 2.3 “Populate Reference Risk Register”.

I conclude that with this structure it will be easier for the organizations to measure and
manage the risks in their company’s projects. This tool is cost efficient and with no doubt in
my mind, will be the future to micro manage great projects, faster, in a costly fashion and will
save the company’s as said before, time, and, as we know, time is money.
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5 Process Application
The first objective of the application of the process was to apply it to a set of bibliography
found on the Internet, but unfortunately, the bibliography that was found was quite disperse
and inaccurate, as said in chapter 3.2, most of the Risk Registers and bibliography found
were not consistent, there were several examples of risks without any context established,
an example is presented in Figure 9 and Figure 10 the only thing that was credible was the
Project Management for Information Systems [7] , where it was applied the process with two
iterations.

5.1

Process First Iteration
Step 1.1 - “Establishing the context” of the proposed methodology:
-

The output of this iteration will be the definition of the assets and the definition
of the scope;

Everything that, in advance, does not permit the start of a project, is out of the scope of
the project, the only concern is all the risks that have consequences on my assets between
the start date and end date of the project, everything else is out of the scope. The assets
considered in this methodology are:
Deliverables
o

Time (A project is always temporary, if a deliverable is delivered on
schedule or not is very important and if is not delivered on time it will be
costs added to the project);

o

Quality (Ensuring if the quality of a deliverable meets a certain level of
measure of quality is extremely important from the standpoint of
achieving the project’s success, also if certain quality criteria are not met
it can be cost added to the project).

Money (As seen in the previous asset, if time or quality are not assured it will affect the
cost of the project, but that is not all, during the project money will be very important).
People (Organizations work essentially with people, projects are made by people).
38

Step 1.2 - “Risk Identification” of the proposed methodology:
-

Exhaustive analysis of risks and the population of the risks in an excel sheet;

Once is established the context and identified the assets comes the search and
identification of the risks as presented in Figure 17 and Figure 18.
After all risks are identified, these risks are documented in an excel sheet draft, where
in step 1.3 the risks will be analysed.
In Figure 17 and Figure 18 are presented the list of the identified risks.

Figure 17. List 1 - identified risks. Extracted from [7]

39

Figure 18. List 2 - identified risks. Extracted from [7] [7]

The result of step 1.2 is the list in Figure 17 and Figure 18, but it is clear that in this list
are presented some risks that are not within the scope of the project and that are not over
the assets defined in chapter 4.4. The next step will be the analysis of the risks identified
because there are some risks that are not within the scope of the project and some of them
are ambiguous.

Step 1.3 – “Result Analysis” of the proposed methodology:
-

Risk analysis and removal of the risks that are not within the scope.

In this step is described the analysis of the list of risks resulted from step 1.2.
The risks that do not have the consequence over the assets will be moved to the excel
sheet “Out of context”. The risks considered ambiguous will be moved to another sheet
called “Ambiguous risks”.
An out of context risk means that the risk is not in the scope of the project, every risk
that occurs before the start of a project or that the consequence of the risk is not over the
assets deliverable, money and people is out of scope and if the risks are ambiguous means
that is a risk that has several possible meanings or interpretations and is difficult to classify
them.
In Figure 19 and in Figure 20 are presented the risks that were considered Out of
scope and ambiguous risks respectively.
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Out of scope risks:

Figure 19. List of Risks out of scope. Extracted from [19]

For example the first risk is “The funding was not approved”, this risk is clearly out of
scope defined in chapter 4.3, if this risk occurs it will be before the start of the project, the
same with the risk “The payment schedule is unclear or not linked to tangible milestones” this
risk occurs before the start of the project and the same with the rest of the risks and the
same with the rest of the risks.

Ambiguous risks:

Figure 20. List of Ambiguous Risks. Extracted from [7]

This list contains the risks considered ambiguous, for example the risk with the id 8,
“The business case for the project is unsound”, the word unsound is quite ambiguous, what
does the unsound mean, it can have multiple definitions for this reason is in the ambiguous
list. The same with “Internal political difficulties in the customer’s organization” which are the
internal political difficulties, what is the consequence of this, that’s why this risk is also in the
ambiguous risk list.
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Figure 21. List of risks within the scope. Extracted from [21]

After removed all risks that are not within the scope or that the consequences are not
over the assets defined in chapter 4.4, it is time to organize the register, clarifying the events
and the consequences of the risks.
Identify also where the risk is, in this case the column “Annotation” will have a small
description of where the risk can be found, in this specific case would be the page number
and the paragraph number.
The structure of the Risk Register is represented in Figure 22. The Risk Register has
nine columns: an ID which will identify the risk; a description of the risk; an id number of the
Event, that can be found in Table 4; an id number of the Consequence, that can be found in
Table 5; an Annotation is a column with a location of the risk, so that risk can be found easily,
it can be a number of a page, paragraph, link of a site; RBS Level 1 is the first level of the
Risk Breakdown Structure, so it can be filtered for an easy identification of the sources of the
risks; RBS Level 2 is the second level of the Risk Breakdown Structure, so it can be filtered
for an easy identification sources of the risks; RiBS Level 1 is the first level of the Risk impact
Breakdown Structure, so it can be filtered for an easy identification of the impact of the risks;
RiBS Level 2 is the second level of the Risk impact Breakdown Structure, so it can be filtered
for an easy identification of the impact of the risks.
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Figure 22. List of the risks sorted with events id and consequences id.

The columns ID_Event, ID_Consequence and Annotation were added for an easy
identification of the risks.

The Events table represented in Table 4 has three columns:


ID



Description



Likelihood

The Events were identified and populated in this excel sheet.
The ID of the Event that is used in Figure 22, the Description of the event and the last
column is the Likelihood of the Event, but in this case there is no data for the Likelihood
because it depends from project to project, it is not contextual.
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Table 4. Events of the Risk Register.

The Consequence table represented in Table 5:

Table 5. Consequences of the Risk Register.
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As presented in Table 5, the consequences table, has four columns:


ID



Description



Asset



o

Money

o

Deliverable

o

People

Impact

The Events were identified and populated in this excel sheet.
The ID of the consequence will be used in Figure 22, the Description of the
consequence, the third column is which asset the consequence affects, assets that were
defined in chapter 4.4, and the last column is the Impact of the consequence, but in this case
there is no data for the Impact because it depends from project to project, it is not contextual.
Now that we have a list of risks sorted and analysed, this list is not structured. The next
step would be to re-analyse the context and add to it an appropriate structure.

5.2

Process Second Iteration
Step 2.1 - “Establishing the context” of the methodology:

The output of this iteration will be the definition of the assets and the definition of the
scope, the same as step 1.1, but now adding to the existing context, a breakdown structure,
using the RBS that is a source-oriented grouping of project risks that organizes and defines
the total risk exposure of the project. Each descending level represents an increasingly
detailed definition of sources of risk to the project for a better identification and analysis of
the risks.
Step 2.2 - “Risk Structuring”:

The most obvious demonstration of the value of structuring within project management
is the Work Breakdown Structure (WBS), now that we have a clear list of risks presented in
Figure 22, this list is not structured, but a simple list of risk sources does not provide the
richness of the WBS since it only presents a single level of organization.
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The WBS which is recognized as a major tool for the project manager because it
provides a means to structure the work to be done to accomplish project objectives. The aim
of the WBS is to present project work in hierarchical, manageable and definable packages to
provide a basis for project planning, communication, reporting, and accountability. Besides
the WBS, in projects there is also the OBS (Organizational Breakdown Structure) and CBS
(Cost Breakdown Structure).
A better solution to the structuring problem for risk management would be to adopt the
full hierarchical approach used in the WBS. Such a hierarchical structure of risk sources
should be known as a Risk Breakdown Structure (RBS).
The RBS as quoted in [16] is defined as “A source-oriented grouping of project risks
that organizes and defines the total risk exposure of the project. Each descending level
represents an increasingly detailed definition of sources of risk to the project.” The RBS is
therefore a hierarchical structure of potential risk sources.
The RBS indicates the source from which the risk has arisen. Another key
characteristic of a risk is its consequence or impact. Another risk-related hierarchy is called
the Risk Impact Breakdown Structure (RiBS). The RiBS as quoted in [17] is defined as “An
impact-oriented grouping of project risks that organizes and defines the total risk exposure of
the project. Each descending level represents an increasingly detailed definition of risk
impacts on the project”.

The RBS indicates the source from which the risk has arisen.
Based on Figure 11, it was created the Risk Breakdown Structure presented in Figure
23, with three Level 1 source or events types (Technical, Management, and Commercial).
Each of these is decomposed into a number of Level 2 source types, below which individual
risks can be mapped.
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Basically:
RBS (Risk Breakdown Structure). Grouping risks by the RBS indicates common
sources of risk, allowing preventative measures to be taken, and increasing the efficiency of
risk responses by targeting root causes to tackle multiple related risks.



Figure 23. Risk Breakdown Structure - RBS




47

RiBS (Risk impact Breakdown Structure). Mapping risks against the RiBS allows
analysis of the types of risk exposure faced by the project, indicating where the management
team should focus attention when developing risk responses.



Figure 24. Risk impact Breakdown Structure - RiBS
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Another key characteristic of a risk is its impact also called consequence.
Based on Figure 12, RiBS was created as shown in Figure 24, with three Level 1
impact types (Deliverable, Cost, and Staff), which are our assets. Each of these are
decomposed into a number in Level 2 impact types, in the level below the individual risks can
be mapped.
Once the RBS is defined, it can be used in a variety of ways as Risk identification, Risk
assessment and Risk Reporting.
In this specific case it is only needed for this dissertation the Risk Identification.
The upper levels of the RBS can be used as a prompt list to ensure complete coverage
during the risk identification phase.
In addition, the RBS can be used to structure lists of risks identified, by mapping
identified risks into the lowest levels of the RBS. This reveals possible gaps or blind spots in
risk identification, and exposes any double counting or duplication. It can determine whether
the risk identification method has considered all potential sources of risk, and indicates
whether additional risk identification activity is required.
Using the RBS to structure the risk identification task provides assurance that all
common sources of risks to the project objectives have been explored, assuming that the
RBS is complete. The same to RiBS that will provide assurance that all common impacts on
the assets of the project have been explored.



Figure 25. The Risk Breakdown Structure for the Reference Risk Register.
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In Figure 25 we can see now the completed RBS with all the risks from the list in
Figure 22, all mapped and sorted by their sources or events.

Figure 26. The Risk Impact Breakdown Structure for the Reference Risk Register.

In Figure 26 we can see now the completed RiBS, with all the risks from the list in
Figure 22, all mapped and sorted by their impacts or consequences.

To conclude this step, the adoption of a range of hierarchical categorization
frameworks within the qualitative risk assessment step can go some way towards analysing
the overall risk exposure of a project. While these will not replace quantitative risk analysis
methods, they do provide additional insight into where and how a project is exposed to risk.
Use of qualitative categorization also has the benefit of being easy to implement, and offers a
hierarchical understanding of risk not easily available from quantitative risk analysis models.
The value of this type of mapping lies in its ability to support development of effective
risk responses, by revealing different aspects of the risk exposure of the project. The use of
hierarchical frameworks has an additional benefit in allowing responses to be developed at
different levels, ranging from whole-project generic responses to detailed specific actions
targeting particular hotspots of exposure.
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Step 2.3 - “Populate the Reference Risk Register”:

This is the last step of the proposed methodology that consists in populating the
Reference Risk Register presented in Table 3, now with all the information we need we can
populate it.
Now we have:


The list of risks from Figure 22, all the risks are within the scope of the project;



The Identifiers of the consequences and events from Table 4 and Table 5 and
also with the small annotation where the risk can be found;



The RBS levels (Level 1 and Level 2) from which the risk is mapped. It can be
found in Figure 25;



The RiBS levels (Level 1 and Level 2) from which the risk is mapped. It can be
found in Figure 26.

The proposed structure of the Reference Risk Register presented in Figure 27 has nine
columns:
An ID column for the id of the risks; it has a description of the risk; ID_Event is the
column with the id number of the Event, it is related with the event table presented in Table
4; The column ID_ Consequence where it can be found the id number of the Consequence, it
is related with the Consequence table presented in Table 5; The Annotation column with the
location of the risk, so that the risk can be found easily, it can be a number of a page,
paragraph, link of a site, in this case it is the page and paragraph number where the risk can
be found in the book [7] ; The column with the RBS Level 1 which is the first level of the Risk
Breakdown Structure, so it can be filtered for an easy identification of the sources of the
risks; The column with the RBS Level 2 with the second level of the Risk Breakdown
Structure, so it can be filtered for an easy identification sources of the risks; The column with
the RiBS Level 1 with the first level of the Risk impact Breakdown Structure, so it can be
filtered for an easy identification of the impact of the risks; The column with the RiBS Level 2
with the second level of the Risk impact Breakdown Structure, so it can be filtered for an
easy identification of the impact of the risks.
In Appendix C are presented some other list of risks.
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Figure 27.The Reference Risk Register
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5

Conclusion

IS projects are becoming increasingly complex and are subject to various risks. Risks cannot
be avoided altogether but they can be managed in such a way that they are recognized and
their impacts either accepted, avoided, mitigated or transferred.
The PMBOK and PRINCE2 frameworks, considered the most important frameworks on
Risk Management and Project Management were analysed, with the objective to extract the
most important guidance and practices on risk management processes. A set of international
standards on Risk and Project Management to complement the knowledge on these areas
was also considered throughout the dissertation.
The approach to managing risk on a project should be documented in a formal risk
management plan or have a suitable risk management strategy.
The proposed methodology provided a set of steps and iterations on how to create a
Reference Risk Register.
This dissertation also proposed one way of structuring the risks. There are others ideas
for expanding and structuring the Risk Register using the identified risks like, on which parts
of the project are most affected (WBS), candidate risk owners (OBS), potential cost variation
and contingency planning (CBS) and the ones described in this dissertation, common causes
of risk (RBS), and major types of potential impact (RiBS).
These are five ways to structure or filter a register, if we want to know the impact the
various areas are having, we can analyse that in any of these items mentioned above.
It is extremely important for risk assessment to have Risk Register, as a support. This
Dissertation focuses on the importance of creating a Risk Register and the importance it has
for organizations.
With this Structure Knowledge Base, Organizations have the power to create their own
Risk Register, with their consolidated ideas, knowing the potential problems, issues that may
happen during the projects, and having the structure of the Risk Register, for an Organization
to be able to use it and profit from its benefits, following it guidelines, as proposed in my
Dissertation. For each project, when starting the creation of the Risk Register, this could be a
base of work for when people working on a project could take advantage of it.
For future work, I suggest the validation of the Reference Risk Register to an expertise
panel, on the context of Project Management.
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For every project beginning, people working should take advantage of the Risk
Register I hereby propose and use it as a useful and cost effective work document.
In the future I feel it would be of the utmost value that this document be certified by
experts as to become a reference and used in the context of Project Management. I feel that
Risk Register will change the way companies approach growth and it will prove to save
costs, time and organization within the corporate world.
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Appendix A

Project Management Process Groups
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Figure 28. Mapping of PMBOK processes grouped by area of knowledge. Extracted from [5]
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Appendix B

Types of Project Risks
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Figure 29. Risk Breakdown Structure. Extracted from [7]
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Appendix C

Other lists of risks
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List of risks from [24]:

Figure 30. List of Risks. Extracted from [24]
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Risks out of scope:

Figure 31. Out of scope risks. Extracted from [24]
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Ambiguous Risks:

Figure 32. Ambiguous Risks. Extracted from [24]
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Figure 33. Example of a Risk Register. Extracted from [23]
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