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Abstract. Currently there are many systems dedicated to monitor the
position of objects, vehicles and people. Most of these monitoring sys-
tems focus on the energy efficiency, implementing strategies to maximize
battery lifetime by carefully choosing the localization method, or us-
ing alternative sensors like accelerometer and compass to estimate the
current location. When monitoring the position of a person, specially
children or people with mental disabilities, security and privacy issues
arise. However, most of the existing tracking systems do not take into
account the security issue when transmitting the obtained information
and the localization process itself.
To fulfil these requirements, this paper proposes the SecureTracking sys-
tem, a tracking system capable of monitoring the position of a person, ap-
plying some control on that position through geofencing, while ensuring
the confidentiality, integrity, authentication and freshness of the trans-
mitted information. The proposed solution also considers mechanisms of
anti-spoofing on the obtained location information. A fully functional
prototype was implemented using Android smartphones and a dedicated
server to act as intermediate. To meet the security requirements, the
AES-128 bit algorithm in CTS mode was used to cipher messages and
the HMAC with SHA256 was used to ensure authentication and integrity.
The system herein proposed shows that a low cost, energy efficient, and
secure tracking solution can be deployed using off-the-shelf mobile de-
vices.

1 Introduction

Nowadays, tracking systems are becoming increasingly important in our daily
life. Many people use tracking services to monitor the location of mail packages,
company vehicles or simply as a recreational way of keeping track of friends or
relatives, for example, in social networks. Voluntary sharing the current location
has become ordinary, being eased by the growing use of smartphones [1,2,3] and
other embedded devices (e.g., digital cameras, vehicular onboard computers,
etc) equipped with location sensors and mechanisms capable of obtaining their
position.
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Such use of the locating capabilities usually does not require dedicated secu-
rity measures since the information is saved and shared voluntarily. But, on the
other hand, if a tracking system is meant to maintain someone safe, the security
requirements are much higher and many risks must be taken into account. A
secure tracking system must aim, not only at obtaining the person’s position,
but also at ensuring the proper security mechanisms to keep that information
secure and ensure the person’s own security. Spoofing attacks may lead to incor-
rect localization, attacks on the communication channels may reveal the location
to unauthorized individuals, or allow tampering with the exchanged messages,
pretending normal operation.

There is a trade-off between security measures and acceptable privacy loss
when monitoring the position of a person. Tracking systems that monitor the
position of humans should not abuse in terms of privacy invasion and their main
focus, when not recreational, should be keeping them safe.

This paper proposes the SecureTracking, a tracking solution capable of ob-
taining a person’s position, support some control on that location through ge-
ofencing, communicating the obtained location, or any other relevant informa-
tion, to a tutor and allow the later to ask and get the monitored person’s po-
sition on-demand. While providing these features, the proposed system ensures
confidentiality, integrity, authenticity and freshness in the exchanged messages,
considering efficiency as an important factor to maximize battery lifetime. It
should also be easy and comfortable to transport by the monitored person and
takes into account privacy and ethical issues as far as possible.

Section 2 details some concepts in the context of the related work and this
paper, and an overview on some of the current tracking solutions. Section 3
describes the proposed solution taking into account the defined requirements
and the analysis of the state-of-the-art. The Proposed Solution is followed by
the Implementation section, which details the proposed solution targeting an
Android system. Section 5 explains how the implementation was characterized
and evaluates it. Section 6 concludes this paper presenting an overall analysis of
the proposed system and some remarks on possible future work.

2 State of the art

There are various uses for tracking system, from monitoring mail packages and
vehicles to tracking children on their path to school or dementia patients. Dif-
ferent uses also imply different focus on functionalities, characteristics, different
concepts and methods of localization.

To have some control on the location of a children or a dementia patient, it
is useful to apply the concept of Geofencing. The Geofencing technique consists
on the combination of two operations: first, regular monitoring of the position
of some mobile device; and on the other hand the definition of a geographic
area of interest, called geofence (geographic fence). The whole process consists
on verifying if the position of the mobile device is inside or outside that area.
Geofencing can be performed using different techniques: using a polygon where
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the vertices are defined by coordinates; using a circular area defined by the
coordinates of its center and a radius; or verifying if the monitored device follows
or keeps close to a particular route.

2.1 Localization Methods

There are various methods already studied and put in practice to obtain a lo-
cation using mobile devices like smartphones. These methods differ from each
other in characteristics such as accuracy, speed, processing cost and resource
and energy consumption. Among the most commonly used methods nowadays,
using mobile network antennas (e.g. GSM antennas), using Wi-Fi Access Points
(APs) and A-GPS are perhaps the most popular.

Mobile Network Antennas

Cell-ID The localization process using mobile antennas is made using some
parametres, namely the cell identification (Cell-ID) and the Location Area Iden-
tifier (LAI) [4]. A Base Transceiver Station (BTS) covers a certain area which
is composed by various cells, each of them with a unique identifier. The cells
are grouped in greater groups identified by the LAI. A mobile device always
knows its Cell-ID (the cell where it is) and the LAI, and from those values it can
estimate its location. This estimate depends on the density of antennas nearby,
interference that results in signal noise and the choice of the antenna to connect
(as it may not be the closest one [4]).

Tests conducted in [5] determined an accuracy of about 500 metres in urban
environment and an accuracy in a range of 1 to 10 kilometres in sub-urban
environment when locating using Cell-ID.

Lateration and Angulation Besides the localization using Cell-ID and LAI,
it is also possible to obtain the location by triangulation of mobile antennas
through lateration and angulation [6,7].

Lateration consists in determining the position using the distance to different
points. For example, a mobile device can calculate its location using the approx-
imate distance to the mobile antennas. In a bidirectional plan, three reference
points and the approximate distance to each of them are required to determine
the position. Angulation consists in using angles to determine a position. For
example, being possible to know the direction of the signal of two antennas and
knowing the distance between them, it is possible to determine the current posi-
tion. However, this solution needs to know the distance between each antennas.

Wi-Fi APs

Localization using Wi-Fi Access Points (APs) signals, also known as Wi-Fi-
based Positioning System (WPS), follows a similar pattern as Cell-ID position-
ing: analysing nearby Wi-Fi APs regarding their identifiers (Media Access Con-
trol and Service Set Identifier [8]) and knowing their approximate location allows
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a device to locate itself. The location and identifiers of the Wi-Fi APs needs to
be collected and registered in databases so that they can be used by nearby
devices to locate themselves. The operation of registering the location and iden-
tifiers is known as “wardriving” and has been carried out by different entities
[9,10,11,12]. When a device tries to obtain a location, it uses the identifiers of
the nearby Wi-Fi APs and queries a database where this information is mapped
together with the respective locations of those APs. The accuracy of this method
is influenced by the number of Wi-Fi APs nearby and the fact that those may
have or may have not been mapped already. Tests conducted by [13] revealed a
mean accuracy of approximately 30 metres.

A-GPS

The GPS is composed by a constellation of 27 satellites (24 active and 3 in
standby). The navigation system provides information about the position of
each satellite and precise time set by the satellite atomic clocks. Each satellite
is uniquely identified by a code that is also broadcast. To obtain its location,
a GPS receptor calculates the distance to various satellites at the same time,
given that a minimum of 3 satellites are required to obtain a location. Fixing at
satellites may take some time, known as the Time-To-First-Fix (TTFF), factor
that has a great impact on this method performance, speed and time/energy
consumption. However, this can be improved using Assisted-GPS [14] that uses
a secondary source from which it downloads the almanacs and ephemeries, also
known as assisting data or Xtras, that contain information on the current state
of the satellite constelation, precise data on time and location and orbit data of
satellites. Tests conducted in [13] revealed a mean accuracy of 10 metres using
GPS, and according to [5] the accuracy may vary between 10 to 100 metres in
urban and 10 to 20 metres in suburban environment.

Security Analysis

There are security issues that must be considered when interacting with the
infrastructures of the GSM network, the Wi-Fi APs and A-GPS.

The original architecture of the GSM network intended to authenticate its
mobile users, maintain confidentiality of users’ data and signal information, the
anonymity of theirs subscribers and the usage of the SIM card (Subscriber Iden-
tity Module) as a security module. However, the authors of [15,16,17] point out
flaws in the existing structure, namely that the A5 algorithm, which is used
in encryption, is considered weak and susceptible to cryptanalysis, the network
does not provide end-to-end security, and also it does not provide mechanisms for
mutual authentication. The authors of [15] propose establishing a secure channel
at the end-entities of the communication, such as the use of ciphering keys.

In addition to being susceptible to spoofing and jamming attacks, WPS can
also suffer injection or corruption attacks on the databases that hold the map-
ping between Wi-Fi APs and their locations [18]. The same authors propose
sanity tests at the client through historical registry of APs to detect unusual
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discrepancies and higher security on the databases side to avoid tampering with
the data.

According to [19], A-GPS is also vulnerable to jamming and spoofing at-
tacks. In [20] some countermeasures are presented to prevent the later attacks.
For example, it is possible to analyse the GPS signal strength and detect if it is
too strong compared to a certain threshold or if it suffers sudden changes that
could indicate a fake signal being inserted. Another possible technique is moni-
toring the number and identification of GPS satellites signals since GPS satellite
simulators usually broadcast a greater number of signals against what is usually
detected. Dead reckoning can also be used as a sanity test by comparing its data
with the locations obtained using A-GPS.

2.2 Related Work

There are many systems that aim at monitoring the position of persons. In this
section, some of these solutions are analysed considering their main features and
the context and requirements defined in this paper.

Most of the current smartphones have location services and sensors, such as
A-GPS, Wi-FI and Cell-ID, and mobile applications are able to make use of
them to obtain the current location. Applications like “Life360 - GPS Tracking”
[21] and “Real Time GPS Tracker” [22] provide ways to share the location with
a group of people set by the user and receive location information from other
people. These applications propose a system like a social network. There are no
concerns about security issues because the responsibility lies on the user when
installing the application, granting it permission to access the smartphone sen-
sors, and it is the users will to share their location with each other. Another
type of application is the “MobileMonitor” [23] which works together with a
private web portal and allows uploading to the system servers detailed detailed
information about the device’s state, like phone call and messaging history, last
position, files and operating system data. This system collects too much infor-
mation from the monitored device. Although the communication is ciphered,
there is no information about cipher key exchanges processes, and there is no
mechanisms on anti-spoofing.

Some other solutions like the one in [24] analyse the behaviour of an ac-
celerometer to determine the transportation mode in order to dynamically select
the location provider and the interval of the location requests. Using this tech-
nique allows reducing the need to use GPS in about 96% and increase battery
lifetime by about 75%. Another example is WheelLoc [25] that combines the ac-
celerometer and magnetometer together with a local Cell-ID location database
and street map to estimate turns taken and distance travelled. This system
matches these estimations with the map using a Hidden Markov Model (HMM)
and Viterbi algorithm (VA), obtaining the location within 40 milliseconds with
an accuracy of about 40 metres and low power consumption. Enhanced Localiza-
tion Solution (ELS) [26] is another system than combines standard localization
techniques in mobile phones (GSM, Wi-Fi, GPS) with data from other sensors
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(accelerometer, audio, compass, gyroscope) using Human Mobility modelling
and machine learning techniques.

There are other solutions that apply dead reckoning to track the position.
It is the example of UPTIME (Ubiquitous Pedestrian Tracking usIng Mobile
phonEs)[27], which makes use of the accelerometer to estimate step counting and
gait-based algorithm to detect the step size. This system achieved an average
error of 6.9% in outdoor and 5.9% in indoor scenarios when tracking the position.

In [28], the authors propose a tracking system to be used on a mobile phone
with GPS with some security mechanisms. The solution includes the develop-
ment of a Java application to be installed on a mobile phone and a web portal
to check the location and apply geofencing. The application uses the GPS of
the mobile phone to obtain its location with a custom period set by the user
himself. When encryption is activated, it uses the device’s International Mobile
Equipment Identity (IMEI) code to set a 128 bit encryption key, ciphers the
GPS coordinates, using the Advanced Encryption Standard (AES) algorithm,
and sends this information to a server to be inserted into a database.

In general, there are many solutions to monitor someone’s position. Most of
them focus in using the available resources efficiently, by dynamically choosing
the adequate localization method, reducing the need to use GPS by combining
other localization sensors like accelerometer and compass. Among the analysed
solutions, only MobileMonitor [23] and [28] consider security measures, but they
are limited to cipher the exchanged messages. This is not satisfactory as they
lack integrity, authenticity and freshness measures as well as anti-spoofing mech-
anisms.

3 Proposed Solution

As discussed in the previous section, although there are any tracking systems
currently available, none of them fully meet the proposed requirements. Con-
sidering the previously analysed solutions and the defined requirements, this
chapter presents the SecureTracking, a tracking solution that provides geofenc-
ing capabilities while providing security to ensure secure communication chan-
nels and anti-spoofing measures on the location process. The proposed system is
suitable for scenarios where parents are concerned with kidnapping risks of their
children, for example, in environments with much confusion where children may
walk or travel without adult supervision. A similar scenario is related with de-
mentia patients or people with mental disabilities. In these cases, usually, there
is a responsible person, or more, assigned to them.

This system assumes the existence of two major components that play the
main roles of a tracking system: the Monitored device and the Tutor device. The
Monitored device should be carried by the person whose position will be con-
trolled. It must have built-in modules capable of obtaining its current location,
processing capabilities to process and validate that information, and communi-
cation capabilities to send and receive information. On the other hand, the Tutor
device should be carried by the person, or persons, that control the other’s po-
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sition. There can be multiple Tutor devices, and the Monitored device is able
to report to them. The Monitored device operates in two modes: normal mode,
where it periodically reports its position, and safe mode, where it only sends
a “heartbeat” message acknowledging that the device is working properly. The
safe mode can be triggered within periods of time when it is expected that the
device is secure. These periods of time are defined as SafeSchedules that are
established by the tutor.

The simplified architecture is presented in Figure 3.1. The M represents the
Monitored side, and the T the Tutor side. The Monitored device gets its position
using Wi-Fi APs, A-GPS or the mobile antennas, in that order of preference.
The communication is bidirectional between the Tutor and the Monitored de-
vices. The figure also considers the presence of the repository server that acts as
intermediate in the Tutor-Monitored devices communication, storing messages
and sending them to the appropriate receivers.

Fig. 1. Proposed Solution - SecureTracking system overview

Any communication between the monitored device and the tutor is ciphered
and authenticated. The keys to cipher and authenticate messages are exchange
during initial setup, but can be regenerated at the tutor’s request (process ex-
plained in Tutor’s section). To assure freshness of the messages and avoid replay
attacks, each message also contains a timestamp. To be valid, a message must
have a timestamp greater than the last message received. When a new position
is detected, the system makes a simple comparison with the last position using
the distance between them and the time since the last update. If the velocity
is above a threshold, a message is sent to the tutor so he can investigate if it
is a dangerous situation (a spoofing attack, a kidnap, or maybe just accuracy



8

error). The keys for these security services are generated and exchange at first
setup, but the tutor is responsible for regenerating them every pre-defined time
interval in order to avoid or minimize attacks. To do so, the tutor application
supports key regeneration. To send the keys to the monitored device, the tutor
uses a Key Encryption Key (KEK) dedicated to cipher the new key values.

The repository server is a simple backup system to be used as a database for
the monitored device’s messages. It does not hold any keys, so it cannot decipher
nor validate received messages. To perform its role, the repository needs to be
able to communicate via text-based SMS or messages through the Internet, so
it has a GSM module and Internet connection.

4 Implementation

To build a prototype system, Monitored and Tutor devices were implemented on
Android smartphones. As already stated, smartphones’ usage has grown in the
past few years, and most of them have Wi-Fi and A-GPS modules, besides GSM
and 3G communication. Also, the APIs for smartphone development, namely
Android, are usually well documented and provide access to the device’s sensors,
making them a viable solution. The Tutor’s PC application and the Repository
Server were implemented in Java.

4.1 Mobile Devices

The Monitored and Tutor devices make use of the Android Broadcast Receiver to
register and detect certain events, called intents, such as receiving SMS, location
requests or new location information. These intents are handled by a service that
runs on the background. The Android Alarm Manager is also used to trigger the
periodic location update in the Monitored device. The localization manager, in
the Monitored device, is responsible for the process of obtaining its current posi-
tion using the LocationManager of the Android API and its notion of Location
[29]. According to the Android API Reference, all locations obtained using this
API include valid latitude, longitude, timestamp and accuracy information.

4.2 Repository Server

The Repository Server prototype was implemented using a smartphone with
GSM, connected to a personal computer, and internet connection. Using the
smartphone GSM communications it was possible to simulate a server with a
GSM module, capable of receiving and sending SMS messages from and to the
mobile devices involved. The internet connection allows communications via an
alternative (or principal) channel.

4.3 Tutor PC Application

As a prototype, the Tutor PC application was not fully implemented, but par-
tially as a simple program written in Java capable of sending and receiving
messages through the Internet.
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4.4 Security Mechanisms

Regarding the security mechanisms, one of the main goals of this work was to
assure a secure interaction between the participating parties. Towards this, data
confidentiality, authentication and integrity, and freshness must be provided.
This is herein provided by end-to-end security, where only the end point need
to be considered trustworthy. Additionally, location spoofing is also discussed.

To provide confidentiality so every exchanged message is ciphered by the
sender and deciphered by the receiver, using a shared secret key. The Secure-
Tracking system uses the AES algorithm to cipher messages with a key of 128
bits. This algorithm is considered a the symmetrical encryption standard, pre-
senting good performances [30,31]. Regarding the cipher mode, CipherText Steal-
ing (CTS) with CBC mode is used, as it does not require padding to match a
certain block size. Authentication and integrity validation is provided by the use
of Hash-based Message Authentication Code (HMAC) using SHA-256 as hash-
ing function (HMAC-SHA256). The ciphered sent data is appended with the
resulting hash value. This hash is obtained from the data itself plus a 8 byte
time stamp. Also included in the sent data. This time stamp assure message
freshness. In this solution it is assumed that the devices have pre-synchronized
clocks, configuration that is achieved by synchronizing them with Network Time
Protocol (NTP) servers. The used security algorithms were deployed using the
javax.crypto packages.

Considering the possibility of spoofing attacks on the location system, the
implemented solution checks for abrupt changes on the location. Unfortunately,
the used platform does no provide many mechanisms to do so. The anti-spoofing
mechanisms can be implemented by analyzing the GPS satellites signals and
detecting unusual or abrupt changes in their strength.

Considering that the HMAC-SHA256 outputs a MAC value of 32 bytes, and
that the timestamp is 8 bytes long, the security overhead in the data transmission
is of 40 bytes. A SMS message has 133 bytes that can be used. By allocating 40
bytes for security, a total of 93 bytes are available to be use for the functional
logic of the SecureTracking system.

5 Characterization and Evaluation

To evaluate the implementation of the proposed SecureTracking system, the im-
pact of the principal operations was measured using a profiler developed to regis-
ter the time taken and the battery consumption. The accuracy of the localization
methods was also measured. All tests were made in an Android smartphone “LG
Optimus Pro C660”, running Android OS 2.3.3 with a 800 MHz CPU and 256
MB of RAM.

The accuracy tests compared the location obtained using the SecureTracking
system with certain pre-defined locations, and they revealed that the localiza-
tion using only Network (Cell-ID) has the worst accuracy values, about 128±48
metres of average error in a residential area, called Path A, and 171±41 metres
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in industrial area, called Path B. Wi-Fi based localization registered an average
error of 24±12 metres in Path A and 42±12 metres in Path B, being strongly
influenced by the density of Wi-Fi APs. Path B had two of the four fixed loca-
tions under a dome, which influenced the accuracy error for the A-GPS, as it
decreased the line of sign. It registered an average error of 53±18 metres in this
path and 21±10 metres in Path A.

Considering the time measurements, the security measures introduce prac-
tically no impact considering the update interval expected for these opera-
tions. A time delay of 3.64 + 0.07 = 3.74 ms for the MAC computation and
1.23 + 0.021 = 1.25 ms for the cipher operation, results on an average of
3.74 + 1.25 = 4.99 ≈ 5 ms in a time interval that is expected to be about
tens of minutes.

Regarding the battery consumption, the localization using only the Network
(Cell-ID) consumed more than the other methods (4.20%) because 3G commu-
nication needed to be used to query for the location. The Wi-Fi positioning
consumed 3.10% and the A-GPS 3.70%. These tests also included ciphering and
computing the MAC value. Some MAC algorithms were also tested regarding
energy consumption, namely CBC-MAC of 16 bytes and HMAC with SHA256,
concluding that the later consumes less battery while providing adequate secu-
rity strength.

6 Conclusion

To develop a secure tracking system, one must not only focus on monitoring
the position of a person, but must also provide security mechanisms to assure
it correct usage and of the resulting information and to validate the location it-
self regarding spoofing attacks. This paper proposes the SecureTracking system
which provides the means to monitor the position of a person (both periodi-
cally and on-demand), applying some self monitoring to that position using the
concept of geofencing. The system also provides end-to-end security on the com-
munication channels maintaining confidentiality, integrity and authentication,
and freshness of the exchanged messages. The proposed system also provides an
anti-spoofing mechanism that detects abrupt changes on the location reports.
The system also includes the definition of SafeSchedules, that can be defined by
the Tutor, which are periods of time when the Monitored device is considered to
be safe and does not need to activate the localization process, thus saving energy.
The obtained results suggest a negligible performance impact to the system. In
terms of battery consumption, the proposed solution considers a strategy of pref-
erentially choosing the localization method that consumes less energy, namely
Wi-Fi, followed by A-GPS if necessary, and by last Cell-ID, if the previous two
fail. In conclusion the system herein proposed shows that a low cost, energy
efficient, and secure tracking solution can be deployed using off-the-shelf mo-
bile devices. As future work, it can be of interest to improve the robustness of
the anti-spoofing measures, for instance, by analyzing the A-GPS/Wi-Fi signal
strength. Implementing the option to use dead reckoning could be a valuable
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feature towards consuming less energy in the location process or as a sanity test
for the anti-spoofing mechanism.
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