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Abstract 

eHealth systems are being increasingly used and accepted. Recent advances in 

electronics allow the design of sensor devices with high connectivity and processing power 

that can integrate Wireless Sensor Networks (WSNs) to remotely communicate the 

measurements made. WSNs can be used to monitor the health-related parameters of 

patients. The conclusion of the analysis of existing systems is the need for a more flexible 

implementation that can be incorporated with other WSNs already available. 

This dissertation proposes a functional prototype of the doBros system, which is a WSN 

based on the IEEE 802.15.4 standard that is used for remote monitoring of health-related 

parameters, and that consists of using biomedical off-the-shelf sensors adapted to a wireless 

environment. The collected data is stored on a web server that provides web services such 

as graphical representations of data. To this end, various wireless sensors powered by 

battery were developed, including a blood pressure meter, a heart rate meter, a motion 

detector and temperature meter and finally a pedometer. These sensors connect wirelessly 

to a device called a sensor proxy that is the only mains powered device and with direct 

connection to the Internet, whose role is to send messages from sensors to the remote 

database. Wireless connectivity is achieved using the NXP Jennic modules of the JN5139 

family, which are a low-cost option. 

The prototype was tested in an exhibition for 3 days and the conclusion after the 

necessary corrections and re-testing is that is completely functional and complies with all 

requirements imposed, thus proving the feasibility of the system. One of the strengths of the 

doBros system was the creation of the µPnP protocol, which brings the desired flexibility to 

the developed system. This protocol allows the simple integration of new devices and, in 

combination with the modular software architecture, simplifies the updating or the creation of 

new sensors. 
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Resumo 

Os sistemas eletrónicos de saúde (eHealth) têm vindo a ser cada vez mais utilizados e 

aceites. Avanços recentes na eletrónica permitem a conceção de dispositivos sensores com 

alta conectividade e poder de processamento, que podem integrar Redes de Sensores Sem 

Fios (RSSFs) para comunicar remotamente as medidas efetuadas. As RSSFs podem ser 

utilizadas para a monitorização de parâmetros de saúde de pacientes. A conclusão da 

análise de sistemas já existentes é a necessidade de uma implementação mais flexível que 

possa ser incorporada com outras RSSFs já disponíveis. 

Esta dissertação propõe um protótipo funcional do sistema doBros que é uma RSSF 

baseada no padrão IEEE 802.15.4, que é utilizada na monitorização remota de parâmetros 

de saúde, e que consiste na utilização de sensores biomédicos disponíveis no mercado 

adaptados para um ambiente sem fios. Os dados recolhidos são guardados num servidor na 

Internet que disponibiliza serviços da Web tais como representações gráficas dos dados. 

Para tal, desenvolveram-se vários sensores sem fios alimentados a bateria, nomeadamente 

um medidor da pressão sanguínea, um medidor do ritmo cardíaco, um sensor detetor de 

movimento e medidor da temperatura ambiente e finalmente um pedómetro. Estes sensores 

ligam-se sem fios a um dispositivo chamado sensor proxy que é o único ligado à 

alimentação e com ligação direta à Internet, cuja função é enviar as mensagens 

provenientes dos sensores para a base de dados remota. A conectividade sem fios é 

conseguida usando os módulos d a família JN5139 da NXP Jennic, que são uma opção de 

baixo custo. 

O protótipo foi testado numa exposição durante 3 dias e a conclusão após as devidas 

correções e novos testes é de que está absolutamente funcional e de acordo com todos os 

requisitos que lhe foram impostos, provando assim a viabilidade do sistema. Um dos pontos 

fortes do sistema doBros foi a criação do protocolo µPnP que traz ao sistema desenvolvido a 

flexibilidade pretendida. Este protocolo permite a integração simples de novos dispositivos e, 

em combinação com a arquitetura modular do software, simplifica a atualização ou a criação 

de novos sensores. 
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1.1 Context and Motivation 

eHealth is an evolving technological concept with many recorded definitions, some 

superficial and succinct, others more complex and aspirational [1], which can be very 

confusing. The eHealth Industries Innovation Center (ehi2) [2] provides a very complete 

definition that includes the most relevant notions: 

[eHealth covers] the interaction between patients and health-service providers, 

institution-to-institution transmission of data, or peer-to-peer communication between 

patients and/or health professionals; it can also include health information networks, 

electronic health records, telemedicine services, and personal wearable and portable 

communicable systems for monitoring and supporting patients. 

According to a 2008 study based on approximately 15000 participants from seven 

European countries (including Portugal) on trends and patterns of health-related Internet use 

[3], the Internet is increasingly being used as a source of health information and its perceived 

importance is rising. Also, other study in 2009 based on 62 patients in one Massachusetts 

community in the United States of America [4] concluded that patients are enthusiastic about 

electronic health information exchange, recognizing its capacity to improve the quality and 

safety of health care; however, they are also concerned about its potential to result in 

breached privacy and misuse of health data. In the last years it is clear that mobile health 

applications are also on the rise, with many clinicians and other health workers already 

adopting smartphones successfully in a diverse range of practices. Patients too are 

accessing health information, actively participating in their own care (participatory 

healthcare), and maintaining contact with their healthcare providers through smartphones [5] 

[6]. This confirms the continuity of public interest in eHealth technologies. 

Despite the evolution of technology, familiarity and acceptance of it by the general public 

and health care workers [7], these are the challenges that eHealth technologies still face and 

that are expected to surpass according to [1]: 

 Providing quality health care for an ageing population with increasing prevalence of 

chronic illness, which is increasingly expensive to treat; 

 Improving patient safety and reducing errors; 

 Supporting patients to become informed consumers who take an active role in their 

own health care. 
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Advances in micro electro-mechanical systems technology, wireless communications 

and digital electronics made feasible the design and development of low-cost, low-power, 

multifunctional sensor nodes that are small in size and communicate wirelessly in short 

distances. The ever-increasing capabilities of these tiny sensor nodes, which include 

sensing, data processing, and communicating, enable the realization of a large number of 

sensor nodes (figure 1.1 [8]), which can be integrated into Wireless Sensor Networks (WSN). 

WSNs are attracting great interest in a number of application domains concerned with 

monitoring and control of physical phenomena, one of which is health applications for patient 

monitoring [9] [10]. A number of intelligent physiological sensors can be integrated into a 

wearable wireless body area network, which can be used for monitoring, computer assisted 

rehabilitation or early detection of medical conditions, like in so many examples [11] [12] [13] 

[14] [15] [16]. 

The ubiquity of WSNs in the field of health monitoring is of the utmost importance for the 

prevention and early detection of health-related problems, not only on a limited body area 

network but also on a broader sense, making a better use of the resources available and 

allowing the patients, their families and their doctors to share the necessary information and 

enabling that information as close to real time as possible or needed. Also, other 

environmental factors like temperature, humidity, etc., can be monitored, which provide 

useful and complementary data. Thus, the integration of the health-related WSNs with the 

remaining domotics and other networks at the patients’ home, in hospitals or health centers 

is also desirable, because it will make possible the use of industry standards for quality of 

service, security, and privacy of data collection and distribution. 

 
Figure 1.1 – A high-level schematic representation of a WSN node hardware. 
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Advancements in Internet technologies and greater bandwidth available, allied with the 

mass commercialization of gadgets and smartphones in recent years contributed to 

familiarize the general public about the capabilities, as well as the benefits of technology as a 

whole. It was also verified an increase in the use of applications for health, fitness and 

lifestyle education and management [17], which demonstrates the preoccupation of the 

general public with health-related problems. Physicians are also susceptible to adopt new 

technologies that simplify the medical procedures or improve both the quality of the care they 

deliver and their productivity [7]. For all this, it is imperative to develop a functional and 

flexible system that can be integrated with the technology available today, in order to provide 

better living conditions for convalescent patients, the elderly, or simply to provide the means 

by which patients can be monitored remotely. 

1.2 Objectives and Requirements 

The objective of this work is to develop a prototype of a WSN for health monitoring, using 

commercially available off-the-shelf sensors adapted to the wireless environment, and a 

web-enabled gateway that allows the data to be remotely stored and accessible. The system 

for which the prototype is being developed is called doBros system and the requirements 

imposed were the following: 

 It is needed with this prototype that a WSN based on the IEEE 802.15.4 standard 

[18] to be developed. 

 The prototype should be composed of commercially available off-the-shelf health 

monitoring sensors adapted to the wireless environment, and a web-enabled 

gateway, called sensor proxy, which can be connected to a residential gateway 

that serves the Internet to the developed WSN. 

 The residential gateway is connected to the internet and connects to the sensor 

proxy via Ethernet or Wi-Fi. 

 The sensor proxy should work as a proxy, enabling external communication to 

and from the sensors. 

 The sensors should be of three types: 

o Static – Sensors that once installed should not be moved. For example, 

room temperature sensor. 

o Mobile – Sensors that can be moved between areas with network 

coverage. Usually these sensors always have network coverage even 

when used. For example, a blood pressure meter that can be transported 

to various bedridden patients within areas with network coverage. 
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o Wearable – Sensors that a patient should carry with him a long period of 

time, even when moving to areas with no network coverage. For example, 

a heart rate monitor that a patient carries during the whole day, taking it to 

work and back to home. 

 The sensors should be powered by batteries. Mains powered sensors should be 

avoided. 

 The sensors must have low maintenance and be easy to configure. Preferably, 

the sensors should be configured automatically. 

 The network should be wide enough to cover an area of tens of meters, or have 

the option to be widened. 

 The bandwidth should be enough to transmit the measurements of the various 

different types or physical properties. 

 The Sensors’ hardware must have low power consumption for an extended 

battery life. 

The sensors that are to be used in the prototype are listed below: 

 Blood Pressure Meter (BPM); 

 Heartbeat Rate Meter (HRM); 

 Pedometer; 

 Motion detection and Temperature Meter (MTM). 

Figure 1.2 represents an example of a bedridden patient in a room, with some of the 

sensors required for the prototype. 

As observed in the figure, it is required that the various types of sensors function at the 

same time. The three types are here represented: 

 The MTM is static because it is supposed to stay in this room and not be moved; 

 The BPM is mobile because it can be taken to another room with wireless network 

coverage; 

 The HRM meter is wearable because it’s worn by the patient. 
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1.3 Contributions 

The doBros system prototype described in this thesis was implemented and tested at 

INOV – INESC Inovação facilities [19]. 

This prototype demonstrates the feasibility of WSNs in the scope of health monitoring 

using commercially available of-the-shelf health sensors, and the possibility of its integration 

with other systems implemented at the patients’ home, hospitals and health centers. The 

system is also very heterogeneous and can be expanded to work with other systems of 

different scopes, e.g., domotics. 

An important aspect of the work developed was the creation of the µPnP protocol that 

simplified the connection and integration of new devices in the system, and the exchange of 

all messages that are necessary from the sensors, but also allows messages to remain 

short, which minimizes the power consumption of the nodes powered by batteries. This is in 

line with the need for alternatives to existing protocols, which were designed having in mind 

systems with different needs and took no special attention to complex computations or 

limitations on longevity of the batteries. The protocol developed is not a standard but can be 

a starting point for other applications and future developments. 

Lastly, it is also relevant to mention that the modularity of the software and hardware of 

both the sensors and the sensor proxy, which were developed with the prototype, allow them 

to be easily upgraded or adapted to others available in the market. 

 
Figure 1.2 - Example of a room with a monitored patient. 
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1.4 Dissertation Layout 

This thesis presents the prototype developed for the doBros system, which includes the 

sensor proxy and the sensors, as well as the µPnP protocol used for the communication 

between them and with the remote web server. 

This document is organized in seven chapters including the current one, which 

introduces the context and motivation, the objectives, the requirements, the contributions and 

lastly the structure of the thesis. 

Chapter 2 gives an overview of the state of the art and what alternatives to the doBors 

system have been developed, their strong points and limitations. 

Chapter 3 presents the proposal for the prototype and is where is justified the choices 

made in regard to the wireless protocol, the wireless modules, the network topology, and 

finally the need of a new message protocol. 

Chapter 4 focuses on the µPnP protocol, providing a description of the protocol, and 

describing in detail the message format and the µPnP dictionary files, which are used to 

describe the sensors and the services they provide and confer great flexibility to the system. 

After expatiating on the µPnP protocol in Chapter 4, Chapter 5 gives a detailed 

explanation of the system architecture, the software architecture in general including the 

software modularity and its advantages, and lastly how all the devices operate and the 

specificities of each one. 

Finally, Chapter 6 evaluates the prototype and discusses results, being followed by 

Chapter 7 where the conclusions of this thesis are presented, as well as suggestions for 

improvements and future work. 

 

 





9 

 

2  Health Monitoring 

WSN Systems 

Topics 

 Introduction 

 Wireless Standards 

 Typical Architectures 

 Sensors 

 Gateways 

 Data Storage 

 Summary  



10 

 

2.1 Introduction 

This chapter presents the state of the art in the scope of wireless sensor networks 

(WSNs) for health-related monitoring, more precisely low-rate and low-power WSNs. Many of 

the examples discussed are alternatives to the doBros system developed in this thesis, but 

still lack some essential features for the mass deployment of wireless health monitoring 

systems. A comparison table of the studied systems is provided in the Appendix A section, 

table A.1. 

2.2 Wireless Standards 

In the many different examples studied it was observed that all of them had WSNs based 

on the IEEE 802.15.4 [18], e.g., using ZigBee wireless technology [20]. For example, “Using 

ZigBee to Integrate Medical Devices” [21]. 

The logical conclusion is that the IEEE 802.15.4 standard is the most appropriate for use 

in wireless sensor networks for health-related implementations, its key advantages pointed 

as being a short-range, low-power consumption, low-cost technology that is capable of 

handling large sensor networks up to 65,000 nodes and reliable data transfer. It is also 

refered that the IEEE 802.15.4 standard is the appropriate for these implementations 

because it supports a maximum of 250kb/s of raw data rate using Industrial, Scientific and 

Medical (ISM) free band, i.e. 2.4 GHz. 

In some examples it was considered the use of alternative WPAN/WBAN technologies, 

like in “Using Wearable Sensors for Remote Healthcare Monitoring System” [15], but it was 

also concluded that ZigBee or other wireless technologies based on the IEEE 802.15.4 

standard are the best option. 

2.3 Typical Architectures 

The majority of the examples studied implements a WBAN composed by health 

monitoring wearable sensors that can be transported by the patient within an area with 

network coverage. The systems implemented have a similar architecture, much like the one 

presented in figure 2.1 [12], and use mains powered router nodes to transport the data 

collected by the sensors, or connect directly to a central IP-enabled node that works as a 

gateway. 
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In the examples with a similar architecture to the presented in figure 2.1, i.e., [11], [12], 

[13], [16], [21] and [22], even when all sensors can communicate directly with the router 

nodes, the system needs to use those router nodes to expand the network coverage, and 

thus implement a multi-hop architecture for the messages to arrive at the coordinator of the 

WSN, which connects it to a IP network (e.g., the Internet), also called gateway. The doBros 

system does not use router nodes and so the network is used in determined areas with only 

one gateway, which reduces the use of mains powered nodes. Besides, all sensors are 

directly connected to the gateway removing the need of multi-hop and reducing the delays in 

message exchange. 

Other examples, like [14] [15], have a small difference in their architecture, which is that 

the WSN is connected to a PDA or smartphone that is the equivalent of the gateway in the 

previous examples. The PDA is connected to the Internet via 3G or CDMA and sends the 

data collected by the sensors to a remote database or web server. These systems use one 

special sensor carried by the patient that is the only node that communicates with the PDA to 

whom all other sensors must send their data. This has the disadvantage of 1) requiring a 

special sensor and 2) only allows wearable personal sensors. This architecture has the 

advantage of being fully mobile since the data can be stored online wherever the patient is 

using the system. 

The example “Using OSGi UPnP and ZigBee to provide a wireless ubiquitous home 

healthcare environment” [22] uses a very powerful IP-enabled gateway that not only collects 

 
Figure 2.1 – Typical architecture for the studied WSNs. 
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the vital signs read from ZigBee portable medical devices and then uploads it to the remote 

data center, but also converts all the portable medical devices into UPnP devices [23] 

(devices with web services). This is very interesting; however it is also very demanding in 

terms of processing power and monetary cost to the gateway device. The doBros system 

also uses web services but is able to do it using a simpler and less expensive, almost 

stateless gateway, which confers a greater flexibility to the system. 

2.4 Sensors 

A myriad of different biomedical sensors have been used in the examples studied, e.g., 

Electrocardiograph (ECG), Blood Pressure Meter, Body Temperature Meter, Oxygen 

Saturation Meter (SpO2), Pulse Oximeter, Glucose Meter, etc.. In some cases, commercially 

available sensors have been used and adapted to the wireless environment using wireless 

modules, namely the TinyOS-enabled [24] Moog Crossbow MICAz modules [25], the NXP 

Jennic JN5139 modules [26] and the Oracle Sun SPOT modules [27], but other modules 

could have also been used, like the Texas Instruments CC2420 modules [28]. 

Some examples have expensive setups or use customized biomedical sensors, e.g., [12] 

[15]. The doBros system pretends to reduce the cost for new sensors and uses commercial 

available off-the-shelf health-related sensors and the inexpensive NXP Jennic JN5139 

modules for the wireless communications of the sensors. Also, in the doBros system there is 

the possibility to connect other sensors besides health-related sensors, like sensors related 

to domotics or other scopes. 

2.5 Gateways 

All examples have a special WSN node, the gateway, which is connected to a personal 

computer, PDA, or other dedicated and very powerful device, in order to be available in a 

LAN or the Internet. In the examples the gateways are also generally very powerful devices 

with considerable processing power and perform complex operations needed by the 

systems, for example [12] [13] [16]. 

The setup mentioned above has the advantage of being able to process great amount 

and variety of data and send it to a remote server in the Internet or to a LAN. However, it is a 

very expensive solution and, if not well planned, for each new sensor in the system it has to 

be hardcoded into the gateway the methods to interpret the new messages. The doBros 

system had in mind the necessity of a gateway independent of a personal computer or other 
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expensive device and so it is a flexible, IP-enabled device that interacts with the sensors. 

Also, the protocol developed to be used with the system frees the gateway of complex 

computation, making it almost stateless and allowing it to remain simple, yet fully functional. 

A final note: the doBros system gateway IP capabilities enable it to connect to a pre-installed 

network available, both by cable (Ethernet) and wireless (Wi-Fi). 

2.6 Data Storage 

The majority of the examples studied implements a web server, either in a LAN or over 

the Internet, which stores the data sent by the sensors, and allows it to be consulted by 

different clients. Some examples, for example [16] where an Apple Xserve is used [29], the 

remote server also performs much of the processing and interpretation of the messages of 

the sensors. 

As explained in the previous section, generally the gateways are responsible for the 

interpretation of the messages and for sending them to the data storage server. This has the 

advantage of reducing the need of a powerful server in terms of computational power, since 

all it does is store data and reply to clients’ queries. The doBros system has a different 

approach. It is customary to have great processing power available on the web servers 

online that can be used to relieve the local (simple and inexpensive) gateways. This 

increases the requirements for the web server but does the opposite to the devices used 

directly by the patients, keeping them simpler, less susceptible to errors, easier to maintain, 

and cheaper and easier to create new sensors. Also, by allowing the gateway and the 

sensors to be less expensive, it makes the system affordable by the general public, with 

better functionalities, and extended battery life by the sensors due to the lower processing 

power required. 

The example “Using Zigbee to Integrate Medical Devices” [21] uses a gateway that 

connects the WSN to a LAN. There is a LAN server that is responsible for decoding specific 

medical device data sent by the sensors. This functionality is implemented in a Dynamic Link 

Library (DLL), which confers the system with great expandability for new sensors simply by 

using the correspondent DLL installed in the server. The doBros system has a similar 

functionality, i.e., the sensors are described by a XML dictionary file that once installed in the 

remote web server enable the sensor to be used with the system. 
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2.7 Summary 

In this chapter it is provided a comparative analysis of some WSN technologies and 

implementations available today, focusing on their advantages and limitations relative to the 

doBros system. 

It was found that the architecture used by the generality of the examples is frequently 

dependent of router nodes and very powerful coordinator nodes or gateways, which process 

the data received from the sensors and send it to the data storage server, usually available 

online. The doBros system is very similar and takes advantage of the flexibility of this 

architecture, but bypasses its limitations listed below: 

 The expensive and complex gateways; 

 The limitation inherent to the fact that the methods for the processing of the 

messages from the sensors must be hardcoded in the gateways, except in some 

cases; 

 The limitation that the WSN coverage is dependent of mains powered router 

nodes, often without other functionality other than to forward the messages. 

It was also verified that the great majority of the systems were limited to sensors in 

WBANs, or to a determined set of wearable or mobile sensors in WPANs. The doBros 

system avoids these limitations by simplifying the installation of new sensors and being able 

to work with sensors of different scopes, as long as they are constructed to that purpose, and 

even if the sensors are not to be included in the WSN and communicate directly to the 

remote database server. 
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3.1 Introduction 

This chapter describes and justifies the proposal for the prototype developed in the 

scope of the doBros system. The topics covered are the following: 

 The wireless standard used in the doBros system; 

 The wireless modules chosen to be used in the prototype; 

 The network topology that will be used and what are its advantages; 

 And finally the idea behind the message protocol created. 

Some of these topics will be discussed with greater detail in further chapters. 

3.2 Wireless Standard 

The first and main problem in the conception of the prototype for the doBros system is 

choosing the wireless standard that will be used. There are three main standards that can be 

used within the scope of WSNs: 

 IEEE 802.11 or Wi-Fi, mostly used in WLANs; 

 IEEE 802.15.1 or Bluetooth, mostly used in WPANs with a small number of nodes; 

 IEEE 802.15.4, which is the basis for the ZigBee [20] and other low-power 

specifications. 

A comparison between these standards can be seen in the online article entitled “Making 

sense of low-power wireless network standards” by Niek Van Dierdonck [30]. This 

comparison states that the best option for low-power WSNs is the IEEE 802.15.4 standard. 

More recently, after the development of the doBros system prototype, new studies have 

come to life that include new low-power wireless standards, for example the one referenced 

in the bibliography [31], but unfortunately there was no time for a thorough analysis. 

The requirements indicate the use of a wireless protocol based on the IEEE 802.15.4 

standard. The IEEE 802.15.4 standard is appropriate because of its unique characteristics, 

the most relevant are the following [18]: 

 Over-the-air raw data rates of 250 kb/s; 

 CSMA-CA channel access; 

 Fully acknowledged protocol for transfer reliability; 

 Low power consumption; 

 Energy detection; 

 Link quality indication (LQI); 
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 16 channels in the 2450 MHz band, 10 channels in the 915 MHz band, and 1 channel 

in the 868 MHz band. 

The most important characteristic of this standard is the low power consumption, 

allowing the sensors to work on batteries for months or even years, depending on how often 

they are active or transmitting. It also has enough bandwidth for the transmission of the 

measurements and works in the free 2450 MHz band. 

3.3 Wireless modules 

As mentioned in the previous chapter, nowadays there are many manufacturers that sell 

wireless modules that work with the IEEE 802.15.4 standard. The adopted manufacturer for 

the development of the prototype was NXP Jennic [32] and its JN5139-xxx-Myy family of 

wireless modules [26]. The reasons for choosing these modules were the availability, low 

price and know-how accumulated, which could reduce the development time. A description 

of these modules will be provided in chapter 5 , in the System Architecture section. 

NXP Jennic provides an API for Code::Blocks IDE [33] to program the modules with 

JenNet, which is a proprietary network protocol stack, developed by Jennic for short-range 

wireless networking applications and is based on the IEEE 802.15.4 standard. 

NXP Jennic also provides APIs for other specifications, including ZigBee, but JenNet 

was the adopted protocol stack. This is the protocol best documented and, as mentioned 

before, the one with which it was possible to reduce the development time. 

3.4 Network Topology 

The nodes in an IEEE 802.15.4 network form a Low-Rate Wireless Personal Area 

Network (LR-WPAN). There are two types of nodes in a LR-WPAN [18]: 

 Full Function Device (FFD) 

 Reduced Function Device (RFD) 
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There must be at least one coordinator node (FFD) in a LR-WPAN, called sensor proxy 

in the doBros system. The sensor proxy is the controller node of the LR-WPAN and the 

remaining nodes (RFD), called sensors, are connected wirelessly to it. The sensor proxy is 

also the only mains powered node and the only with an Internet IP address. As the name 

suggests, the sensor proxy works as a proxy, routing the messages between the sensors 

and the Internet and vice versa. The sensor proxy is the gateway from the requirements. 

The sensors and sensor proxy operate in a star topology [18]. All the sensors must 

communicate directly with the sensor proxy and not to each other, as shown in figure 3.1. 

The star topology was chosen because, being expectable that the majority of the sensors 

are either of fixed type or of mobile type, this option becomes the simplest and most 

functional. It also eliminates the need for mains powered devices other than the sensor 

proxy. 

In order to provide network coverage in a wider area, two options were available: 

1. More than one sensor proxy installed. For example, an user has various sensor 

proxy nodes installed so that each one gives network coverage for one or more 

rooms in a house or hospital. 

2. Router nodes could be used, which are also FFD. These router nodes could only 

forward messages, or could have both this functionality and of a sensor at the 

same time. These nodes would also have to be mains powered. This option 

implies the use of a peer-to-peer topology [18]. 

It was preferred to use the first option because it is the simplest to implement since no 

new components need be developed and the star topology is maintained. Thus, no routers 

were created in the prototype developed for the doBros system. 

 

Figure 3.1 - Star topology as used in the prototype. 
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3.5 Message Protocol 

Another very important aspect of the solution for the prototype is the message protocol. 

According to the requirements, it is needed that new sensors are easy to install and 

configure, and the bandwidth must allow the transmission of measurements of various 

different types. Low power consumption is also a very important requirement. For all this, the 

proper message protocol must be used. 

The first option that comes to mind regarding the ease of install and configure new 

devices on a network is the Universal Plug and Play (UPnP) [23]. The UPnP technology is a 

set of network protocols that permits UPnP-enabled devices full interoperability, allowing 

them to seamlessly discover each other’s presence on the network and to automatically 

establish functional network services for data sharing, communications, and entertainment 

[34]. The problem with this technology, in the context of the doBros system, is that the 

messages exchanged are based on XML and SOAP, making them exchanged excessively 

large. 

Aiming for the advantages of UPnP and taking into account the need of small messages, 

a new protocol was created. It is called µPnP and is the protocol used for the messages 

exchanged in the doBros system. The messages may contain measurements, new 

configurations, etc.. 

The sensor proxy communicates with a web server using RESTful in order to store the 

measurements remotely. RESTful is a simple web service implemented using HTTP or 

HTTPS and the principles of REST [35]. 

The creation of a new protocol was necessary because there was none compliant with 

the requirements or with the particular needs of the prototype being developed. Although not 

a standard protocol it was considered the best solution and a positive aspect of the work 

developed. Also, due to its flexibility and ease of use and implementation, the μPnP protocol 

is being used in other projects under development. 
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3.6 Summary 

With the choices taken, all the requirements for the doBros system were met. The 

JenNet protocol will be used, which is based on the IEEE 802.15.4 standard that allows low 

power consumption to the sensors powered by batteries. It is a proprietary to the NXP Jennic 

and usable by the JN5139-xxx-Myy family of modules that were readily available and with 

which there was a good degree of familiarity. The LR-WPAN will have a star topology that 

allows the use of a singular mains powered coordinator node, called sensor proxy, which is 

an almost stateless gateway that connects the sensors to the remote database/web server. 

It was also justified the creation of a protocol that allowed the sensors to seamlessly 

connect to the doBros system but exchange only small messages. This protocol is called 

µPnP and is an almost stateless protocol with only one initial registration process. 
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4.1 Introduction 

The µPnP protocol was created taking into consideration the requirements of the doBros 

system, including the necessity of low power consumption and the need of a protocol with 

which new sensors can easily be integrated in the system. 

It is important to minimize the length of the messages exchanged and to reduce the 

period when the sensors powered by batteries are transmitting. The protocol was conceived 

so that the messages can contain a myriad of physical properties expressed in many data 

types, including integers, ASCII strings, etc., but reducing the overhead and making the 

messages as small as possible. 

The µPnP protocol is almost stateless because the sensors only need to register once 

and afterwards the database server and the sensor proxy do not retain any more session 

information, nor do they track the status of each sensor. 

All sensors have a dictionary file that describes all their properties and services. 

Dictionary files bring greater flexibility to the protocol because they allow new sensors to 

seamlessly integrate the system, even if the system is already running. 

The following sections describe the µPnP protocol, its message format, and the 

dictionary files. 

4.2 µPnP Protocol 

This section will provide a brief overview of the µPnP protocol and later will offer the 

description of the protocol and some use cases and examples of how it should be used. 

4.2.1 Protocol Overview 

The µPnP protocol has two types of messages: 

 Data messages: Used to transmit the data, which is separated in data entries; 

 Control messages: Used to control the flow of the protocol, like acknowledge 

messages, etc.. 

These messages are used in many different situations and therefore there are several 

messages that can be transmitted using the µPnP protocol: ACK, WhoAreYou?, Advertise, 

ConfigMode, NewConfig, EndConfig, Measure, Alarm and NACK are the messages used in 

and this section will describe how to use them. 
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A µPnP message has three distinct parts: 

 Header: 3 bytes (plus 1 byte optional) 

o Flags and Type: 1 byte 

o Sequence Number: 1 byte 

o Payload Length: 1 byte 

o Offset (optional): 1 byte 

 Body: variable size 

o Payload: [0;123] bytes in normal messages; [0;123[ bytes in segment 

messages (segment messages use the optional Header field called 

Offset). 

 Tail: 1 byte 

o Checksum: 1 byte, only present for messages with Payload. 

All µPnP messages must have a Header, but the Body and Tail may not be necessary in 

control messages. The Header contains the configuration and control information of the 

message, the body contains the data to be transmitted in the message, and the Tail contains 

information for the validation of the integrity of the message. 

Table 4.1 represents a µPnP message structure diagram and the three parts: Header, 

Body and Tail. 

Table 4.1 – µPnP message structure diagram. 

Offset 

↓Byte\
Bit→

 
0 1 2 3 4 5 6 7 

1 Control Type (code) Cache Long Encrypt 1 

2 Sequence Number (1 Byte) 

3 Payload Length (1 Byte) 

(4) Offset (optional) (1 byte) 

4 (5)  

••• Payload (variable size) 

up to 126  

127 (max.) Checksum (1 Byte) 
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A more detailed description of the µPnP message format is in section 4.3. 

4.2.2 Protocol Description 

The various messages of the µPnP protocol have different purposes and are used 

differently depending on their function. This subsection will explain every message of the 

protocol and will exemplify their use with use cases. 

ACK messages are sent when acknowledging another message that was received. 

When the sensor proxy or a sensor receives a message that contains no errors it tries to 

perform the expected actions related to the message received and if no errors occurred then 

the ACK message is sent as reply. 

NACK messages are sent instead of ACK messages when the message received cannot 

be acknowledged. This happens when the message received has an error or when an error 

occurs when trying to perform the expected actions. 

These two messages that have just been described are the two most common control 

messages used in the µPnP protocol. They will be present in the majority of the examples of 

this section. 

4.2.2.1 Sensor Registration 

Advertise messages are sent by the sensors to register themselves in the system. Figure 

4.1 represents a message diagram of a successful registration of a new sensor in the 

system. 

In the example of figure 4.1, the BPM sensor sends its product ID and SN to the sensor 

proxy, who uses that information to forward the Advertise message to the database server. 

The server then replies with the “200 OK” HTTP message and the sensor proxy replies to the 

 
Figure 4.1 – µPnP Advertise message. 
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sensor with a µPnP ACK message. The database server already had the dictionary file for 

product ID “BP1” installed, otherwise an error message would replace the “200 OK” message 

and the sensor would have to send the URL for the dictionary file so that the database server 

could install it and register the sensor. 

4.2.2.2 Normal and Error Scenarios 

Alarm Messages are sent by the sensors to notify of a new alarm event and Measure 

messages are sent by the sensors to publish new data. Alarm messages are similar to the 

Measure messages because they can include data of measurements that complement the 

information about the alarm event. 

In figure 4.2 there can be observed a MTM sensor that has an alarm event. It sends the 

detected alarm key but also the temperature (temp key) and the units (unit key). Note 

that the temperature has a value that is the string “25” and the units have a value key 1, 

which in this case it means Celsius. The dictionary file for the MTM sensor is in the 

corresponding section 0. 

In the example mentioned before no errors occurred and everything happened as 

expected, but sometimes problems come about and the protocol procedures are as follows: 

 If the sensor proxy looses the connection to the database server, it replies to the 

sensors with NACK messages. 

 
Figure 4.2 – µPnP Alarm and Measure messages. 
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 The sensors have a timeout mechanism that prevents them from waiting for 

messages indefinitely, which would consume the battery’s charge very quickly. 

When a timeout occurs, the sensor resends the message, just like if it had 

received a NACK message. 

 The sensors retry to send the messages up to three times. After that, they store 

the message to be resent later or simply discard it. The first option is not 

implemented yet. 

Figure 4.3 is a message diagram with two error scenarios: The sensor proxy looses 

connection to the database server temporarily and later some messages are lost, causing 

the sensor to wait for too long and timeouts to occur. 

 
Figure 4.3 – µPnP Measure message with errors and then success. 
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Other problem is when the sensor is communicating before being registered in the 

system. This problem is more common with Wearable type sensors, but can also occur in 

case of the sensor proxy reboots. An example where the sensor sends a measurement 

before being registered can be observed in the message diagram of figure 4.4, where green 

painted messages are related to the registration and black painted messages are the normal 

measurement messages. 

The sensor proxy sends a WhoAreYou? message when it receives a message from an 

unknown sensor, i.e., a sensor not yet registered in the system, followed by a NACK 

message. The first message is for the sensor to register itself and second message allows 

the sensor to resend the measurement after being registered. 

4.2.2.3 Sensor Configuration 

The sensors enter the Configuration mode periodically, which enables them to be 

reconfigured. When they enter the Configuration mode they send a ConfigMode message to 

the sensor proxy. The sensor proxy then queries the database server for new configurations 

for that sensor and forwards them to the sensor using µPnP NewConfig messages. µPnP 

EndConfig messages are sent by the sensor proxy when there are no more new 

configurations for that sensor. Figure 4.5 is a message diagram for the configuration of a 

sensor. 

 
Figure 4.4 – Unregistered sensor µPnP Measure and WhoAreYou? message. 
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In the example in figure 4.5 there were some new configurations for the sensor that 

entered the Configuration mode. If there were no new configurations the only message that 

the sensor would have received is the µPnP EndConfig message. If there was no connection 

between the sensor proxy and the database server, the sensor proxy would automatically 

reply with the µPnP EndConfig message instead of the default NACK message. 

4.3 µPnP Message Format 

µPnP messages have up to 127 bytes long so that they can be transmitted wirelessly 

using IEEE 802.15.4 standards, with 3 or 4 bytes for the Header, 1 byte for the Tail (or 

Checksum) and the remaining 122 or 123 bytes for the Body (or Payload). 

Longer messages are split into segment messages and make use the optional Header 

field called Offset. For this reason, segment messages have a Header with 4 bytes instead of 

the 3 bytes found in normal messages and the Body of each segment message may only 

have up to 122 bytes. For example, considering a message whose total Payload is 255 

bytes. This Payload is too large to fit in the Body of a normal µPnP message and so it will be 

split into three segment messages: 

 The first segment will have a Payload of 122 bytes and the Offset will be 0; 

 The second segment will have a Payload of 122 bytes and the Offset will be 

122, because that is the size already sent in the first segment. 

 
Figure 4.5 – Configuration mode µPnP messages. 

Internet
IEEE 802.15.4

HTTP GET
μPnP ConfigMode message

HTTP 200 OK

μPnP NewConfig message

Database 

server

Sensor

(BP1-0001)

Sensor proxy

(001)

µPnP NewConfig message

µPnP ConfigMode message (Configuration 

Mode)

(collect 

new 

configs)

(already registered)

(sleep)

µPnP EndConfig message

µPnP ACK message (reconfigure)

(sleep)



29 

 

 Finally the third segment will have a Payload of 11 bytes and the Offset will 

be 244, because that is the size already sent in the first two segments. 

4.3.1 Header 

The µPnP message Header has 3 or 4 bytes and is composed of the fields described 

next. 

4.3.1.1 Flags 

µPNP messages are composed of four 1 bit flags: 

 Control: Flag to determine if the message is a data message or a control 

message: Data messages have Payload and Checksum; control messages may 

be composed by the Header only. 

 0 – Data message. 

 1 – Control message. 

 Cache: Flag to determine if message can or should be cached or some other 

action should be taken instead. For example, this flag could be used to allow the 

sensor proxy to cache messages locally. Note: Caching is not implemented yet. 

 0 – Do not allow message to be cashed. 

 1 – Allow message to be cashed. 

 Long: Flag to determine if message is too long to fit in a normal µPnP message. 

Longer messages are split into segment messages and use the optional Offset 

field. Note: Long messages are not implemented yet. 

 0 – Normal message. 

 1 – Long message: use of the Offset field and Payload split into segment 

messages. 

 Encrypt: Flag to determine if payload data is encrypted or not. Note: Encryption is 

not implemented yet. 

 0 – Not encrypted. 

 1 – Encrypted. 

4.3.1.2 Type 

This field of 3 bits is used to distinguish between the different message types. In case of 

data messages, generally the type is 100 for measurements or 101 for alarms. Other types 

must be used for specific messages. 

 000 – ACK: Acknowledge message (Control). 
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 001 – WhoAreYou?: Used by the Sensor Proxy to request a sensor to register 

itself (Control). Used by the sensor when is registering itself (Data). 

 010 – ConfigMode: Used by the sensors to announce when entered the 

Configuration Mode (Control). Used by the sensor proxy to send NewConfig 

messages to the sensors (Data). 

 011 – EndConfig: Message to inform a sensor to end Configuration Mode, i.e., no 

more new configurations (Control). 

 100 – DataMessage: Data message (Data). 

 101 – Alarm: Alarm message (Data). 

 110 – Undefined: Not yet defined, user configurable. 

 111 – NACK: Negative-acknowledge message (Control). 

Note: (Control) means messages with the Control Flag set to true and (Data) means 

messages with the Control Flag set to false. 

4.3.1.3 Sequence Number 

This field is the sequence number of the µPNP message. Each message should have its 

own Sequence Number unless they are segment messages in which case they must have 

the same Sequence Number. Reply messages, like ACK or EndConfig messages, must have 

the same Sequence Number as the original. 

4.3.1.4 Payload Length 

This field measures the length of the Payload in bytes. In Control messages without data 

to be transmitted, this field has value 0 and the message contains only the Header, i.e., no 

Payload or Checksum will be transmitted. 

4.3.1.5 Offset 

This field is optional and is used only when the Payload is longer than 123 bytes and so 

split into segment messages. These messages must have the Long flag set to true and must 

have the same Sequence Number. The Offset is used in the consecutive segment messages 

to allow the payload to be reconstructed upon its reception (Long messages are not 

implemented yet). 
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4.3.2 Body 

The µPnP message Body is composed of only the Payload. All data in the Payload is 

Key-Length-Value-based (KLV). Key and Length are each 1 byte long, and Value can be of 

any length up to 116 bytes depending on the information it carries. 

KLV-based data is used because it improves the performance of processing the 

messages. When receiving data in KLV format, using the dictionary file referent to the device 

sending the data, the following information is taken from the data: 

 The Key must be present in the dictionary and it immediately informs the receiver 

of the data about its physical significance, as well as of its data type: string, 

integer, etc.. 

 The Length, as the name implies, contains the length of the data in bytes. This is 

useful for the receiver to distinguish between other data in the message. 

 The Value is the data itself and contains the information that was being 

communicated. 

All Keys are associated with services of the sensor and are stored in files called 

dictionaries that can be stored online. Dictionaries are described later in this chapter, in 

section 0. Some Keys are reserved and are equal for all sensors or devices. These Keys are 

called known Keys: 

 0x01 – Product ID: String of up to 8 ASCII characters. 

 0x02 – Serial Number: String of up to 8 ASCII characters. 

 0xFF – Address (URL): String of up to 101 ASCII characters. 

The composition of the different types of messages that are exchanged using the µPnP 

protocol is described below. 

4.3.2.1 ACK message 

Control flag: 1 – Control message. 

Type: 000 – ACK. 

Seq. Number: Same as the corresponding message. 

Payload: These messages contain no Payload. 

Protocol: The ACK messages acknowledge a previous message and therefore it is not 

expected that the receiver of an ACK message to reply back. 
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4.3.2.2 WhoAreYou? message 

Control flag: 1 – Control message. 

Type: 001 – WhoAreYou?. 

Seq. Number: New Seq. Number, independent from others. 

Payload: These messages contain no Payload. 

Protocol: These messages are used to request a sensor to register itself in the system. 

The sensor proxy expects an Advertise message as reply. 

4.3.2.3 Advertise message 

Control flag: 0 – Data message. 

Type: 001 – WhoAreYou?. 

Seq. Number: New Seq. Number, independent from others. 

Payload: IDdata(KLV) [URL(KLV)] 

 IDdata: Identification data, i.e., Product ID and SN. Both are KLV-based and 

both have to be included. 

 URL: Address to where is located the dictionary file of the sensor, generally a 

XML file. This data is optional, i.e., there can be no more data in an Advertise 

message other than the IDdata. 

Protocol: The sensor expects an ACK message. On a NACK message as reply it repeats 

the Advertise message and can add the URL if not sent in the first message. 

0x11 0xAF 0x0B 0x01 0x03 0x4D 0x54 0x31 0x02 0x04 0x30 0x30 0x30 

0x31 0x9D 

Example 4.1 – Advertise message from a sensor. 

The interpretation of the previous example is the following: 

 Header (3 bytes): 

o Flags and Type: Control flag is set to false; Type is WhoAreYou?; Cache, 

Long and Encrypt flags are set to false. 

o Seq. Number: 0xAF. 

o Payload Length: 11 bytes. 

 ProdID (5 bytes): MT1. 
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 SN (6 bytes): 0001. 

 Checksum (1 byte): 0x9D. 

4.3.2.4 ConfigMode message 

Control flag: 1 – Control message. 

Type: 010 – ConfigMode. 

Seq. Number: New Seq. Number, independent from others. 

Payload: These messages contain no Payload. 

Protocol: The sensor expects two possible replies: NewConfig messages or EndConfig 

message. 

4.3.2.5 NewConfig message 

Control flag: 0 – Data message. 

Type: 010 – ConfigMode. 

Seq. Number: New Seq. Number, independent from others. 

Payload: IDdata(KLV) [NewConfig1(KLV) ... NewConfigN(KLV)] 

 IDdata: Identification data, i.e., Product ID and SN, both KLV-based. 

 NewConfigN: New configuration parameters, all are KLV-based. 

Protocol: The sensor Proxy expects an ACK message. When no more new 

configurations need to be sent, the sensor proxy sends EndConfig message instead. 

4.3.2.6 EndConfig message 

Control flag: 1 – Control message. 

Type: 011 – EndConfig. 

Seq. Number: New Seq. Number, independent from others. 

Payload: These messages contain no Payload. 

Protocol: Similarly to an ACK message, this message is sent as a reply to a previous 

message and so no reply is expected. 
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4.3.2.7 Measure message 

Control flag: 1 – Data message. 

Type: 100 – DataMessage. 

Seq. Number: New Seq. Number, independent from others. 

Payload: Data1(KLV) [Data2(KLV) ... DataN(KLV)] 

 DataN: Data to be transmitted, also KLV-based. At least one data parameter has 

to be transmitted. 

Protocol: The sensor expects an ACK message. On a NACK message as reply it repeats 

the Measure message. 

Examples of Measure messages are present in the description of each sensor developed 

for the doBros system, sections 5.6, 5.7, 0 and 5.9. 

4.3.2.8 Alarm message 

Control flag: 0 – Data message. 

Type: 101 – Alarm. 

Seq. Number: New Seq. Number, independent from others. 

Payload: [AlarmKey(KLV)] [Data1(KLV) ... DataN(KLV)] 

 AlarmKey: Type of alarm, or what generated the alarm. This is KLV-based. A 

sensor with only one type of alarm events can omit this information, but it is 

preferred that it is always used. 

 DataN: Additional data can be transmitted. 

Control: Sensor waits for an ACK message. On a NACK message as reply, the sensor 

repeats the Measure message. 

An example of an Alarm message is present in the description of the MTM sensor in 

section 0. 

4.3.2.9 NACK message 

Control flag: 1 – Control message. 

Type: 111 – NACK. 
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Seq. Number: Same as the corresponding message. 

Payload: [ErrorCode(KLV)] 

 ErrorCode: NACK messages may contain no data, but can also contain an error 

code in the Payload. The error code is KLV-based. 

Protocol: The NACK messages negatively acknowledge a previous message. The 

receiver of an NACK message must proceed in the appropriate way. Generally the 

original message is resent. 

4.3.3 Tail 

The µPnP message Tail is composed of only the Checksum. The Checksum is the least 

significant byte from the sum of the payload. For example, considering the example 4.1 the 

Payload has a sum equal to 0x019D in hexadecimal representation. The least significant 

byte is 0x9D and therefore this is the Checksum value for that message. 

Control messages without Payload data don't have Checksum and therefore it won't be 

transmitted. 

4.4 µPnP Dictionaries 

An important feature of the µPnP protocol is the use of dictionaries, which are XML files 

used to describe the sensors. The example below shows the dictionary of a Heat Detector 

sensor. 

<?xml version="1.0" ?> 

<sensor name="Example Heat Detector" pid="ES1" version=”1.0”> 

    <service type="data"> 

        <key id="1" label="ProdID" type="string"> 

            <value>ES1</value> 

        </key> 

        <key id="2" label="SN" type="string"> 

            <value>0001</value> 

        </key> 

    </service> 

    <service type="data"> 

        <property>Integer Temperature</property> 

        <key id="3" label="i_temp" type="uint8"/> 

    </service> 

    <service type=”data”> 

        <property>String Temperature</property> 

        <key id=”4” label=”s_temp” type="string"/> 

    </service> 

    <service type=”data”> 

        <property>Temperature Units</property> 
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        <key id="5" label="unit" type="string"> 

            <value key="1">Celsius</value> 

            <value key="2">Fahrenheit</value> 

        </key> 

    </service> 

    <service type="alarm"> 

        <property>High Temperatures</property> 

        <key id="101" label="detected" type="null"/> 

    </service> 

    <service type="config"> 

        <key id="192" label="Measure_Period" type="uint8"> 

            <!-- in seconds --> 

            <value key="1">30</value> 

            <value key="2">60</value> 

            <value key="3">120</value> 

            <value key="4">150</value> 

        </key> 

        <key id=”193” label=”Threshold_Celsius” type=" uint8"> 

            <value key="1">47</value> 

            <value key="2">58</value> 

        </key> 

        <key id=”193” label=”Threshold_Fahrenheit” type=" uint8"> 

            <value key="1">117</value> 

            <value key="2">136</value> 

        </key> 

    </service> 

</sensor> 

Example 4.2 – Dictionary file for a Heat Detector sensor. 

4.4.1 Services 

The information contained in the dictionaries is logically separated into services and each 

service is related to a specific property of the sensor. The services can be of three types: 

 Data services: These services provide data information. The type of information 

that is in Data services is the following: 

o ID information: Product ID, SN and the URL for the online version of the 

dictionary. The Product ID and SN are mandatory for all sensors because 

they identify the sensor. 

o Measure information: The physical properties that the sensor is able to 

measure. At least one data service of this type must be present on each 

sensor. 

 Alarm services: These services provide information related to the alarm events 

that can occur. Not all sensors have alarm events and so alarm services are 

optional. 
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 Configuration services: These services provide information about the 

configurability of the sensors. Usually there is one configuration service in each 

sensor that contains all the configurable variables, but the configuration services 

are optional. 

4.4.2 Keys 

The logical separation of information present in services simplifies the interpretation of it 

by human beings, but there may be many data on all the services of a sensor and so, each 

service has a functional separation of the information it contains in one or more data entries, 

called keys. For example, the ID data service of a sensor has at least two keys: Product ID 

and SN. Other example is the configuration service of a sensor that has a key for each 

configurable variable of that sensor. The functional separation of the services in keys is 

useful for the composition and interpretation of the µPnP messages. 

Each key has a key ID, a label and a type, and there can be up to 256 key IDs in each 

sensor. Each key ID is unique within the sensor, i.e., there are no key IDs repeated amongst 

all services of a sensor. This allows the reduction of the processing power required to 

process each µPnP message and uniquely identifies the data being transmitted in a µPnP 

message. Using unique key IDs is most advantageous for messages containing many 

services and keys. 

Some key IDs are reserved and are the same for all sensors. These keys are called 

known keys and, like also mentioned in the µPnP Message Format section:  

 Key ID: 1 (0x01) – Product ID: String of up to 8 ASCII characters. 

 Key ID: 2 (0x02) – Serial Number: String of up to 8 ASCII characters. 

 Key ID: 255 (0xFF) – Address (URL): String of up to 101 ASCII characters. 

The product ID identifies a sensor as belonging to a range of similar sensors with the 

same characteristics, i.e., with the same data services, alarm services and configuration 

services. The web server uses the same dictionary to identify all sensors with the same 

product ID. 

The SN identifies a specific sensor in a range of sensors with the same product ID. The 

SN does not specify the services or characteristics of the sensor, but differentiates it from all 

other similar sensors. It is the combination of the sensor’s product ID and SN that uniquely 

identifies a sensor and its services. 
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The address is the URL to the dictionary file stored online. This can be used to install a 

new sensor in the system where that type of sensor is not yet known. Once the web server 

has the dictionary file of a new sensor installed, it is able to interpret the messages from that 

new sensor or every other sensor with the same product ID. 

Besides the key ID and label, there is also the key type. This field is used to describe the 

data type that will be transmitted using that key. The data types that can be used are defined 

in the µPnP protocol and only these are allowed: 

 null: Used when no data is to be sent. This is useful for simple keys that contain 

all data in themselves, like some Alarm service keys whose information is 

completed using data from other services. 

 string: Used to transmit a finite sequence of ASCII characters, 1 byte each. 

 uint8: Used to transmit a 1 byte unsigned integer number, that is, from 0 to 255. 

 int: Used to transmit a 2 byte signed integer number, that is, from -215 to +215-1. 

 float: Used to transmit a 4 byte real number with 6 digits of precision. 

 i_array: Used to transmit a sequence of integers, 2 bytes each. 

4.4.3 Values 

Keys can have multiple predefined data entries associated with them called values. 

When values are available, only those are allowed to be transmitted. 

When more than one predefined value exists, they have a value key field that identifies 

them. This can be used to reduce the length of the µPnP messages, i.e., instead of sending 

messages with long content of many bytes, the data transmitted may be one of these value 

keys that are only one byte long. Values may also be used to only allow predetermined 

values for some data, like the units of the temperature in example 4.2, which brings more 

safety to communications and reduces the probability of programming bugs, like badly 

formatted strings. 

In example 4.2, the units can only be transmitted using the key with ID 4, which only 

allows the use of two values: value key 1 is Celsius; value key 2 is Fahrenheit. The dictionary 

would have to be upgraded so that the Heat Detector sensor would be able to send 

temperatures in other units. There would be two solutions for this problem: 

1. Add a new value key with the desired unit. This is the safest option. 

2. Add a new key to the “Temperature Units” service that allowed the use of custom 

values. This would be a more risky option. 
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When only one value is available, no value key is required and the data must be explicitly 

used. One example of this is the product ID and SN keys that have only one value available 

that contains no value key. 

The Appendix B section is the dictionary description files used to describe and validate 

the dictionary files. 

4.5 Summary 

In this chapter the µPnP protocol was described. The message format is detailed and 

also how the messages are used, including sensor registration, normal and error scenarios, 

and finally the configuration of the sensors. The µPnP dictionaries and how to describe new 

devices is also detailed. 

The µPnP protocol is an almost stateless and flexible protocol that allows the 

transmission of various types of data, but the messages are as small as possible in order to 

minimize the transmission time and power consumption. 

Using the µPnP protocol also allows new devices to seamlessly connect and interact to 

an already running system thanks to their description using the µPnP dictionaries. Due to its 

flexibility, the µPnP protocol allows to consider its use with other WSN applications. 

The µPnP protocol has been defined as a living standard, which can be extended when 

required. 
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5.1 Introduction 

This chapter gives a detailed description of the doBros system, its architecture, and its 

components. The choices made during the development of the prototype are also justified. 

The following sections describe the system architecture, software architecture, the 

sensor proxy, a generic sensor, and finally the sensors developed. 

5.2 System Architecture 

The prototype has a 4-Tier architecture as shown in figure 5.1. 

The sensor proxy splits the system’s components in two groups: 

 Internet components: The database server and the residential gateway; 

 Local components: The sensors. 

 
Figure 5.1 – The 4-Tier system architecture. 
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The sensor proxy is used to connect the sensors to the database server, connecting the 

Internet components to the Local components. This reduces the complexity of the sensors 

because they only need to communicate with the sensor proxy using the µPnP protocol 

instead of communicating directly with the database server, which would have required the 

IP protocol that is too complex for them. 

5.2.1 Database or Web Server 

The Tier 1 is the database server or web server. It is responsible for storing all the data 

from the sensors. It may also be responsible to act on alarm-events but this is not 

implemented because it’s out of scope of the doBros system. The web server can also reply 

to special requests by other clients (e.g., a computer located at a Doctors’ office) to retrieve 

the data stored. This data can then be used in other applications, generating information 

relative to the patient being monitored. 

The web server is an Apache web server [36] with RESTful web services [35], which 

stores the data in the form of a simple text file. The data can be consulted using the HTTP 

GET method, and the server returns an XML file. 

The web server has some web services, including a representation of the data collected 

in form of a graphic or a table, or by an XML output file (other file types are available, like 

json or HTML). Some filters can be applied, e.g., show the last n measurements, or show 

only the heart rate measurements. 

The web server receives µPnP messages encapsulated in the HTTP POST and so it can 

be used for other systems. In fact, it is being used for other sensors outside the doBros 

system that send the µPnP messages directly to the web server. 

5.2.2 Residential Gateway 

The Tier 2 is the residential gateway. Usually, there is one residential gateway in each 

location or per client. The residential gateway’s purpose is to serve the Internet to the µPnP 

components of the doBros system. It forms a LAN and/or a WLAN where the sensor proxies 

can be connected. This is the most probable scenario; optionally, the residential gateway 

isn’t used when other network configurations are available. For example, a private home 

most probably has a residential gateway connecting the various devices like personal 

computers to the Internet service provider; other entities as a health center or a hospital may 

have Internet accessible in a local network without the need of a residential gateway. 
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When the residential gateway isn’t used the sensor proxies can connect directly to the 

Internet. For example, a sensor proxy can be connected directly to the local Ethernet network 

and be connected to the Internet without using a residential gateway. The development of 

the residential gateway is out of the scope of the prototype and, the LAN and WLAN which 

were used to test it were independent of specific equipment. 

5.2.3 Sensor proxy and Sensors 

The Tier 3 and 4 are the sensor proxy and the sensors respectively. This is the main 

focus of the thesis and will be described further in this chapter. The sensor proxy is the  

LR-WPAN coordinator node and acts as a bridge that connects the sensors and the web 

server. 

The sensors connect wirelessly to the sensor proxy and send their measurements to the 

web server using the µPnP protocol. The sensors developed, as described in the 

requirements section 1.2., are the following:  

 Blood Pressure Meter (BPM); 

 Heartbeat Rate Meter (HRM); 

 Pedometer; 

 Motion detection and room Temperature Meter (MTM). 

The sensors and the sensor proxy exchange messages wirelessly using Jennic modules 

of the JN5139-xxx-Myy family [37], from now on simply called JN5139 module or Jennic 

module. 

The sensors use the JN5139-Z01-M00R1 module, which has a JN5139 wireless 

microcontroller [38] and has an on-board ceramic antenna. 

The JN5139-Z01-M01R1 module, used by the sensor proxies, has the same wireless 

microcontroller as the modules used by the sensors, but has a SMA connector with an 

external antenna attached that improves its reach. The simplified block diagram of the 

JN5139 wireless microcontroller is shown in the figure 5.2 [39]. 
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One of the two UARTs is used for debugging and thus the sensors and the sensor proxy 

have an interface for that purpose, as well as buttons to flash and reset the module. To 

simplify the nomenclature and the diagrams, these two interfaces are no longer mentioned 

although they may be present in some schematics or photos. 

5.3 Software Architecture 

The two lower tiers of the system have different functions in the network and so, they 

operate differently. This section outlines the general software architecture for the sensor 

proxy and sensors. It focuses on the JenNet software stack, used for the IEEE802.15.4 

communications, and on the software modularity, achieved by using libraries. 

5.3.1 JenNet Software Stack 

The JenNet software stack architecture is used on both the sensor proxy and the 

sensors through the Jenie API. The Jenie API includes two types of function [40]: 

 “Application to stack” functions: These functions are called in the application to 

interact with the JenNet software stack. 

 “Stack to application” or “Callback” functions: These functions are called by the 

JenNet software stack to interact with the application. Their prototypes are 

included in the Jenie API but they are user-defined. They are present in the 

Coordenator.c and EndDevice.c files. These files are the main files for the sensor 

proxy and the sensors respectively. 

Both the sensor proxy and the sensors have the same “stack to application” functions, 

but they are different and implement different functionalities. 

 
Figure 5.2 – Block diagram of the JN5139 wireless microcontroller. 
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The Jenie API is based on C programming language. Thus, libraries implementing the 

required features were created, making the software developed modular. For example, a 

library was developed implementing the functions necessary for the µPnP protocol. 

5.3.2 Software Modularity 

As mentioned before, libraries were created implementing family of functions, which are 

functions related to each other. These libraries are included in the code of the sensor proxy 

and sensors, and work as modules. Figure 5.3 represents the various libraries or modules 

developed. 

The libraries seen in figure 5.3 are the following: 

 Common library: Implements a function used by the sensor proxy and the 

sensors. This function locks the program while waiting for a timer, for a 

determined period and with a precision of milliseconds. It is useful to stop the 

program for a small period, for example when waiting for a buffer to be filled. The 

prototype for the function is: void waitMS(uint16). 

 Uart library: Implements basic UART functions for accessing the devices with 

buffering. It replaces the API callback functions and implements RTS/CTS flow 

control protocol. This library will be explained further in this section. 

 µPnP library: Implements the functions necessary for the µPnP protocol. It also 

includes macros for all flags and message codes, as well as the known keys. This 

library will be explained further in this section. 

 Coordinator library: Implements the specific Jennie “stack to application” 

functions for the sensor proxy, including the initialization and main processes. 

This library is explained in the Sensor Proxy section. 

 
Figure 5.3 – Schematization of the developed libraries. 
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 Nanosocket library: Implements all the functions for the interaction between the 

Jennic JN5139 module and the Nano SocketLAN [41] or Nano Socket iWiFi [42] 

modules. This will be further explained in the Sensor Proxy section. 

 EndDevice library: Implements the initialization and main processes of a generic 

sensor. This library is the same for all sensors since it has the entire Jennie 

“stack to application” functions already coded and ready to be used. This is 

explained in the Generic Sensor section. 

 SensorModes library: Implements the functions for the processing of all working 

modes for the sensors. These functions are called from the EndDevice library and 

are the same for all sensors. This library is explained in greater detail in the 

Generic Sensor section. 

 GenericSensor library: Implements two types of functions: general functions and 

specific functions. The general functions are called by the SensorModes library 

and their prototypes must always be present in all sensors, although they must be 

programmed to each sensor. The specific functions are specific for each sensor. 

This will be explained further in the Generic Sensor section. 

The modularity is important because it makes the software more versatile. For example, 

if a sensor needs to use serial communication with RTS/CTS flow control protocol it only 

needs to include the Uart library; or if the sensor proxy no longer uses the Nano Socket 

module, the Nanosocket library can be easily replaced. 

It can also be said that the software modularity reduces the development complexity for 

new devices. For example, a new sensor that is being developed only needs to include the 

correspondent libraries and the GenericSensor library needs to be programmed for that 

specific sensor. This way it is ready to be used with the system. New modules can also be 

created in the future, which can be used in the development different devices. 

In the figure 5.3 some blocks are attached while others are loose. This represents the 

libraries that are directly associated with the sensors or with the sensor proxy, and the 

libraries that can be included in the code of both: 

 Attatched blocks: 

o Sensor proxy: Coordinator library and Nanosocket library; 

o Sensors: EndDevice library, SensorModes library and GenericSensor 

library. 

 Loose blocks: Common library, Uart library and µPnP library. 



48 

 

The EndDevice library, the SensorModes library and the GenericSensor library are the 

building blocks for the sensors. Together with the µPnP library they implement everything 

that a generic sensor needs to work in the doBros system. The building blocks of the sensors 

will be explained better in the Generic Sensor section. The libraries specific for the sensor 

proxy will also be explained in the correspondent section. The remaining libraries will be 

explained next. 

5.3.3 Uart Library 

This library is an improvement from the one credited to Eduardo S. Prado [43] and it 

implements the UART RS-232 serial communication with RTS/CTS flow control protocol. 

This library is needed by the sensor proxy to communicate with the Nano Socket module 

using flow control, but can also be included by any sensor that has need of its features. 

After an exhausted analysis of the original code, it was concluded that the library uses 

buffers for the input and output messages, as well as interrupt routines to handle the 

transmission and reception of those messages. The routine to handle the transmission is 

called only when the output buffer is full, but there lies the problem. Using the µPnP protocol 

the messages most probably will not fill completely the output buffer but still need to be 

transmitted. For this reason, modifications to the original code were necessary. 

The modifications implemented are related to the interrupt mechanism. After filling the 

output buffer with a message pretended to be sent, the routine to handle the sending of that 

message is automatically called. This way the library can be used to exchange messages of 

the µPnP protocol. 

5.3.4 µPnP Library 

The µPnP library implements the functions related to the µPnP protocol, and it must be 

included in the code of both the sensor proxy and the sensors. The functions developed are 

the following: 

 void uPNP_Init(void); 

 int uPNP_AddToPayload(uint8*,uint16,uint8,uint8,uint8*); 

 uint8 uPNP_AssemblyDataMessage(uint8*,uint16,bool,bool); 

 uint8 uPNP_AssemblyControlMessage(uint8*,uint16,uint8,int,bool); 

 uint8 uPNP_CalcChecksum(uint8*,uint16); 

 bool uPNP_VerifyChecksum(uint8 *); 

 uint8 uPNP_IncSqNum(void); 

This library also contains the definitions for the flags and message types, as well as for 

the known keys. With this, all message related specificities of the µPnP protocol are already 
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implemented in this library, making the protocol easier to use. For example, if the sensor 

proxy needs to send a new WhoAreYou? message to a sensor, first it calls the 

uPNP_AssemblyControlMessage function with the following arguments: 

 Payload: NULL; 

 Payload length: 0; 

 Type: uPNP_WHOAREYOU_T; 

 Sequence number: -1; 

 Encrypt: uPNP_ENCRYPT_DISABLE. 

This way a message will be created and stored in the uPNP_buffer variable, also 

defined in this library. This function with these parameters sets the control flag automatically, 

the message will have no payload, the message type is the same as the correspondent 

argument, it will generate the sequence number automatically when receives a negative 

value as argument, and the encrypt flag is also set in accordance with the correspondent 

argument. 

5.4 Sensor Proxy 

The sensor proxy, in figure 5.4, works as a proxy between the sensors and the web 

server encapsulating the µPnP messages into RESTful and vice versa, and also works as a 

gateway serving the Internet for the sensors. 

The sensor proxy is responsible for creating the LR-WPAN and receiving messages from 

the sensors, encapsulate them into RESTful messages and forward them to the web server. 

It is the only Full Function Device (FFD) and the coordinator of the LR-WPAN and, because 

of this, it is the only device in the two lower tiers of the doBros system that needs to be mains 

powered. 

 
Figure 5.4 – Photo of the sensor proxy. 
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The sensor proxy is almost stateless, which confers it greater simplicity relieving it of 

some of the processing power required, and also makes it more robust. 

This section will describe the hardware and software architecture of the sensor proxy, 

focusing mainly on the libraries it uses. 

5.4.1 Hardware Architecture 

The sensor proxy is composed of a PCB containing: 

 The Jennic JN5139 module;  

 The FT232RL USB to serial UART interface [44]; 

 The Nano SocketLAN [41] or Nano Socket iWiFi [42] modules; 

 An external antenna; 

 A power regulator; 

 LEDs. 

Figure 5.5 is a block diagram of the sensor proxy and its connections. The JN5139 

module’s SMA connector is connected to an external antenna in order to maximize the 

wireless LR-WPAN reach. This is consistent with the system requirements. 

The FT232RL is the interface between the USB and the RS-232 UART0 of the JN5139 

module, used for debugging. The USB TTL voltage (5V) is connected to the 3.3V power 

regulator and it powers the remaining components of the sensor proxy. 

There are two modules that can be used to connect the sensor proxy to the Internet 

(generally through the residential gateway), from now on called Nano Socket module: 

 Nano SocketLAN: Connects via Ethernet; 

 Nano Socket iWiFi: Connects via Wi-Fi. 

 
Figure 5.5 – Block diagram of the sensor proxy and its connections. 
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These two modules work very similarly and both have implemented the network protocol 

they use to connect to the residential gateway. They allow the JN5139 microcontroller to use 

their rich protocol and application capabilities to perform complex Internet operations. 

These modules support the SSL3/TLS1 protocol for secure sockets and HTTPS that 

allows secure communications with the web server [45]. This is considered one of the most 

important features. 

The Nano Socket modules are used because the programming of their functionalities in 

the JN5139 microcontroller was not possible due to lack of available memory. Even a code 

footprint of 50KB and static data space utilization of 20 KB, like the presented in some 

examples [46][47], would be too much for the Jennic module that is already stacked with the 

remaining libraries. The current libraries for the sensor proxy use approximately 90 KB of its 

96 KB available. External RAM memory would make possible to program the Nano Socket’s 

functionalities in the Jennic module, but unfortunately this isn’t compatible with the JN5139 

microcontroller [39]. 

The JN5139 module communicates with the Nano Socket module via RS-232 with 

RTS/CTS flow control. This ensures the correct reception of messages, mainly HTTP or 

HTTPS messages from the web server to the sensor proxy. The JN5139 module and the 

Nano Socket module communicate using AT+i™ commands, which is an extension to the 

basic AT command set [48], and is explained in the Nanosocket Library subsection. 

5.4.2 Coordinator Library 

This subsection describes the software architecture of the sensor proxy, programmed in 

the Coordinator library. The Coordinator library is where all the Jennie “stack to applications” 

functions are programmed and is where the majority of the processing is done, including the 

initialization process and the main process. The other libraries are used to specific 

functionalities, like the Nanosocket library for the interaction with the Nano Socket module, 

and the Uart library to have serial communication using RTS/CTS flow control. 

5.4.2.1 Initialization Process 

When the sensor proxy is turned on, it starts by initializing the JN5139 module’s 

peripherals and LEDs. After that, the sensor proxy connects to the Internet. To accomplish 

that, the JN5139 module sends a series of commands to the Nano Socket module and waits 

for the connection to the residential gateway to be successfully established. If an error occurs 

it tries again up to 3 times. If it still could not get connected, the sensor proxy then makes a 

software reset and restarts the whole initialization process again. 
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After having successfully connected to the Internet, the sensor proxy starts the IEEE 

802.15.4 network. With the LR-WPAN created, the sensor proxy is ready to receive the 

connections and messages from the sensors and the system is fully initialized and ready. 

The flowchart below represents the initialization process of the sensor proxy. Figure 5.6 is 

the flowchart for the initialization process. 

5.4.2.2 Main Process 

The first time the sensor proxy receives an advertise message from a sensor, it adds the 

sensor to the sensors table. The sensors table contains the sensors that have joined the 

network and are already recognized, and has the following information: 

 MAC address 

 Product ID 

 Serial Number (SN) 

This table is an extension to the JenNet stack table of nodes and is used for the 

encapsulation of µPnP messages into RESTful messages, in order to send them to the 

Internet and vice versa. The MAC address is used to find the sensor in the table, and the 

product ID and the SN are used as part of the UPNPRESTful messages used in the 

communication with the web server. 

For every message arrived from a sensor already in the sensors table, the sensor proxy 

starts by verifying the type of message. Depending on the message, the sensor proxy acts 

differently. The possible received types are the following: 

 DataMessage/Alarm: These are new measurements or alarms from the sensors. 

These messages are encapsulated into RESTful and forwarded to the web 

server. If the web server replies with the HTTP message “200 OK”, when the 

measurement was stored in the database successfully, a µPnP ACK message is 

sent back to the sensor as a reply. Otherwise, the sensor proxy replies with a 

µPnP NACK message. 

 
Figure 5.6 – Flowchart of the initialization process of the sensor proxy. 
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 ConfigMode: These messages are sent to the sensor proxy when a sensor enters 

the configuration mode. When a ConfigMode message is received, the sensor 

proxy starts by inquiring the web server for new configurations for that particular 

sensor and then forwards them to the sensor. If there are no new configurations, 

the sensor sends the µPnP EndConfig message directly. 

When the sensor proxy receives a message from a sensor that is not yet in the sensors 

table, and that message is not an advertise message, then the sensor proxy sends two 

messages in response: WhoAreYou? and NACK, in this order. With the first, the sensor will 

resend the advertise message and will be added to the sensors table; and with the NACK 

message, the sensor will resend the original message. Figure 5.7 is a flowchart representing 

the main process of the sensor proxy described above. 

 
Figure 5.7 – Flowchart of the main process of the sensor proxy. 
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5.4.3 Nanosocket Library 

This library is where all the functions for the interaction with the Nano Socket module are 

programmed. This includes the initialization of the Nano Socket module and all the 

necessary commands to perform all the operations, e.g., open or close a secure socket; 

establish a connection; send a message to the web server; reboot the Nano Socket module; 

and so on. 

This library is important because it makes the sensor proxy’s code more flexible for two 

reasons: 

 The code is easier to update and debug; 

 If the Nano Socket module is no longer used, is simpler to create a new library, 

based on this library, for the new module that will be used. 

The development of this library required a thorough study of the AT+i™ programmers 

guide [48]. Experiences using only the Nano Socket module and its console interface, 

without resorting to the use of the JN5139, were crucial to understand the commands 

needed by the sensor proxy. 

5.5 Generic Sensor 

This section is dedicated to outline the software architecture specific to the sensors, 

namely the libraries common to all sensors. For this purpose a generic sensor will be 

detailed. The characteristics of the generic sensor are the same for all sensors because they 

were built using the same building blocks described in this section. Later in this chapter a 

detailed description of each implemented sensor will be presented. 

5.5.1 EndDevice Library 

Usually it is in this library where the specific code for each sensor is programmed, but it 

was decided that having the “stack to application” functions programmed equally for all 

sensors was the most pragmatic solution to introduce new sensors in the future. This way, 

this library just has to be included for new sensors implement its functions. 

This library implements the initialization process and the main process for the sensors. 

Both processes need code that will be programmed outside this library, namely in the 

GenericSensor library. This allows this library to be one of the building blocks of the sensors, 

and it should be used equally for all new sensors without needing to add new code. 
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5.5.1.1 Initialization Process 

Initially a sensor starts all timers for the periodic events, initializes every peripheral and 

variable, and finally establishes or joins the network. The advertise mode is the only mode 

active in the initialization. 

The specific peripherals for each different sensor are programmed in the GenericSensor 

library, in the correspondent initialization functions. These functions are automatically called 

by the EndDevice library. 

5.5.1.2 Main Process 

The main process, or main loop, begins by assessing if there are any active working 

modes and calls the correspondent function from the SensorModes library to process them. 

Depending on the return value from each mode, the Boolean variable allow_sleep will be 

set to true or false, allowing or not the sensor to enter sleep mode. The main loop for a 

generic sensor, programmed in the EndDevice library, can be observed in the flowchart in 

figure 5.8. A flowchart with greater detail of the main loop is presented in the Appendix C 

section, figure C.1. 

 
Figure 5.8 – Main loop of a generic sensor. 
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As mentioned before, the main process programmed in this library is the same for all 

sensors. The functions to process each working mode are programmed in the SensorModes 

library explained in the next subsection, and are automatically called by the EndDevice 

library. 

5.5.2 SensorModes Library 

All sensors have the same basic software architecture, having 5 possible states called 

working modes: 

 Advertise mode: A sensor enters this mode every time it is advertising itself to the 

network. This happens at least once when the sensor is connected for the first 

time, but also when solicited by the sensor proxy (see Appendix C figure C.2). 

 Configuration mode: A sensor enters configuration mode periodically, allowing it 

to receive new configurations from the sensor proxy (see Appendix C figure C.3). 

 Measure mode: This mode is used to measure the physical properties associated 

with a sensor. It can take place periodically or by interrupt (see Appendix C figure 

C.4). 

 Waiting mode: Every time a sensor is waiting for a response from the sensor 

proxy it is in the waiting mode. Once it receives a response it goes to its previous 

state to process it (see Appendix C figure C.5). 

 Sleep mode: Once all is processed the sensors enter the sleep mode in order to 

save battery. This should be the mode in which sensors are more frequently. 

In sleep mode a sensor cannot receive messages from the sensor proxy, so it is 

important to leave this mode from time to time. This is why the sensor enters configuration 

mode periodically. 

Since all sensors have the same working modes, a library implementing them, called 

SensorModes library, has been developed. This library has all the functions to process the 

working modes described above. 

Each working mode has an activation flag. When the flag is set to true the working mode 

is considered activated, and is apt to be processed. The main process, programmed in the 

EndDevice library, will loop through all modes but only calls the functions of the activated 

modes, i.e., it will only process the modes whose activation flag is set to true. 
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The order in which the main process loops through the modes is shown in the Appendix 

C section, figure C.1, and is the following: 

 First check if waiting mode is active; 

 Then check advertise mode, configuration mode and measure mode; 

 Finally check sleep mode. This working mode is only active when all other modes 

are processed. 

There can be more than one working mode active at any time. For example, a sensor 

enters advertise mode that is the only working mode active at this time, it sends the 

correspondent message and activates the waiting mode to wait for the reply. The sensor now 

has two working modes active: advertise mode and waiting mode. Despite having more than 

one working mode active, the sensor processes one mode at the time, which can be 

observed in the figure 5.9. This figure represents a state diagram for the working modes and 

what triggers the change from one to another. 

Note that in order to simplify the mentioned working modes, the case of when a 

WhoAreYou? message is received is not dealt with in the working mode itself, but in the 

callback function in EndDevice library where messages are received. This happens because, 

the request for a new advertise message is an independent procedure from the working 

mode that was waiting for a reply. 

 
Figure 5.9 –State diagram with all working modes for a general sensor. 
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5.5.3 GenericSensor Library 

The sensors also have a library containing all the prototypes for the functions called from 

the SensorModes library – called general functions – and function specific to each sensor – 

called specific functions. This library is called GenericSensor library. 

The general functions are required by all sensors but must be specifically programmed 

for each sensor. Even if some functionality is not required for a particular sensor, such as the 

use of interrupts, its prototype must be present. The prototypes for the general functions 

required by all sensors are: 

 void PreInit(void); 

 void Init(void); 

 void Measure(void); 

 void Send(void); 

 void TickerEvent(void); 

 void InterruptEvent(uint32,uint32); 

PreInit implements the initialization of variables and/or peripherals and is called every 

time the sensor wakes from sleep, including startup. 

Init also implements the initialization of variables and/or peripherals, but is called only on 

startup. 

Measure implements the measurement of the physical property associated with the 

sensor, for example, reading a value from the UART or converting an ADC value. 

Send implements the composing and sending of the µPnP message containing the 

measurement performed in the Measure function. 

TickerEvent implements the ticker time events that will be used and is called every  

10 ms. 

InterruptEvent implements the interrupt events that will be used. This is the default 

callback function for all interrupts generated by the peripherals initialized in the Init or PreInit 

functions. Other callback functions can be set using the appropriate Jenie API functions. 

It is also in the GenericSensor library where the specific functions for each sensor are 

programmed. An example of a specific function would be a function to convert a read ADC 

value to a temperature. 
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The GenericSensor library also includes specific attributes for each sensor, like the 

product ID, serial number, and all the other services the sensor provides, which should be 

described in its dictionary. 

5.5.4 Building Blocks for a Generic Sensor 

The EndDevice, SensorModes and µPnP libraries, together with the GenericSensor 

library programmed for each sensor, are the building blocks that compose a generic sensor. 

For a new sensor, once every file mentioned is included and the GenericSensor library is 

programmed accordingly, the sensor should be ready to use and able to be integrated in the 

system automatically. The next sections specify, for the different sensors developed, their 

architecture, how they work and how they were implemented, namely the contents of the 

GenericSensor library of each one of them. 

5.6 Blood Pressure Meter 

The BPM sensor developed for the prototype is based on the A&D UA-767 BPM [49] 

shown in Figure 5.10, and a PCB containing: 

 Jennic JN5139 module; 

 ICL3232, 3V to 5.5V powered RS-232 transmitter/receiver [50]; 

 Binary-coded decimal (BCD) Switch Cherry PACA3000 [51]. 

The UA-767 BPM was chosen because of its availability and price, but more importantly 

because of its Serial communication ability. The Jennic’s UART is connected to the UA-767 

via a TRS connector (audio jack). The message protocol used by the UA-767 is proprietary 

and is not publicly specified, and so, an intensive study consisting of tests and comparison, 

together with the some feedback from the A&D Company were needed to obtain the results 

from the measuring. 

The PCB, represented in figure 5.11, is in a box and has a cord that connects to the  

UA-767. 

 
Figure 5.10 – Photo of a Ua-767 BPM. 
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The ICL3232 transmitter/receiver is needed to convert the RS-232 serial communications 

between the JN5139 UART and the UA-767 serial port. 

The BCD switch (Cherry PACA3000) provides the ability to choose between patients 

numbered from 0 to 9. It is connected to the JN5139 module using 4 DIO pins. It can be used 

more than one BCD switch to choose more than 10 patients, and each new BCD switch 

requires 4 new DIO pins. Other alternatives could be used, particularly a LCD and some 

buttons, which would require more processing power and consume more battery. It was 

chosen to use this device because it is the simplest and is the option that results in lower 

power consumption. 

Lastly, the power is supplied by three AA batteries and the BPM sensor also has an 

on/off switch. Figure 5.12 is a block diagram of the PCB and its components. 

This is a mobile type sensor because it is supposed to be used by some patients and the 

sensor does not need to be on a fixed location. The UA-767 and the Jennic module 

connected together allow this sensor to be moved to different rooms or from bed to bed, as 

long as the area where the measurements are taken has network coverage. 

 
Figure 5.11 – Schematic representation of the PCB of the BPM sensor. 

 
Figure 5.12 – Block diagram of the BPM sensor. 

JN5139 

module

ICL3232

trans/recv

3.3V serial 

comm.

RS-232

Power

3 AA

On/Off

UART

BCD 

switch



61 

 

The services and information of an example BPM sensor is present in the example 

dictionary file below. 

<?xml version="1.0" ?> 

<sensor name="Blood Pressure Meter" pid="BP1"> 

    <service type="data"> 

        <key id="1" label="ProdID" type="string"> <!-- 0x01 --> 

            <value>BP1</value> <!-- up to 16 chars --> 

        </key> 

        <key id="2" label="SN" type="string"> <!-- 0x02 --> 

            <value>0001</value> <!-- up to 16 chars --> 

        </key> 

    </service> 

    <service type="data"> 

        <property>User ID</property> 

        <key id="11" label="user" type=" string "/> <!-- 0x0B --> 

    </service> 

    <service type="data"> 

        <property>Blood Pressure</property> 

        <key id="3" label="sys" type=" string "/> <!-- 0x03 --> 

        <key id="4" label="dia" type=" string "/> <!-- 0x04 --> 

        <key id="5" label="pul" type=" string "/> <!-- 0x05 --> 

    </service> 

    <service type="config"> 

        <key id="192" label="ON/OFF" type="string"> <!-- 0xC0 --> 

            <value key="1">on</value> 

            <value key="2">off</value> 

        </key> 

        <key id="193" label="Config Period" type="int"> <!-- 0xC1 --> 

            <!-- in seconds --> 

            <value key="1">120</value> 

            <value key="2">300</value> 

            <value key="3">600</value> 

        </key> 

    </service> 

</sensor> 

 

Example 5.1 – XML dictionary file for a BPM sensor. 

In this example, the BPM sensor has the Product ID “BP1”, and a series of other services 

and keys. Only the serial number must be unique amongst other similar sensors, since they 

should provide the same services. Once this dictionary is installed in the remote web server, 

all sensors with the Product ID “BP1” should work automatically with the doBros system. 

Figure 5.13 represents in a flowchart the Measure function from the GenericSensor 

library, used to acquire the measured values from the UA-767. 
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After performing a measurement with the UA-767 BPM, it sends a signal to the Jennic 

JN5139 that generates an interrupt, waking the module from sleep mode. The interrupt 

routine then sets a flag that allows the sensor to enter the measure mode. Following the 

acquisition of the BPM values, it sends them to the web server using the µPnP protocol. The 

message is sent first to the sensor proxy and then encapsulated and forwarded to the web 

server. The next line is an example, in hexadecimal byte representation, of a measurement 

sent from the BPM sensor to the sensor proxy. 

0x41 0xBB 0x10 0x0B 0x01 0x35 0x03 0x03 0x31 0x32 0x32 0x04 0x02 

0x36 0x35 0x05 0x02 0x36 0x39 0xC3 

Example 5.2 – µPnP message with the measurement from a BPM sensor. 

The interpretation of the previous example is the following: 

 Header (3 bytes): 

o Flags and Type: Control flag is set to false; Type is DataMessage; Cache, 

Long and Encrypt flags are set to false. 

o Seq. Number: 0xBB. 

o Payload Length: 16 bytes. 

 User (3 bytes): 5. 

 SYS (5 bytes): 122. 

 DIA (4 bytes): 65. 

 PUL (4 bytes): 69. 

 Checksum (1 byte): 0xC3. 

 
Figure 5.13 – Flowchart of the Measure function of the BPM sensor. 
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Figure 5.14 represents a series of measurements referent to a determined patient. This 

example is just a simple graphical representation of some measurements stored in the web 

server. This is a web service available. There can be observed the variation of the values 

from each measurement. 

5.7 Heart Rate Meter 

The HRM sensor is based in the chest strap Polar T31 transmitter [52]. The Polar 

RMCM01 receiver [53] is connected to a DIO pin of the Jennic JN5139 module, and both are 

assembled to a PCB. The HRM sensor has an on/off switch and is powered by 2 AA 

batteries. It also has a LED that blinks when the device is in activity. 

 
Figure 5.14 – Graphical representation of a sequence of BPM measurements. 

 
Figure 5.15 – Photo of a Polar T31 transmitter, the receiver box. 
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The PCB is in a box that can be attached in the belt of a patient, and it communicates 

wirelessly to the Polar transmitter. This box is called the receiver box. Figure 5.15 is a photo 

of a Polar T31 transmitter and the receiver box with its case opened showing the board, the 

batteries holder and the on/off switch, and figure 5.16 is a block diagram representing the 

receiver box and a user wearing the transmitter. 

For debugging, the HRM sensor has an USB interface equal to the used in the sensor 

proxy and also has a switch to change the power supplier from the batteries in normal mode 

to the USB cable when in debug mode. 

The debugging interface seen in the photo is not present in the block diagram because it 

will not be used by the patient. This way the diagram is simpler and easier to understand. 

The Polar T31 was chosen mostly because of its wireless capabilities. It creates a very 

short range WPAN between the transmitter and receiver, exchanging messages using a 

proprietary protocol. This transmitter has a long battery life, which allows extended usage. 

This is a wearable type sensor because it is designed to be strapped on the patient’s 

chest allowing it to be used for long periods of time. The ability to attach the receiver box in 

the patient’s belt was also conceived so that the sensor could be with the patient even if the 

patient moves. 

The services and information of an example HRM sensor that consists of a Polar T31 

transmitter and receiver box described above is in the following dictionary file. 

 
Figure 5.16 – Block diagram of the HRM sensor. 
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<?xml version="1.0" ?> 

<sensor name="Heart Rate" pid="HR1"> 

    <service type="data"> 

        <key id="1" label="ProdID" type="string"> <!-- 0x01 --> 

            <value>HR1</value> <!-- up to 16 chars --> 

        </key> 

        <key id="2" label="SN" type="string"> <!-- 0x02 --> 

            <value>0001</value> <!-- up to 16 chars --> 

        </key> 

    </service> 

    <service type="data"> 

        <property>Heart Rate</property> 

        <key id="3" label="hbpm" type=" string "/> <!-- 0x03 --> 

    </service> 

    <service type="config"> 

        <key id="192" label="ON/OFF" type="string"> <!-- 0xC0 --> 

            <value key="1">on</value> 

            <value key="2">off</value> 

        </key> 

        <key id="193" label="Config Period" type="int"> <!-- 0xC1 --> 

            <!-- in seconds --> 

            <value key="1">120</value> 

            <value key="2">300</value> 

            <value key="3">600</value> 

        </key> 

        <key id="194" label="Measure Period" type="uint8"> <!-- 0xC2 --> 

            <!—- in seconds --> 

            <value key="1">5</value> 

            <value key="2">10</value> 

            <value key="3">30</value> 

        </key> 

    </service> 

</sensor> 

Example 5.3 – XML Dictionary file for a HRM sensor. 

Similarly to the example dictionary file given in the previous sensor description, this 

dictionary is equal to all HRM sensors with the same Product ID “HR1”, which should be true 

to all HRM sensors that have the same services. The serial number must be different for 

each “HR1” sensor in order to differentiate them. 

The Polar T31 transmits a signal wirelessly at every heartbeat to the Polar RMCM01 

receiver that generates interrupts on the Jennic JN5139 module. The Jennic module 

measures the time between heartbeats and computes the instantaneous heart rate, filtering 

errors that can occur. The JN5139 module does this for a determined and configurable 

period, for example 10 seconds, and in the end it averages the instantaneous values. This 

average value is considered the heart rate for that period and is sent for the remote web 

server. Figure 5.17 is a flowchart of this measurement process. 
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In the end of each period, after averaging the instantaneous values and sending the 

measurement to the web server, the Jennic module goes to sleep mode, but it should be 

“awaken” immediately if the Polar T31 continues to transmit new heartbeats. If the patient 

stops wearing the transmitter and there are no more interrupts generated in the Jennic, it 

should stay in the sleep mode, allowing it to save battery. 

The filtering of the instantaneous heart rate values implemented in the Jennic module is 

based on the fact that the errors occur when the receiver generates an interrupt not from a 

real heartbeat measured in the T31 transmitter, but from communication noise. This 

provokes heart rate values erroneously high that must be discarded. For example, the user 

of this sensor has a heart rate of 77 heartbeats per minute (hbpm) and the receiver is 

generating interrupts that would result on a heart rate of 180 hbpm or more. The sensor must 

filter out these values and thus, the filtering process implemented consists on only accepting 

instantaneous heart rate values with a difference of 35 hbpm from the last value stored. The 

averaging of the instantaneous heart rates also takes into account the last average value, 

which reduces the possibility of oscillations in the measured heart rate. This filtering method 

is not the most accurate. However, in the scope of a simple and functional prototype it is 

enough to remove the great majority of wrong instantaneous values. 

The example below is a message sent from a HRM sensor to the sensor proxy 

containing the last average heart rate computed. A message similar to this one is sent at the 

end of every measuring period. 

 
Figure 5.17 – Flowchart of the Measure function of the HRM sensor. 
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0x41 0x1D 0x04 0x03 0x02 0x37 0x38 0x74 

Example 5.4 – µPnP message of a measurement from a HRM sensor. 

The interpretation of the previous example is the following: 

 Header (3 bytes): 

o Flags and Type: Control flag is set to false; Type is DataMessage; Cache, 

Long and Encrypt flags are set to false. 

o Seq. Number: 0x1D. 

o Payload Length: 4 bytes. 

 Heart Rate (4 bytes): 78. 

 Checksum (1 byte): 0x74. 

Figure 5.18 is a graphical representation of a series of measurements stored in the web 

server, with a measuring period of 30 seconds. It is an interesting example because it can be 

observed a variation of the heart rate from more than 100 hbpm while performing moderate 

exercise, to around 70 hbpm while resting. 

5.8 Motion Detection and Temperature Meter 

The MTM sensor is based in the Chacon model 84180 connected to a DIO pin of the 

Jennic module. A photo of the MTM sensor is shown in the figure 5.19. The Jennic module 

has a built-in low precision temperature sensor that serves as input to the ADC converter. 

The MTM sensor is powered by 3 AA batteries. A block diagram is in figure 5.20. 

 
Figure 5.18 – Graphical representation of a sequence of HRM measurements. 
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The Chacon 84180 motion detector was chosen due to its straightforward operation. The 

Chacon 84180 has a switch that allows choosing from 3 modes: “movement detections off”; 

“movement detection on”; and “fire alarm”. Alarms occur when the switch is set to “movement 

detections on” mode and a movement is detected, or when the switch is set to “fire alarm” 

mode. In the last case, the alarms are generated repeatedly until the switch is set to other 

mode. 

The non calibrated temperature sensor is only accurate to ±10ºC. The sensor should be 

two-point calibrated to eliminate the ±15mV error due to process variation and the sensor 

gain (slope) uncertainty. After calibration, the sensor seems to have approximately ±1.5ºC 

accuracy. The built-in temperature sensor must be calibrated for each new MTM sensor. 

Alternatively to the on-chip temperature sensor in the JN5139 module, there could be an 

external sensor connected. This option could increase the precision of the temperature 

measurements but it was considered that, in the scope of the prototype being developed, the 

built-in temperature sensor was sufficient. 

The following figure is a block diagram of the MTM sensor. 

 
Figure 5.19 – Photo of the MTM sensor. 

 
Figure 5.20 – Block diagram of the MTM sensor. 
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The MTM sensor is a fixed type sensor because it is supposed to be installed in a fixed 

location and not be moved. For example, this sensor can be placed in the bedroom of a 

patient facing the door, which allows monitoring the room temperature as well as when the 

patient left the room or a nurse enters the room. 

The services and information of the MTM sensor is on the next example dictionary file. 

<?xml version="1.0" ?> 

<sensor name="Motion detection and Temperature" pid="MT1"> 

    <service type="data"> 

        <key id="1" label="ProdID" type="string"> <!-- 0x01 --> 

            <value>MT1</value> <!-- up to 16 chars --> 

        </key> 

        <key id="2" label="SN" type="string"> <!-- 0x02 --> 

            <value>0001</value> <!-- up to 16 chars --> 

        </key> 

    </service> 

    <service type="data"> 

        <property>Temperature</property> 

        <key id="3" label="temp" type=" string "/> <!-- 0x03 --> 

        <key id="4" label="unit" type="string"> <!-- 0x04 --> 

            <value key="1">Celsius</value> 

            <value key="2">Fahrenheit</value> 

        </key> 

    </service> 

    <service type="alarm"> 

        <property>Motion</property> 

        <key id="101" label="detected" type="null"/> <!-- 0x65 --> 

    </service> 

    <service type="config"> 

        <key id="192" label="ON/OFF" type="string"> <!-- 0xC0 --> 

            <value key="1">on</value> 

            <value key="2">off</value> 

        </key> 

        <key id="193" label="Config Period" type="int"> <!-- 0xC1 --> 

            <!-- in seconds --> 

            <value key="1">120</value> 

            <value key="2">300</value> 

            <value key="3">600</value> 

        </key> 

        <key id="194" label="Measure Period" type="uint8"> <!-- 0xC3 --> 

            <!-- in seconds --> 

            <value key="1">30</value> 

            <value key="2">60</value> 

            <value key="3">120</value> 

        </key> 

    </service> 

</sensor> 

Example 5.5 – XML dictionary file for a MTM sensor. 

Similarly to the previous sensors, this dictionary file is the same for all MTM sensors that 

provide the same services. These sensors must have the same product ID “MT1” and should 

differ on the serial number. 
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As mentioned before, when an alarm occurs in the Chacon 84180, it generates a pulse 

signal resulting in an interrupt on the Jennic module. This creates an alarm event in the 

JN5139 that starts the measure mode with the exception that the motion detected flag is set 

to true. Thus, besides measuring and sending the temperature, it also sends the detected 

key from the alarm service. The temperature is sent to the remote web server periodically, 

with a configurable period. Every time an alarm is generated the Jennic starts a new period. 

This assures that the temperature is sent at least once within one period. The following 

example is an alarm message sent from the MTM sensor to the sensor proxy. 

0x51 0xB1 0x09 0x65 0x00 0x03 0x02 0x32 0x39 0x04 0x01 0x01 0xDB 

Example 5.6 – µPnP message of a motion detected alarm and temperature measurement from a MTM sensor. 

The interpretation of the previous example is the following: 

 Header (3 bytes): 

o Flags and Type: Control flag is set to false; Type is Alarm; Cache, Long 

and Encrypt flags are set to false. 

o Seq. Number: 0xB1. 

o Payload Length: 9 bytes. 

 Alarm of type detected (2 bytes): service key = 0x65; length = 0x00. 

 Temperature (4 bytes): 29. 

 Units (3 bytes): value key = 0x01 – Celsius. 

 Checksum (1 byte): 0xDB. 

Measuring the temperature is accomplished with the ADC, having as input the on-chip 

temperature sensor. The result of the ADC is then converted to a temperature. Figure 5.21 is 

a flowchart of the temperature measuring process. 

 
Figure 5.21 – Flowchart of the Measure function of the MTM sensor. 
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Similar to the example given for a movement detected alarm, the periodic message sent 

to the sensor proxy containing only the temperature measurement is as shown in the 

following example. 

0x41 0xB2 0x07 0x03 0x02 0x33 0x31 0x04 0x01 0x01 0x6F 

Example 5.7 – µPnP message of a periodic temperature measurement from a MTM sensor. 

The interpretation of the example is the following: 

 Header (3 bytes): 

o Flags and Type: Control flag is set to false; Type is DataMessage; Cache, 

Long and Encrypt flags are set to false. 

o Seq. Number: 0xB2. 

o Payload Length: 7 bytes. 

 Temperature (4 bytes): 31. 

 Units (3 bytes): value key = 0x01 – Celsius. 

 Checksum (1 byte): 0x6F. 

Figure 5.22 is an example of some data collected by a MTM sensor. There can be 

observed some periodic measurements and also some motion detected alarm events that 

occurred. All this was sent from the same MTM sensor. 

 
Figure 5.22 – Example of temperature measurements, with motion alarms detected. 
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In Figure 5.23 is represented a graphic of a series of temperature measurements. For 

this example, the temperature sensor was placed near a heat source for a short period of 

time. This can be observed in the peak of 32ºC. It can also be observed in this example that 

the room had a temperature around 26ºC. The oscillation in the temperature values observed 

in the figure is due to the lack of precision in the JN5139 module’s on-board temperature 

sensor. 

5.9 Pedometer 

The Pedometer sensor is the simplest of all sensors. It consists of a small box that is 

attachable to the belt of the patient and it contains a PCB with the Jennic JN5139 module, a 

mechanic signal generator and is powered by 2 AAA batteries. A switch is also present in the 

Pedometer sensor that allows turning it on or off. Figure 5.24 is a block diagram of the 

Pedometer sensor, containing a representation of the circuit of the mechanic signal 

generator. 

 
Figure 5.23 – Graphical representation of a sequence of MTM measurements. 

 
Figure 5.24 – Block diagram of the Pedometer sensor. 
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One DIO pin from the JN5139 module receives as input the signal from a spring-levered 

switch. When the patient wearing this sensor takes a step, the lever arm swings downward 

and closes a contact generating a signal to count a step, and then the spring returns it to its 

original position [54]. There is also a pull-up resistor to ensure that the input signal from the 

mechanic switch settles at the positive supply voltage. 

The accelerometer or piezoelectric mechanism was an alternative to the spring-levered 

mechanism, the one chosen to the Pedometer sensor. The advantages of this alternative 

were [55][56]: 

 Greater accuracy, including when used at various angles and when walking at 

slower speeds; 

 More silent than the spring-levered mechanism that makes a click sound. 

The disadvantage is the greater power consumption, requiring changing batteries much 

more often than with the spring-levered mechanism used in the Pedometer sensor [54]. The 

spring-levered mechanism was chosen mostly because it has a lower power consumption, 

which is a characteristic required for the doBros system. Good accuracy can also be 

achieved with this mechanism [55] and the click sound it makes when taking steps is not 

important in the scope of the prototype.  

The Pedometer sensor, similarly to the HRM, also is of the wearable sensor type. The 

wearable box was designed with this purpose. 

The services and information of a Pedometer sensor are in the example dictionary file 

presented below. 

<?xml version="1.0" ?> 

<sensor name="Pedometer" pid="PM1"> 

    <service type="data"> 

        <key id="1" label="ProdID" type="string"> <!-- 0x01 --> 

            <value>PM1</value> 

        </key> 

        <key id="2" label="SN" type="string"> <!-- 0x02 --> 

            <value>023</value> 

        </key> 

    </service> 

    <service type="data"> 

        <property>Steps</property> 

        <key id="3" label="steps" / type=" string "> <!-- 0x03 --> 

        <key id="4" label="period" type=" string "/> <!-- 0x04 --> 

    </service> 

    <service type="config"> 

        <key id="192" label="ON/OFF" type="string"> <!-- 0xC0 --> 

            <value key="1">on</value> 

            <value key="2">off</value> 

        </key> 



74 

 

        <key id="193" label="Config Period" type="int"> <!-- 0xC1 --> 

            <!-- in seconds --> 

            <value key="1">120</value> 

            <value key="2">300</value> 

            <value key="3">600</value> 

        </key> 

    </service> 

</sensor> 

Example 5.8 – XML dictionary file for a Pedometer sensor. 

Similarly to the previous sensors, this dictionary file is the same for all Pedometer 

sensors that provide the same services. These sensors must have the same product ID 

“PM1” and should differ on the serial number. 

The Pedometer sensor counts the number of steps and measures the period since the 

patient started using the sensor. Each step creates a pulse that generates an interrupt in the 

JN5139 module. For each interrupt it is needed a 10 ms debounce period to prevent reading 

errors. If the sensor doesn’t detect movement for a period of 5 seconds, the steps count and 

measuring period are sent to the remote web server. The flowchart in figure 5.25 represents 

the process of counting steps programmed in the Measure function in the GenericSensor 

library. 

The next example is of a message sent by the Pedometer sensor to the sensor proxy. 

0x41 0x97 0x08 0x03 0x02 0x31 0x37 0x04 0x02 0x31 0x32 0xD6 

Example 5.9 – µPnP message of the steps counting from the Pedometer sensor. 

 
Figure 5.25 – Flowchart of the Measure function of the Pedometer sensor. 
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The interpretation of the example 5.9 is the following: 

 Header (3 bytes): 

o Flags and Type: Control flag is set to false; Type is DataMessage; Cache, 

Long and Encrypt flags are set to false. 

o Seq. Number: 0x97. 

o Payload Length: 8 bytes. 

 Steps (4 bytes): 17. 

 Period (4 bytes): 12. 

 Checksum (1 byte): 0xD6. 

Messages like this are sent once every time the sensor is 5 seconds without activity after 

the patient used it. 

5.10 Summary 

In this chapter the doBros system was presented. The architecture provides all the 

required functionalities, allowing wireless sensors to send measurements to the web server 

over the Internet. 

All sensors are Reduced Function Devices (RFD) and are powered by batteries. The 

sensor proxy is the only mains powered device and is the coordinator node for the 

LR-WPAN. 

The sensors exchange only small messages with the sensor proxy using the developed 

protocol called µPnP, which are encapsulated into RESTful messages in order to be sent to 

the web server. This relieves the sensors from a complex IP-based architecture, allowing 

them to have lighter processing capabilities, which ultimately confers them greater battery 

life. 
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6.1 Introduction 

This chapter describes the evaluation tests that the prototype was submitted. The 

prototype had a functional evaluation in two phases: an intermediary phase in March where it 

was continually tested for three days; and a final phase in June where the prototype was 

again demonstrated. 

The prototype was also submitted to a performance evaluation of different types of 

antenna setups to achieve maximum network coverage, and it is also presented the lifetime 

estimates to the various sensors developed. 

6.2 Functional Evaluation 

The most important evaluation executed was the functional evaluation performed for the 

doBros system. For this purpose, there were two phases of evaluation of the prototype 

developed: an intermediary phase in March and a final phase in June. 

The first took advantage of the opportunity to have the prototype displayed in a university 

exhibition, the JEEC XI [57], where it was possible to analyze the operation of the system for 

three days. The characteristics of the prototype in the exhibition were the following: 

 Only the sensor proxy, the BPM sensor, the HRM sensor and the MTM sensor 

were displayed in the exhibition, and they were not yet completely developed or 

in their final versions; 

 The sensor proxy was connected to a LAN via Ethernet; however, there was 

Wi-Fi networks working in the exhibition simultaneously with the IEEE 802.15.4 

WSN of the doBros sytem; 

 The sensor proxy had the same Jennic module as the sensors, i.e., with an 

on-board, low-power, ceramic antenna. 

 Only a subset of the µPnP protocol was already implemented. Specifically, ACK 

and NACK messages were not yet implemented, neither was the querying of the 

web server for new configurations by the sensor proxy; 

 All the sensors already had their dictionary files installed in the web server; 

 There was a personal computer on site to enable the debugging of the system in 

case errors occurred during the demonstration and to connect to the remote web 

server in order to display the measurements performed by the sensors. 



79 

 

The operation plan for the demonstration of the system was the as follows: 

1. Connect the sensor proxy to the LAN with the Ethernet cable and turn it on. 

2. Using a debugging console and the personal computer, make sure that the 

sensor proxy started successfully. Note: the sensor proxy had no LEDs at the 

time of the exhibition. 

3. After that, insert charged batteries in all the sensors and start them. Observe and 

guarantee that all of them are connected to the sensor proxy using the debugging 

console in the personal computer. 

4. Use the system freely but restart any device that stops working (step 3). When 

the sensor proxy needs to be restarted, all the remaining sensors also needed to 

be restarted (step 2, then 3). 

5. Alternatively, the sensor proxy also could be used without the debugging console 

in the personal computer, but with this setup it was much easier to detect 

possible errors. For determined periods the debugging console was indeed 

turned off. 

Failures occurred during the demonstration of the prototype, but were all related to 

problems with the Ethernet connection in the sensor proxy, which sometimes caused the 

sensors to crash. Following step 4 of the operation plan was of course the solution, but it was 

not practical because all the devices needed to be restarted. Thus came the awareness of 

the need for the WhoAreYou? messages from µPnP protocol, as well as other control 

messages like ACK and NACK. It was also explicit that the sensor proxy needed to deal with 

Internet connection losses and so, in the final version automatic reconnection was also 

implemented. 

The general conclusion of the experiment was that the system was stable and functional, 

as long as the Internet connection was not lost. The web server had no problem interpreting 

and storing the flood of data coming from the different sensors besides being simultaneously 

queried or solicited for web services, like graphical representations of data, etc.. The sensors 

worked well together and the only problem detected was that the network coverage was not 

great, but still enough to cover the entire room in which it was being used (approximately 

24 m2). For that purpose, a performance evaluation of different configurations of external 

antennas was conducted, which is presented in the next section. 

For the final phase of the functional evaluation, the prototype was completely developed 

with the corrections of all the bugs observed in the exhibition and the improvement of the 

µPnP protocol, namely the implementation of the control messages of the protocol. It was 

also implemented the Pedometer sensor. The prototype was then retested trying to replicate 
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the same scenarios that generated failures before. The system behaved well, without failures 

in all those scenarios. There was also a demonstration in June of the prototype at ZON 

Multimedia [58]. 

6.3 Performance Evaluation 

The doBros system requires network coverage in an area large enough to permit the 

operation of its various sensors. With that in mind, a comparative study was carried out 

consisting of two possible setups for two simple nodes, one Full Function Device (FFD) 

coordinator and one Reduced Function Device (RFD) sensor. The setups differ in the 

antenna used in the coordinator: 

1. On-board ceramic antenna of the Jennic module; 

2. External antenna attached to the Jennic module. 

The coordinator will measure the Link Quality Indication (LQI), which is inversely related 

to the Received Signal Strength Indicator (RSSI) commonly used in IEEE 802.11 networks, 

of the messages coming from the sensor that sends them every 5 seconds. In the 

experience the LQI is measured at different distances. A sample of the measurements is in 

table 6.1. 

A Link Quality Indication value is an integer in the range 0-255 where value 255 

represents the strongest signal. Between the LQI and the RSSI, the first is the easiest to 

read and to analyze and so it will be used in the analysis. 

Table 6.1 – Sample of LQI and RSSI measurements at different distances. 

Distance 
Ceramic antenna External antenna 

LQI RSSI LQI RSSI 

3 m 

84 -74 108 -66 

90 -72 114 -64 

102 -68 96 -70 

108 -66 114 -64 

96 -70 84 -74 

102 -68 90 -72 

108 -66 102 -68 

120 -62 120 -62 

90 -72 114 -64 

96 -70 126 -60 

6 m 

60 -82 84 -74 

30 -92 84 -74 

48 -86 78 -76 

48 -86 78 -76 

48 -86 90 -72 

60 -82 90 -72 

60 -82 90 -72 

12 -98 36 -90 
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24 -94 42 -88 

30 -92 36 -90 

10 m 

12 -98 54 -84 

24 -94 18 -96 

12 -98 36 -90 

24 -94 30 -92 

30 -92 18 -96 

30 -92 42 -88 

36 -90 24 -94 

36 -90 42 -88 

36 -90 48 -86 

30 -92 54 -84 

This experiment was performed using increments of the distance between the sensor 

and the coordinator with the following conditions: 

 At 3m they were in the same room; 

 At 6m the sensor was moved outside the room to a corridor; 

 At 10m the sensor was further separated from the coordinator, and was outside 

the corridor mentioned above and beyond another set of doors. 

There was the presence of several IEEE 802.11 networks in all distance increments that 

interfered with the WSN, which is the most probable real life scenario. Other factors were 

present external to the experience, like people that were using the same space. Figure 6.1 is 

a graphical representation of the average LQI computed for each setup of the coordinator for 

all the measurements performed, not only the sample presented above. 

As expected, the setups with external antennas had much better results. It is a fair 

conclusion that the expected improvement by using external antennas is confirmed and so it 

was used in the final version of the sensor proxy. A note to the fact that even at 10m of 

 
Figure 6.1 – Graphical representation of the average Link Quality Indication. 
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distance and with walls between the two nodes, it was possible to exchange messages and 

measure the LQI. 

Another important performance evaluation is the lifetime of the sensors. The following 

table is based on rough estimates based on information present in the datasheets of the 

various devices. 

Table 6.2 – Estimates of the lifetime of the various sensors. 

Sensor 1/min Continuously 

MTM sensor 360 days 3 days 

HRM sensor 9 days (8h/day) 

Pedometer sensor 9 days (8h/day) 

Sensor Usages 

BPM sensor 2000+ 

6.4 Summary 

Overall, the prototype is fully functional. The evaluations helped to develop the doBros 

system, becoming stable and protected against many failure scenarios that were problematic 

in first tests. The evaluation tests prove the system works as defined in the requirements. 

However, more tests should be conducted in the future. It would be interesting to study 

the power consumption and compare the Jennic modules with others available in the market. 

It is also important to test if it is feasible to use the IEEE 802.15.4 standard with all types 

of biomedical sensors, namely concerning electromagnetic radiation and interference. 
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7.1 Conclusions 

This dissertation proposes the prototype of the doBros system that is an eHealth system 

consisting of a WSN for monitoring patients. The prototype meets the requirements and 

proves the feasibility of power-effective WSNs using off-the-shelf biomedical sensors 

adapted to the wireless environment, resorting to commercially available wireless modules, 

which is a cost effective solution. 

The prototype consists of an almost stateless gateway, called sensor proxy, directly 

connected to the Internet, which allows the various sensors to store their measurements 

online on a remote web server. The data can be consulted by a client with access to the 

Internet, who can query the server for data values or other web services, like graphical 

representations of the data. The sensors developed were the following: 

 Blood Pressure Meter (BPM); 

 Heartbeat Rate Meter (HRM); 

 Motion detection and Temperature Meter (MTM); 

 Pedometer. 

The architecture proposed for the doBros system allows it to be integrated into other 

networks already installed, including every type of LAN or WLAN, ranging from a home 

network with a residential gateway, to an enterprise network on a hospital. 

In order to achieve the proposed goals, it was required to develop a new protocol, called 

µPnP, which allows the sensors to send a number of data types, similarly to what happens 

with other web services technologies. The messages may include measurements, alarms 

and configuration parameters, but keeping the length as small as possible. Short messages 

guarantee a better power efficiency and allow the protocol be used with low-rate wireless 

standards. The protocol also considers the need to simplify the addition of new devices to the 

network, and so it was defined a simple method for installing them. This is accomplished by 

using XML dictionary files that describe the devices: their properties and their services. 

The modular software architecture of the sensors was also conceived to accelerate the 

development of new devices. The sensor proxy also has modular software architecture and, 

just like the sensors, it allows the sensor proxy to be easily upgraded. 

It was also performed a study about alternative eHealth monitoring systems already 

available. The conclusion is that the prototype developed is a significant step up in flexibility 

and functionality. The doBros system reduces the computational power required by the end 
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devices (correspondent to the sensor proxy and sensors in the doBros systems) and places 

it in the web server. This is more cost effective and, as previously mentioned, reduces the 

production time of new devices. It also opened for consideration the possibility of the 

integration of the doBros system with devices of other scopes, like domotics. 

7.2 Future Work 

In the immediate, the system needs to undergo a battery of tests to investigate possible 

weaknesses or to allow finding scenarios in which the operation needs improvement. 

Regarding the µPnP, at the moment a single NACK message has been defined, but 

there might be circumstances in which the sender would like to know more than just NACK. 

Therefore it seems natural to define a set of error codes for the NACK messages. 

One feature that the doBros system lacks and will be important if it is released for 

commercial use, is the introduction of data access security policies. Authentication systems 

could be used to access the web server and only allow a selectable set of trusted people to 

access a patient’s data. 

The flexibility of the doBros system allows the consideration of its use with other 

applications outside the scope of eHealth. Future tests with other devices would guarantee 

this interoperability. As a final note it is important to mention that out of the scope of the 

thesis, an Electric Current Meter was developed and tested. It was ready one day after the 

hardware was prepared thanks to the software modularity. Only the specific functions 

needed to be hardcoded, like the ADC conversion for the acquisition of the electric current. It 

took another day to fully test it and to debug it. The device performed as expected and had 

no special problem integrating the system. 
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Appendix A Systems Comparison 

This section presents a comparison table between the systems studied. 

A.1 – Comparison table between studied systems. 
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(coordinator) 

• Jennic module 
+ NanoSockt 
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• IP-enabled; 
• Stateless. 
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Stargate node 

Sun SPOT 
connected to a 
PC 

XBee connected 
to a PC 

• TelosB 
wireless module 
connected to a 
PDA; 
• Wearable with 
the wireless 
body sensor 
network. 
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connected to a 
embedded x86 
device; 
• Converts 
ZigBee medical 
devices into 
UPnP devices. 

• Wireless 
module 
connected to a 
PDA; 
• Wearable with 
the wireless 
body sensor 
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MIB520 
connected to a 
PC 
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• Commercial 
sensors 
adapted; 
• Powered by 
batteries; 
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mobile and 
fixed. 

• Wireless body 
network sensors 
(wearable) 
• Wearable and 
fixed 

• Commercial 
sensors 
adapted;  
• Powered by 
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• ECG sensor 
adapted; 
• Wireless body 
network 
(wearable) with 
single IEEE 
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ECG sensor 
adapted; 
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(wearable). 

Commercial 
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adapted 

• Commercial 
sensors 
adapted; 
• Wearable. 

• Commercial 
sensors 
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• Wearable. 

• Commercial 
sensors 
adapted; 
• Wearable. 
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conditions 
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No router nodes No router nodes No router nodes 
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measure env. 
conditions 

Route 
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• Web services 
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SOA based, 
Java web server 

Web server Web server 

• Apache and 
MySQL web 
server; 
• x86PC 
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Web server LAN server 
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server 
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or Enterprise 

Hospital 
Home, Hospital 
or Enterprise 

Not specified 
Home or 
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Home Not specified Hospital 
Home or 
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Appendix B Dictionary Schemas 

This section presents the description files or schemas used to validate the dictionary files 

used with the µPnP protocol to describe the sensors. First, a DTD file is presented: 

<!DOCTYPE sensor[ 

 

<!ELEMENT sensor (service+)> 

<!ATTLIST sensor 

    name CDATA #IMPLIED 

    pid CDATA #REQUIRED 

    version CDATA #IMPLIED> 

 

<!ELEMENT service (property?,key+)> 

<!ATTLIST service 

    type (data|alarm|config) #REQUIRED> 

<!ELEMENT property (#PCDATA)> 

 

<!ELEMENT key (value*)> 

<!ATTLIST key 

    id CDATA #REQUIRED 

    label CDATA #IMPLIED 

    type (null|string|uin8|int|uint|i_array) #REQUIRED> 

 

<!ELEMENT value (#PCDATA)> 

<!ATTLIST value 

    key CDATA #IMPLIED> 

 

]> 

Next, a XML Schema XSD file is presented: 

<xs:schema xmlns:xs='http://www.w3.org/2001/XMLSchema'> 

 

<xs:annotation> 

  -- This schema was automatically generated by Syntext Dtd2Schema -- 

  -- Copyright (C) 2002, 2003 Syntext Inc. -- 

 </xs:annotation> 

  

</xs:annotation> 

 <xs:element name='sensor'> 

  <xs:complexType> 

   <xs:sequence> 

     <xs:element ref='service' maxOccurs='unbounded'/> 

   </xs:sequence> 

  <xs:attribute name='name'/> 

  <xs:attribute name='pid' use='required'/> 

  <xs:attribute name='version'/> 

  </xs:complexType> 

 </xs:element> 

  

 <xs:element name='service'> 
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  <xs:complexType> 

   <xs:sequence> 

     <xs:element ref='property' minOccurs='0'/> 

     <xs:element ref='key' maxOccurs='unbounded'/> 

   </xs:sequence> 

  <xs:attribute name='type' use='required'> 

   <xs:simpleType> 

    <xs:restriction base='xs:string'> 

     <xs:enumeration value='data'/> 

     <xs:enumeration value='alarm'/> 

     <xs:enumeration value='config'/> 

    </xs:restriction> 

   </xs:simpleType> 

  </xs:attribute> 

  </xs:complexType> 

 </xs:element> 

  

 <xs:element name='property'> 

  <xs:complexType mixed='true'> 

  </xs:complexType> 

 </xs:element> 

  

 <xs:element name='key'> 

  <xs:complexType> 

   <xs:sequence> 

     <xs:element ref='value' minOccurs='0' maxOccurs='unbounded'/> 

   </xs:sequence> 

  <xs:attribute name='id' use='required'/> 

  <xs:attribute name='label'/> 

  <xs:attribute name='type' use='required'> 

   <xs:simpleType> 

    <xs:restriction base='xs:string'> 

     <xs:enumeration value='null'/> 

     <xs:enumeration value='string'/> 

     <xs:enumeration value='uin8'/> 

     <xs:enumeration value='int'/> 

     <xs:enumeration value='uint'/> 

     <xs:enumeration value='i_array'/> 

    </xs:restriction> 

   </xs:simpleType> 

  </xs:attribute> 

  </xs:complexType> 

 </xs:element> 

  

 <xs:element name='value'> 

  <xs:complexType mixed='true'> 

  <xs:attribute name='key'/> 

  </xs:complexType> 

 </xs:element> 

  

</xs:schema> 
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Appendix C Flowcharts 

 
C.1 – Flowchart of the main loop of a generic sensor. 
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C.2 – Flowchart of the advertise mode. 
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C.3 – Flowchart of the configuration mode. 

  

start

First time,

or received a

reply?

Turn LED on

first time

return FALSE

Expected 

sequence 

number?

reply

Set waiting for 

response flag 

TRUE

no

Received

Clear expected 

response and

ticks couter

EndConfig

Deactivate

config mode 

Configure 

parameters

NewConfig

return TRUE

Received 3 

NACKs

yes

NACK

no

yes

Assembly and 

send message

Set expected 

response and 

clear ticks couter

Turn LED off



100 

 

 
C.4 – Flowchart of the measure mode. 

Note: The Measure and Send blocks represent their homonymous functions, present in 

the GenericSensor library. 
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C.5 – Flowchart of the waiting mode. 

Note: The waiting mode is terminated when receiving messages or when all modes were 

waiting for too long. 
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