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Resumo

Dispositivos méveis sdo ubiquos e uma parte central do dia-a-dia. Esta ubiquidade levou a que Op-
eradores de Transportes Publicos desenvolvessem solugoes de bilhética que tirassem proveito das
capacidades destes dispositivos, alinhado com o crescimento em popularidade e normalizagao da tec-
nologia de NFC. Contudo, solugoes de bilhética mével estao sujeitas a serem comprometidas se existir
um atacante capaz de controlar o sistema operativo. Embora existam solu¢des baseadas numa ligacdo
a rede permanente, em certos cenarios, & necessario desenvolver uma solucao que permita que os
cartoes virtuais possam estar protegidos no dispositivo enquanto (1) é usada a interface NFC apenas
para comunicar com os validadores de bilhetes, e (2) necessitando de um nivel de confianga minimo
no sistema operativo. Esta tese pretende fornecer tal solugdo ao aproveitar os beneficios de ARM
TrustZone para o armazenamento de cartdes virtuais e execucao das transacoes criticas de aplicacdes
de bilhética moével. Propomos o DBStore, um sistema de gestdo de bases de dados baseado em
SQL que permite 0 armazenamento seguro de cartdes virtuais em bases de dados apoiadas por ARM
TrustZone. Embora o DBStore tenha sido desenolvido com o foco numa aplicagao real de HCE Mo-
bile Ticketing e as vulnerabilidades que esta apresenta, a sua aplicabilidade € mais vasta e pode ser
utilizado por qualquer aplicagao que necessite de armazenamento seguro de dados sensiveis. Imple-
mentamos protétipos com o objectivo de serem executados em hardware TrustZone real e a nossa

avaliagcdo mostra que o desempenho da solucédo induz em penalizacdes reduzidas sobre a aplicagao.

Palavras-Chave: ambientes de Execucdo Segura, ARM TrustZone, Seguranga, Aplicagdes
Android, Bilhética Mével
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Abstract

Mobile devices are ubiquitous and are a central part of everyday’s life. This ubiquity led Public Transport
Operators to develop ticketing solutions that could take advantage of the capabilities of such devices,
aligned with the growth in popularity and standardization of the NFC technology. However, mobile tick-
eting solutions are prone to be exploited if there is a malicious agent that can compromise the operating
system. Although there are security solutions based upon permanent network connectivity, in certain
settings, it is necessary to develop a solution that allows for virtual cards to be secured on the mobile
device while (1) using the NFC interface only to communicate with ticket validators, and (2) requiring
minimal trust in the operating system. This thesis aims to deliver such solution by leveraging the bene-
fits of ARM TrustZone for the storage of virtual cards and execution of the critical transactions of mobile
ticketing applications. We propose DBStore, an SQL-based management system that allows for the
secure storage of virtual cards in databases protected by ARM TrustZone. Although DBStore was devel-
oped with the focus on a real application, to be named as HCE Mobile Ticketing, and the vulnerabilities
it presents, its applicability is vaster and can be used by any application that requires secure storage
of sensitive data. We implemented prototypes aimed at running on real TrustZone hardware and our

evaluation shows that the performance of the solution induces small overheads to the application.

Keywords: Trusted Execution Environments, ARM TrustZone, Security, Android Applications,
Mobile Ticketing
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Chapter 1

Introduction

With the rise in popularity of mobile devices, ticketing solutions that leverage the capabilities of these
devices are attracting the interest from Public Transport Operators. As such, mobile ticketing applica-
tions are appearing, many of which require an online connection for the validation of cards. It is then
interesting to conceive a solution that can work of ine securely; this is challenging, however, because
many of the current security solutions rely on the correct behavior of the Operating System. This work
aims to contribute with a solution based on the ARM TrustZone technology that provides applications
with a secure and isolated environment for storage and operations over sensitive data, and we present

it in the context of an existing mobile ticketing operation.

1.1 Motivation

Mobile devices are present in everyone's daily life, and the great majority supports high-quality video
playback, games, web browsing and has made communication between people more practical than
ever. This changed the paradigm and led to mobile devices dominating digital media time over Personal
Computers, as a recent study shows [1]. Through online stores like Google's PlayStore, on Android, and
Apple's AppStore, on iOS, it is easier than ever to reach millions of potential customers, offering them a
new way to access existing services with added convenience.

Public Transport Operators (PTOs) looked at the proliferation of mobile devices as an incredible
business opportunity to not only attract new customers but to also deliver existing customers with an
updated way to use the service they are used to, but more conveniently. Mobile ticketing applications
would allow customers to buy tickets anytime and anywhere, without the hassle of carrying those tickets
in their wallets and needing exchange to purchase them. Thus, mobile ticketing solutions became a key
point for PTOs, but they are dependent on the technology offered by manufacturers, as the devices had
to emulate the behavior of physical contactless cards.

This dependency was very troubling, as there were not any clear standards that would guarantee
interoperability and consistency. To that end, the Near Field Communication (NFC) technology was cre-

ated as a standardized mode of communication between electronic devices. Among the things it de nes,



this standard speci es how an NFC enabled device can read or write data and how it can emulate cards.
Early solutions required a Secure Element (SE) for card emulation. This SE was usually a SIM card pro-
vided by a Mobile Network Operator (MNO), which contained a trustlet application responsible for the
card emulation. NFC communications were routed directly to the trustlet on the SIM card, which would
conduct the operations independently from the operating system. These solutions, however, were not
very simple, as they required negotiation between the service provider and the MNO for the installation
of the trustlet on the SIM card. Additionally, clients would need to change their SIM in order to be able
to use the service via their mobile devices. Version 4.4 of Android introduced the Host-Card Emulation
(HCE) technology [2], which allows an application running on the device's CPU to emulate a card and the
Operating System (OS) would route the NFC communication straight into the corresponding application.
This was a simpler solution, as it did not require any negotiation with MNOs.

Although HCE is a simpler solution, it provides weaker security guarantees when compared with SE.
This is worrying, as these HCE-based applications rely heavily on the OS for assuring the protection of
sensitive data. Given that the OS can be compromised by a rootkit malware or by the user rooting the
device, it cannot be trusted by either client or provider. Some solutions circumvent this problem by not
storing the actual cards, but instead a token of the card data which is itself stored on a remote cloud
server. This requires, however, online connection for validating cards. In this thesis, we are analyzing
the security requirements of a real-world application named HCE Mobile Ticketing, which uses HCE for
card emulation, to be able to design a solution that does not require relying on the integrity of the OS for

the protection of its sensitive data.

1.2 Goals and Requirements

The main drive behind this thesis is to develop a security mechanism for mobile devices that allows
secure storage of sensitive data and operations over it, leveraging the bene ts of ARM TrustZone tech-
nology, and focusing on the HCE Mobile Ticketing application. As such, the nal solution must be able

to deliver the following requirements:

No Alterations to the Front-End

As the HCE Mobile Ticketing application will need to store the card data locally on the device, card
validations will be done in an of ine fashion. This implies that no changes can be done on the validators
and that the application will need to fully emulate the behavior and the security guarantees of contactless

cards.

Small Trusted Computing Base and Attack Surface
It is important to guarantee that the proposed solution has a small TCB and attack surface. If both of
these properties are assured, applications using our solution can be sure that the sensitive data they

are trusting our solution to manage is done in a secure way and is not prone to vulnerabilities.

Support for General Applications

Although we are presenting this work in the scope of mobile ticketing applications, we aim to provide a



solution that can be used in a wide range of applications that require secure sensitive data management,

by allowing manufacturers to easily deploy it in their products for developers to use.

Developer Friendly
Our solution needs to have strict security protocols but provide an easy-to-use interface for developers.
That way, it is easy to integrate it with existing applications and bene t from the security guarantees it

provides.

Performance
It is important that the solution has good performance, namely validations, as this operation must be con-
ducted in a timely fashion. In a situation where the user is about to miss the transport, the performance

of the solution may be the difference between being able to board it or not.

1.3 Contributions

We thesis presents DBStore, a TrustZone-backed database management system for mobile applications
which provides an SQL interface to application-custom databases. A simple-to-use APl masks the
security protocols designed to defend against rollback and replay attacks, and provides con dentiality
and integrity protection of both the databases and SQL commands, including inputs and outputs. The
popularity of SQL and the fact that Android provides native support for SQLite make the programming
paradigm familiar among developers that require the storage and processing of structured data. As
such, the secure databases offered by DBStore, alongside with the respective security protocols, allow
implementing a secure ticketing application without requiring altering the validators. Furthermore, the
proposed mechanisms are generic and thus allow other applications that require secure storage within
the mobile device to take advantage of them, with the isolation being guaranteed by the TEE, backed by
the hardware protection offered by ARM TrustZone, and without the need of running arbitrary code on
the SW. This thesis presents DBStore as a solution for the real-world problem of HCE Mobile Ticketing
and the security requirements it has.

In summary, this work makes the following contributions:

Vulnerability analysis of the HCE Mobile Ticketing Application;
DBStore, a hovel trusted service which operates over databases it manages, backed by TrustZone;

Application of DBStore as a mechanism to improve the security of the HCE Mobile Ticketing Ap-

plication;
Implementation and evaluation of DBStore prototypes in the context of mobile ticketing.

The main results of this work have resulted in two publications, on SECRYPT'18 [3] and INFORUM'18
[4], detailing the architecture of DBStore, the challenges and vulnerabilities of the HCE Mobile Ticketing

application, and how DBStore could be used to tackle them.



1.4 Thesis Outline

The rest of this document is organized as follows. Chapter 2 discusses the Background and Related
work, by rst presenting the context of mobile ticketing upon which our work will be developed and meth-
ods for protecting mobile platforms, followed by an analysis of the related work on Trusted Execution
Environments, which is the security mechanism we have chosen to implement our solution. Chapter 3
presents the architecture of DBStore, and how it can be used to protect applications that require manag-
ing sensitive data, namely an application like HCE Mobile Ticketing. Chapter 4 details the two DBStore
prototypes we developed, including every component and the steps took in development. Chapter 5
presents the evaluation performed on the implemented prototypes and the conclusions we can reach.

The dissertation concludes with Chapter 6, where we draw the main conclusions over this work.



Chapter 2

Background and Related Work

This section provides some background on the state-of-the-art of ticketing technologies and the speci c
real-world case we'll be working on, the HCE Mobile Ticketing application, including the vulnerabilities
it presents. It ends with a presentation on the state-of-the-art of Trusted Execution Environments (TEE)

and alternative mobile security solutions.

2.1 Overview of Ticketing Technologies

This section presents the state of the art in ticketing technology. We start by providing a brief roadmap
of the evolution of ticketing mechanisms. Then, we focus in more detail on the most technologically
advanced solutions of today: smartcard-based ticketing and mobile ticketing.

The rst card solutions were based on embossed cards. Then, advancements in technology led
to the rst cards that were able to store information: magnetic stripe cards. These cards had a band
of magnetic material which was able to store data by modifying its magnetism. For banking, the next
evolutionary step was the appearance of contact smartcards based on the EMV standard, which is still
widely used nowadays for payments. These cards were more advanced than the magnetic stripes cards
as they had an embedded integrated circuit, which allowed for the storage of more data with increased
complexity. The next step was the appearance of contactless smartcards, which are used in many public
transport ticketing systems and are becoming more popular for payments as well. PTOs are now moving

mobile-based ticketing solutions.

2.1.1 Smartcard-based Ticketing

Contactless cards [5] are the most widespread ticketing method available currently. These cards contain
an integrated embedded circuit that, when in contact with a terminal, exchange data via radio waves.
The adoption of this technology provided both customers and PTOs with a humber of advantages, as
summarized in Table 1.

The fact that contactless cards are able to hold information brought many new business opportunities.

For one, the same card can be used for various transport methods, such as train, bus, and subway.



Clients Operators
Convenience and ease of access Better protection against fraud
Improves cost-ef ciency Less maintenance costs
Improves the protection of the fare token Facilitates faster boarding
Works better in harsh conditions Enables new business models for fares

Table 2.1: Contactless card advantages for clients and operators.

Figure 2.1: A Suica card on the left [6] and a terminal on the right [8].

Additionally, it can also be used for different services, like paying parking or buying a coffee. Suica, a
contactless card system used in Japan, is one of the rst implementations of this technology.

The contactless card environment can be split into two main different type of cards: smartcards and
memory cards. The rst, smartcards, are cards that have an embedded integrated circuit, which works
as a secure element with cryptographic capacities. It is the most widely used type of card, both in
payment and ticketing. It is usually complemented with security hardware on the readers. The second
type, memory cards, are cards that possess a non-volatile memory storage component, with the device's
security being dependent on each type of the proposed supports. Furthermore, the security is speci ¢ to
the type of implementation, which may leave it vulnerable to attacks, such as replay attacks and cloning.

Cards of this type will be the focus of the work being discussed on this report.

Case studies: Suica [6] is a prepaid, FeliCa-based [7] e-money card that can be used for PT and
shopping, being one of the rst implementations of contactless cards for these systems. It relieves the
client from the need of buying a ticket from a vending machine. Purchase of the card is done at dedicated
machines in Japan Railway East stations, with recharging being done at machines that display the Suica
mark. It can be used not only in Japan Railway East trains but in buses and subways as well. Additionally,
as long as it has credit, it can be used for a variety of other services, such as buying a newspaper or
lunch, without the need of physical currency, such as coins. Overall, by having a single card, traveling
becomes easier and more enjoyable.

The process goes as follows. First, the client passes the card through the reader at the entrance's
ticket gate. It is not necessary to buy a ticket (see Figure 2.1). Then, at the exit's ticket gate, the fare is
automatically calculated and discounted off the card. Finally, if the balance is insuf cient, the client will
need to add more credit to it. Note, however, that the card cannot be used for continuous travel between
areas. To do so, the client's travel will have to end in the area it began. The client will then have to

re-enter to be able to cross to another area.



Clients Operators

Easier and more convenient access to | Investment protection in fare management infras-
Public Transports tructures

Easier ticket reloading Better implementation exibility

Travel experiences richer in information | The opportunity to add value with new applications
and more accessible
More enjoyable journeys Opportunity to build regional nets of PTs

Table 2.2: Mobile ticketing advantages for clients and operators.

There are some other examples that can be referred, such as Oyster [9], in London, which is a
contactless card which can hold pay-as-you-go credit, as well as travelcards and bus and train passes
and supports automatic top-up. EasyCard [10], in Taiwan, is another example of a contactless card

ticketing system, more speci cally for the Taipei metro, bus, designated parking lots, among others.

2.1.2 Mobile Ticketing

Smartphones are now ubiquitous items, present in the pockets or purses of almost every individual. This
presents itself as a great opportunity for operators of public transports to evolve their ticketing systems,
especially when considering some disadvantages of contactless cards. For example, while a client
may need several different contactless cards in his/her wallet, he/she may use the same smartphone
to emulate all those cards. Given that smartphones accompany the clients, moving the cards to those
devices seems like a logical step. Table 2.2 summarizes the main advantages of mobile ticketing to both
clients and PTOs. This section provides an overview of a fundamental enabler technology (NFC) and
presents a few relevant case studies.

Mobile ticketing [5] allows for mobile devices to emulate contactless cards. To do so, the mobile
device must support Near-Field Communication (NFC) and have an application that allows to store and
access the card. As the mobile device will emulate the contactless card, no changes in the front of ce
of the PTO will be necessary; this leads to a seamless and simple integration of this new technology.
However, this implementation has been severely delayed due to the lack of proper standards and spec-
i cations that the manufacturers of mobile devices had to follow to guarantee interoperability. This has
changed recently due to the efforts of GSMA and the NFC Forum and mobile devices must now be
interoperable with de ned standards and speci cations ( ISO/IEC 14443, ISO/IEC 18092, NFC Forum

Analog) to guarantee interoperability.

Near Field Communication (NFC): NFC is a technology that allows for simple and bidirectional inter-
actions between electronic devices. With a low range and a one-touch user interface, it guarantees
that only intended transactions are conducted. The NFC Forum was founded in 2004 as a platform to
harmonize and standardize interoperability. NFC complements other popular wireless technologies by
using key elements of existing standards for contactless cards (ISO/IEC 14443), can be compatible with
existing contactless card infrastructures and allows for a consumer to use a single device for different

systems. It operates at a range of 13.56 MHz, with a maximum working distance of 10 centimeters and



speeds of up to 424 kbit/s [11].

NFC communicates via radio frequency and uses a protocol named Near Field Communication In-
terface and Protocol (NFCIP-1). This protocol has two communication modes: active mode and passive
mode. In the Active Mode, both Initiator and Target use their own RF eld to communicate. The Initiator
starts the NFCIP-1 transaction and the Target responds to an Initiator command in the Active commu-
nication mode by modulating its own RF eld. In the Passive Mode, the initiator generates the RF eld
and starts the transaction and the Target to an Initiator command in the Passive Mode by modulating
the Initiator's RF eld. This is known as load modulation. The General Protocol ow between NFCIP-1

devices goes as follows:

1. Any NFCIP-1 device must be in Target Mode initially, not generating any RF eld. It stays in that

mode waiting for a command from an Initiator;

2. The NFCIP-1 device may change to Initiator Mode and decide to use either Active or Passive

communication mode and transfer speed;

3. Initiators shall test for external RF eld presence and must not activate their RF eld if an external
RF eld is detected;

4. Otherwise, if an external RF eld is not detected, the Initiator may active its RF eld for the activa-

tion of the Target;

5. Exchange commands and responses in the same communication mode and transfer speed.

The messages traded between devices are called Application Protocol Data Units (APDUs). APDU
commands are divided into two categories: command APDUs and response APDUs. Command APDUs
are sent by the reader to the card, which contains an obligatory 4-byte header and command-speci c
data. Cards respond by sending a response APDU to the reader, containing an obligatory 2-byte header
and response-speci ¢ data. Applications supporting NFC are identi ed by an Application ID (AID).
APDUs and AIDs are specied in parts 4 and 5 of ISO/IEC 7816, respectively. The most relevant
standards related to mobile ticketing are shown in A.1.

The many advantages of mobile ticketing, motivated many companies to develop their own NFC
applications. Early implementations used a Secure Element (SE) to store the cards. This SE would
contain a trustlet application responsible for processing the APDUs it receives from a validator and for
answering back. Google's adoption of Host-based Card Emulation (HCE) [12] in version 4.4 of Android
OS led to many new opportunities for both issuers and providers to implement and deploy NFC solutions
without the need for an SE and Trusted Service Manager (TSM) infrastructure, as well as the need for

agreements with Secure Element Issuers (SEIs).

SE-based card emulation: The rst card emulation solutions that were available required an SE, which
contained both the card application and its credentials. A mobile application will also reside in the mobile

device, outside of the SE, containing the interface needed for communicating with the card application



Figure 2.2: TSM used to provision credentials (adapted from [12]).

stored in the SE. When in contact with a reader, the NFC Antenna looks for any "SELECT AID” APDU
and, when it detects one, routes it to the active SE.

The SE can be in an embedded secure smart card chip on the handset, on the SIM, on a Universal
Integrated Circuit Card (UICC), or on an SD card. Both SIM and UICC are issued by Mobile Network
Operators (MNOs), embedded SE are issued by mobile device manufacturers, and SEs on SD cards
are issued without any application provider. Credentials are provisioned via a Trusted Services Manager
(TSM), which also keeps the application itself. This requires a good amount of cooperation between
issuers, wallet providers, MNOs, among others. More speci cally, credentials in the SE are provisioned
in domains that follow the GlobalPlatform's speci cations, and each provider or issuer is assigned to a
speci ¢c domain, which is protected by cryptographic keys only known by the intervenients as to protect
from unauthorized access. A wallet application is required to be able to communicate with the application
residing in the SE. As such, the wallet application authenticates itself to the SE (usually via a PIN or

password) as to be able to access data. Figure 2.2 illustrates this architecture.

HCE-based card emulation: Host Card Emulation (HCE) [12] allows a mobile application to emulate a
contactless card and communicate with another NFC tag, such as a reader. Previous solutions required
a Secure Element, and all communication between mobile device and reader was routed to it without
any intervention by the OS. In Android, the HCE architecture uses service components known as HCE
Services, which can run in the background without any user interface and are protected by the OS
against user application attacks. APDUs are associated with services by an explicit declaration in the
manifest of the Android application.

Given the possible coexistence of NFC Card Emulation on an SE and using HCE, a procedure named
AID Routing is required, where the NFC Controller is able to associate an AID with an application running
in the Host CPU or on the SE and route requests to it. The NFC Controller implements a routing table,

which is populated by the OS, containing the AIDs of applications residing either in the Host CPU or



Figure 2.3: NFC communication with an SE (left) and with HCE Services running on the Host CPU
(right) [12].

in the SE, if there is one. This routing table consists of a list of routing rules, associating an AID with
a destination, which can be either on the Host CPU or on a connected SE. When the NFC Controller
receives a “SELECT AID” APDU, it procures the AID in the routing table and if a match is found it routes
the APDU and the ones following to the corresponding destination associated with that AID until another
“SELECT AID” APDU is received or the NFC link is broken. Both HCE and SE can exist in the same
mobile device, but the advantage of HCE is that it does not explicitly require an SE — instead, the SE can
be seen as complementary (i.e. to store credentials), if chosen to be used (see Figure 2.3). As such, an
application using HCE can be simply downloaded and installed from the Play Store, whereas with SE
the user usually needs to request one (i.e. a special SIM from its MNO). The storage of the credentials
associated with this HCE-based application is left to the developer's choice. They can be stored in the

application itself, on a Trusted Execution Environment (TEE) or in an SE.

Most mobile card emulation solutions nowadays are still SE-based, but solutions based on HCE are
becoming more popular, mostly using token-based solutions, where only a token is stored in the device,
with the actual data stored remotely. One such example is Rambus HCE Ticketing [13], which uses
tokenization and a connection to a cloud-storage server to guarantee that cards are not exploited locally
on the device and to authenticate operations. It also uses this online connection to validate cards. It
also provides PTOs with tools for travelers data and analytics which may be used for optimizing prices,

routes and ticket offers.

SE vs HCE: HCE-based ticketing presents advantages when compared with SE-based ticketing, but
it also comes with disadvantages and new vulnerabilities [14]. In terms of provisioning, HCE provides
more advantages, the biggest one being the removed necessity of an SE, which in turn removes the
need for MNO involvement. This leads to a simpli cation of the NFC ecosystem and makes it much
easier to develop applications, as they are independent of the SE issuer and don't require integration
with the mobile operator TSM. Additionally, the same HCE Services infrastructure can be reused for

multiple different applications.

Considering usability, it makes no difference for the consumer. It requires a newer version of An-
droid but, in contrast, requires no new SIM. Apart from this, using an SE-based or HCE-based ticketing

solution is essentially identical.

Lastly, the security aspect is a considerable problem with HCE. With the removal of the SE, there
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are no a priori requirements of where the credentials are to be stored. Some solutions use an "SE in
the Cloud” approach (such as CloudSE [15]), where the credentials are safely stored in a secure data
center and the device receives single-use credentials to be used on a single transaction. This requires,
however, some form of connection, which is not tolerable in systems that want to work purely of ine
and brings the problem of how the secure data center can authenticate a legit device and user. These
credentials can also be stored in the application data, which leads to the second major security problem,
rooted devices. With a rooted device, a user or malware can freely access any information stored on
the device, including application data. As such, the stored credentials can be attacked. Additionally,
malware can potentially be able to root the device (see RootSmart [16]). Denial of service is also a
possible attack if the malware is able to change the routing table. These problems will be discussed in

greater detail in the following sections.

Reuvisiting Suica: Smartphone usage growth in Japan motivated the leaders of JR East to nd a mobile-
based solution [17]. Since 2006, mobile wallet-enabled devices were able to be used to travel in Japan,
only requiring a FeliCa SIM to store data on its secure element. Mobile Suica was the application that
made it possible, and it offered new features that a contactless card could not, such as the ability to add

and check balance.

Figure 2.4: Mobile Suica operating via NFC on an iPhone [18].

However, this solution was rather limited, as it required a dedicated SIM card. With the rise in
popularity of HCE, JR East decided to take the next step and expand Mobile Suica to also support NFC-
enabled Android devices, which has been available since 2011. It had a number of advantages for both
customers and operator, like the ability to have multiple services on the same device and, given that
NFC is a standard, it paves the way to interoperability across Japan, enlarging JR East's client base.
Additionally, in 2016, with the release of Apple Pay in Japan, Mobile Suica also became compatible with

iPhones, further enlarging its potential (see Figure 2.4).

2.2 HCE Mobile Ticketing

The many advantages of mobile ticketing discussed above have motivated companies to develop HCE
mobile ticketing solutions. It is important that these solutions deliver the same security as the physical

contactless cards they emulate, like the isolation of data, its integrity, and con dentiality. In this work,
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