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Resumo

Nesta dissertação propomos um sistema de tipos que garante a segurança computacional de um pro-

tocolo de Ping-Pong contra ataques de eavesdropping e de adversário Byzantine. É feita uma breve

introdução teórica ao modelo de Dolev-Yao e a sistemas de tipos como ferramenta para demonstrar a

propriedade de não-interferência. Revemos ainda alguns resultados sobre o problema da segurança

de protocolos numa rede de Dolev-Yao. Apresentamos também o conceito de máquina de Turing in-

teractiva e introduzimos um novo modelo formal para um sistema constituı́do por várias máquinas in-

teractivas. Finalmente, demonstramos que um protocolo de comunicação de tipo Ping-Pong é seguro

contra um ataque de eavesdropper e que, acrescentando um sistema de assinaturas digital adequado,

é igualmente seguro contra um possı́vel ataque de adversário Byzantine.

Palavras-chave: sistemas de tipos, modelo de Dolev-Yao, máquina de Turing interactiva,

protocolos de Ping-Pong, ataque de eavesdropping, ataque de adversário Byzantine
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Abstract

In this dissertation we propose a type system that guarantees the computational security of a Ping-Pong

protocol against both eavesdropping and Byzantine attacks. A brief survey is made covering the Dolev-

Yao model and type systems as a tool for proving the non-interference property. Some important results

concerning the protocol security problem on a Dolev-Yao network are reviewed. We also present the

concept of an interactive Turing machine, and a new formal model for a system of interactive machines

is introduced. Using these interactive systems, we prove that a ping-pong protocol is secure against

eavesdropping attacks. Finally, we show that by adding an adequate digital scheme signature this type

of protocols is also secure against Byzantine attacks.

Keywords: type systems, Dolev-Yao model, interactive Turing machine, Ping-Pong protocols,

eavesdropping attack, Byzantine attack
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Chapter 1

Introduction

This thesis is dedicated to the theoretical study of the security protocol analysis problem. As such, it

includes a self-contained introduction to one of the most important tools to approach the problem: type

theory.

1.1 About Type Theory

First-order logic is irrefutably an effective logic for theory, but it is a rather awkward logic for practice.

In fact, many basic mathematical concepts, such as the completeness principle for the real numbers or

the transitive closure of a relation, cannot be directly expressed in first-order logic. As a result, mathe-

maticians almost never use first-order logic to actually do mathematics as the benefits fall well short of

justifying the pain and tedium that is involved in developing mathematical ideas in that logic. Whenever

they need a more practical logic, the usual choice is an old relative of first-order logic called simple

type theory. Simple type theory, also known as higher-order logic, is based on the same principles as

first-order logic but differs from first-order logic in two major aspects. Firstly, terms can be higher-order,

which means they can denote higher-order values such as sets, relations, and functions. Predicates and

functions can hence be applied to higher-order terms, and quantification can be applied to higher-order

variables in formulas. Secondly, the class of terms is organized into what is called types, which denote

nonempty sets of values. These types restrict the scope of variables, control the formation of terms and

provide a way to classify terms by their values.

This logic was originally introduced by Bertrand Russell, who proposed in 1908 a theory now known

as the ramified theory of types. Russell wanted a logic that would be free from the set-theoretic para-

doxes such as Russell’s paradox about the set of all sets that are not members of themselves, as well

as the semantic paradoxes such as Richard’s paradox regarding the cardinality of the set of definable

real numbers. As a result, the ramified theory of types was formulated with the so-called vicious-circle

principle which states that no object or property may be introduced by a definition that depends on that

object or property itself. This safety principle was enforced with a hierarchy of levels of types.

A few years later, Russell and his former professor, Alfred North Whitehead, used the ramified the-
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ory of types as the logical basis for their monumental, three-volume Principia Mathematica, the first

attempt to formalize a significant portion of mathematics starting from first principles. Unfortunately, in

order to formalize standard proofs of inductions, Russell and Whitehead had to introduce the Axiom of

Reducibility, which in effect nullifies the safety principle.

In the 1920s, Leon Chwistek and Frank P. Ramsey noticed that by eliminating the Axiom of Re-

ducibility it is possible to collapse the complicated hierarchy of levels of types in the ramified theory. The

resulting simplified logic is now called the simple theory of types. This logic is then equivalent to the

ramified theory of types plus the Axiom of Reducibility.

In 1940, Alonzo Church presented an elegant formulation of simple type theory, which became known

as the simply typed lambda calculus. This theory is based on functions instead of relations, and incor-

porates special machinery (such as the lambda-notation and lambda-conversion) to build and apply

functions. Church’s type theory has had a profound impact on computer science, particularly in the ar-

eas of computer theorem proving, formal methods, computational logic and formalized mathematics. In

fact, it has given rise to the field of type theory in computer science, which has been a popular choice

for the logical basis of computer theorem proving systems.

Type theory in computer science is the study of type systems, which are generally formulated as

collections of rules for checking the consistency of programs. This kind of checking exposes not only

trivial mental slips, but also deeper conceptual errors frequently manifested as type errors.

The earliest type systems (e.g., FORTRAN) were developed in the 1950s and were mostly used to

improve efficiency of numerical calculations by differentiating between natural-number-valued variables

and arithmetic expressions and real-valued ones. The compiler could then use different representations

and generate adequate machine instructions for arithmetic operations. In the late 1950s, type systems

such as ALGOL extended this classification to structured data and higher-order functions. As of the

1970s, these foundations have been extended in many other directions. For a more detailed description

of the history of type systems the author recommends either [1] or, for a lighter reading, [2].

Besides their traditional benefits of efficiency and robustness, type systems play a central role in

computer and network security. As a matter of fact, static typing is at the core of the security models of

Java and is also the most prominent technology for Proof-Carrying Code. Moreover, they are used to

organize compilers, structure information on the web and verify communication protocols.

1.2 About Dolev-Yao models and Interactive Turing Machines

Proving the security of cryptographic protocols has been a major concern ever since the first flaws were

discovered in some established protocols. Rigorous approaches were then developed, allowing the

analysis of many protocols with respect to various security models. Over the last thirty years, two major

families of security models with very little in common have been used by two different communities.

The first class of models is the computational ones. In these models, security is defined in a se-

mantic way by requiring that the probability of success of any attacker is negligible. All logical attacks

implementable by a probabilistic polynomial-time Turing machine can then be considered. If one follows
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this approach, then a proof of security must consist in a reduction proof. This means that from any hy-

pothetical attack one must show how to build a random polynomial algorithm that solves an intractable

problem. If this is achieved, then the computational model is considered strongly secure.

The second class of models is used by the community of formal methods and includes typically the

Dolev-Yao model and the Spi-calculus. By focusing on the protocol layer, these models become very

suitable for analyzing attacks that result from complex interactions between an active attacker and a

possible unbounded number of parallel sessions. In fact, proving a protocol’s security against this type

of attacks is a hard task to accomplish in the computational models, since a passive attack may already

lead to a highly complex reduction proof.

Formal models are the basis for many automatic tools used to verify protocols. These tools typically

abstract from cryptography by deterministic operations on algebraic terms. The algebraic terms are then

handled symbolically and never evaluated to bitstrings. In other words, the tools perform abstract alge-

braic manipulations on trees consisting of operators and base messages, using only a pre-determined

set of rules and abstract models (e.g. the DY model) of networks and adversaries.

In this thesis, we will focus only on the Dolev-Yao models. In 1983, Dolev and Yao (see [3]) presented

a basic model for analyzing the security of interactive cryptographic protocols. Under their model, the

intruder is in full control of the network being able to read, modify, create and delete messages. These

messages are assumed to be algebraic terms rather than bit-strings. The network is then represented

by a set of abstract machines (which correspond to the honest agents) that can exchange messages.

The characteristics of the Dolev-Yao model may suggest the use of a system of Interactive Turing

Machines (see [4]) to represent the network. Putting it in other words, each agent can be seen as an

Interactive Turing Machine (ITM), which is essentially a Turing Machine with additional shared tapes for

exchanging information with other similar machines. All the shared tapes are then completely controlled

by the intruder, who is able to freely modify its content.

1.3 Thesis overview

In this thesis, we give an overview of some of the fundamental tools for analysing the security of commu-

nication protocols, and then use them to prove new (as far as known by the author) results concerning

the security of a special class of protocols. Our primary goal is to generalize the non-interference theo-

rem for a network of multiple agents who can communicate with each other.

The first chapter is dedicated to introducing type systems as a useful tool for proving security prop-

erties on imperative programs. We start off by providing a typing set of rules for a simple imperative

language, and then show that the non-interference property applies to the considered language. In

Chapter 3, we give a detailed description of the Dolev-Yao model and show some already known results

on the problem of protocol security in a Dolev-Yao network. Next, we move on to presenting a new (as

far as we know) formal model for a System of Interactive Turing Machines and we finish the chapter with

two computability results for a particular system of ITM’s. The last two chapters are dedicated to prov-

ing two security theorems for communication protocols following two different variations of a Dolev-Yao
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model. In chapter 5 we show how to emulate a certain kind of protocols with a system of Interactive

Turing Machines and then we prove the security of those protocols against a passive eavesdropping at-

tack. Chapter 6 takes this result one step further, by showing that a modified version of these protocols

is secure against the attack of an active eavesdropper.
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Chapter 2

Basic Principles of Secure Information

Flow

2.1 Noninterference property

The aim of secure information flow analysis is to prove that the execution of a given program will not leak

sensitive information. For that purpose, we start by classifying program variables into different security

levels. A very simple approach is to consider only two distinct levels, L and H, meaning low security

or public information, and high security or private information, respectively. The security goal is then to

prevent information in H variables from being leaked improperly (by flowing to L variables, for instance).

One might also want to consider a more general setting by defining a lattice of security levels. In this

case, the goal is to ensure that information can only flow upwards.

In order to formalize this idea of preventing undesired leaked information, the following property had

been proposed (see [5]).

Definition 2.1 (Noninterference). A program c is said to satisfy the noninterference property if for any

memories µ and ν that agree on L variables, the memories produced by running c on µ and ν also agree

on L variables (provided that both runs terminate successfully).

In other words, the property of noninterference guarantees that final values of L variables do not say

anything about the initial values of H variables.

We also highlight that definition 2.1 is only applicable to deterministic programs. The corresponding

property for nondeterministic programs will be given in a later section of this chapter.

2.2 Typing Principles

We now introduce type systems as a tool for ensuring noninterference properties. For simplicity, we

begin by considering only two security levels, namely H and L, and a simple imperative language,

which from now on will be called L. The syntax of L is presented in Figure 2.1.
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(phrases) p ::= e | c

(expressions) e ::= x | n | e1 + e2 | e1 − e2 | . . .

(commands) c ::= x := e |

skip |

if e then c1 else c2 |

while e do c |

c1; c2

Figure 2.1: Syntax of L

Herein the variables x and n are used to denote an identifier and an integer, respectively. Integers are

the only values. Also, we will use 0 for false and nonzero for true. In order to describe the execution of a

program, we also need to introduce a memory mapping µ, which establishes a correspondence between

identifiers and values. Then we define a configuration as either a pair (c, µ), where the command c is

yet to be executed, or simply a memory µ in which case the command has already terminated yielding

final memory µ.

Figure 2.2 shows the standard structural operational semantics (see [5]) whose rules define a tran-

sition relation −→ on configurations.

(UPDATE)
x ∈ dom(µ)
(x := e, µ) −→ µ[x := µ(e)]

(NO-OP) (skip, µ) −→ µ

(BRANCH)
µ(e) 6= 0
(if e then c1 else c2, µ) −→ (c1, µ)

µ(e) = 0
(if e then c1 else c2, µ) −→ (c2, µ)

(LOOP)
µ(e) = 0
(while e do c, µ) −→ µ

µ(e) 6= 0
(while e do c, µ) −→ (c; while e do c, µ)

(SEQUENCE)
(c1, µ) −→ µ′

(c1; c2, µ) −→ (c2, µ
′)

(c1, µ) −→ (c′1, µ
′)

(c1; c2, µ) −→ (c′1; c2, µ
′)

Figure 2.2: Structural Operational Semantics

Using this language, we define a type system with two security levels (H and L) that is based on the

following principles:

• Classification of expressions: An expression is said to be H if it contains any H variables; other-

wise, it is said to be L.
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• Prevention of explicit flows: An H expression can never be assigned to a L variable.

• Prevention of implicit flows: A guarded command with a H guard can never be assigned to a L

variable.

The security types for this system are:

(data types) τ ::= L | H

(phrase types) ρ ::= τ | τ var | τ cmd

We also introduce an identifier typing Γ that maps each variable to a type of the form τ var, according

to the security type of the variable. The typing judgement Γ ` p : ρ can then be read as ”from identifier

typing Γ, the phrase p has type ρ”. The typing rules for this system are presented in Figure 2.3.

These rules can be further enriched using subtyping judgements of the form ρ1 ⊆ ρ2. We have

detailed the subtyping rules in Figure 2.4.

(R-VAL)
Γ(x) = τ var
Γ ` x : τ

(INT) Γ ` n : L

(PLUS)
Γ ` e1 : τ, Γ ` e2 : τ
Γ ` e1 + e2 : τ

(ASSIGN)
Γ ` x : τ, Γ ` e : τ
Γ ` x := e : τ cmd

(SKIP) Γ ` skip : H cmd

(IF)

Γ ` e : τ
Γ ` c1 : τ cmd
Γ ` c2 : τ cmd
Γ ` if e then c1 else c2 : τ cmd

(WHILE)

Γ ` e : τ
Γ ` c : τ cmd
Γ ` while e do c : τ cmd

(COMPOSE)

Γ ` c1 : τ cmd
Γ ` c2 : τ cmd
Γ ` c1; c2 : τ cmd

Figure 2.3: Typing Rules

The next step is to prove that programs that are well typed under this system always satisfy the

noninterference property. For that we need the following two lemmas.

Lemma 2.1 (Simple Security). If Γ ` e : τ , then the expression e contains only variables of level τ or

lower.

Proof. By induction on the structure of e.
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(BASE) L ⊆ H

(CMD)
τ ′ ⊆ τ
τ cmd ⊆ τ ′ cmd

(REFLEX) ρ ⊆ ρ

(TRANS)
ρ1 ⊆ ρ2, ρ2 ⊆ ρ3
ρ1 ⊆ ρ3

(SUBSUMP)
Γ ` p : ρ1, ρ1 ⊆ ρ2
Γ ` p : ρ2

Figure 2.4: Subtyping Rules

• Expression e is a variable x. Then by the R-val rule of the defined type system we have Γ(x) =

τ var, which means the only variable of e is of level τ .

• Expression e is an integer n. In this case e does not contain any variables and therefore the

assertion is trivially true.

• Expression e is e1 + e2. According to the plus rule, we have Γ ` e1 : τ and Γ ` e2 : τ . The result

follows then by the induction hypothesis.

Lemma 2.2 (Confinement). If Γ ` c : τ cmd, then the command c assigns only to variables of level τ or

higher.

Proof. By induction on the structure of c.

• Command c is x := e. In this case, the only assigned variable is x, which by the assign rule has

type τ .

• Command c is skip. In this case the command c does not assign to any variables and therefore

the assertion is trivially true.

• Command c is while e do c′. Then by the while rule, we have Γ ` c′ : τ cmd. By the induction

hypothesis, c′ assigns only to variables of level τ or higher, and the result follows.

• Command c is if e then c1 else c2. According to the if rule, we have Γ ` c1 : τ cmd and Γ ` c2 :

τ cmd. The result follows once again by the induction hypothesis.

• Command c is c1; c2. This case is analogous to the previous one.

Before stating the final noninterference theorem, we introduce the definition of L-equivalent memo-

ries.

Definition 2.2. Two memories µ and ν are said to be L-equivalent, written µ ∼L ν, if they agree on the

values of L variables.
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Theorem 2.1 (Noninterference). Let c be a well typed command and µ, ν be L-equivalent memories. If

c runs successfully under both µ and ν, producing final memories µ′ and ν′, respectively, then µ′ and ν′

are also L-equivalent memories.

Proof. We prove the result by induction on the length of the execution (c, µ) −→ µ′. There are two base

cases to consider:

• The program c is an assignment x := e. If the variable x is L, then according to the assign rule we

also have e : L. By the Simple Security lemma 2.1 it follows that e contains only L variables. Since

µ ∼L ν by assumption, we have µ(e) = ν(e), which means that µ′ ∼L ν′. If x is H, then c does not

change any L variables, and hence µ′ ∼L ν′.

• The program c is skip. By the skip rule of the type system, c is H cmd. Using the Confinement

lemma 2.2 we conclude that c assigns only to H variables, which means that µ′ ∼L ν′.

The inductive step includes the loop, branch and sequence operations:

• The program c is while e do c′. If expression e is L, then by the Simple Security lemma µ(e) = ν(e).

This means that both executions (while e do c′, µ) −→ µ′ and (while e do c′, ν) −→ ν′ begin in the

same way. If the loop guard is false, i.e., µ(e) = ν(e) = 0, then µ′ = µ and ν′ = ν, which means

µ′ ∼L ν′. Otherwise, these executions go to (c′; while e do c′, µ) and to (c′; while e do c′, ν) and

the result follows by the sequence operation case.

If, on the other hand, e is H, then by the while typing rule, c′ has type H cmd. It follows by the

Confinement lemma that c′ assigns only to H variables, which means that µ ∼L µ′ and ν ∼L ν′.

Hence, µ′ ∼L ν′.

• The program c is if e then c1 else c2. If expression e is L, then by Simple Security µ(e) = ν(e) and

thus both executions (if e then c1 else c2, µ) −→ µ′ and (if e then c1 else c2, ν) −→ ν′ begin in

the same way. If µ(e) = ν(e) = 0, then these executions go to (c2, µ) and to (c2, ν) and the result

follows by the induction hypothesis. The case for µ(e) = ν(e) = 1 is analogous.

If e is H instead, then by the if typing rule, both c1 and c2 have type H cmd. Then by Confinement,

both programs assign only to H variables, which implies µ′ ∼L ν′.

• The program c is c1; c2. By the induction hypothesis, memories µ′ and ν′ produced from executions

(c1; c2, µ) −→ (c2, µ
′) and (c1; c2, ν) −→ (c2, ν

′) are L-equivalent. In a similar way, memories µ′′

and ν′′ produced from executions (c2, µ
′) −→ µ′′ and (c2, ν

′) −→ ν′′ are also L-equivalent.

2.3 Concurrency

In this section we extend the previously considered language by adding the existence of multiple threads

under a shared memory. As a first observation we highlight that definition 2.1 of noninterference is now
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inadequate, since a program c running twice under the same memory µ can produce two different

memories µ′ and µ′′ such that µ′ �L µ′′. A more suitable property for a multi-threaded program is the

possibilistic noninterference.

Definition 2.3 (Possibilistic Noninterference). A program c is said to satisfy the possibilistic noninterfer-

ence property if, for any memories µ and ν that agree on L variables, there are possible final memories

µ′ and ν′, obtained by running c on µ and ν, respectively, that also agree on L variables.

In order to ensure possibilistic noninterference in a language with multiple threads additional typing

rules must be added to the system. In fact, one can find multi-threaded programs that satisfy the typing

rules in Figures 2.3 and 2.4 but violate the possibilistic noninterference property. The example shown

in Figure 2.5 (which is from Smith and Volprano [6]) illustrates this situation. In this program the initial

values of all variables are 0, except mask, whose value is a power of 2, and secret, whose value is

arbitrary.

We now describe a type system for ensuring probabilistic noninterference in multi-threaded pro-

grams. In this system, timing flows are prevented by demanding that a command whose running time

depends on H variables is not sequentially followed by an assignment to a L variable. This restriction

is of utmost importance in a multi-threaded setting for if another thread assigns to the same L variable,

then the likely order in which the assignments occur (and thus the likely final value of the L variable)

depends on H information.

The security types for this system are the following:

(data types) τ ::= L | H

(phrase types) ρ ::= τ | τ var | τ1 cmd τ2 | τ cmd n

The new command types can be read as follows:

• A command c has type τ1 cmd τ2 if it assigns only to variables of type τ1 or higher, and its running

time depends only on variables of type τ2 or lower.

• A command c has type τ cmd n if it assigns only to variables of type τ or higher, and it is guaranteed

to terminate in exactly n steps.

The typing and subtyping rules of the described system are presented in Figures 2.6 and 2.7, respec-

tively. In these rules, the join and meet operations (denoted ∧ and ∨, respectively) have been introduced

as well as the new command protect c. This command helps in hiding timing variations by running c in

only single step.

It can be shown that well-typed multi-threaded programs satisfy the probabilistic noninterference

property. The general idea behind the proof consists in establishing that a well-typed thread c running

under two L-equivalent memories makes the exact same assignments to L variables in both runs, and

at the same times. The interested reader can find the details in [5].

10



Thread α:

while (mask != 0) {

while (trigger0 == 0)

;

leak = leak | mask;

trigger0 = 0;

maintrigger++;

if (maintrigger == 1)

trigger1 = 1;

}

Thread β:

while (mask != 0) {

while (trigger1 == 0)

;

leak = leak & ~mask;

trigger1 = 0;

maintrigger++;

if (maintrigger == 1)

trigger0 = 1;

}

Thread γ:

while (mask != 0) {

maintrigger = 0;

if (secret & mask == 0)

trigger0 = 1;

else

trigger1 = 1;

while (maintrigger != 2)

;

mask = mask/2;

}

trigger0 = 1;

trigger1 = 1;

Figure 2.5: A multi-threaded program that leaks secret
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(R-VAL)
Γ(x) = τ var
Γ ` x : τ

(INT) Γ ` n : L

(PLUS)
Γ ` e1 : τ, Γ ` e2 : τ
Γ ` e1 + e2 : τ

(ASSIGN)
Γ(x) = τ var, Γ ` e : τ
Γ ` x := e : τ cmd 1

(SKIP) Γ ` skip : H cmd 1

(IF)

Γ ` e : τ
Γ ` c1 : τ cmd n
Γ ` c2 : τ cmd n
Γ ` if e then c1 else c2 : τ cmd n+ 1

Γ ` e : τ1
τ1 ⊆ τ2
Γ ` c1 : τ2 cmd τ3
Γ ` c2 : τ2 cmd τ3
Γ ` if e then c1 else c2 : τ2 cmd τ1 ∨ τ3

(WHILE)

Γ ` e : τ1
τ1 ⊆ τ2
τ3 ⊆ τ2
Γ ` c : τ2 cmd τ3
Γ ` while e do c : τ2 cmd τ1 ∨ τ3

(COMPOSE)

Γ ` c1 : τ cmd m
Γ ` c2 : τ cmd n
Γ ` c1; c2 : τ cmd m+ n

Γ ` c1 : τ1 cmd τ2
τ2 ⊆ τ3
Γ ` c2 : τ3 cmd τ4
Γ ` c1; c2 : τ1 ∧ τ3 cmd τ2 ∨ τ4

(PROTECT)

Γ ` c : τ1 cmd τ2
c contains no while loops
Γ ` protect c : τ1 cmd 1

Figure 2.6: Typing rules for multi-threaded programs
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(BASE) L ⊆ H

(CMD)
τ ′1 ⊆ τ1, τ2 ⊆ τ ′2
τ1 cmd τ2 ⊆ τ ′1 cmd τ ′2

τ ′ ⊆ τ
τ cmd n ⊆ τ ′ cmd n

τ cmd n ⊆ τ cmd L

(REFLEX) ρ ⊆ ρ

(TRANS)
ρ1 ⊆ ρ2, ρ2 ⊆ ρ3
ρ1 ⊆ ρ3

(SUBSUMP)
Γ ` p : ρ1, ρ1 ⊆ ρ2
Γ ` p : ρ2

Figure 2.7: Subtyping rules for multi-threaded programs
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Chapter 3

Protocol security in a Dolev-Yao

model

Security protocols are in general difficult to design and analyze. Besides all the subtleties involving

various cryptographic primitives, most protocols are intended to operate correctly with several instances

of the protocol being executed in parallel. Consider, for example, a basic client-server protocol that allows

each client to request permission for a session, open that session, halt and reopen, and then finally

close the session. This might seem a fairly simple protocol, but if multiple clients simultaneously request

multiple sessions with the same server, then a malicious attacker may combine data from separate

sessions in an attempt to confuse the server. As we can see from this example, the verification of a

protocol may require analyzing relatively complicated attacks that combine data from any number of

valid or aborted runs of the protocol.

As many of the published security protocols presented subtle flaws, past researchers have devised

a variety of formal methods for protocol analysis. Most formal approaches of protocol execution and

attack adopt the so-called Dolev-Yao model of protocol execution and attack, which involves idealized

assumptions about cryptographic primitives and a nondeterministic adversary.

In this specific model, there are two kinds of active parties: honest participants and the intruder. The

honest participants always follow the protocol without any deviation. They can engage in multiple runs of

the protocol simultaneously and with different parties. The intruder is an agent who has complete control

over the network. He can impersonate other agents, prevent messages from reaching their destination,

or reroute them to other agents. He can also generate messages from the knowledge he has acquired

and send them to any agent, or even decrypt messages using his current knowledge. However, he is

not capable of breaking any encryption whose corresponding key he does not know. Since cryptography

is assumed to be perfect, this is the same to say that the intruder truly learns nothing at all about the

underlying plaintext of a ciphered message.
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3.1 Modelling Security Protocols

We will consider a model of protocols similar to that in [7]. The actions of honest agents are specified as a

partially ordered list that to each received message associates its corresponding response. The activity

of the intruder is modeled by rewrite rules on sets of messages. All the procedures of the initialization

phase (as distributing keys or other information between agents) are assumed to be implicit.

Language

In the Dolev-Yao model, messages are assumed to be elements of an algebra A of values, and they can

be either atomic or compound. Each atomic message belongs to exactly one of the following sets:

• Names (set of agent names);

• Nonces (set of random nonces);

• KPub (set of public keys);

• KPriv (set of private keys).

The compound messages are built using either a pairing operation, denoted by 〈m1,m2〉 or one of

the cryptographic operators: {m}k (for the public-key encryption of m with the key k) and {|m1|}m2 (for

the symmetric encryption of m1 with m2).

Any messagem can be used as a key for symmetric encryption but only messages from KPub∪KPriv
can be used for public-key encryption. If k ∈ KPub is a public key (resp., private key), then k−1 ∈ KPriv
(resp., k−1 ∈ KPub) and k−1p denotes the corresponding private key (resp., public key). Likewise, if k is a

symmetric key, then k−1 denotes the same key. Moreover, we require that there is a bijection

inv : KPub −→ KPriv

such that k−1 denotes inv(k) when k is a public key and inv−1(k) when k is a private key.

The following grammar generates then the messages of the protocol:

msg ::= Atoms | 〈msg,msg〉 | {msg}Keys | {|msg|}msg

For simplicity, we have denoted the set KPub∪KPriv byKeys. When there is no risk for confusion, we

will denote by m1,m2, . . . ,mn the set of messages {m1,m2, . . . ,mn}. Also, given two sets of messages

M1 and M2, we denote by M1,M2 the union of their elements, and given a set of messages M and a

message t, we denote by M, t the set M ∪ {t}.

Protocol Specification

In order to describe each step of the protocol we introduce message terms (or terms for short). Let V ar

be a finite set of variables. The set of terms is then generated by the following grammar:
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term ::= V ar | Atoms | 〈term, term〉 | {term}Keys | {|term|}term

We denote by V ar(t) the set of all the variables that occur in the term t. A substitution is a mapping that

assigns terms to variables and a ground substitution is a mapping that assigns messages to variables.

We write tσ for the application of a substitution σ to a term t. We also write [x ← u] for the substitution

σ defined by

σ(y) =

u , if y = x;

y , otherwise.

Definition 3.1 (Set of subterms). Let t be a term. The set of subterms of t, denoted as Sub(t) is defined

recursively as follows:

• Sub(t) = {t}, if t ∈ Atoms;

• Sub(t) = Sub(x) ∪ Sub(y) ∪ {〈x, y〉}, if t = 〈x, y〉;

• Sub(t) = Sub(x) ∪ Sub(y) ∪ {{x}y}, if t = {x}y;

• Sub(t) = Sub(x) ∪ Sub(y) ∪ {{|x|}y}, if t = {|x|}y.

These definitions can be extended to a set of terms E in the usual way.

A protocol consists of the finite set of agent names Names and, for each agent name A, a partially

ordered list of steps (WA, <WA
). Observe that a partial order is crucial to ensure that the actions of

each individual are performed in the correct order. Each step of the protocol is specified by a couple of

terms denoted R⇒ S. This notation means that an agent A has received a message R to which he has

replied a message S.

Definition 3.2 (Protocol Specification). A protocol specification P is given by the set

{(ι, Rι ⇒ Sι) | ι ∈ I}

where I = {(A, i) | A ∈ Names and i ∈WA}.

Every protocol session is initiated and closed with the fixed messages Init and End, respectively. An

environment for a protocol is a set of messages.

Definition 3.3 (Correct execution order). A correct execution order π is a one-to-one mapping π : I →

{1, . . . , |I|} such that

π(A, i) < π(A, j)

for all A ∈ Names and i <WA
j.

The mapping π from the previous definition establishes an execution order for the steps of the pro-

tocol that is compatible with the partial order associated to each agent. We can now present a rigorous

definition of a protocol execution.
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Definition 3.4 (Protocol execution). A protocol execution is given by a ground substitution σ, a correct

execution order π and a sequence of environmentsE0, . . . , E|I| that satisfies the following two conditions:

1. Init ∈ E0 and End ∈ E|I|;

2. Rπ−1(k)σ ∈ Ek−1 and Sπ−1(k)σ ∈ Ek for all 1 ≤ k ≤ |I|.

Condition 2 in definition 3.4 requires that the corresponding response Sισ is added to the next envi-

ronment whenever message Rισ is present in the current one.

Example 3.1 (The Needham Schroeder public-key protocol). As an example, we give the steps of the

Needham Schroeder protocol for our setting. This is a protocol that aims at providing mutual authenti-

cation between two parties communicating on a network. Herein we present a simplified version of the

protocol, where the use of a trusted server to distribute the public keys is omitted. The public-keys of

agents A and B are denoted by KA and KB , respectively.

The protocol runs as follows:

A −→ B : {A,NA}KB

B −→ A : {NA, NB}KA

A −→ B : {NB}KB

In the first step, A chooses a random nonce NA and sends it to B alongside A’s identity. Then, B

chooses another random nonce NB and sends it to A along with NA to prove his ability to decrypt with

KB . In the third and last step, A sends NB to B to prove his ability to decrypt with KA.

In our protocol specification, this is described as follows:

((A,1), Init ⇒ {〈NA,KA〉}KB
)

((A,2), {〈NA, NB〉}KA
⇒ {NB}KB

)

((B,1), {〈NA,KA〉}KB
⇒ {〈NA, NB〉}KA

)

((B,2), {NB}KB
⇒ End )

The orderings on the protocol steps are the expected ones: WA = WB = {1, 2} with 1 <WA
2 and

1 <WB
2.

As a last remark, we notice that with this protocol specification honest agents are not allowed to

generate any new data. However, this is not a truly restrictive condition for with a finite number of

sessions new datas can be thought of as agents’s initial knowledge.

The intruder

As we described earlier in this chapter, the intruder of the Dolev-Yao model has the ability to eavesdrop,

to reroute and replay messages, to compose and decompose, to encrypt and decrypt whenever he has
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the key, and to generate and send new messages to other agents under a false identity. Herein we will

assume, without loss of generality, that he reroutes messages in a systematic manner, possibly altering

them before sending them to a new receiver under the identity of the official sender. In other words,

we can say that the intruder acts as a mediator between every single communication. Formally, the

modifications on messages made by the intruder are simulated by rewrite rules on sets of messages.

Table 3.1 presents the intruder rewrite rules, dividing them according to their action on messages: rules

for composing and rules for decomposing.

Decomposition rules Composition rules

Ld(〈a, b〉) : 〈a, b〉 → a, b, 〈a, b〉 Lc(〈a, b〉) : a, b→ a, b, 〈a, b〉

Ld({a}K) : {a}K ,K−1 → {a}K ,K−1, a Lc({a}K) : a,K → a,K, {a}K
Ld({|a|}b) : {|a|}b, b→ {|a|}b, b, a Lc({|a|}b) : a, b→ a, b, {|a|}b

Table 3.1: Intruder Rules

The letters a, b and c in table 3.1 represent any message and K represents any element of Keys.

Each rule can be read in the following way: the set of messages that appear before the arrow is replaced

by the set of messages that come after the arrow. We can now define a rewrite relation for the intruder

of the Dolev-Yao model.

Definition 3.5 (Rewrite relation for the intruder). There is a rewrite relation between sets M and M ′,

written M →M ′, if there exists one intruder rule l→ r such that l ⊆M and M ′ is obtained by replacing

l by r in M .

We denote by →∗ the reflexive and transitive closure of →. Also, we write E →R E′ to denote the

application of a rule R to a set E of messages with result E′.

Definition 3.6 (Derivation). Let R1, R2, . . . , Rn be a sequence of rewrite rules and E0 a set of messages.

A derivation D is a sequence of rule applications E0 →R1
E1 →R2

. . .→Rn
En.

The rules Ri (i = 1, . . . , n) are called the rules of the derivation D. If rule R is used in the derivation

D, we will write R ∈ D.

As for the intruder’s initial knowledge, we will represent it by a set of messages S0 that is assumed

to contain at least his name Charlie.

Attacks

For the purpose of this subsection, we will consider that the intruder can only complete one session of

the protocol. Later on, we shall present a quick sketch of how to reduce the case of multiple sessions to

the single session case.

Informally speaking, the existence of an attack can be expressed as a constraint satisfaction problem,

where the protocol steps play the role of constraints. The problem is then to determine if, at each step,

the intruder can construct from his current knowledge a new message (which is defined by a substitution
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for the variables of the protocol step) that is accepted by the target receiver, in such a way that at the

end of the protocol session he knows the secret term.

In order to check whether or not a message can be built by the intruder from his already known

messages, we define the predicate Forge.

Definition 3.7 (Forge). Let E be a set of terms and let t be a term such that there is another set of

terms E′ that satisfies E →∗ E′ and t ∈ E′. Then we say that t is forged from E and we denote it by

t ∈ Forge(E).

Let Secret be the special message in the protocol specification that the intruder wants to know, and

let k the cardinality of the protocol specification P , i.e., k = |I|. We can now give a formal definition of

an attack to P .

Definition 3.8 (Attack). Let P = {(ι, Rι ⇒ Sι) | ι ∈ I} be a protocol specification. A protocol execution

for P , with sequence of environments E0, . . . , Ek, is called an attack if the following conditions are

satisfied:

1. Ei−1, Sπ−1(i)σ →∗ Ei, for all 1 ≤ i ≤ k;

2. Ek, Sπ−1(k)σ →∗ Ek+1;

3. Secret ∈ Ek+1.

In other words, we define an attack as a protocol execution where the intruder is able to modify each

intermediate environment and where the message Secret belongs to the final environment.

Using the predicate Forge, we can rewrite definition 3.8 in a more compact way.

Definition 3.9 (Attack - Alternative definition). Let P = {R′ι ⇒ S′ι | ι ∈ I} be a protocol and let Secret

be a secret message. Assuming that the intruder has initial knowledge S0, an attack to P is described

by a ground substitution σ and a correct execution order π : I −→ {1, . . . , k} such that the following two

conditions are satisfied:

1. Riσ ∈ Forge(S0, S1σ, . . . , Si−1σ), for all i = 1, . . . , k;

2. Secret ∈ Forge(S0, S1σ, . . . , Skσ),

where Ri = R′π−1(i) and Si = S′π−1(i).

In this work, only the alternative definition of an attack will be used. To finish this section, we define

an important property that an attack can have. In order to do so, we must first introduce a measure on

attacks.

Definition 3.10 (Size of term). Let t be a message term. We define the size of t, written |t|, recursively

as follows:

• |Charlie| = 0;

• |t| = 1, for all t ∈ Atoms with t 6= Charlie;
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• |〈t, t′〉| = |{t}t′ | = |{t′}t| = |t|+ |t′|+ 1.

where t′ is also a message term.

Definition 3.11 (Normal attack). An attack is said to be normal if the multiset of nonnegative integers

〈|R1σ|, . . . , |Rkσ|〉 is minimal.

As one may recall, a finite multiset over the natural numbers is a function F : N −→ N with finite

domain. Two finite multisets of naturals, F and G, can be compared by extending the natural order of N

in the following way: F > G if:

1. F 6= G and

2. if G(x) > F (x) then there exists y > x such that F (y) > G(y).

3.2 Protocol security with a finite number of sessions

The goal of this section is to show that the protocol security problem for a finite number of sessions is

NP-complete in a Dolev-Yao model of intruders. This result was originally stated and proved in [7]. For

this reason, we have decided to provide only a sketch of the proof. The interested reader should dive in

[7] for a more detailed and fairly comprehensive proof.

We start by introducing some basic facts on the representation of message terms as a Directed

Acyclic Graph.

Definition 3.12 (DAG representation). Let E be a set of message terms. The Directed Acyclic Graph

(DAG) representation of E is the graph GE = (VE , EE) with set of vertices VE and set of labeled edges

EE , where:

• VE = Sub(E);

• EE = {vs
left−−→ ve | ∃b, vs = {ve}b ∨ vs = 〈ve, b〉} ∪ {vs

right−−−→ ve | ∃b, vs = {b}ve ∨ vs = 〈b, ve〉}

There are a few remarks we would like to make concerning definition 3.12. Firstly, each set of terms

E has a unique DAG-representation (up to isomorphism) and can be computed in polynomial time.

Secondly, if n is the number of elements in Sub(t), then we can remark that the DAG-representation

of {t} has n nodes and, at most, 2n edges, and therefore, its size is linear in n. Hence, we can define

the DAG-size of E, denoted by |E|DAG, as the number of distinct vertices in GE , that is, the number of

elements in Sub(E). For a term t, we will simply write |t|DAG for |{t}|DAG. The DAG-size of a substitution

σ is the maximum of the DAG-sizes of σ(x), for any x ∈ V .

As a last remark, we notice that to check that a rule l→ l, r′ applies to E and to compute the resulting

DAG E′, when a DAG-representation of E, l and r′ are given, only polynomial time is required. In fact,

we just have to first check that all terms in l are also in E (which can be done in polynomial time in the

DAG-size of E) and then we compute the DAG-representation E′ of E, r′.

We now present an NP decision procedure for finding an attack, assuming an attack exists. Let

P = {(ι, R′ι ⇒ S′ι) | ι ∈ I} be a protocol specification, Q = {R′ι, S′ι | ι ∈ I} and let Secret and S0 be
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defined as in definition 3.9. We assume the set of messages Q,S0 is given in DAG-representation (if this

is not the case, they can always be converted to this format in polynomial time). Let n be the DAG-size

of Q,S0, V be the finite set of variables in P and k = |I|.

1. Guess a correct execution order π : I → {1, . . . , k}.
Let Ri = R′π−1(i) and Si = S′π−1(i) for i ∈ {1, . . . , k}.

2. Guess a ground substitution σ such that σ(x) has DAG-size ≤ n for all x ∈ V .

3. For each i ∈ {1, . . . , k+1}, guess an ordered list li of n2 rules whose principal terms have DAG-size
≤ 3n2.

4. For each i ∈ {1, . . . , k}, check that li applied to {Sjσ | j < i} ∪ {S0} generates Riσ.

5. Check that lk+1 applied to {Sjσ | j < k + 1} ∪ {S0} generates Secret.

6. If steps 4 and 5 are checked successfully, then answer YES.

Figure 3.1: NP procedure for the protocol security problem

The procedure written in figure 3.1 starts by guessing a correct execution order π and a possible

ground substitution σ, for variables in V , with a DAG-size that is polynomially bounded. Next, it guesses

k + 1 lists of rules of length n2 and finally it checks if by applying these lists of rules the intruder is able

to build all the expected messages as well as the Secret.

Theorem 3.1. The procedure presented in figure 3.1 is in NP.

Proof. It is sufficient to show that every step of the procedure can be executed in polynomial time.

• Step 1: Every correct execution order is a permutation of I and can hence be guessed in polyno-

mial time.

• Step 2: Since σ(x) has DAG-size ≤ n, we can choose a DAG representation of σ(x) in time O(n)

and a ground substitution σ in time O(n2).

• Step 3: Since each rule in li has DAG-size less than or equal to n2 and there are n2 rules, we can

choose each li in time O(n4), and all the lists li in time O(n5).

• Steps 4 and 5: The application of a rule Lx(t) on E, with E and t in DAG representation can be

done in polynomial time in the DAG-size of E. Let E′ be the resulting set of terms. Since any

rule application introduces, at most, two symbols in E, we have that |E′|DAG ≤ |E|DAG + 2. It

follows that each intermediate set of terms has DAG-size ≤ 3n2 and, therefore, each application

rule takes polynomial time in n. Hence, we can check that all li are correctly applied in time O(n).

The verification that each Riσ is in the last set of terms can be done in polynomial time as well.

Notice that, in the previous proof, we assumed that each term in the rules was in DAG representation

in order to conclude the complexity of the list guesses.

The next two theorems have a somewhat lengthy proof which we will skip for simplicity sake. A

detailed proof can be checked in [7].
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Theorem 3.2. The procedure presented in Figure 3.1 is correct.

Theorem 3.3. Let P be a protocol specification and S0 be the initial knowledge of the intruder. The

existence of an attack to the protocol given P and S0 is an NP-hard problem.

We can finally state the result we wanted in the first place.

Theorem 3.4. Finding an attack for a protocol with a fixed number of sessions is an NP-complete

problem.

Proof. It follows immediately from theorems 3.1, 3.2 and 3.3.

To finish off this chapter, we show how to reduce the security problem for multiple sessions to the

security problem for one session. The general idea is to compose the several sessions into a unique

session of a more complex protocol.

We assume the several protocol sessions are independent and hence their specifications do not

share variables. Let P1, P2 be two protocol specifications and Names1, Names2 their respective sets of

agents. After (possibly) some renaming, we may assume that for every agent A the associated partially

ordered sets W 1
A and W 2

A in protocol P1 and P2, respectively, are disjoint. The sequential composition

P1.P2 can then be thought of as a new protocol P whose specification is {(ι, Rι → Sι) | ι ∈ I}, where

I = {(A, i) | A ∈ Names1 ∪Names2 and i ∈ W 1
A ∪W 2

A}. To each agent A it is associated the partially

ordered set (W 1
A ∪W 2

A, <W 1
A
· <W 2

A
). The partial order for the new protocol, <W 1

A
· <W 2

A
, is defined to

be the relation

<W 1
A
∪ <W 2

A
∪ {w1 <W 1

A
w2 | w1 ∈W 1

A, w2 ∈W 2
A}

A similar protocol for the parallel composition P1||P2 can be obtained by taking for each agent A the

partially ordered set (W 1
A ∪W 2

A, <W 1
A
∪ <W 2

A
).
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Chapter 4

Interactive Turing Machines

The interactive Turing machine (ITM), which was introduced by Van Leeuwen and Wiedermann ([8]), is

an extension of the classical Turing machine that attempts to model real-life computing systems more

accurately. The main difference between an ITM and the classical Turing machine relies on the type of

interactions that each one has with the environment. The former is allowed to interact with other similar

machines in such a way that new, unforeseen inputs appear during a computation as a result of this

interaction. The later, on the other side, cannot communicate with any other machine and has all its

inputs fixed before the computation starts.

The interactive Turing machine model tries to capture the important aspect of interactivity of all real-

life computing systems. Using this model, we set up a new theory that allows us to better approximate

the reality of computational systems.

Our work is based on the ideas presented by Goldreich in [9]. In his book, Goldreich has introduced

the notion of an interactive machine and the notion of an interaction between two such machines. In this

chapter, we provide a mathematical definition of a system of interactive Turing machines that will allow

us to prove the security of a certain type of protocols. For a deeper and more complete introduction to

the mathematical view of Turing machines consult [10].

4.1 System of ITM’s

Let S be a system of n ITM’s. We will assume, without loss of generality, that each ITM has only one work

tape (since every multitape Turing machine has an equivalent single-tape Turing machine). In addiction

to this (private) work tape, each ITMM has access to 2(n−1) more tapes: for each one of the remaining

n− 1 machines of S, there are 2 different communication tapes shared withM (one write-only tape and

one read-only tape). The work tape of each ITM is a read-and-write tape that can only be modified

by the machine it is associated with. Moreover, every tape is assumed to extend infinitely in only one

direction (from left to right).

From now on, we will denote by [n] the set {1, . . . , n} of the first n positive integers.
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Definition 4.1 (System of Interactive Turing Machines). Let n ∈ N. A system of n interactive Turing

machines (SITM) is a symbol α together with a set of n tuplesMi = 〈Q,Σ, i, α, q0, qh, δi〉, for 1 ≤ i ≤ n,

where Q and Σ are both finite sets and:

• Q is the set of states;

• Σ is the alphabet used by the machines. It contains the blank space symbol � and a special

symbol .;

• i ∈ [n] is an integer called the identity of the ITMMi;

• q0 ∈ Q is the initial state of each machine;

• qh ∈ Q is the halting state of each machine, where qh 6= q0;

• α ∈ ([n] ∪ {�}) is a control variable denoting the identity of the operating machine;

• δi : Q× Σ2n × ([n] ∪ {�}) −→ Q× Σn × ([n] ∪ {�})× {L,R, S}2n is the transition function ofMi,

which satisfies the following conditions:

1. πi(σ) = πn+i(σ), for every (q, σ, α) ∈ dom σi

2. If α 6= i, then:

π1(δi(q, σ, α)) = q;

π2(δi(q, σ, α)) = (σ1, . . . , σn) , where σ = (σ1, . . . , σ2n).

π3(δi(q, σ, α)) = α;

π4(δi(q, σ, α)) = (dl)
2n
l=1 , with dl = S for l = 1, . . . , 2n.

3. If α = i and π1(δi(q, σ, α)) = qh, then:

π3(δi(q, σ, α)) = �.

4. If α 6= π3(δi(q, σ, α)), then:

(πk ◦ π2)(δi(q, σ, α)) = ., ∀k 6= i.

5. If πk(σ) = . for some 1 ≤ k ≤ 2n, then:

(πk ◦ π4)(δi(q, σ, α)) = R.

The first n components of the vector σ ∈ Σ2n that is given as input to δi are interpreted as the n

symbols read by Mi on the n tapes it has write access to (and read access as well), and the last n

components of σ are interpreted as the n symbols read byMi on the n−1 tapes it has read-only access

to together with the symbol under the head of its private tape. Moreover, for each j = 1, . . . , n, we

assume the j-th component of σ is the symbol written on the communication tape betweenMi andMj

that Mi is allowed to write on. Likewise, the (n + j)-th component of σ is the symbol written on the

communication tape betweenMi andMj thatMi is only allowed to read. We have then imposed (on

the restriction 1 of the transition function δi) that the value on the j-th component of σ equals the value

on the (n+ j)-th component of σ.

The second condition on δi entails that each machineMi can perform an operation if and only if the

value of the variable α equals its identity, i.e., iff α = i. The third clause establishes that whenever the
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machineMi goes to the halting state qh, the value of α is changed to �. The fourth condition entails that

Mi writes the special symbol . on every tape it has write access to (except its work tape) before giving

the control to another machine. Finally, the fifth clause does not allowMi to write on the left-hand side

of .. The purpose of these last two conditions will be clarified later on this section when we introduce

the definition of a round.

The elements of the graph δ̂i of an ITM Mi are generally known as transition tuples of Mi. Each

transition tuple

(q, σ, α, q′, σ′, α′, d)

means that the machineMα, when in a state q and reading the symbols of the vector σ = (σ1, . . . , σ2n)

on the tape cells under the read/write heads, substitutes the first n-components of σ for the components

of σ′ = (σ′1, . . . , σ
′
n), changes to a state q′ and then moves its read/write head of each tape in the

following way:

• to the left adjacent tape cell if the corresponding component of d is L;

• to the right adjacent tape cell if the corresponding component of d is R;

• stays put if the corresponding component of d is S.

After moving the head of each tape, the machine changes the value of the control variable to α′. If

α = α′, thenMα continues working and the process is repeated. Otherwise,Mα stops working and the

new machineMα′ takes over.

A tape description of a system of interactive Turing machines S is a n×n matrix A whose entries aij

are triples (wij , kw, kr), where:

• wij : N → Σ is the content of the communication tape between the machinesMi andMj that is

read-write forMi and read-only forMj . This function is required to have a finite domain, meaning

there exists l ∈ N such that wij(l) = �, ∀n > l;

• kw ∈ N is the head position of the machineMi on the tape wij ;

• kr ∈ N is the head position of the machineMj on the tape wij .

Notice that a tape description specifies not only the finite sequence of symbols written on the tape

but also identifies the head positions of each machine on its multiple tapes. The set of all the functions

wij will be denoted by F .

A configuration of a system S is a triple 〈q, A, α〉, where q = (q1, . . . , qn) is a vector of states, A is a

tape description corresponding to the vector of states q and α is the value of the control variable when

the machinesM1, . . . ,Mn are in states q1, . . . , qn, respectively. The set of all configurations of S will be

denoted by config(S).

A configuration 〈q, A, α〉 is said to be initial if qi = q0 for every i = 1, . . . , n, and terminal if qi = qh for

some index 1 ≤ i ≤ n.
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The set of transition functions {δ1, . . . , δn} induces in config(S) the ternary relation

→S

defined as follows. Let ξ = 〈q, A, α〉 and ξ′ = 〈q′, A′, α′〉 be configurations of S. Then we have

ξ →S ξ′

if the following conditions are satisfied:

• The state ofMα in the configuration ξ′ corresponds to π1(δα), i.e.,

πα(q′) = π1(δα)

where δα is an abbreviation for δα((πα ◦ π1)(ξ), 〈(S2 ◦ Lα)(A), (S3 ◦ Cα)(A)〉, α) (from now on, this

will be the adopted notation);

• The state of any other machineMi, with i 6= α, is the same in both configurations, i.e.,

πi(q
′) = πi(q), ∀i 6= α

• The identity of the next operating machine corresponds to π3(δα), i.e.,

α′ = π3(δα)

• The tape descriptions related toMα are modified as follows:

For each j ∈ N, we have πj(Lα(A′)) = (w′αj , k
′
w, k

′
r), where:

– w′αj(m) =

wαj(m) , if m 6= kw

(πj ◦ π2)(δα) , if m = kw.

– k′w = move((π2 ◦ πj ◦ Lα)(A), (πj ◦ π1 ◦ π4)(δα))

– k′r = (π3 ◦ πj ◦ Lα)(A)

and

πj(Cα(A′)) = (w′jα, k
′
w, k

′
r), where:

– w′jα ≡ wjα

– k′w = (π2 ◦ πj ◦ Cα)(A)

– k′r = move((π3 ◦ πj ◦ Cα)(A), (πj ◦ π2 ◦ π4)(δα))

• The tape descriptions related to any other machineMi, with i 6= α, are the same in both configu-

rations, i.e.,

Li(A
′) = Li(A) and Ci(A

′) = Ci(A), ∀i 6= α
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When describing the modifications performed on the tape descriptions related to Mα we used the

abbreviations wαj and wjα for (π1 ◦ πj ◦ Lα)(A) and (π1 ◦ πj ◦ Cα)(A), respectively. We have also used

the following auxiliary functions:

• Li(A) := A> · ei

• Cj(A) := A · ej

• move : N× {L,R, S} → N such that

move(k, d) :=



k + 1 , if d = R

k , if d = S

k − 1 , if d = L and k > 1

1 , if d = L and k = 1

• Sk : (F × N× N)n → Σn such that

πl(Sk(v)) := (π1 ◦ πl)(v)((πk ◦ πl)(v)) , for every l = 1, . . . , n and k = 2, 3.

Notice that for each ξ ∈ config(S), there is at most one ξ′ ∈ config(S) such that ξ →S ξ′. Moreover, such

ξ′ exists if and only if ξ is not a terminal configuration.

A computation segment of a system of ITM’s S is a finite (and non-empty) sequence ξ0, ξ1 . . . ξm of

configurations of S such that

ξi →S ξi+1 ∀i < n.

If ξ0 is an initial configuration, then we say the computation segment is an initial computation segment.

If ξm is a terminal configuration and ξ0 . . . ξm is an initial computation segment, then we say that such a

sequence is a terminating computation of S.

A non-terminating computation of S is an infinite sequence ξ0, ξ1, . . . such that, for every k ∈ N, the

finite sequence ξ0, . . . , ξk is an initial computation segment.

Finally, a computation of S is defined as a sequence of configurations of S such that it is a terminating

computation if finite and a non-terminating one otherwise.

An ITM is said to be active in a configuration, if the value of the control variable α equals the machine’s

identity. Otherwise the machine is said to be idle. While being idle, the state of the machine, the locations

of its heads on the various tapes, and the contents of the writable tapes of the ITM cannot be modified.

The content of the work tape of a machine Mi when the system is in an initial configuration is called

the input of Mi. The content of this tape when the system is in a terminal configuration is called the

output ofMi. The content written on the read-write communication tape during a time period in which

the machine is active is called the message sent at that period. Likewise, the content read from the

read-only communication tape during an active period is called the message received (at that period).
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Every computation of S can be divided into multiple rounds, depending on the active machine at

each configuration. By a round we mean a finite computation segment ξ1, . . . , ξm such that there exists

an α0 ∈ ([n] ∪ {�}) which satisfies:

• π3(ξi) = α0, for i = 1, . . . ,m;

• Either ξ1 is an initial configuration or π3(ξ0) 6= α0, where ξ0 →S ξ1;

• Either ξm is a terminal configuration or π3(ξm+1) 6= α0, where ξm →S ξm+1.

In other words, a round is a computation segment whose configurations have the same active ma-

chine. When the active machine goes to an idle state, we say that another round has begun. At the end

of each round, the active machine writes the symbol . on each one of the n − 1 write communication

tapes (see condition 4 of the definition of δi). After this procedure, the machine is not ever allowed to

rewrite over this symbol or by the left-hand side of it (see condition 5 of the definition of δi).

4.2 Computability of a system of ITM’s

In order to reach our goal of using systems of ITM’s for modelling communication protocols, we must start

by showing the computability of these systems. In other words, we must prove that every computable

language can be computed by a system of ITM’s and vice-versa. Even though it may seem a rather

intuitive result, we have decided to present a formal proof for the simplest case of a system with two

ITM’s. The proof for the general case goes along the same lines and is left for the interested reader.

This result follows almost immediately after the key observation that every system of ITM’s is equiv-

alent to an ordinary Turing machine.

Lemma 4.1. A system of two interactive Turing machines is equivalent to a single Turing machine, that

is, it is possible to turn any SITM with two machines into an ordinary Turing machine (and vice versa).

Proof. Let S be a system of two interactive Turing machinesM1 andM2. We start by showing that for

every computation C of S there exists an ordinary Turing machine M that executes a computation C′

equivalent to C. In order to do so, we will construct a Turing machine with four tapes that is equivalent to

S. The requirement on the number of tapes was made for convenience and it is not restrictive for every

multi-tape Turing machine has a single-tape equivalent machine. Let

λ i . qi

be an enumeration of the states ofM1, and let

λ j . pj

be an enumeration of the states of M2. Observe that q0 and p0 are the initial states of M1 and M2,

respectively. We now consider the sequence (i0, i1, i2, . . .) of indexes of the states in which M1 is idle
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and M2 is active. Likewise, we consider the sequence (j0, j1, j2, . . .) of indexes of the states in which

M2 is idle andM1 is active. Using this notation, we present in Figures 4.1 and 4.2 the state transition

diagrams ofM1 andM2, respectively.

q0 . . . qi0 . . . qi1 . . .

α 6= 1 α 6= 1 α 6= 1

Figure 4.1: State transition diagram forM1

p0 . . . pj0 . . . pj1 . . .

α 6= 2 α 6= 2 α 6= 2

Figure 4.2: State transition diagram forM2

As a remark, notice the states qik , with k ≥ 0, are the only ones in whichM1 enters the loop labeled

α 6= 1, meaning the control variable α has no longer the value 1 and, therefore, M1 will become idle.

Analogously, the states pjk , with k ≥ 0, are the only ones in which M2 enters the loop labeled α 6= 2,

meaning α has no longer the value 2, and hence, M2 will become idle. We also would like to point

out that the arrows in the diagrams are an abuse of notation for each state might have multiple arrows

pointing outwards.

We assume, without loss of generality, that α = 1 at the beginning of the computation C. The

transition diagram for the (ordinary) Turing machine M is presented in Figure 4.3. For any given state

q ofM1, we will denote by q′ the stateM1 transits to from q. Analogously, for any given state p ofM2,

we will write p′ to denote the stateM2 transits to from p. The transition diagram ofM was constructed

in the following way:

1. The initial state corresponds to q0 sinceM1 is the first active machine;

2. The first segment of the transition diagram ofM corresponds to the first segment of the transition

diagram ofM1 untilM1 enters the first loop α 6= 1 at qi0 ;

3. From qi0 , the machineM goes to the initial state p0 ofM2;

4. The second segment of the transition diagram ofM corresponds to the first segment of the tran-

sition diagram ofM2 untilM2 enters the first loop α 6= 2 at pj0 ;

5. From pj0 ,M goes to the next state inM1, i.e., the state q′i0 such that

δ1(qi0 ,t, 1) = (q′i0 ,t,t,t).

6. The k-th (k > 2) segment of the transition diagram ofM corresponds to:
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• The segment of the transition diagram ofM1 that starts at q′il and finishes at qim , for k odd,

where l = k−3
2 and m = k−1

2 ;

• The segment of the transition diagram ofM2 that starts at p′jl and finishes at pjm , for k even,

where l = k−4
2 and m = k−2

2 ;

q0 . . . qi0 p0 . . . pj0 q′i0

. . .

qi1p′j0. . .pj1q′i1
. . .

Figure 4.3: State transition diagram forM

Letw11, w12, w21, w22 be the content of the four tapes of S as defined in section 4.1, and letw1, w2, w3, w4

be the content of the four tapes of M. Also, let δ, δ1, δ2 be the transition functions of M,M1,M2, re-

spectively. We now establish the following identification between pairs of functions:

w1 ≡ w11

w2 ≡ w22

w3 ≡ w12

w4 ≡ w21

With this identification it is rather straightforward to determine the output of δ, based on the output of

either δ1 or δ2, depending on the active machine at each transition:

• IfM1 is active at state q and stays active in the next state, i.e, if

δ1(q, (σ11, σ12, σ11, σ21), 1) = (q′, (σ′11, σ
′
12), , (d11, d12, d11, d21)),

thenM modifies only w1 and w3 at the corresponding transition:

δ(q, (σ1, σ2, σ3, σ4)) = (q′, (σ′11, σ2, σ
′
12, σ4), (d11, S, d12, S))

• IfM2 is active at state p and stays active in the next state, i.e, if

δ2(p, (σ21, σ22, σ12, σ22), 2) = (p′, (σ′21, σ
′
22), , (d21, d22, d12, d22)),

thenM modifies only w2 and w4 at the corresponding transition:

δ(p, (σ1, σ2, σ3, σ4)) = (p′, (σ1, σ
′
22, σ3, σ

′
21), (S, d22, S, d21))

• If M1 enters the loop α 6= 1 at state qik , then M does not modify any of its tapes at the corre-

sponding transition, i.e.,
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δ(qik , σ) = (p′jk−1
, σ, (S, S, S, S)), where σ = (σ1, σ2, σ3, σ4).

Analogously, ifM2 enters the loop α 6= 2 at state pjk , thenM does not modify any of its tapes at

the corresponding transition, i.e.,

δ(pjk , σ) = (p′jk−1
, σ, (S, S, S, S))

Notice that we have written dij to denote the direction the head tape associated to wij moves to. It is

straightforward to see thatM executes, by construction, a computation equivalent to C.

To prove the opposite direction, we will construct a system S that has one machine permanently

inactive and the other one executing read/write operations on its private tape only. Let M be a single-

tape Turing machine with transition function δ. The system S is composed by machines M1 and M2

whose transition functions, δ1 and δ2, respectively, satisfy the following conditions:

1. δ1(q, (σ,�,�,�), 1) = (q′, (σ′,�), 1, (d, S, S, S)), whenever δ(q, σ) = (q′, σ′, d);

2. δ2(p0, (�,�,�,�), 1) = (p0, (�,�), 1, (S, S, S, S)) for every transition step.

Observe that condition 1 establishes the identification w1 ≡ w11, where w11 is the private tape of

M1 and w1 is the only tape of M. On the other hand, condition 2 ensures that M2 stays idle during

the whole computation, remaining in loop at its initial state p0. The communication tapes w12 and w21

satisfy:

w12(l) = � and w21(l) = �, ∀l ∈ N

Once again, it is straightforward to see that the computation executed by S is equivalent to the compu-

tation executed byM.

Now that we have established the equivalence between a system of two ITM’s and an ordinary Turing

machine, we can finally prove the computability of these systems. The proof is a straight consequence

of the following postulate, formulated by Stephen Kleene (in [11]), which has become known as the

Church-Turing thesis:

Any function that can be accepted as computable is formally computable by some Turing

machine.

Proposition 4.1. If L is a computable language, then every program written in L can be computed using

a system of two interactive Turing machines.

Proof. Let P be a program written in L. By the Church-Turing thesis, there exists a Turing machineM

that computes the program P . This machineM is then equivalent, by lemma 4.1, to some system S of

two ITM’s, and the result follows.

Proposition 4.2. Let L be a computable language and S be a system of two interactive Turing machines.

Then for every computation of S, there exists an equivalent program in L.

Proof. Let C be a computation of S. By lemma 4.1, there exists a Turing machineM equivalent to the

system S. Therefore, there is a computation C ′ of M equivalent to the computation C of S. Applying

again the Church-Turing thesis, it follows that C ′ is equivalent to some program in L.
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Chapter 5

Protocol security against passive

eavesdropping

In this chapter we will consider a network with a passive intruder, i.e., an eavesdropper that has access

to all the communications but is not able to interfere with them. He (possibly) reads every message

exchanged between agents, but cannot modify the contents of the messages or divert them to a different

receiver.

Communications between agents of the network will follow a ping-pong kind of protocol: only one

agent is allowed to send/receive messages at each time and every message sent by an agent is a result

of the messages received from all the other agents. Also, each agent must use a specific language to

execute programs and exchange messages.

By an extended ping-pong protocol (EPP protocol, for short) we mean a communication protocol for

a network of n agents A1, . . . , An with the following specifications:

• At each instant, there is exactly one agent who is allowed to perform operations. This agent will be

called the active agent. All the other agents are said to be inactive.

• Communications between agents are made using the language L+ whose syntax is presented in

Figure 5.1. As one may easily see, this language is an enrichment of the imperative language L

described in section 2.2.

• The informal semantics for the phrases we have enriched L with is the following:

– Command Sw := j means that from that moment on the active agent will be Aj ;

– Commands Post(j,m), Put(j,m) and Delete(j,m) all mean the active agent sends the mes-

sage m to agent Aj ;

– Expression Get(j) means the active agent reads the last message that Aj has sent him.

The formal semantics for these phrases is straightforward and will not be given in this work since

it is quite a tedious and unnecessary task to accomplish.

35



(phrases) p ::= e | m | c
(expressions) e ::= x | n | Get(j) | e1 + e2 | e1 − e2 | . . .
(messages) m ::= e | 〈m1,m2〉 | {m}k | {|m1|}m2

(commands) c ::= x := e |
skip |
if e then c1 else c2 |
while e do c |
c1; c2 |
Post(j,m) |
Put(j,m) |
Delete(j,m) |
Sw := j

Figure 5.1: Syntax of L+

5.1 Type system for an EPP protocol

In this section, we propose a type system for an EPP protocol that will be used later on to prove the

security of these protocols against eavesdropping.

Let kp be a public key. The typing rules for an EPP protocol are presented in Figure 5.2.

Notice that, by the PUBKEY rule, the eavesdropper has access to all the public keys and, by the

PRIVKEY rule, he does not know any of private keys. By the PAIRING rule, the message 〈m1,m2〉 has

security level L if and only if both m1 and m2 are L messages. We have used the maximal element

function (max) for the data type set {L,H} with the obvious order L ≤ H. The encryption rules establish

that every encrypted message has security level L and therefore the eavesdropper is able to read all

of them. As for the decryption operation, we have two different rules. For a symmetric encryption, the

security level of the original message m1 is the same as the security level of key message m2. For an

asymmetric encryption, the original message is always H since all the private keys have security level

H. The SWITCH rule allows the eavesdropper to read the value of the variable Sw, which means he

always knows the identity of the active agent at each instant. Since the variable Sw takes only integer

values and every integer has security level L, we can also deduce the following variation of the ASSIGN

rule:
Γ ` Sw : L, Γ ` j : L

Γ ` Sw := j : L cmd

The rules for Post, Put and Delete are identical for all these commands have the same semantic in

our protocol. They establish that every message exchanged via a Post, Put or Delete command has

security level L. Finally, we have chosen to classify Get as a low security command since it does not

reveal any relevant information to an outside agent.

We say that an EPP protocol is well-typed if it fits every rule in Figures 2.3 and 5.2.

5.2 Modelling EPP protocols with a system of ITM’s

A system of n interactive Turing machines can be used to model several classes of protocols. In this

section we show how to model an EPP protocol for a network of n agents using a system of n ITM’s.
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(PUBKEY) Γ ` kp : L

(PRIVKEY) Γ ` k−1p : H

(PAIRING)
Γ ` m1 : τ1, Γ ` m2 : τ2
Γ ` 〈m1,m2〉 : max(τ1, τ2)

(ENCRYPTIONSYM)
Γ ` m1 : τ1, Γ ` m2 : τ2
Γ ` {|m1|}m2

: L

(ENCRYPTIONASYM)
Γ ` m : τ1, Γ ` k : τ2
Γ ` {m}k : L

(DECRYPTIONSYM)

Γ ` {|m1|}m2
: L

Γ ` m2 : τ
Γ ` m1 : τ

(DECRYPTIONASYM)

Γ ` {m}kp : τ
Γ ` k−1p : H
Γ ` m : H

(SWITCH) Γ ` Sw : L

(POST)
Γ ` m : L
Γ ` Post(j,m) : L cmd

(PUT)
Γ ` m : L
Γ ` Put(j,m) : L cmd

(DELETE)
Γ ` m : L
Γ ` Delete(j,m) : L cmd

(GET) Γ ` Get(j) : L

Figure 5.2: Typing rules for an extended ping-pong protocol

Theorem 5.1. Every EPP protocol can be emulated by a system of interactive Turing machines.

Proof. Let P be an EPP protocol defined for a set of n agents A1, . . . , An. We consider a division of P

in k blocks, B1, B2, . . . , Bk, such that the first phrase of each block Bi is the one immediately following a

Switch command and its last phrase is the next Switch command. Figure 5.3 illustrates this division by

blocks of P .

Notice that this protocol division into blocks is unique. Moreover, every block Bi has one and only

one Switch command and each Switch command of P belongs to exactly one block (excepting the first

Switch which does not belong to any block). We will now construct a system S of n interactive Turing

machines M1, . . . ,Mn that emulates the protocol P . For this construction we will establish a bijection

between the set of phrases of P and the set of operations executed by a machine of S.

Let Ai be the active agent at a given point in time. Then, for each phrase p of the associated block
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Sw := j0

B1


p1
...

Sw := j1

B2


p2
...

Sw := j2
...

Bk


pk
...

Sw := jk

Figure 5.3: Protocol division into k blocks

Bi, we have the following correspondence with an operation in S:

• If p is Post(j,m), Put(j,m) or Delete(j,m), thenMi writes the message m on the tape wij .

• If p is Get(j), thenMi reads the content of wji.

• If p is Sw := j, thenMi changes the value of the control variable to α = j.

• If p is any other command, thenMi executes p on its private tape wii.

Assume, without loss of generality, that A1 is the first active agent of P , i.e., the protocol P is initiated

with the command Sw := 1. Then, we have α = 1 at the first state of S and the machineM1 initiates the

first round. After that, M1 will execute the set of operations corresponding to the phrases in the block

B1, by the exact order they appear. This process continues until the last phrase of P is emulated in S.

A few points about the constructed system S should now be made:

1. Each private tape wii can be seen as a single-tape Turing machine. By the Church-Turing thesis,

it follows thatMi is able to execute on wii any program written in the language L.

2. According to the established correspondence, each communication tape wij (with i 6= j) can only

be accessed by the machines Mi and Mj . Furthermore, the tape wij is write-only for Mi and

read-only forMj .

It is now straightforward to see that S correctly emulates the protocol P .

Notice that the emulation of P constructed in the previous proof is efficient as it preserves the com-

putational complexity order of P . Also, observe that there is a one-to-one correspondence between the

elements of the set {B1, . . . , Bk} and the rounds of the system S that emulates P . From now on, the set

of operations executed by the active agent will be called a round of the protocol.

We are now ready to prove our main result on the security of a well typed extended protocol. This

result establishes that a protocol typed according to the rules in Figure 5.2 and with the property of

having every exchanged message typed as an L expression, is secure against eavesdropping. In other
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words, if the network agents only exchange low security messages, then an eavesdropper cannot extract

from these messages any high security information.

Theorem 5.2. Let P be a well-typed EPP protocol such that

Γ ` Post(j,m) : L

for every expression of P in the form Post(j,m) (and the same for Put and Delete). Then P is secure

against eavesdropping attacks.

Proof. Let P be an extended protocol. Suppose, without loss of generality, that P does not include

any command in the form Put(j,m) or Delete(j,m), i.e, every message is exchanged through a Post

command. We start by observing that an eavesdropper is only able to read the following two types of

information from P :

• Commands of the form Sw := j;

• Messages m that appear inside a Post(j,m) expression.

The expression Get means that the active agent at that instant is going to read some communication

tape, hence it cannot be read by Eve. Any other type of phrase is executed on the private tape of

the machine associated with the active agent at that instant, and therefore it is unaccessible to the

eavesdropper.

Suppose now that P is well-typed and that every Post command has low security level. Let p be a

phrase of P read by the eavesdropper at a given instant. We will prove that p has security level L. There

are two cases to consider:

Case 1: p is Sw := j. Then by the SWITCH rule it follows that Sw := j is an L command.

Case 2: p is a message m inside a Post(j,m). In this case, we show by induction on the formula of m

that its security type must be L. There are seven base cases to analyze:

• m is a variable x. If x is H var, then the expression Post(j, x) is also H, which contradicts

the assumption that every Post is L. Therefore, x is L var.

• m is an integer n. Then, by the INT rule, it follows that n is L.

• m is a public key kp. Then, by the PUBKEY rule, it follows that kp is L.

• m is a private key k−1p . Then, by the PRIVKEY rule, it follows that k−1p is H. Hence, the

command Post(j, k−1p ) is alsoH, which contradicts the assumption of the theorem. Therefore,

the eavesdropper can never read a private key.

• m is {m}kp . If {m}kp is H, then Post(j, {m}kp) is also H, which contradicts the assumption

of the theorem.

• m is {|m1|}m2
. This case is analogous to the previous one.

• m is Post(j,m′). By the theorem hypothesis, we have Γ ` Post(j,m′) : L, i.e., the command

Post(j,m′) is L.

39



The inductive step includes sums of expressions and paired messages:

• m is e1 + e2. By the induction hypothesis, we know that both e1 and e2 are L expressions, i.e.,

Γ ` e1 : L and Γ ` e2 : L.

Applying the PLUS rule, it follows that Γ ` e1 + e2 : L.

• m is 〈m1,m2〉. Applying again the induction hypothesis, it follows that both messages m1 and

m2 are L. We have then:

Γ ` m1 : L and Γ ` m2 : L.

By the PAIRING rule, we conclude that Γ ` 〈m1,m2〉 : L since max(L,L) = L.
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Chapter 6

Protocol security against active

eavesdropping

In the last chapter, we have shown that under certain conditions it is possible to guarantee the security of

an EPP protocol against a passive eavesdropper. But would the protocol still be secure if we considered

an active attacker? We dedicate this chapter to the analysis of the protocol security considering an active

attacker, which from now on will be called Eve. As an active eavesdropper, Eve is able to intercept and

modify all the messages exchanged between agents as well as to redirect them to a different receiver.

Moreover, she can choose which agent gets to be active at each round.

By an generalized ping-pong protocol (GPP protocol, for short) we mean a communication protocol

for a network of n agents A1, . . . , An with the following specifications:

• At each instant there is exactly one active agent.

• Communications between agents are made using the language L+ enriched with a digital signa-

ture scheme. This signature scheme consists of:

1. A key generation algorithm that generates n public keys (one for each agent)

PK1, . . . , PKn

and the corresponding n private keys

SK1, . . . , SKn

2. A signing algorithm S that takes as inputs a message m and a private key SKi and generates

a signature

σi := S(m,SKi)

3. A signature verifying algorithm V that, given a messagem, a signature σi and public key PKi,

outputs accepted if σi = S(m,SKi) and rejected otherwise. In other words, this algorithm
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either accepts or rejects the message’s claim to authenticity.

• Every message exchanged between agents is a paired message

〈〈m, τm〉, σi〉

where:

– m is the information to be transmitted;

– τm ∈ N is the message’s identifier. Each message m has a unique identifier τm and every two

messages m and m′ sent on consecutive rounds (m being the first to be sent) have identifiers

τm and τm′ , respectively, such that τm′ = τm + 1.

– σi = S(〈〈m, τm〉, 〈j, t〉〉, SKi) is a signature produced on the inputs:

∗ The message 〈〈m, τm〉, 〈j, t〉〉, where j is the recipient’s identity and t is the type of com-

mand used to send m. If m is sent using a Post (resp., Put, Delete), then t has value P

(resp. U , D);

∗ The secret key SKi.

• At each round of the protocol the active agent executes exactly one command of the form Post(j,m)

/ Put(j,m) / Delete(j,m). Moreover, this command must be immediately followed by the command

Sw := j. In other words, the active agent sends exactly one message to another agent, let’s say

Aj , and right after that he chooses Aj to be the next active agent.

• Each round with Ai as the active agent begins with a sequence of n− 1 Get expressions:

Get(1); . . . ; Get(i− 1); Get(i+ 1); . . . ; Get(n)

This means that Ai starts by verifying if any of the remaining n − 1 agents has sent him a new

message.

• The active agent Aj is allowed to abort the protocol if any of the following situations occur:

Situation 1: He does not receive any new message from any agent of the network.

Situation 2: He receives the message 〈〈m, τm〉, σi〉 and verifies that

V (〈m, τm〉, σi, PKi) = rejected, ∀i 6= j

Moreover, we assume that the asymmetric encryption primitives are implemented using a CCA-2

and universable composable encryption scheme. We are now able to prove the security of the described

protocol against an active eavesdropper.

Theorem 6.1. A GPP protocol is secure against a man-in-the-middle attack.
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Proof. Let P be a GPP protocol. We start by observing that Eve can only modify the following phrases

of the protocol:

• Commands in the form Post(j,M) / Put(j,M) / Delete(j,M);

• Commands in the form Sw := j.

The expression Get means that the active agent is going to read some communication tape, hence it

cannot be altered by Eve. Any other type of expression/command is executed on the private tape of the

machine associated with the active agent, and therefore it is also unaccessible to Eve.

We now show that if Eve modifies any of the referred phrases, the active agent at that instant will

abort the protocol. Suppose the last active agent wasAi0 and that he sent a messageM = 〈〈m, τm〉, σi0〉

to Aj . The proof proceeds by case analysis. We will assume that the message was sent through a Post

expression. The proof for both Put and Delete is completely analogous.

Case 1: Eve diverts a message to a different receiver. This means she replaces the value j in Post(j,M)

with a different value j′. There are now four subcases to consider:

Subcase 1.1: Eve does not modify the value of the Switch function. In this case, the active agent

in the next round, Aj , sends n− 1 Get’s,

Get(1); . . . ; Get(j − 1),Get(j + 1), . . . ,Get(n)

and does not obtain any new message. Hence, he aborts the protocol.

Subcase 1.2: Eve changes the value of Sw to j′′, with j′′ 6= j′. This case is analogous to the

previous one.

Subcase 1.3: Eve changes the value of Sw to j′. In this case, Aj′ uses the received message M

and the verifying algorithm to determine the output of

V (〈〈m, τm〉, 〈j′, P 〉〉, σi0 , PKi), ∀i 6= j′

Since the recipient’s identity does not coincide with the identity of the active agent, the algo-

rithm will output rejected for all i 6= j′. Hence, Aj′ aborts the protocol.

Case 2: Eve modifies the message M . Observe that the signature σi0 cannot be altered by anyone but

the sender Ai0 . Therefore, Eve is only able to modify either m or τm. Suppose she modifies m.

Let m′ be the message she replaces m with. Then, Aj uses the received message M ′ = 〈m′, σi0〉

to determine the output of

V (〈〈m′, τm〉, 〈j, P 〉〉, σi0 , PKi), ∀i 6= j

Since σi0 was generated using 〈〈m, τm〉, 〈j, P 〉〉 as first input, the verifying algorithm will output

rejected for all i 6= j. Hence, Aj aborts P . If she modifies τm, then, by the same argument, the

verifying algorithm will output rejected.
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Case 3: Eve chooses Aj′ (with j′ 6= j) to be the next active agent, i.e., she changes the value of Sw to

j′. There are 2 subcases to consider:

Subcase 3.1: Eve diverts M to Aj′ . This case is analogous to the subcase 1.3.

Subcase 3.2: Eve sends M to agent Ai with i 6= j′. This case is analogous to the subcase 1.1.

Case 4: Eve changes the type of command (Post / Put / Delete) that Ai0 used to send the message.

Once again, Aj uses the received message M and the verifying algorithm to determine the output

of

V (〈〈m, τm〉, 〈j, t〉〉, σi0 , PKi), ∀i 6= j

We know, by assumption, that Ai0 used a Post to send M . Therefore, t can only be equal to U

or D. Either way, the algorithm will output rejected for all i 6= j, and consequently, Aj aborts the

protocol.

Case 5: Eve does not modify the command Post(j,M), but keeps the message M to herself and re-

sends it to Aj in a subsequent round. Observe that in this case the verifying algorithm will always

output accepted. However, Aj aborts the protocol since the value of τm is out of the expected

range for that round.

It follows then that P is secure against a man-in-the-middle attack.
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Chapter 7

Conclusions

In this thesis, we have successfully achieved our goal of proving the security of a Ping-Pong protocol

against both passive and active eavesdropping attacks. In order to prove these results, we have delved

into three different and wide ranged topics related not only with security systems but also with formal

computational models.

We started off by exploring type systems as a tool for ensuring unwanted information flows within an

imperative program. Being my first introduction to the topic, I was truly surprised at the strong security

properties that could be derived from a simple system of rules. A system featuring only two distinct data

types (low and high) was indeed sufficient to guarantee the security of a Ping-Pong kind of protocol,

written with an adequate imperative language, against a passive adversary.

Our network was modelled following two different variants of the original Dolev-Yao model proposed

in [3]. As in the original model, the first variant assumed perfect cryptography, as well as a network

composed of honest agents that follow the protocol without any deviation. However, the adversary did

not have a complete control over the network. The second variant, on the other hand, considers an

active adversary and is very similar to the original model. From a protocol analysis point of view, this

model has revealed to be the most adequate to adopt, since its symbolic nature makes it much more

manageable than computational models.

Interactive Turing machines had also proved to be very interesting and useful to modelling our pro-

tocol. In one hand, as a natural extension of the ordinary Turing machine, they share the computational

power of their counterparts. On the other hand, their interaction capabilities make them extremely well

suited to emulate communication protocols.

Finally, by using a system of interactive Turing machines to represent the network, as strongly sug-

gested by the Dolev-Yao model, we were able to further extend the previous results ([5] and [6]) on

non-interference. Moreover, the addition of a simple digital signature scheme together with a sequential

(public) known session Id had proved to be enough to ensure security against a Byzantine attacker.
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7.1 Future Work

As far as possibilities for future work is concerned, there are two very compelling directions that immedi-

ately cross my mind. The first one would be to further explore the established type system by considering

a lattice of security levels. We would then wish to ensure that information flows only upwards in the lat-

tice. A related problem would be to address information’s integrity rather than confidentiality. In this

case, some variables could possibly contain tainted information that should be prevented from flowing

into untainted variables. In [12], Orbaek already uses a lattice with Untained ≤ Tainted, that would be

interesting to extend for a more nuanced scale of non-integrity.

Another interesting line of work would be to adopt a more complex model for the network and then

analyse the protocol security against the same kind of adversaries (eavesdropper and Byzantine). By

opting for a computational model, for example, the protocol analysis would certainly become more chal-

lenging but also much more realistic.

46



Bibliography

[1] G. Sommaruga. History and Philosophi of Constructive Type Theory, volume 290 of Synthese

Library. Kluwer Academic Pub., 2000.

[2] B. C. Pierce. Types and Programming Languages. MIT Press, 2002.

[3] D. Dolev, S. Even, and R. M. Karp. On the security of ping-pong protocols. Information and Control,

55:57–68, December 1982.

[4] R. Canetti. Universally composable security: A new paradigm for cryptographic protocols. In

Proceedings 42nd Symposium on Foundations of Computer Science, pages 355–364, Las Vegas,

Nevada, October 2001.

[5] G. Smith. Principles of secure information flow analysis. In Malware Detection, chapter 13, pages

291–307. Springer-Verlag, 2007.

[6] G. Smith and D. Volpano. Secure information flow in a multi-threaded imperative language. In Pro-

ceedings 25th Symposium on Principles of Programming Languages, pages 355–364, San Diego,

CA, January 1998.

[7] M. Rusinowitch and M. Turuani. Protocol insecurity with finite number of sessions is NP-complete.

In Proceedings 14th Computer Security Foundations Workshop (CSFW’01), pages 174–190. IEEE

Comp. Soc. Press, 2001.

[8] J. van Leeuwen and J. Wiedermann. On algorithms and interaction. In M. Nielsen and B. Rovan,

editors, Mathematical Foundations of Computer Science 2000. MFCS 2000, Lecture Notes in Com-

puter Science. Springer, Berlin, Heidelberg, 2000.

[9] O. Goldreich. Foundations of Cryptography: Basic Tools, pages 190–193. Cambridge University

Press, 2001.

[10] A. Sernadas, C. Sernadas, and J. Ramos. Computability and complexity: A mathematical primer,

December 2013. Instituto Superior Técnico, ULisboa, Lisboa.
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