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Abstract—Domotics and Internet of Things (IoT) are two
technological fields that have had an exponential growth in recent
years. Currently there are many technologies and solutions on
both fields which can be used to implement and develop new
services and applications. Nonetheless there are still some prob-
lems, because many solutions are proprietary and incompatible
with each other, others only fulfill part of the problems and
requirements of both contexts, and sometimes they are hard to
use by anyone that do not have detailed technical know-how.

Therefore, a framework was developed to building a home
automation system, which may possibly have hundreds of devices,
in a simpler, robust and easier to understand way. This frame-
work, based on the DomoBus solution, is called the ”mHouse
Framework” and it allows the users/developers to access and
control any home automation device present on their homes,
from anywhere in the world and at any time. It is a totally open-
source, expandable and generic solution, possible to integrate
with the more recent and powerful technologies, services and
applications of the Domotics and Internet of Things fields.

Index Terms—Domotics, Home Automation, Internet of
Things, Framework, DomoBus, Device Interoperation

I. INTRODUCTION

The devices needed to enable Smart Homes, such as sen-
sors, actuators, and communication modules, have been

available since the 1970s, and the Internet of Things (IoT) was
first mentioned in 1999, making these concepts nothing new.
However, nowadays, several reports from reputable companies
and analysts, e.g. Cisco, McKinsey Global Institute, among
others, can be found, stating big numbers and promising
forecasts for Home Automation and IoT future (e.g. IoT will
reach billions of devices connected by 2020 and it will have a
global economic impact of $11 trillion per year by 2025),
making the study of these concepts even more important
[1][2][3].

Based on this forecasts, it is clear that there is a huge
market on both fields. Throughout the years, research on
home automation has been made to further develop it and to
enable a broader public to adopt its technologies, but several
barriers were found, such as the complexity and the cost of
the systems architectures, the inflexibility of the interfaces, the
intrusiveness of the installation, and the lack of network and
device interoperability [1].

These barriers can make users lean to adopt proprietary
solutions, which can be more economical and easily work well
alone. This raises another problem that is the dispersion and
confusion of the market, since each proprietary technology has
its own vision and approach, and none of them ”controls” the
market, which further decreases interoperability. Furthermore,

the new technologies appearing, which promise new and
better characteristics, do not often contribute to technology
convergence, and that is one of the most important goals to
achieve nowadays.

Finally, on the other hand, currently there are technologies
and market solutions, usually described as IoT ones which,
most of the times, only address some specific set of ob-
jects/things, and only provide some limited capabilities and
functionalities. This lead to the appearance of silos on the IoT
field, i.e. each one of the subsystems that each solution ad-
dresses, only works with its own specific objects/devices, and
it is not aware of the remaining subsystems (interoperability
is not correctly addressed), making the most basic idea of the
IoT (everything connected to everything) impossible [4].

A. Objectives

The main goal of this dissertation is the development of
a framework that allows the users and developers to easily
interconnect smart home devices, taking into account an IoT
context. Furthermore, a second goal is to implement, test
and evaluate the developed framework with a real example
prototype. The framework must comply with the main char-
acteristics and requirements of both fields and, in order to
provide that, the DomoBus [5] approach will be used as a
foundation to the work.

In essence, the proposed framework produces two main
results: the specification of an overall system architecture and
its subcomponents, and the specification of all the interconnec-
tion interfaces that the system and its subcomponents should
provide. Both of these results should help every user/developer
on building a home automation system, allowing the intercon-
nection of his/her devices and the access to them in a much
easier, simpler and robust way, from everywhere in the world
and at any time.

Moreover, the definition/specification of the interconnection
interfaces is intended to allow the framework to be open,
flexible, expandable and generic, enabling the possibility to
further create and develop innovative ideas and applications
that can easily work on top of it or with it. Therefore, the easy
and seamless creation of more sophisticated home/IoT services
and applications, using the framework, is promoted, e.g. a self-
aware (intelligent/smart) home, where the system could make
intelligent decisions towards home control, independently of
the user direct command issuing.

Taking into account the proposed IoT context/essence, it
doesn’t make much sense that the framework only targets a
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simply automated home, but instead it should target a super-
automated home (See section II-B1), along with the idea of
being capable to access and control every object/thing of the
home environment, and not only the devices that are usually
targeted by current domotic systems, i.e. the framework should
possibly target all the objects that can be connected/monitored
by a controlling system, even the ones that are not currently
addressed by usual domotic systems, e.g. couches, doors,
recipients, clothes, etc..

With this paradigm, the framework can take advantage
on getting/processing information and acting upon a much
more diversified and complete/bigger set of objects/things,
thus possibly providing completely different and innovative
functionalities, that are impossible to provide/implement with
the current home automation systems. This paradigm also
meets the proposed goal for the framework to have an IoT
context/essence, as it can be seen as a reflection of the main
idea of the IoT itself (everything connected with everything).

Finally it is important to notice that although security is
one of the most critical aspects of IoT systems, it is a vast
subject which cannot be fully investigated and developed on
the scope of this thesis. Therefore, only the basics of security
are addressed on the development of the solution prototype,
by adoption of only some basic security mechanisms already
available.

II. BACKGROUND

A. Internet of Things

1) Definitions, Characteristics and Requirements:
According to the ITU-T Recommendation Y.2060 [6], from

the International Telecommunications Union, the Internet of
Things is a global infrastructure for the information society,
enabling advanced services by interconnecting (physical and
virtual) things based on existing and evolving interoperable
information and communication technologies. Therefore, the
IoT can be defined as the interconnection between anything
and everything in the world, as long as these connections can
be enabled by embedding technology in the physical world
[6].

On the IoT, a ”Thing” is an object of the physical world
(physical things) or the information world (virtual things),
which is capable of being identified and integrated into com-
munication networks like the IoT. Physical things exist on the
physical world and allow connections, sensing and actuation.
Basically, it is everything in the world that is capable of
being sensed, changed by actuation and/or connected, e.g. the
environment, the people and all the things that people can
use (shoes, shirts, glasses, etc.), the houses, the streets, etc.
Virtual things exist in the information world (virtual world)
and are capable of being stored, accessed and processed, e.g.
multimedia content, virtual data and software [6].

According to Y.2060, the IoT fundamental characteristics
are: Interconnectivity (everything can be interconnected with
anything), Things-related services (the provided services must
be somehow related to ”Things”, taking into account all of
their constraints), Heterogeneity (different devices are based on
different hardware platforms and networks, and they possibly

interact with other devices or service platforms in different
ways), Dynamic changes (devices states and/or the number
of devices change dynamically), and Enormous scale (the
far-reaching vision of the IoT is that the number of devices
connected with each other will be much bigger than the one
of current Internet) [6].

2) Technologies:
On the low level layers (below the network layer), the IoT

context usually require technologies that offer good range,
simplicity, low price, low power consumption and strong
security, as the expected number of devices is huge and so
each device should last long, be priceless, simple and secure.

Several technologies are currently available to be used with
these requirements in mind, e.g. ZigBee, WiFi, Bluetooth
and 6LoWPAN. All of these technologies have their specific
characteristics and approaches to provide the communica-
tion between the devices, as technologies like ZigBee and
Bluetooth are designed for Wireless Personal Area Networks
(WPANs), WiFi for Wireless Local Area Networks (WLANs),
and 6LoWPAN for Low-Power Wireless Personal Area Net-
works (LoWPANs).

Some comparisons can be also made, as ZigBee is very sim-
ilar to Bluetooh, being simpler, cheaper, less power consuming
and more secure than Bluetooth, but having lower range, band-
width, and lack of native support in most consumer devices
like smartphones where Bluetooth or Wi-Fi are commonly
supported [7]. WiFi is one of the most common protocols
and it offers higher data transfer rates counterbalancing with
higher power consumptions [1].

The most recent versions of WiFi (802.11ah) and Bluetooth
(BLE), are focused on enhancing these technologies so that
they can be efficiently used on the constrained environments
typically encountered on the IoT, where greater range, low
power consumption, low device cost and strong security are
required [1].

Finally, there is 6LoWPAN (IPv6 over LoWPANs), which is
a set of protocols specially relevant as it enables the usage of
IPv6 on constrained wireless networks (LoWPANs), usually
composed by devices characterized by short range, low bit
rate, low power and low cost, limited in computational power,
memory, and energy, where the IEEE 802.15.4 protocol (for
the lower layers) is the ideal one to use [8].

The IoT concept is also widely ground-based on Internet,
Web and M2M concepts and methodologies, and it can be
seen as a future evolution of todays Internet, where two main
key-concepts are Web Services (WS) and Cloud Comput-
ing. Currently some of the most well known WS technolo-
gies/paradigms are Remote Procedure Call (RPC), Simple
Object Access Protocol (SOAP) and Representational State
Transfer (REST).

Although these technologies allow to the inter-process com-
munication between threads or processes on different hosts,
REST is the one which provides more advantages among the
three on the IoT context. RPC has the major problem of
tightly coupling the clients with the servers, as the service
procedures that become available may contain a list of typed
parameters that should be used by the client when calling the
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service [9]. SOAP avoids this problem by using a Message API
style where messages are typically represented with Extensible
Markup Language (XML) and communicated with HTTP.
Thus, it can be seen as a much better choice to work in the IoT
context than RPC, as it offers interoperability through more
uniform and generic interfaces.

Finally there is REST which, in addition to being developed
along with HTTP, ensures most of the desirable properties for a
Service Oriented Architecture (SOA) [9][10]. Its specification
is based on five constraints that ensure systems much more
scalable and simpler to understand, making it the best suited
style/paradigm to use on the IoT and domotic systems, where
the heterogeneity, dynamic change and enormous scale of
systems are characteristic, and where there is a demand
for interoperability, plug and play functionalities, autonomic
networking and services provisioning [1][7].

Another key technological concept related to the IoT is
Cloud Computing. Usually, Cloud providers make available
a huge set of tools and applications that can be used to build
complex systems and services, making it easier for developers
to abstract some infrastructural issues, such as load balancing,
data replication, quality of service, among others.

Using the Cloud capabilities and tools can bring many ad-
vantages when someone wants to provide online applications
for the IoT context, which should be scalable, strong, and
accessible from anywhere and at anytime. The majority of
the current main Cloud Providers (e.g. Amazon, Google and
Microsoft) have generic IoT applications and services already
built upon their Cloud Infrastructure, which are totally inte-
grated with their remaining Cloud services, further simplifying
the building process of new solutions and applications.

As the IoT is intrinsically and directly related to todays
Internet (given its interconnectivity and networking character-
istics), the technologies on the upper layers of the protocol
stack (Application, Transport and Network layers) should be
the ones that offer the better solution to the IoT requirements
on each scenario. At the same time, those technologies should
also provide backwards compatibility, in order to allow current
and past legacy services and applications to work with the
new ones which are being developed and built with the IoT
innovative mindset.

On the Transport and Network layers, the Transmission
Control Protocol (TCP), the User Datagram Protocol (UDP)
and the Internet Protocol (IP) provide good solutions to the
new challenges brought by the IoT. In the IoT context, UDP
is a much better suited solution than TCP, because being
connectionless makes it simpler and lighter, and thus best
suited to systems where the exchanged messages are small
(e.g. IoT systems). In contrast, TCP is better suited to systems
where the exchanged messages are bigger (e.g. pure Web
applications). Although todays most widely used version of
IP is yet the fourth (IPv4), IPv6 is the more actualized and
better suited one on the IoT context, as it provides a sufficient
address space to address every single device of the expected
huge IoT, while IPv4 address space is already fully occupied
nowadays [7].

On the Application layer, the Hipertext Tranfer Protocol
(HTTP) can be seen as a possible solution for some IoT

applications, given its popularity and strength. However, as
HTTP was mainly built with today’s Internet and Web in
mind, some new protocols, such as the Constrained Appli-
cation Protocol (CoAP) and the Message Queuing Telemetry
Transport (MQTT), were introduced to properly address the
new characteristics and requirements brought by the IoT.

CoAP is especially designed for Constrained RESTful En-
vironments (CoRE), i.e. environments where the connected
devices are small, work with low-power, low processing and
memory capabilities, and where the networks can be very lossy
(e.g. the IoT), but, at the same time, where Web technologies
and REST paradigms provide good advantages in order to
be used [10][11]. It is especially relevant as it is RESTful
and it can be easily transformed to HTTP, allowing enhanced
interoperability between small devices and Web-based services
[10]. It works over UDP/IP and implements a thin control layer
below its request-response model, to provide better reliability
than the one provided by UDP alone.

On the other hand, MQTT is a lightweight, open, simple
and easy to be implemented publish/subscribe messaging
transport protocol. MQTT runs over TCP/IP, or over other
similar protocols as long as ordered, lossless and bidirectional
connections are provided [10][12].

Both CoAP and MQTT are useful protocols in the context
of the IoT, because they are open standards, they are better
suited to constrained environments than HTTP, they provide
mechanisms for asynchronous communication, and they run
over IP. However, MQTT has a centralized architecture, as the
exchange of messages is always made through a centralized
server that handles the topics registry and the routing of the
messages, whereas CoAP has a pure client/server (RESTful)
approach. Finally, MQTT only works with Transport and
Network layer protocols which provide ordered, lossless and
bidirectional connection, and this can be problematic because,
in order to provide this complex connections, a greater band-
width and more computational resources are required from
both the network and its constituent components [11]. CoAP,
on the other hand, doesn’t have this problem because it runs
over UDP, which is by essence better suited to constrained
environments.

3) Commercial Solutions:
Several solutions from different companies can be found

currently on the market, directed to the IoT. These solutions
are usually provided by some of the biggest companies on the
computing and technological field such as Amazon, Microsoft
and Google, among lots of others. Usually these IoT solutions
are built upon each company’s cloud platform, given all the
advantages previously discussed about using Web Services and
Cloud Computing to support IoT applications.

All of those solutions have a similar ”structure”. First,
they typically provide an online IoT service (e.g. AWS IoT
Platform [13], Azure IoT Suite [14], or Google Cloud IoT
Core [15]) that helps users/developers to easily and securely
connect, manage, and ingest data from the devices, which is
usually fully integrated with the company’s remaining cloud
services so that users can further store, process, analyze,
and visualize the IoT data, possibly in real-time, to support
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improved operational efficiency. Secondly, they also typically
provide a ”local” software/SDK/service (e.g. AWS Greengrass
[16], Windows 10 IoT Core [17], or Android Things [18])
that allows to integrate the online service with the local
devices, providing automatic and integrated ways to run local
computations, messaging, data caching, and synchronization
capabilities for connected devices, and making the develop-
ment and deployment of those devices even easier.

One possible big disadvantage of this kind of IoT solutions
is that, although they are perfect for industrial solution’s
development, which usually is performed by technological
companies with high technical knowledge, during a long
period of time and with many technological resources, they
may be very hard to use on simpler user-case solutions, where
the user/developer may work alone, not having any technical
knowledge, time to spend on developing it, and may have
fewer and/or cheaper resources.

B. Domotics

1) Definitions and Comparison with the Internet of Things:
Domotics, or Home Automation, is an extension of building
automation which can be defined as the ability to control
the several systems that compose the home building [7][8].
An Automated Home can be referred as a Smart Home,
where an automation system enables the user to control every
device/appliance present on the home environment, such as
doors, windows, lights, electricity, gas and water meters,
thermostats, etc. Domotics has been growing as it can ease
most of the daily tasks, e.g. automatically control the garden
watering, turn on the exterior lights when the night falls and
turn them off when the sun rises, etc. This way, a smart home
can increase the user’s comfort and, at the same time, improve
energy, gas and water savings [19].

The home automation concept has some similarities and
differences with the IoT concept, as both of them are based on
the interconnection of devices, which are somehow connected
to the physical world, thus building a network that provides
convenient and easy access to the physical resources.

A first difference is that, usually, the majority of the
actions taken on a domotic system is towards actuate on some
resource, e.g. turning a light off or open a blind. On IoT
systems the opposite is verified, as the majority of the actions
is towards retrieving data from the physical environment, e.g.
getting the temperature of the air, and so the most relevant
communications are from the physical devices/things to the
user controller. However, both ways of communication are
present on both concepts, depending on each specific scenario,
and that can also be seen as a similarity between them. On the
other hand, while domotics is a much more restricted concept,
as it address only home automations, the IoT concept is a much
broader one by essence, as it means the network/internet of
everything, and so, to a certain extent, domotics can be also
seen as a part of the IoT.

A second difference is the range of action. While domotic
systems usually actuate only within the house space/location
and its surrounding areas, IoT systems are typically bigger
ones, with a broad actuation range distributed throughout

a large area. A third difference is the number of devices
involved, because domotic systems usually only have dozens
of devices, where the IoT ones possibly have thousands or even
millions. Although, when thinking about super-automated
homes, i.e. smart homes where the number of control points
(devices) is huge comparing with the common basic/classic
automated homes, a merge between the IoT and domotics
concepts is clear, because now within each house will possibly
exist hundreds of connected devices.

A fourth difference can be found on the devices used on
each field. IoT devices are usually very small, computationally
constrained, cheap and dumb devices, and they usually work as
a ”cloud” of thousands or millions of devices, where each one
only performs a simple function, like reading and reporting
the temperature. On the other hand, domotic devices can
be simple ”IoT-like” devices, but also smarter devices, with
stronger computationally capabilities and sometimes expensier
and bigger in size, e.g. smart TVs or fridges.

Finally, an effort is being made on both worlds to develop
technologies and devices that are simpler to use, deploy
and run, in order to the interested user works with them
conveniently and straight away without problems.

2) Technologies:
As home automation systems are usually localized only

within the house space and its surrounding areas, the tech-
nologies that are usually found on home automation are mostly
low-level technologies to work and communicate in relatively
low ranges.

Some of those technologies, such as X10, are simple and
old ones, as the domotics concept is also old, and they present
some limitations such poor performance, distance limitations,
power phase limitations, and sporadic reliability [20][21][22].
Nonetheless, due to their age, they are still widely available
to use on current home automation systems [23]. Over the
years, some other technologies appeared on the domotics
market to overcome old ones, such as KNX (Konnex). It
defines several physical communication medias, e.g. twisted
pair wiring, power line wire (similar to that used by X-10),
radio frequency, infrared and Ethernet, it is hardware indepen-
dent, and the focus on safety and energy savings [22][23]. A
LAN technology which is often found on the domotics field
is ZigBee, which can even provide more advantages than the
”classic” domotic technologies, but at the same time it is a
more expensive solution due to its complexity [21][22].

One big problem that still remains on domotics is that,
usually, the technologies are only supported by domotic spe-
cific devices, and the other user devices, such as smartphones
and PCs, usually do not natively support them, and thus the
control of the home environment cannot be done straight
away with these technologies from a smartphone, for example.
Another problem is that these technologies usually work on
a centralized and localized way, i.e. they cannot simply be
accessed from anywhere and at anytime by the user or by
any other service through the Internet. Of course, on the other
hand, the majority of the smart home devices available on the
market, work mainly with these technologies, because they
efficiently solve some traditional home automation problems
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Fig. 1. DomoBus general architecture.

[20][21][23].
Technologically speaking, when putting domotics and IoT

side to side, the conclusion is that, if the use of the ”clas-
sic” domotic technologies is a must for some reason, unless
some gateways are used/developed, the devices working with
these technologies cannot be directly integrated on an IoT
context, due to all technological incompatibilities. On the other
hand, technologies like Wi-Fi or Bluetooth, which are mainly
pointed as Internet/IoT enabling ones, can also be easily used
on a smart home context, making the automation devices
straight away compatible with the remaining IoT technologies,
as they have a much more growing popularity and availability
than the legacy smart home technologies, and they can also
solve some of the those ”classic” technologies issues.

DomoBus [5][24] is a home automation system that was
developed as an academic project by Prof. Dr. Renato Jorge
Caleira Nunes, on Instituto Superior Técnico, Lisbon. Its de-
velopment was carried in order to overcome many difficulties
felt while trying to access standard products for testing and
experimentation purposes [24]. It is focused on the ability
to interconnect the devices with other networks, to promote
interoperation and to accomplish an integrated solution.

DomoBus is a distributed system essentially composed by
Control Modules (CM) and Supervision Modules (SM), and
they are interconnected by a communication network that
allows them to interact and cooperate with each other - Figure
1 [24][25]. CMs can be small microprocessor-based boards
(e.g. Arduino) that directly connect to sensors and actuators,
which they can use to sense and/or act over the physical
environment. Each CM can be connected to one or more SM
through gateways. The SMs are responsible for the system
management and supervision, and they can be implemented
with regular computers or even smaller computerized devices
such as Raspberry Pis. They receive information from the
CMs, process it accordingly to the programmed rules and
required behavior, and issue the appropriate commands. A sys-
tem may have as many SMs as needed and a SM can control
any CM. SMs can also interact with each other in order to

Fig. 2. DomoBus abstraction model for a house’s structure and location of
devices[26].

Fig. 3. DomoBus device description abstraction model [26].

share information or coordinate actions. Thus, the interaction
with other systems becomes easier, allowing interoperation and
the achievement of integrated solutions as proposed [24][25].
Finally, the system architecture also considers the existence of
a PC - Home Server, that offers a powerful graphical interface
for system monitoring and programming, and allows the access
to the Internet and other systems if required [24].

DomoBus also provides an abstraction model that allows
for the abstracted description, organization and manipulation
of the automation devices and the home building. It is a generic
way to establish, programatically, the physical structure of the
home building and each device present on it, defining each
one as a set of properties and services [25][26]. This way,
the DomoBus system (specially this abstraction model) can
be applied to any home automation system.

The first part of the DomoBus abstraction model, present
on Figure 2, provides a simple, flexible and organized way to
represent each specific home environment [25][26].

The second part of the DomoBus abstraction model, present
on Figure 3, addresses the description of domotic devices. It
is further divided into two main sections. The first one defines
generic device types based on their properties, and the second
one refers to each real domotic device existent on a specific
automation system, which is associated with a specific device
type [25][26].

This abstraction model provides a generic and flexible way
to represent all the domotic devices independently of each
one’s structure and technology, because it applies a reasoning
simply based on the description of each device properties,
allowing also the easy and simple addition of new devices
to the home automation system [25][26].

3) Commercial Solutions:
Currently there are many domotic solutions provided by

several well known companies on the domotics domain, such
as Belkin, Philips, Samsung, Apple, Google or Amazon.
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These solutions can be organized in different sub-areas.
Some of them are specialized on the interconnection and
control of their own proprietary automation devices, such
as Belkin WEMO, or Apple HomeKit by licensing other
manufacturer’s products to work with their solution. Others,
like Samsung SmartThings, focus on providing a general
interconnecting, accessing and controlling platform that aims
to work with all kind of automation devices from several
different manufacturers. Solutions like Philips Hue are spe-
cialized only on a subset of home devices, which in the Hue
example is lights, as Philips provides the light bulbs and the
platform to access and control them, which can be further
integrated with other ”bigger” services/platforms like Samsung
SmartThings. Finally, solutions like Google’s Assistant/Home
and/or Amazon’s Alexa/Echo, focus on trying to agile and
provide better and new ways to the user to control the home
devices, for example with voice recognition and automatic
command issuing.

Despite this division that can be made on these solutions,
there are many similarities among them. For example, so-
lutions like Philips Hue and Samsung SmartThings provide
easy ways (interfaces and development tools) to integrate their
capabilities with services and applications from other manu-
facturers/companies. Moreover, joining Belkin WEMO to the
previous two, all of them provide intuitive smartphone ap-
plications to interact with each one’s system/platform and are
totally compatible with services like Google’s Assistant/Home
and Amazon’s Alexa/Echo, which are big advantages in order
to provide simple and friendly ways of controlling the system
to users. A big exception is found on Apple HomeKit, as it
is a very ”closed”/proprietary solution which can only work
with the remaining Apple’s products, the automation devices
can only be built with Apple’s proprietary protocols and tools,
and they must be firstly certified by Apple in order to work
with the HomeKit solution.

III. SOLUTION IMPLEMENTATION

A. Initial Considerations

Regarding the proposed solution, first some initial consid-
erations must be done to properly understand and use it.

On the course of this thesis, despite one of the goals was
the development of a framework’s prototype, it is important to
notice that the prototype and the majority of the technologies
used to build it are only an example of the framework’s usabil-
ity. The most relevant contribute that the framework provides
is the system’s architecture and interfaces specification and
definition, which can be applied to almost any domotic/IoT
scenario, with only minor adjustments, where the used tech-
nologies/languages can be totally different from the ones used
on the prototype. Moreover, the provided specifications are
only high-level ones (from the network layer up), and with the
minimum restrictions and requirements possible, in order to
provide a very generic and expandable solution and prototype.

Therefore, on the network layer, taking into account the
considerations made on section II-A2, the framework uses the
IP technology, and, on the above layers, it uses the CoAP/UDP

Fig. 4. mHouse Framework General Three Abstraction Layered Architecture
(a) and General Physical Architecture (b).

protocols for communication on more constrained environ-
ments, such as on home networks, and the HTTP/TCP pro-
tocols for communication on non-constrained environments,
such as on the Web/cloud, providing a RESTful solution. This
states a big difference from the solutions presented on section
II-A3, as they usually rely on the MQTT protocol, with a
publish-subscribe communication pattern, and so they can not
be considered 100% RESTful.

The framework has also the DomoBus solution as founda-
tion, and, in order to take into account an IoT context, super-
automated homes are considered, where every thing/object that
belongs to or is in the home environment can be considered
as possible to connect as well.

Besides all these considerations, the developed prototype
was not built with focus on security, and only some basic
security mechanisms were used/developed into it. Thus, the
framework can not be seen/used straight forward as a totally
secure one, but given its open, expandable and generic essence,
security mechanisms/components can be easily added to it, in
order to provide a stronger solution.

Finally, to ease references to it, the framework is called
”mHouse Framework”, where mHouse is spelled ”mouse” and
it means ”my house”.

B. System’s Architecture

As presented on Figure 4, the mHouse Framework has a
three layered architecture with three main components: the
Cloud Platform, the Home Server and the Endpoints Network.
Each one of these components has a specific purpose and
generally represents an abstraction layer.

The Cloud Platform represents the top layer which is the
one with more abstraction regarding the physical/low level
details. It takes the form of a cloud-based web application
(which can be accessed on http://mhouseframework.eu-west-1.
elasticbeanstalk.com/ ) - Figure 5 -, allowing the whole system
to be accessed by the user from anywhere and at anytime,
with top-level friendly interfaces, such as an web responsive
graphical interface, accessible from any common web browser,
and a RESTful API, accessible by any device/machine with the
capability to make HTTP requests. This platform abstracts all
the details of the remaining system such as devices and spaces
modeling, and allows the user to see and store all the data
collected by the devices, and to send commands for each one

http://mhouseframework.eu-west-1.elasticbeanstalk.com/
http://mhouseframework.eu-west-1.elasticbeanstalk.com/
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Fig. 5. mHouse Framework Cloud Platform Architecture.

of those devices. Another advantage and goal of this platform
is to monitor all the devices failures and behaviour, even
when the user is not using (accessing) the Cloud Platform,
which is relevant to allow, for example, alarmistic services
and applications which can use this information to alert the
user in case of failures or emergency situations.

The Home Server represents the middle abstraction layer
and it acts as a middleware between the Cloud Platform and
each one of the connected devices. It takes the form of a
software application - Figure 6 - which runs on a user machine,
placed inside his/her house, and it is directly connected to
the home internet network. This Home Server is where all
system devices are represented as resources, making it crucial
to the proper work of the framework as a full system. It allows
communications on both directions, from the devices to the
Cloud Platform and from the Cloud Platform to the devices,
by respectively using the RESTful API provided by the Cloud
Platform and providing its own RESTful APIs as well, namely
a HTTP based one and a CoAP based one - see Figure 4.
Furthermore, it also allows the easy integration of the mHouse
Framework with other cloud services and/or platforms, by
providing a way to easily add communication modules (called
”cloud communicators”) which allow that integration in a very
simple, generic and uniform way - Figure 6.

The Endpoints Network is the network between the Home
Server and all the Endpoints, as presented on Figure 4. On
the mHouse framework context, an Endpoint is a low-level
microcontroller software application - Figure 7 -, that can
run on each device present on the home environment. Those
devices can have sensors and actuators attached to them, to
actually sense and act upon the physical environment, and the
Endpoint application works, on each on of them, as a device
applicational module that provides the correct behaviour and
communication pattern with the remaining framework compo-
nents, being, at the same time, totally configurable to handle
every specific sensor and/or actuator. In order to establish
network connections and communicate with the Home Server,
each one of the Endpoints uses the CoAP based RESTful
API provided by the Home Server - see Figure 4. Thus,
this last component represents the low-level/bottom abstraction

Fig. 6. mHouse Framework Home Server Architecture.

Fig. 7. mHouse Framework Endpoint Application Architecture.

layer of the mHouse Framework, because it addresses all the
details and characteristics of the different sensors, actuators,
and physical environments.

IV. ABSTRACTION MODEL

To efficiently handle and manage all the different system’s
entities and concepts, an abstraction model was developed
to the mHouse Framework, based on the DomoBus one. It
can be seen as the same model with only a few adjust-
ments/differences, which were introduced here to simplify the
combination of all data entities with the remaining mHouse
system concepts.

The developed abstraction model is presented on Figure 8.
At first sight, notice that its overall structure is mainly a com-
bination of some parts of the DomoBus Abstraction model,
as it joins the ”spaces modeling” part (Houses, Floors/Areas,
Divisions) with the ”devices modeling” part (Devices, Device
Types, Properties, Property Types, Services, etc.).

First, the model’s root (main) entity, from where all the
others are built, is the User. It can be seen as the root of
the abstraction model because every other modeled entity will
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Fig. 8. mHouse Framework Abstraction Model.

belong to a specific User. A User, like all the other modeled
entities, is always identified by a universally unique ”ID” on
the framework’s context. Each User have a set of Houses and a
set of Servers. Each House has only one Server and a Server
can have only one House.

In the DomoBus Abstraction Model each House could have
a set of Floors. Here, in the mHouse Abstraction Model,
this relationship was slightly changed, so that each House
can have a set of Areas, being this the second difference
between the mHouse and the DomoBus models. The difference
between the Area and Floor concepts is just their essential
semantics/connotation. With the Floor concept, by essence,
the user should divide his/her house as a set of house floors,
and when the house has only one floor, this division remains
unuseful or could bring some confusion to the user when
dividing his/her house. On the other hand, the Area concept
is a much broader one, because it represents, by essence, a
generic area of the house (note that it can even represent a
house floor as well).

Each Area can be further divided into a set of Divisions, and

each Division can have a set of Devices, just like in DomoBus.
The concepts modulated on this part of the mHouse Ab-

straction Model (green part of Figure 8), address the spatial
structure (division of the user houses), and they are only
present and managed on the higher abstraction layer of the
mHouse Framework, the Cloud Platform.

The second part of the Abstraction Model modulates the
Home Servers, Devices, Services and ”Configurations” con-
cepts (i.e. Device Types, Property Types, Properties and
Property Value Types). These concepts are present across
all the abstraction layers of the mHouse System (blue part of
Figure 8).

The Server entity generally represents a Home Server. Each
Server can belong to a House and can also have a set of
Devices. The Device entity represents each Endpoint/device
connected to the mHouse system. Each Device must be-
long/”be connected” to a Server and can belong to a Division.
Each Device has always its specific Configurations - a Device
Type and a set of Properties.

The mHouse Configurations concepts are directly inherited
from the DomoBus Abstraction Model, with the exception of
the Vector Value Type, that is dropped here because it brings
no advantages to the mHouse Framework, as all the values
represented by that value type can easily be represented with
one of the other value types. Besides that, all the inherited
entities are the same and have the same meaning as in the
DomoBus Abstraction Model. A little difference is only that
each Enumerated Value Type has a set of Choices. The
Choice concept is introduced here to represent the possible
choices that an Enumerated Value Type can have.

Each Device can also belong to a set of Services. Each
Service has the purpose to group the Devices by functionality,
in order to give a different organizational perspective to the
user. Overall, the Devices can be organized/grouped by their
Server, by space (Division) or by functionality (Service).

V. TESTS AND VERIFICATIONS

At the same time each component was being devel-
oped/built, several tests were made to verify the correct
behaviour of each one of them. Nonetheless, after all devel-
opment was finished, a set of three main overall test cases
were done to prove the framework’s utility, and to verify if
the proposed goals were properly achieved.

A. First Test Case: Deployment of the prototype on a home
environment

On this test case, the mHouse Framework was deployed
on two different house environments, during 1 week on each
one of them. The first one was a country house with 3 floors,
each one with approximately 250 m2, and with 10 different
divisions. The second one was a city flat with just 1 floor, with
approximately 25 m2, and 4 divisions. On each scenario, the
mHouse Home Server prototype application was deployed on
a Raspberry Pi 2 which was connected to the home network
router via Ethernet cable, and the mHouse Endpoints Network
was formed by 3 WeMos devices and 1 Raspberry Pi 1, where
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the WeMos devices were connected to the home network via
WiFi and the Raspberry Pi 1 via Ethernet cable.

To properly test the framework on both house environments,
during the tests time, the data collected by the devices was
periodically retrieved and stored on the mHouse Cloud Plat-
form. From time to time, some queries were performed on
the available collected data in order to prove that the data
can not only be stored, but can also be analyzed every time
it is necessary. Moreover, some commands were sent to the
different devices also using the mHouse Cloud Platform. This
way, the ability to access and control the different devices
was properly tested and, implicitly, the ability to monitor
the different devices and servers was also tested, as their
monitoring was always working on the background.

Performing this test case allowed to demonstrate the correct
operation of the overall framework’s system, and of each of its
constituent component, as the several proposed functionalities
and capabilities were properly tested, proving the framework’s
easy usage and correct operation.

Moreover, this test case also demonstrates the achievement
of several proposed objectives such as: the easiness to deploy
the framework solution on very different house environments;
the ability to access and control the different devices from
anywhere and at anytime using the mHouse Cloud Platform;
and also the framework’s ability to, through its Abstraction
Model, include very different types of devices (which can have
very different kinds of sensors and actuators attached), proving
the framework’s generic, interoperable, global and possibly
heterogeneous essence.

B. Second Test Case: Integration with AWS IoT Platform

On this test case, the mHouse Framework was integrated
with the AWS IoT Platform service, by developing and adding
a new communicator module to the mHouse Home Server
application. This communicator properly allows to access and
control the devices connected to the Home Server from the
AWS IoT Platform. It allows the Home Server to seamlessly
register and unregister the devices on the AWS IoT Platform,
and also to send the device’s data to it. Moreover, it allows to
receive commands from the AWS IoT Platform as well, thus
allowing the control of the devices simultaneously from the
AWS IoT Platform and/or from the mHouse Cloud Platform.

Allowing this integration of the mHouse Home Server with
the AWS IoT Platform is a huge advantage because, by doing
that, the Home Server can be also automatically integrated
with all the other AWS Cloud services and applications,
which can be used by the user to build complex and smarter
solutions, as presented on the section II-A3. Moreover, this test
demonstrates that it is easy and fast to add new communicators
to the mHouse Home Server, thus proving that the framework
is open, modular and generic, as it can easily be integrated
with different services, each one of them with possibly very
specific requirements and characteristics.

C. Third Test Case: Development of a smartphone application

On this test case a simple mobile application was developed
to Android smartphones, that enables users to access the

mHouse Cloud Platform from a specific mobile application
and not only from a web browser. This development was
performed in order to test and demonstrate that the mHouse
Cloud Platform can not only be accessed by the regular user,
using its web HTML interface, but can also be accessed by a
diversity of other services or applications, which can use the
RESTful API provided by the Cloud Platform to access all the
framework’s resources.

Therefore, a very simple Android application was developed
to allow users to access and control their Houses, Areas,
Divisions, Servers and/or Devices, easily from a smartphone
application. Note that it is a very simple mobile application
that was only developed to test the working behaviour and
capabilities of the developed RESTful API, and it should not
be seen as a full/strong mobile application. Nonetheless, on
future work, progresses can be done to develop a stronger
mobile application that could provide more intuitive and
simple graphical interface to the users, in order to simplify
the access, management and control of the resources made
available by the mHouse Framework.

VI. CONCLUSIONS

The main objective of this thesis was the development of
a framework solution that allows to build an open, modular
and generic domotic system taking into account both the
domotics and IoT fields characteristics and requirements, like
interoperability, heterogeneity, ease of deployment and usage,
robustness, global access and control.

Although the Home Automation and IoT fields are currently
exponentially growing and several commercial solutions can
be found, there are still some unresolved problems, like the
complexity, cost and intrusiveness of the systems, the lack
of network and device interoperability, and the lack of open,
expandable and generic interfaces and systems, as most part of
the solutions are proprietary, not completely open and generic.

The developed framework - the mHouse Framework - is a
high-level RESTful solution, based on DomoBus, that provides
an open set of specifications to the overall system architecture
and its RESTful interfaces, allowing the users/developers to
build generic and expandable domotic system solutions. It is
capable to integrate devices with very different characteristics,
requirements and base technologies, and it also allows to
access, control and manage those devices from anywhere and
at any time. Moreover, it is a modular solution which can
not only be used as a whole/turnkey system, but also be
modularly integrated with or on other systems and/or solutions.
Therefore, as it is based on standard and open technologies
like CoAP, JSON and REST, it is ideal to build big domotic
systems included on the IoT, where it can also work side-by-
side with other technologies, which can bring other advantages
to the final solution as well.

The framework allows users/developers to connect all their
devices (which can have a large set of sensors and/or ac-
tuators attached to them), and to access and control them,
i.e. users can retrieve and store the data collected by those
devices, and send commands to them, making use of the
mHouse Cloud Platform, where all resources appear in an
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automatic way. Moreover, the mHouse Framework allows
users/developers to organize their devices and house facilities
by location/space, by creating and managing virtual entities
like Houses, Areas and Divisions, and also to organize the
devices by functionality, by creating and managing virtual
Services. Finally, the mHouse Framework provides a solution
that always monitors all connected devices, making sure that
all the information about their failures and working behaviour
is properly registered and presented to the user, making it even
possible to build alarmistic applications where the users can
be notified about device failures, misbehaviour or emergency
situations.

It is also important to notice that, in order to test all the
functionalities, capabilities and specifications developed to the
mHouse framework, several functional tests were performed
on different house scenarios, and also with different testing
approaches, as presented on section V.

To conclude, all the proposed objectives were properly ad-
dressed and successfully achieved with the developed solution,
which can now be easily used to build new domotic and IoT
solutions, applications and/or services.

A. Future Work

Despite the fact that the developed work gives a full
working solution with a prototype that offers a vast and great
set of functionalities and capabilities, some parts were not
fully developed as they were not crucial to achieve the main
proposed goals for this dissertation, and so they can and should
be developed in future work.

Some topics that can and should be further developed in
future work are: security (e.g. include HTTP on all system’s
HTTP-based communications, include stronger authentication
mechanisms on the mHouse Home Server and Cloud Platform,
include DTLS on all system’s CoAP-based communications,
etc.); robustness and load balancing of the overall system’s
architecture (e.g. change the overall architecture to a more
complex and distributed architecture where the system could
have several Home Servers on the same house, connected
and communicating with each other, etc.); more high-level
functionalities (e.g. the ability to share house access between
users, the ability to create automation scenarios just like
proposed by DomoBus, an improvement of the overall online
Cloud Platform frontend appearance/look to provide more
intuitive and simpler ways to access, control and manage
the different resources/entities, etc.); or the development of
some gateway modules in order to integrate the framework’s
functionalities with a larger set of devices, which can already
work with low level technologies that do not natively support
IP or that are different from WiFi, and can be also typically
found on home automation and/or IoT scenarios, like ZigBee.
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