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Abstract

With the exponential growth of Internet-of-Things (IoT) usage and devices and with the increasing
interest of users in acquiring these devices to improve comfort and optimize their household chores, it
is necessary to develop a robust and secure home automation system that allows users to connect all
these devices and manage their information in a flexible way, with low implementation costs. Thus, this
paper presents a solution for a smart home system that only uses WiFi network for communication,
avoiding intrusive installations (it does not need to add physical wiring), and allows to connect and
control different devices, from any vendor, remotely from a mobile phone, a tablet or any other device
with an internet connection. A complex and modular system has been developed, which uses standard
technologies and protocols and consists in a central server (smart home server), which offers a set of
services to control and manage the system; an auxiliary database to minimize information that devices
need to store; a MQTT broker that allows the devices to communicate using the MQTT protocol; and
home appliance devices whose requirements are minimum, they only must able to connect to an WiFi
network.
Keywords: Internet Of Things, Domotic, Smart Home, Home Automation, WiFi Network, Interoper-
ability, Security.

1. Introduction

As technology evolves it is desirable that the peo-
ple’s quality of life also improves. This means op-
timizing everyday tasks, reducing effort and time
spent in boring or dissatisfying tasks. In order to
achieve the desirable level of optimization, the de-
vices we use on daily bases need to be smarter. In
this context, smart means that they should be able,
at least, to communicate with other devices. But
this phase has already begun and the analysts pre-
dict that the IoT will comprise up to 26 billion in-
terconnected devices by 20201.

A smart home, briefly, is a system containing a
set of home appliance devices and services that work
and communicate with each other to enhance the
quality of life of their occupants. According to [3]
in the near future, it is estimated that 90 million
people around the world will live in smart homes,
using technology to improve home security, comfort
and energy usage.

Thus, if the quantity of available IoT devices is
growing and the services are becoming more com-
plex it is important to have robust protocols and
a secure system that allows all of these devices to
work properly together. This project main motiva-

1http://www.gartner.com/newsroom/id/2636073 .Ac-
cessed: 2017-04-06

tion is to give to the users the chance to easily de-
ploy a system in their homes and control the smart
home system from anywhere and from any device.

Instituto Nacional de Estatstica (INE)2 pub-
lished an article, where according to the 2015 Sur-
vey on Information and Communication Technolo-
gies Usage, 70% of the Portuguese households ac-
cess internet at home. Most of them have WiFi
routers, since they are usually provided by the Por-
tuguese network providers. Thus, our second main
motivation is to create a smart home system that
can be deployed using the existing WiFi networks,
allowing users to add or remove devices according
to their needs.

Our smart home system should solve the major
challenges that existing systems have and that are
related with an intrusive installation, requiring to
add physical wiring in their architectures, increas-
ing the implementation costs; a lack of network
interoperability and user interfaces inflexibility be-
cause they are normally limited to a single method
of control and do not allow to extend or to create
different interfaces.

Also, existing solutions are usually designed with-
out security concerns, where these mechanisms are
added a posteori leading to security flaws. Accord-

2https://www.ine.pt/ .Accessed: 2017-04-06

1



ing to all of these challenges, our main objective is
to develop a secure and flexible smart home sys-
tem, that does not require to know, a priori, the
connected devices nor the user preferences, allowing
users to add and remove devices ad hoc according
to their needs.

Our system should be suitable to be applied in
already existing buildings, using just WiFi net-
works to operate and for the devices communica-
tion. Thus, it is important, although not manda-
tory, that IoT home appliance devices can connect
to an WiFi network. Our protocol should be open
and hardware-independent working with any de-
vice, from any vendor, allowing the users to create
or adapt their own devices.

2. Concepts and Related Work

The IoT, also called Internet of Everything, can
be defined as the network of physical objects or
”things” embedded with electronics, software, sen-
sors and connectivity to enable objects to exchange
data with each other and with the infrastructure.

In paper [5], authors presented three important
requirements that an IoT system should have: com-
prehensive sense, the use of sensors to get informa-
tion from the surrounding world; reliable transmis-
sion; and intelligent processing, a mechanism that
analyze and process vast amounts of data and infor-
mation with the purpose of add intelligence control
to objects.

A smart environment, in the smart homes con-
text, should provide an ubiquitous computing en-
vironment and operations in order to provide all
the intelligence the users need, but in a contin-
uously and imperceptibly fashion, for example, it
might interconnect lighting and temperature con-
trols with personal bio-metric monitors woven into
clothing so that illumination and heating conditions
in a room might be modulated according the users’
preferences.

There are different network protocols that can be
used in a smart home system architecture. The X10
industry standard, developed in 1975 for communi-
cation between electronic devices, is one of the old-
est standards to control and manage home devices.
This technology provides limited control over house-
hold devices through the home’s power lines [2].
The power lines are used for signaling and con-
trol, where the signals involve brief radio frequency
bursts representing digital information.

The great advantages of X10 are related with its
inexpensive implementation cost and its simplicity.
There is no need of qualified professionals to install
a X10 system, because it does not require new or
specialized wiring, which is suitable to install in ex-
isting buildings. X10 also allow users to control up
to 256 devices and there is a big product range of

devices available to purchase in specialist electrical
shops.

The main disadvantages of X10 technology are re-
lated with its limited bandwidth and speed trans-
mission. Since X10 signals can only transmit one
command at a time, first by addressing the device
to control, and then sending an operation for that
device to perform, if two X10 signals are transmit-
ted at the same time they may collide, which can
lead to commands that cannot be decoded or trigger
wrong operations. This protocol also lacks support
for encryption and any form of error analysis.

Due to all discussed disadvantages we did not use
X10 in our system, however since it is a popular
technology, because it is one of the oldest and sim-
plest standards for domotic solutions, our system
allow users to include X10 devices, with gateways
that allow the messages propagation between this
technology and the WiFi network.

Another network protocol common used in smart
home system is ZigBee3 that is defined in [4] as a RF
communication standard based on IEEE 802.15.4.A
ZigBee-based network usually consists of a ZigBee
coordinator and ZigBee nodes. The ZigBee coor-
dinator is responsible for creating and maintaining
the network and managing each ZigBee node in the
network. All the communications between ZigBee
nodes propagate through the coordinator to the des-
tination node. The maximum ZigBee data rate is
about 250kbps, and 40 kbps can meet the require-
ments of most control systems, and communication
range can vary from 100m to 1km depending of the
output power.

The main advantages of ZigBee, identified in [6]
and [2] are related with the low implementation
costs, low power and wider coverage and the wire-
less nature of ZigBee helps overcome the intrusive
installation problem with the existing home au-
tomation systems. The low installation and run-
ning cost offered by ZigBee helps tackle the expen-
sive and complex architecture problems with exist-
ing home automation systems.

There are already several ZigBee devices available
on the market, and since it is a wireless technology
with low implementation costs, it is important that
our system offers an integration mechanism that al-
low users to deploy ZigBee devices.

2.1. MQTT

MQTT4 is a publish-subscribe architecture on top
of TCP/IP that allows bidirectional communica-
tion between a device and a MQTT broker. It
is an extremely simple and lightweight messaging
protocol, designed for constrained devices and low-
bandwidth, high-latency or unreliable networks.

3http://www.zigbee.org/ .Accessed: 2017-04-06
4http://mqtt.org/ .Accessed: 2017-04-06
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MQTT is more suitable for constrained devices with
limited resources than HTTP because it has only a
minimal packet overhead with a very light weight
protocol and is extremely easy to implement on the
client side.

The publish/subscribe (pub/sub) pattern in gen-
eral, is an alternative to the client-server model. In
pub/sub model, the publisher (who sends the mes-
sage) is completely decouple from the subscriber
(who receives the message), which means that the
clients don’t know about the existence of other
clients. Thus, there is a third component, the Bro-
ker, which is known by both the publisher and sub-
scriber. It handles and manages all the messages,
filters and distributes them accordingly. Figure 1
illustrates the MQTT architecture.

Figure 1: MQTT Architecture

In MQTT the messages are subject-based fil-
tering, that means the filtering is based on a
subject or topic which is part of each message.
The client subscribes for the topics he is inter-
ested in and the broker distributes the messages
accordingly. The topics are in general strings
with an hierarchical structure, and allow differ-
ent subscription levels, e.g. it is possible to use
wildcards and subscribe home/kitchen/# to re-
ceive messages from all the topics related with
the kitchen, such as home/kitchen/refrigerator or
home/kitchen/temperature.

The MQTT protocol have Quality of Ser-
vice(QoS) levels that allow to specify this delivery
assurance level for each message or topic. This is
very useful because we can have different messages
with different QoS levels, according to its impor-
tance. There are three QoS levels available: QoS 0
(at most once), it is the minimal level and provides
the same guarantee as the underlying TCP proto-
col, which means that a message won’t be acknowl-
edged by the receiver or stored and redelivered by
the sender; QoS 1 (at least once), it is guaranteed
that a message will be delivered at least once to
the receiver, but it can also be delivered more than
once; and QoS 2 (exactly once), this is the highest

level, and it guarantees that each message is re-
ceived only once by the subscriber. It is the safest
but also the slowest quality of service level.

The different types of QoS levels should be as-
signed to the different messages, according to their
importance. The higher the QoS level is, the slower
and heavier the communication will become.

MQTT protocol also has a Retained Messages
mechanism, where the broker store the last retained
message for a specific topic. This feature allows a
client that subscribes to a topic that has retained
messages, to receive the last message immediately
after subscribing. With this feature, clients do not
have to wait until a new message is published to
know the last known status of other devices.

Due to all the advantages that MQTT offers al-
most ”out-of-the-box” this is a recommended pro-
tocol to use in the communication between con-
strained devices. Thus, we will apply this protocol
in our project, for the devices communication, and
also to provide flexibility to add new devices ad hoc
with low effort.

2.2. Smart Home Control System based on
Browse/Server Module

Paper [1] introduces a smart home control system
based on Browser/Server architecture that provides
flexibility, easy expansion and high reliability.

This system has a multilayer architecture,
with a perception layer containing all the sen-
sors/actuators; a network layer responsible for com-
munication; and an application layer that supports
the creation of smarter mechanisms and user inter-
faces.

In this project, authors choose ZigBee for the per-
ception layer because it is a low-complexity, low-
power and low-cost technology. The home gateway
only provides the most basic interfaces and it con-
sists of a ZigBee module, an USB communication
module and an extensible interface module. The
ZigBee module acts as a coordinator and it is re-
sponsible for the network establishing and main-
taining. The wireless RF module is used for receiv-
ing the wireless signal and transmitting it to USB
module through serial port.

The application layer and application support
platform is composed by an website, a SQL
database server and a command processing. The
website provides an interface between the users and
the system, allowing to check the home appliances
information and to send commands to the smart
home system.

The SQL database server is used for managing
the information of household devices, users and con-
trol strategies.

Since this project was designed based in a mul-
tilayer architecture, it provides a great flexibility
to add features and to work with a great variety
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of smart home technologies. It is not well defined
how the authors solved some challenges related with
real-time control, such as how they guarantee and
maintain the correct state of the database or how
they process and manage an higher number of com-
mands, but we will take advantage of this multilayer
architecture to create our system, adding more flex-
ibility related with the user interface, allowing to
control from any device or application and not only
through an web-browser.

In this system, the home gateway only allows to
the usage of ZigBee devices. In our system we have
the goal to create an home gateway that can be used
with any technology the user needs.

2.3. IoT with Webservices and Cloud Computing

The approach presented in paper [4] integrates IoT
with cloud computing taking advantage of IoT to
embed computer intelligence into home devices and
cloud computing to provide scalable computing and
storage power for developing, maintaining and run-
ning home services.

The architecture of this system consists in
microcontroller-enabled sensors that measure home
conditions; microcontroller-enabled actuators that
receive commands and execute them; a database to
store data from microcontroller-enabled sensors and
cloud services, and acts as command queue being
sent to actuators as well; server/API layer to pro-
cess the data from the sensors and store in database
and receive commands from the users to control the
actuators and stores the commands in the database.
The actuators make requests to consume the com-
mands in the database through the server; an web
application that enables to measure and visualize
sensor data and control devices.

The authors choose Arduino for IoT devices, be-
cause it is a cheap and cross-platform with a sim-
ple programming environment. For the smart home
network, authors choose ZigBee.

In order to communicate with the Cloud this
projects uses JSON for data exchange, mainly be-
cause is is a lightweight data representation syntax,
which is perfect to be handled by the IoT nodes
that have limited computational resources.

The sensors readings transmit to the central
server periodically, and the messages have the fol-
lowing format: {source, 4, destination: 2,token:
1234, temp: 27, humidity: 120, proximity: 2207,
ambient: 42}, which it is self-explained by the
JSON attribute names. The token field is an au-
thentication mechanism used to verify that the mes-
sage is sent from one of the system boards. This
message is sent from the central transmitter board
via ZigBee to the central receiver board, that is con-
nected to the Internet and cloud services.

The web application is responsible for reading

sensors, storing readings and monitoring home ap-
pliances. This web application is composed by two
main parts: a front-end and a back-end. The front-
end is the web client and the user interface, that was
developed to be responsive and adapt to any screen
size. The back-end offered support to computing
services for logic processing and storage services for
data storing.

The goals of this project and the technologies
used are similar to what we will use in our sys-
tem, because it uses JSON to exchange data, it has
an home gateway that in this project is a central
receiver board with ZigBee and Internet support,
and it has a modular architecture. In our perspec-
tive this project only lacks in terms of security, be-
cause in the messages exchanged a single token is a
limited solution and there is no information about
the security mechanisms in web application access.
Related with the flexibility to create external appli-
cations to control and monitor the smart home sys-
tem, it only allows the web application developed
by the authors, which limits the usage scenarios.
Also, this architecture has a big performance issue,
because the actuators make requests to server to
check if there are new commands periodically. This
is an additional overhead to the whole system due
to the creation of more messages and the demand
of actuators to be always in operation.

2.4. Smart Home System based on IPV6 and Zig-
Bee

As introduced in article [6] it is possible to create a
smart home network using IPV6 and ZigBee. This
system is composed by three types of devices: co-
ordinators, that manage and control home appli-
ances; routers, responsible for message transmis-
sion; and end-devices, sensors/actuators connect
with the home appliances.

In this project all the home appliances have their
own IP address based on the IPV6, that allows to
control and connect these devices directly from an
external network. Thus, when the home gateway
receives an external command, it unpacks it and
gets the destination address, then selects the best
routing path and transmits the message.

The internal network is based in ZigBee technol-
ogy and all the home appliances must support this
technology, because the appliances’ status are peri-
odically transmitted to the home gateway by a Zig-
Bee module. The communication protocol used has
three types of packets: request packets, response
packets and event packets which are identified with
the packet type field in the message header.

Each message has a name code (the appliance
name, unique); a state code which is list of at-
tributes and their values about device’s status; a
command code: 1-byte command code and in-
put/output arguments; and an home code, unique,
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to make home network independent from other in
packet level communication.

This project demonstrates that is possible to in-
tegrate ZigBee with IPV6, which are two protocols
of network widely spread and cheap to implement.
Although, the architecture presented does not have
security mechanisms, that is a critical issue in a
smart home architecture, and it has low flexibility
and low support to integrate user interfaces, which
is one our project goals.

2.5. The DomoBus System

The DomoBus System5 is an academic project that
provides a generic approach to home automation,
independent of any technology. The specification
is based in a standard language, XML, to describe
the system, supporting inter-operation with differ-
ent technologies.

This system offers an easy and extendable way to
create and define scalable and flexible automation
projects, with a distributed architecture. The au-
thors have proposed a multi-level architecture, with
High-Level components, Supervision Modules(SM),
that are PCs or Raspberry-Pi like boards and per-
form supervision tasks, interface with users and of-
fer remote access through an internet access point.
The Low-Level components consist in Control Mod-
ules(CM), which are simple development boards
plus interface electronics or power electronics to in-
terconnect with physical devices - sensors and actu-
ators and, optionally, a Router module(R) to allow
to interconnect different DomoBus low-level net-
work segments.

In the DomoBus system, a device is an abstract
entity characterized by a set of properties where
three standard operations over them are available:
GET, read a property value; SET, modify a prop-
erty value; and NOTIFY, each device can be config-
ured to, autonomously, notify its DomoBus Super-
visor (DS) when a property value changes, sending
the new value information.

In our project we follow the same Device Concept
to allow a generic approach and develop a system
which can work with all types of sensors/actuators.

3. Implementation

The system architecture we propose is aligned and
proper designed to be deployed in a multi-layer
smart home system, as illustrated in Figure 2. Us-
ing a layered architecture we guarantee flexibility to
add and remove components in our system and we
provide interoperable services that can be special-
ized in the execution of specific tasks. This archi-
tecture allows to simplify the amount of data that
low-level devices have to handle with, which is pro-
portional to their hardware limitations.

5http://domobus.net .Accessed: 2017-04-06

Figure 2: Smart Home System Architecture

3.1. Home Server

The Home Server is the core component in our sys-
tem and it could be defined as a smart hub, since
it allows the connection between different types of
components from the internal network and also pro-
vides public access (from external network) to some
of these components.

The Home Server, illustrated in Figure 2, is a
complex system that includes smaller systems work-
ing together. The subsystems are described in the
next subsections.

3.1.1 Public Services

The home server provides public services in order to
clients control and manage the smart home system.
These services are mainly RESTful webservices that
accepts HTTP requests with JSON data content
and returns HTTP responses.

The public interfaces of our architecture were de-
veloped according to a Service-Oriented Architec-
ture (SOA), where services are independent from
each other and it is allow the creation of new ones
without changing or stopping the system.

Another great advantage using RESTful webser-
vices are related with the system scalability. The
server end of REST is stateless, which means that
the servers do not have to store state or data across
requests. Thus, the communication between servers
are minimal, making it highly scalable and possible
to provide a good load balancer on the server-side
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that can easily redirect requests to different servers.

3.1.2 Internal Devices Management
As discussed in the Subsection 3.2, we use the
MQTT protocol to allow communication between
devices, due to all of its advantages. But there is
one great disadvantage in a Pub-Sub architecture:
the subscribers must be aware, a priori, which top-
ics are available to subscribe.

Thus, to take advantage of MQTT protocol and
also to provide flexibility in our system we create an
Internal Devices Management System that works
together with the MQTT broker and manages all
the devices connected, their components and their
properties. With this system, the devices do not
need to know, before being deployed in our network,
what are the devices available and their properties.

The internal devices management system should
always be synchronized with the real system infor-
mation, thus it is mandatory that devices in their
initialization connect with the home server (in the
respective services) to register their information.

An example about how this internal device man-
agement system works is: an user wants to connect
a chandelier (a device) in the smart home system.
During the initialization the device should regis-
ter itself in the home server using the private ser-
vice ../api/device/devices, and register their com-
ponents and properties. So, the chandelier will also
make a request to ../api/device/components telling
that it contains a Lamp (component) and this lamp
has a Mode (property) that allows the values ON
or OFF.

Using this mechanism, the Internal Devices Man-
agement system will always know the network state,
the devices connected and their attributes. It allows
to add new devices to the network ad hoc without
resetting the entire network or updating the devices
code.

3.1.3 Complex Actions Management
In order to create an automated and smarter home
system, the home server allow users to create com-
plex actions. These actions are defined by a set of
preconditions, or events (e.g. other devices’ states)
and a set of actions that are triggered when the
events occur.

An example of how this system could work is:
when the home temperature is 26C, turn on the air
conditioner. It could more complex, such as, when
the outdoor light sensor detects that exists a lack
of sunlight and a person in a specific room, it will
automatically close the electric window blinds and
turn on ambient lighting.

This system is implemented using an approach
that consists in a descriptive language that allow
users to describe the complex actions and a polling
system that will check periodically if the properties’

values match with any conditions defined and, if
they do, the system will execute the corresponding
actions.

3.1.4 User Permissions Management
This subsystem is responsible for managing the dif-
ferent user roles and different user permissions. In
our system we propose an User Permission Manage-
ment System that supports two types of user con-
cepts: users and user roles. The first is profile that
represents a specific user. The latter is a set of user
groups that should be assigned to users’ profiles, for
instance, Guest, Regular User, Child, Gardener.

Our system also allows devices specific permis-
sions and rooms permissions. In conceptual terms,
a house has one or more rooms and each room has
several devices. Thus, it is important to have an
higher level of hierarchy, where users can control
permissions regarding the rooms or more specifi-
cally, the devices.

To manage this feature, we apply a priority level
mechanism where the permissions defined for a
room have a lower priority than a device specific
permission, as illustrate in Figure 3.

Figure 3: Permissions Priority, from lowest (left) to
highest (right)

This mechanism allow the following scenario:
The user Pedro, since he is a child, does not have
permissions to control kitchen devices. So, their
parents define a rule that deny accesses from user
Pedro to room kitchen. But after some time, their
parents want to give him access only to the kitchen
television. Thus, they only need to add one rule
that allows his user profile to manage the kitchen
television, and the remaining kitchen devices will
continue to be inaccessible from his user profile.

3.1.5 Authentication / Security
The home server has a security layer requiring
an authentication phase from clients to access
the smart home system, using digital certificates.
The communication should be done using HTTPS,
which makes the conversation with the web server
entirely encrypted.

3.2. MQTT Broker and MQTT messages
In the solution we propose, the devices communi-
cation is made using MQTT protocol due to all its
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advantages, that were already discussed in section
2.1. Thus, it is mandatory to have a MQTT broker
(a MQTT server) that allows this communication.

As described before, the MQTT is a Publish-
Subscribe protocol, and as any protocol of this type
the subscribers need to know the topic names to
subscribe. In our system we propose the follow-
ing syntax regarding the topic names: {Room} /
{Device} / {Component} / {Property}. For illus-
tration purposes, an example of a topic could be:
kitchen / oven / temperature / value

This structure provides a robust and a very flex-
ible way to address devices, where the first level in
the hierarchy is the room name. It allows to sub-
scribe for an entire room and consequently all the
devices ”under” the room, to a specific device or
even just to a specific component. It is very flex-
ible because it allows to add more rooms or more
devices without changing the old topics.

In our internal MQTT protocol we add an addi-
tional level to the topics to allow the home server
or other devices to change a certain property value:
/change. The only subscribers of these topics are
the devices that the property belongs to.

According to the example above, the topic where
home server should publish new values whenever
an user wants to change the oven temperature is:
kitchen / oven / temperature / value / change.

Our MQTT broker is connected directly to the
database and when a property value changes the
MQTT broker updates the database with the corre-
sponding value. A callback function on the MQTT
broker side subscribes all +/change topics and up-
dates the database with the new values whenever a
new message is published.

Another MQTT feature that we use is its Quality-
of-Service levels. In our system we allow devices to
subscribe/publish messages from the three available
QoS levels, but our recommendation is that criti-
cal messages should have the maximum QoS level:
2, that guarantees that messages are delivered and
also it is a non-repeatable operation, which means
messages are only sent once. One example of a mes-
sage with a level 2 of QoS, could be a fire alarm.
In this case, we want the system to keep trying to
deliver the message until it finally reaches the right
destination. The QoS levels of each topic are de-
fined in the device registration phase and they could
be easily changed afterwards. They are defined to a
specific property, which provides great flexibility to
manage the QoS levels according to the most fined
grained level of devices. If the QoS level is not de-
fined, the default value is 0 (the lowest and fastest
one).

In our implementation we also take advantage of
the MQTT retained messages. These messages are
defined in the MQTT protocol and we use them

with the purpose to let the other devices known
when a device is disconnected and also to store the
last topic message. The latter feature allows that
a recently connected device can know immediately
which is the last state of a specific property or com-
ponent of other device, without waiting for a new
message to get an updated state.

3.3. Database

An auxiliary database is needed to store all the sys-
tem data, the user permissions, the devices con-
nected and their state. The goal of using an external
database is to reduce the amount of memory needed
for server and devices, increasing the system’s per-
formance, and also to provide flexibility to scale the
system. As discussed previously, the database are
an auxiliary support of our system to improve the
performance and allow horizontal scaling. In our
implementation we use MySQL because it is free
and it is more than suitable for our needs, but it
is possible to use any other relational database sys-
tem.

An explanation of some specific table fields is de-
scribed in the next subsections. Notice that all the
tables have an unique and auto-generated ID to sim-
plify the message protocol.

3.3.1 Device

Each device is assigned to a specific room, refer-
enced with roomID, and could have zero or more
components. The name field is the one that will
be used in the MQTT topic name, thus it can not
have special characters nor whitespace characters.
There is a field that is used for optimization pur-
poses, the lastSeen, and its purpose is to store a
time-stamp with the most recent date that the de-
vices were seen. This allows to create smart mech-
anisms to avoid mistakes, such give information to
an user that a specific device is available when it is
not available, or even mechanisms to improve the
performance, e.g. if a device was seen before a spe-
cific timeout, then the component’s property value
was the one stored in the database. The description
field is used for user interaction purposes.

3.3.2 Component

In the component table we store information about
the device that the components belongs to, in the
deviceID field; the name of the component, for
MQTT topic names, and a description that will be
presented in an user interface. A component can
have zero or more properties.

3.3.3 Property

Since each component can have zero or more prop-
erties, in the Property table we store information
about the component that a property belongs to,
componentID field. In this table we also have infor-
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mation about the property value, value field, and
a description for user interface purposes. The field
qosLevel is used to store information about the level
of message delivery assurance. The acceptable val-
ues for this field are 0, 1 or 2 and the default is 0
(the lowest and fastest one), where there is no de-
livery assurance. The QoS level of 2 guarantees the
delivery of a message and that each message is re-
ceived only once by the counterpart. It should be
used in important messages but it is also the slowest
quality of service level.

3.3.4 Room

A room can have multiple devices, that is why in
Device table we store information about the roo-
mID. In this table we have the name field which is
used to create the MQTT topic name, thus it should
not have special characters nor whitespace charac-
ters. The description field is used for user interface
purposes.

3.3.5 User

The User table store information about the users
registered in our system. The username field should
be unique and it represents the username that iden-
tify the user in the authentication phase. A user
should have assigned an user role, stored in the
userRoleID field.

3.3.6 User Role

An user role may have assigned zero or more users.
The User Role table have a name field with an user
role profile name, e.g. GUEST, HOUSEKEEPER
or ADMIN, the latter is created by default dur-
ing the system initialization. The description field
stores information related with the user role, for
instance, with the scenarios where this user role
should be used.

3.3.7 Permission

The Permission table is the one responsible for stor-
ing information about all the permissions in our sys-
tem. As described before, a permission could be
configured at different levels, that is why this table
have several foreign keys to specific IDs, that could
have values or be empty (null) according to the de-
sirable permission level. The validation of which
permission should be used in each moment is done
by the home server, as described in Subsection 3.1.4.

For each permission, there is a mode field that
stores information regarding if it is read-only (RO),
the default value, that only allows to read values,
or if it is read-write (RW), that allows to read and
also to change values.

3.4. Clients

The clients are the external users that connect re-
motely to the smart home system to control the
devices or just to retrieve the devices’ state. The

access could be done using an application, with an
user interface, or could be eventually M2M clients,
e.g. an external IoT system. Since our system has
an user permission mechanism in the home server,
all the clients must have an unique identifier that
match with the one defined in the user permissions,
otherwise they will be assigned with the default user
permissions. The permissions could include access
rights to specific devices or to groups of devices, for
instance it is possible to define that an user can ac-
cess the values of all the kitchen devices, but can
not change them.

Although not mandatory, the clients can have li-
braries to handle with JSON data. There are sev-
eral ones, available for free and for different pro-
gramming languages.

3.5. Devices

The devices are the IoT hardware components that
are connected to the smart home system, usually
constrained in terms of memory usage and power
consumption, and are the sensors/actuators that
clients will control remotely. There are three key
concepts in our system architecture that are impor-
tant to understand the following sections:

Device: An entity that represents a micro sys-
tem, such an Arduino-board like, and have compo-
nents.

Component: Something connected to a device,
such a lamp, a toaster or an heater. Each compo-
nent has specific properties.

Property: An attribute-value pair related to a
specific component. For instance, a lamp can have
two properties: Mode, with ON and OFF values
and DIM, to control the brightness with a range
from 1 to 10.

Our system was designed to enable the usage of
any low-constrained device type in terms of memory
and processing power. Thus our requirements are
minimal and the complexity of our system is in the
home server side, that is why a device should only
be concerned about its own components and proper-
ties, substantially reducing their hardware require-
ments.

The minimum requirements for devices are an in-
ternet connection via WiFi; they should have imple-
mented the TCP/IP protocol and be able to per-
form HTTP request/responses due to MQTT pro-
tocol and home server operations.

An additional feature that our system allows is
the creation of Gateways to connect more basic de-
vices that do not have the minimum requirements.
The idea is that the user connects to one or more
basic devices, a device slightly more powerful, e.g.
an Arduino with an WiFi antenna, and this device
acts as a gateway to connect the simple ones into
our smart home system.
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This is possible because in our system we can eas-
ily add or remove devices ad hoc and a gateway in
the middle of the communication is transparent for
the whole system. This gateway should be power-
ful enough to internally manage information related
with the basic devices, e.g. the internal represen-
tation and the internal mapping used in the corre-
sponding communication protocol.

4. Results
The microcontroller device used was the WeMos
D1 R2 board that has an WiFi module embedded,
the ESP8266EX chip, allowing the connection to
an WiFi network. This board is compatible with
the Arduino IDE and the programming language is
the same as Arduino. Thus, we developed and up-
loaded in this board a program that has two main
functions:

1. Setup: The program code has a setup() func-
tion, that only runs during the device initial-
ization. Thus, in this function our device ini-
tializes and sets the initial values related with
the components pins, the WiFi network prop-
erties, the home server address and the MQTT
broker address. Then, it sends the registration
messages to the home server, using WiFI, in or-
der to register itself and all of its components
and properties. Finally, the device connects to
the MQTT broker and subscribes the topics
related with its components.

2. Loop: the loop() function, as its name sug-
gests, is a function that will be executed contin-
uously until the board is switched off or reset,
allowing our program to change and respond
in each iteration. We have implemented in this
function the MQTT protocol loop that checks,
for each main loop iteration, if there are new
MQTT messages from the subscribed topics. If
it receives new messages, then the device will
change its properties according to the content
of these messages.

In our evaluation the smart home server, the
MQTT broker and the MySQL database were im-
plemented in the same device that was a Rasp-
berry PI 2 Model B with an WiFi adapter. This
device has a 900MHz quad-core ARM Cortex-A7
CPU, 1GB RAM, 16GB sdcard ROM, and because
it has an ARMv7 processor, it can run the full range
of ARM GNU/Linux distributions. We used the
Raspbian OS, based on Debian and optimized for
the Raspberry. To be able to evaluate the system
performance, a simple test was performed, with one
device, with one component (a Basic Red 5mm Led)
and one property, mode: Off (0) or On (1).

In order to run this test, we used an WeMos D1
R2 board, similar to Arduino Uno, with a LED and

a resistor connected to the D8 pin.
This board is compatible with the Arduino IDE

and the programming language is the same as Ar-
duino, the only difference is related with some spe-
cific libraries that need to be rewritten.

A LED works in a typical forward voltage and
have a maximum rated forward current. These val-
ues are dependent of the LED type, diameter and
color, and they always should be checked according
to the LED manufacturer. The typical values for
5mm LED are illustrated in Table 1.

Color Voltage (V) Current (I)
Green 2.2 V 20 - 25 mA
Red 1.8 V 15 mA
Yellow 2.2 V 20 - 25 mA
White 2.8 - 4.2 V 15 - 30 mA

Table 1: LED typical values

In the current scenario, a red LED was used,
which works with a voltage of 1.8V and a current
of 15mA and the output voltage of the WeMos D1
R2 is 3.3V. Thus, according to the Ohm’s Law:

V = R ∗ I ⇔ R =
V

I
(1)

Thus,

R =
Vin − Vled

Iled
⇔ R =

3.3− 1.8

0.015
= 100 Ω (2)

Therefore a resistor of 100 Ohms was used to per-
form this test.

The most complex operation in our system is re-
lated with a client changing a property value, be-
cause it is an operation that evolves all the elements
of our system: the client, the home server, the
MQTT broker, the device and also the database.
Thus, we ran a trial of 15 series where we recorded
the request and the response times. In this trial
all the devices were in the same network and the
results are presented in Table 2.

The overall results were quite good, there was a
short delay (in average, 1.57 seconds), with a dura-
tion range between 1.37s and 1.87s, due to the prop-
agation time between client, home server, MQTT
broker and device and also because the device is
constrained in terms of power computational re-
sources, thus it takes some time to update its com-
ponent and publish a new MQTT message.

5. Conclusions
The main goal of this paper was to present a sys-
tem that allows users to easily connect different IoT
home appliances, regardless of their manufacturer,
and control them remotely from any device with an
internet connection. It was necessary to create a
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Request Response Duration (ms)
20:10:12.320 20:10:13.922 1602
20:10:14.110 20:10:15.533 1423
20:10:17.320 20:10:19.001 1681
20:10:20.796 20:10:22.255 1459
20:10:23.453 20:10:24.826 1373
20:10:26.877 20:10:28.253 1376
20:10:29.057 20:10:30.786 1729
20:10:32.445 20:10:33.997 1552
20:10:35.003 20:10:36.438 1435
20:10:37.841 20:10:39.412 1571
20:10:40.067 20:10:41.798 1731
20:10:43.129 20:10:44.752 1623
20:10:46.062 20:10:47.932 1870
20:10:48.963 20:10:50.665 1702
20:10:52.352 20:10:53.755 1403

Table 2: Change Properties Trial

simple, more flexible protocol that would guaran-
tee interoperability and security in the control and
administration of this system.

Our system offers an inexpensive solution, with
low implementation costs and easy installation, that
allows any user to deploy it in his home. Our solu-
tion uses the WiFi network as communication tech-
nology, since most of the users already have in their
homes and also allows to reuse existing devices by
adding only a simple microcontroller, similar to an
Arduino, that connects these devices to the inter-
net.

Despite being versatile, our system is robust and
offers security mechanisms so that users can install
it with confidence. These security mechanisms re-
sult from the designed architecture that is transpar-
ent to the devices within the network, and allows
differentiating two types of networks: the exter-
nal network, where users connect remotely to con-
trol the devices after being properly authenticated,
and the internal network restricted to home devices
communication and administration purposes.

Because the system architecture was designed
to be highly scalable, there is no limit regarding
the quantity of devices that users can connect. It
is designed according a service-oriented architec-
ture with RESTful webservices, independent of each
other, with a MQTT broker for internal commu-
nication, that allows lightweight and simple mes-
sages between devices and an auxiliary database
that stores all the system information, improving
the system performance.

Another feature that our system architecture of-
fers is the chance to the users create complex actions
in order to automate their home appliances. They
may create a set of preconditions, usually related

with the state of other devices, that when they are
checked trigger certain actions on other devices. For
example, we can define an action that consists if the
outdoor temperature is over 26C and users are at
home, then set the air conditioner temperature to
21C.

Our project can be the starter point to future
projects that have the goal to create a flexible and
truly smart, home system. Thus, some ideas that
will improve the whole system might be: Add ma-
chine learning algorithms that are able to learn the
users’ preferences and make predictions about fu-
ture actions or events; Create scenarios, that store
information about a group of devices and their
properties allowing users to set quickly predefined
values for each device; Create gateways to allow
devices that are not able to connect to WiFi net-
works, to connect and use our system; Allow to add
more hierarchical levels inside a house, instead of
just rooms; Allow to change the protocol syntax,
having a descriptive language that map a different
protocol to our system’s protocol; Create an user in-
terface, responsive and adaptive to multiple screen
sizes.
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