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Abstract

The expanding pace of business competitiveness and environment dynamic imposes rapid changes to organi-
zations, in many areas including Information Systems (IS), which is mainly responsible to ensure the structural
division of software development and system operation. Although the team structural division, there is a need to
maintain cohesion between them. DevOps is a collaborative and multidisciplinary effort in software development
to bridge the gap between the Development and Operation teams. However, many organizations struggle with
soft aspects of DevOps and also in breaking the barrier that can be created by other parts of the organiza-
tion to get on board. Ideally for successful DevOps implementation collaboration and cooperation are needed,
especially regarding management support.

The research methodology used throughout this research was Design Science Research. Additionally, to
research method, Systematic Literature Review was performed in which the following results were obtained:
DevOps concepts(32), processes (9), practices (33), and roles (20). as a result of this, a Process Reference
Model (PRM) and Process Assessment Model (PAM) was developed and were the foundation for the maturity
model. A maturity model was created grounded on PRM and PAM to provide a reliable tool for organizations
to evaluate the maturity and provide guidance to achieve higher levels of DevOps maturity. The artefact was
demonstrated and evaluated in one Organization. Therefore, the results point out that the proposed maturity

model is a valuable instrument for the organization.
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Resumo

O ritmo crescente da competitividade das empresas e da dindmica do ambiente impde mudancas rapidas as
organizagdes, em muitas areas, incluindo os Sistemas de Informacéao (IS), que sdo os principais responsaveis
por assegurar a divisdo estrutural do desenvolvimento de software e do funcionamento do sistema. Emb-
ora a divisao estrutural da equipe seja necessaria para manter a coesao entre eles. DevOps é um esforgco
colaborativo e multidisciplinar no desenvolvimento de software para preencher a lacuna entre as equipes de
Desenvolvimento e Operagao. No entanto, muitas organizagées lutam com os aspectos brandos do DevOps
e também para quebrar a barreira que pode ser criada por outras partes da organizacao para entrar no mer-
cado. ldealmente, para que a implementagdao do DevOps seja bem-sucedida, & necessaria colaboracao e
cooperacao, especialmente no que se refere ao suporte de gerenciamento.

A metodologia de pesquisa utilizada ao longo dessa pesquisa foi o Design Science Research. Além disso,
no que respeita ao método de investigacao, foi efetuada uma revisao sistematica da literatura, na qual foram
obtidos os seguintes resultados: Conceitos DevOps(32), processos (9), praticas (33) e fungdes (20). como re-
sultado, foi desenvolvido um modelo de referéncia de processo (PRM) e um modelo de avaliagao de processos
(PAM), que foram a base do modelo de maturidade. Foi criado um modelo de maturidade baseado em PRM
e PAM para fornecer uma ferramenta confiavel para as organizagdes avaliarem a maturidade e fornecerem
orientagao para alcangar niveis mais altos de maturidade de DevOps. O artefato foi demonstrado e avaliado
em uma Organizagdo. Por conseguinte, os resultados indicam que o modelo de maturidade proposto & um

instrumento valioso para a organizacao.

Palavras Chave

DevOps; Maturity Model; Process Assessment Model; Process Reference Model;
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Nowadays, the business environment is very dynamic, which imposes rapids changes in many areas in-
cluding Information System (IS), that mainly makes the structural division of software development and system
operation [5] [6]. This often also represents a challenge to IS, because of the historic gap between Dev and
Ops [7], characterized by the fact that Dev and Ops teams, each pursuing their own different objectives which
are not efficient and can make communication, collaboration, and issue resolution almost impossible. Note that

the lack of synergies can affect the communication and collaboration producing undesirable results.

For decades organizations have been looking for new ways to improve their software development processes
to keep up with business and market demands [8] [9].In past decade DevOps, a new approach originated in the
context of agile software development movement combining development and operations [10] [11], but focusing
on development, quality assurance and operations aspects [12], allowed the integration of development and
operations teams to achieve fast high-quality releases [13] [14] [15], while agile practices are mainly focused on
rapid interactive development side aspects of IS and little attention is given to the operations. However, success-

ful implementation of DevOps benefits greatly from taking agile approach of software development process.

Getting development and operations to collaborate and communicate effectively is imperative, regardless of
whether the team is embracing agile or any other methodology [16]. It implies wider collaboration and commu-

nication between teams.

The approach to DevOps whose can be seen as a cultural movement that aligns people, process, and
technology with a common objective of increasing value and eliminate waste using some associated technolo-
gies [15] has strongly developed over decades which is now widely adopted in software engineering companies.

This results in DevOps being an integral part of Software Development Lifecycle (SDLC). According to [17]
[18] asserted that DevOps was “a conceptual framework which aims at befitting IS development by integrating

development and operations in various ways”.

Maturity Model (MM) “offer organizations a simple but effective possibility to measure the quality of their pro-
cesses” [19], and it has been used as a tool to assess the effectiveness of organizational processes, capabilities

or business intelligence.

Although the benefits that DevOps can bring to development and operations, it might not be always success-
ful. This approach is not a simple straightforward task and involves the consideration of a set of challenges such
as organizational, communication patterns, process, and technical. According to [20] [21] [22] organizational
challenges may refer to organizational culture, enterprise data models, IT operating models, reward models,
and risk allocation. Also the assessment methods for the maturity models where the literature lacks detailed
description, that prescribe how to assess the DevOps adoption process for organizations, so they can improve
their maturity incrementally [23].

The document consists of creating a process reference and process assessment model which together
form the DevOps maturity model based on ISO 3300xx family. Perform a Systematic Literature Review (SLR)

represents the first step to create a process reference model which allow to identifying those processes that



are closely related to DevOps. After that, process assessment model allow to assess the capability maturity
level of each process found by a Company and then provide criteria and characteristics that need to be fulfilled
to reach a particular maturity level. Once the foundation of the maturity components are built and established,
the maturity model will be tested by realizing a self-assessment to the company adopting DevOps, in order to
validate the proposal.

This proposal represents a different approach to DevOps maturity model and it is structured following pro-
cesses identified in the literature. Remember that the DevOps maturity model proposed is not to be considered
as the final product, rather it should be viewed as a guide (and should) be improved and customized to match

the actual needs of the company.

1.1 Research Problem

The DevOps phenomenon is gathering pace as more organizations seek to leverage the benefits it can po-
tentially bring to software engineering functions. This approach helps deliver value faster and continuously,
reducing problems due to miscommunication between team members and accelerating problem resolution. It
raises the questions about the point of the time in which companies needs to analyze the techniques and ap-
proaches followed by them, regarding the implementation of DevOps, and assess where they are standing in
terms of adoption, what capabilities they need to acquire, and what tools can support along this process in order
to improve upon their performance.

MM has been used to assess adopted practices, processes, capabilities (Capability Maturity Model) or the
business intelligence in the organization. A Maturity Model for DevOps could be a very useful metric to evaluate
and analyze the tools, techniques, and approaches followed by an organization concerning DevOps.

Succinctly, the problem that we aim to address is the lack of DevOps maturity model based on the ISO
standard to guide companies to assess the maturity of their DevOps adoption, by helping them assess
their current DevOps maturity and move it to a next maturity level. This resulted in the following research

objectives for this study:

RO1.Propose a DevOps maturity model to assess the current state of DevOps adoption in an

organization.
RO2.Provide guidance to achieve higher levels of DevOps maturity.

In order to design an effective and comprehensive DevOps maturity model, it is necessary to research the

design context. Thus, questions were raised to address the objective of this research.

RQ1. What is a suitable DevOps Maturity framework for assessing the maturity of a DevOps

environment in any organization?

To address this problem we follow design research methodology, which is further detailed in chapter 2.



1.2 Organization of the document

The remainder of the document is organized as follow:

Chapter 1 (“Introduction”) presents the motivation, research problem and their motivations.

Chapter 2 (“Research Methodology”) describes the research methodology used to conducting and guide
the research.

Chapter 3 (“Theoretical Background”) provides the background concepts for this research, beginning with
DevOps in a general way, but focusing in several definitions of DevOps presented in the literature and then
maturity model is discussed briefly, a brave approach to Capability Maturity Model Integration (CMMI), and
finally, Process Reference Model (PRM) and Process Assessment Model (PAM) are discussed.

Chapter 4 (“Systematic Literature Review”) presents a systematic review about DevOps concepts, pro-
cesses, practices and roles as well as how processes and practices are related and practices and roles as well.
Chapter 5 (“DevOps Maturity Model Proposal’) describes PRM, PAM, and the proposed maturity model.

Chapter 6 (“Demonstration”) By means of an application test with one participant organization the appli-
cability and usability of the artefact were demonstrated. The utility of the MM will be further validated by DevOps
experts.

Chapter 7 (“Evaluation and Communication”) the artefact will be evaluated in terms of quality, utility and
efficacy and communicate the problem, the importance, the utility, the rigour and the effectiveness of its design.

Chapter 8 (“Conclusion”) summarize and conclude the project, presenting the results obtained from the
literature review and the maturity model as well as the limitations during the execution of the research and future

work.
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For conducting and guide this research the Design Science Research Methodology (DSRM), provides a
process model for doing research in Information Systems and other applied resource disciplines, as well as a

mental model for reviewers to evaluate researchers. [16].

2.1 Design Science Research

Problem and motivation identification — In this section, we identify the importance and purpose of the re-
search problem. Therefore, we identified one problem that motivated this literature. From the problem statement
in chapter 1, it became clear a need exist for a DevOps maturity models and frameworks, as well as more
empirical studies addressing the subject DevOps in general.

Define the objectives for a solution — A maturity model will be created (chapter 5) to address the identified
problem. The solution will consist of a literature review and experts validation of the maturity model.

Design and development — The design of the model consists of three steps. First, identification of the
DevOps processes by the literature review (Chapter 4). Secondly, the process reference model is created
based on the identified DevOps processes. Finally, process assessment is created according to the existent
PRM as it is described in chapter 5.

Demonstration - The newly created DevOps maturity model is used for self-assessment in Company A, for
measuring the maturity of the respective DevOps implementation. This will provide insights into the applicability
of the model (Chapter 6).

Evaluation - Observe and measure how well an artefact supports a solution to the problem, comparing the
objectives to the results observed from the use of the artefact in the demonstration(Chapter 7).

Communication - The results of this study is communicated in two manners; this research report and the

article derived from them (Chapter 8).

| ]
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Figure 2.1: Research method phases and activities [1]



Additionally, to research method, in the design and development phase, Systematic Literature Review (SLR),
was incorporated with the goal of achieving a higher reliable and consistent result when trying to identify pro-
cesses related with DevOps. The section below describes the method and the associated procedures step by

step.

2.2 Systematic Literature Review

A systematic literature review involves a variety of procedures that aim to ensure comprehensive and accurate
analysis in order to obtain valid knowledge through empirical studies in a given area. According to [2] definition
"a systematic review is a means of evaluating and interpreting all available research relevant to a particular
research question, topic area, or phenomenon of interest. Systematic reviews aim to present a fair evaluation of
a research topic by using a trustworthy, rigorous, and auditable methodology”. In addition, a systematic review
of the literature allows us to identify the current literature, its limitations, quality and potential. In contrast to the
simple and conventional review of the literature, a systematic literature review presents differentiating features

such as [2]:

» Systematic reviews start by defining a review protocol that specifies the research question being addressed

and the methods that will be used to perform the review.

» Systematic reviews are based on a defined search strategy that aims to detect as much of the relevant

literature.

» Systematic reviews document their search strategy so that readers can access its rigour and complete-

ness.
» Systematic reviews require explicit inclusion and exclusion criteria to assess each potential primary study.

 Systematic reviews specify the information to be obtained form each primary study including quality criteria

by which to evaluate each primary study.

» A systematic review is a prerequisite for quantitative meta-analysis.

A structured literature review, implementing the practices of Kitchenham [2], comprises three consecutive
stages and they must be executed in the following order: planning, conducting, and reporting.

The choice of SLR as the research methodology is based on the purpose to identify the processes, concepts,
practices, and roles of DevOps. Since the processes constitute the foundation for a Process Reference Model
(PRM). The conducted SLR is described in Chapter 4.
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The description of concepts and definitions, associated with our topic and derived from existing theories and
studies available in the academic literature, is provided in this section. The literature review can be regarded as

an important part of the theoretical background since it involves applicable and relevant academic work.

3.1 DevOps

The first usage of DevOps, a combination of development and operation, stems from a presentation during the
2008 Agile conference by Debois and Shafers [24]. Even though this is more than a decade ago it seems that
research on DevOps is still in its infancy [25]. However, the DevOps movement has been widely discussed for
nearly a decade, it still lacks a widely endorsed definition. This section will present how some studies tried to
define DevOps.

“DevOps is a collaborative and multidisciplinary effort within an organization to automate continuous delivery
of new software versions while guaranteeing their correctness and reliability.” [26]

“A set of practices intended to reduce the time between committing a change to a system and the change
being placed into normal production while ensuring high quality” [27]

“DevOps is a set of practices that is trying to bridge developer-operations gap at the core of things and at
the same time covers all the aspects which help in speedy, optimized and high-quality software delivery” [22]

Recent studies describe DevOps as vaguely defined and loosely used in the software engineering community
[8]. DevOps has been described, among other things, as a movement, philosophy, a practice or a culture.
However, from the literature, it becomes clear that DevOps aims to decrease the time to production environments
for changes made to the software [14] by facilitating a lean connection between development, delivery, and
operation [14].

Conforming to Humble and Molesky achieving both frequent, reliable deployments and a stable production
environment with DevOps is not a zero-sum game. Therefore, it can be achieved through four main principles:
culture, automation, measurement and sharing [27]. Lwakatare et al. also mentioned these principles and
adds monitoring as well as collaboration and communication [24]. But sharing is also mentioned as part of
collaboration and culture, in order to prevent redundancy, it was excluded of these five dimensions, that will be
shortly addressed in the following section.

3.2 Collaboration and Communication

The basic DevOps aspect of collaboration is the implied collaboration between the software development and
Operations teams, promoted by their practices and principles that aim to break down functional and physical sep-
aration among teams.Thus, in this collaborative environment, team are encouraged and feel technically qualified

to operate in different areas as a single unit [28]. Ghantous and Gill literature research of 2017, researched this



more deeply and showed that collaboration and communication is the most frequently mentioned conceptual
element to describe DevOps reaching 23 percents in overall of articles [22]. Lwakatare splits this up in two main
practices [24]: “Increasing the scope of responsibilities” and “intensifying cooperation and involvement in each

other daily work.”

3.3 Automation

Automation underlines most of the practices that constitute DevOps. According to the assumption made by
Humble in regard to DevOps: “achieving both frequent, reliable deployments and a stable production envi-
ronment” [24]. This can be achieved by creating a continuous delivery process which consists of continuous
planning, integration, deployment, testing, and monitoring [29]. For example, automatic deployment is the ability
to quickly deploy new releases into a production environment [27]. This automation can be supported by using
an IT setup named infrastructure as code (IaC) [24].

The laC promotes managing knowledge and experience of the plethora of subsystems as a single commonly
available source of truth [30], its concept is based on the idea that the entire infrastructure provisioning should
be maintained as code in a source code repository [22]. This means that the infrastructure is only maintained
by executable code which can create the same environment repeatably. This can prevent issues from lacking

documentation, mistakes made between environments and transitioning of employees [31].

3.4 Culture

The Changeover to a new culture can be difficult, however, Shamow described the focus on the change of culture
in companies is a necessity for adopting DevOps [32]. Some of those changes, as described by Shamow, are
the importance for people inside the company to know the seriousness of bypassing the DevOps teams in crises,
to not worry about specific tools and to provide full transparency between groups.

Lwakatare et al. describes the necessary DevOps culture as empathic, supportive and having good working
environments between development and operations [24]. An important step forward is to be involved in each
other’s work. This can be accomplished by rotating Developers inside the operation teams, both teams should
have regular meetings with the other team and both should be responsible for production, which implies also
that developers should be on call for production issues [27].

To create this culture, it is important to hire the people that have the right knowledge of automation, by
comparing the knowledge, skills, and abilities of future employees to the capabilities needed for DevOps [33].
Organizations should give employees trust in making the right and necessary decisions for implementing au-

tomation of the process by creating a culture of personal responsibility [32].

10



3.5 Monitoring

Monitoring is multipurpose, it can be used by developers to make sure that the deploying software is performing
correctly and give us a thorough understanding of the current health of the system, allowing to detect problems
early on, react to them in a timely fashion, and to prevent problems from arising. For example, by monitoring the
physical capabilities of the system (CPU, memory, hard disk space) with effective tools, this can prevent system
crashes or applications getting too slow by adding enough resources before those issues occur. Also, monitoring

can help developers to quickly recover from code failures or evaluate the code coverage for automatic tests [24].

3.6 Measurement

Measurement is very important for evaluating the success of both the development and operation teams. This
can be achieved by monitoring high-level and low-level metrics. For instance, high-level business metrics can
be the total revenue or end-to-end transactions per unit time. For the lower-end, it is important to use similar
metrics for both teams as these key performance indicators influence people’s behaviour, for example, the
impact of product releases on the stability of the affected systems [27]. Using similar metrics ensures that both

teams are trying to achieve the same goal, a stable production environment.

3.7 Maturity Models

In the past decades’ maturity assessments of processes have become a well-established practice as a success-
ful means for improving software-intensive organizations [11] [34]. A maturity model is a conceptual model that
consists of a sequence of discrete maturity levels for a class of processes in one or more business domains.
It represents an anticipated, desire or typical evolutionary path for these processes. They are commonly used
as an instrument to conceptualize and measure the maturity of an organization or a process regarding some
specific target state [35]. by the other hand, perceived benefits of maturity models resulted in the creation of a
wide range of software process capability and maturity models.

In regard to maturity models, they normally can be categorized as fixed maturity level of focus area maturity
model [41]. The fixed maturity level model distinguish a fixed number of maturity level, in which each maturity
level is associated with a number of processes that have to be implemented [42], often following maturity levels
as defined in Capability Maturity Model (CMM) [42]: 1. Initial, 2. Repeatable, 3. Defined, 4. Managed and 5.
Optimized, with in each maturity level a number of Key Process Areas (KPA). The fixed maturity level models
can be divided into staged maturity models, in which all KPA need to be in place to achieve a certain maturity
level, and continuous maturity models, allowing for more gradual a varying improvement path by allowing KPAs

to be scored at different levels [11] [43]. by the other hand another type of maturity model consists of focus

11



Table 3.1: Fundamental Maturity Models Concepts adapted from [4]

Elements Description
Dimensions are domains or categories for capabilities, i.e.
Dimension a set of related capabilities. It is recommended to formulate

dimensions in exhaustive and mutually exclusive manner [4]

At the very core of maturity models are capabilities that are related
to objects such as project or knowledge management [36] [37] [38] [39]
Levels represent archetypal stages of maturity.

Level Each level is related to a specific set of capabilities that
ultimately should be empirically testable [40]
The core (maturity) model represents the relationships

Capability

Core model between dimensions, capabilities, and levels [40].
Assessment The assessment instrument is based upon thg core model
instrument assigning testable assessment criteria to

each of the dimensions and levels [40].

areas that define levels of capabilities in various functional areas. Each focus area has a series of development
steps for progressively mature capabilities and each focus area can have its own maturity level scale [42].

According to [44] application of maturity models can be supported by predetermined procedures. Roughly
it consists of multiple iterations of defining the problem and relevance, comparing existing maturity models,
maturity model development, followed by, gathering empirical evidence by evaluation in real-life situations.

The Capability Maturity Model Integration (CMMI) model is an exception to most maturity models, as much
empirical evidence on this model exists and the CMMI has been used as a framework for many other mod-
els. The value of applying maturity models, more specifically SW-CMM (predecessor of CMMI) and CMMI, in
software development and maintenance environment, has been shown by multiple researchers through em-
pirical research [45] [46]. The CMMI-based process improvement resulted in better project performance and
higher quality products through cost reduction, better scheduling of requirements, better quality products, higher
customer satisfaction and higher return of investment as described by Goldenson and Gibson based on their

research in 35 organizations [47] [48].

3.8 Process Reference Model (PRM)

When it comes to introducing the concept of Process Reference Model (PRM), it is pertinent to also cover the
clarification of reference model. Regarding its explanation, “a reference model is an abstract framework for
understanding significant relationships among the entities of some environment that enables the development
of specific architectures using consistent standards or specifications supporting that environment. A reference
model consists of a minimal set of unifying concepts, axioms and relationships within a particular problem
domain, and is independent of specific standards, technologies, implementations, or other concrete details.” [49].

Each process in the PRM has the following descriptive elements:
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 Process ID: Each process belonging to a Group is identified with a Process Identifier [ID] consisting of the

Group abbreviated name and a sequential number of the process in that Group.

» Name: The name of a process is a short phrase that summarizes the scope of the process, identifying the
principal concern of the process, and distinguishes it from other processes within the scope of the process

reference model.

» Context: For each process, a brief overview describes the intended context of the application of the pro-

cess.
» Purpose: The purpose of the process is a high-level, overall goal for performing the process.

» Outcomes: An outcome is an observable result of the successful achievement of the process purpose.
Outcomes are measurable, tangible, technical or business results that are achieved by a process. Out-

comes are observable and assessable.

3.9 Process Assessment Model (PAM)

Maturity models have been growing in considerable numbers if judged by the number of publications by aca-
demics and practitioners [50] [51]. The business world has also adopted maturity models to improve its business
processes considering the quality management required by stakeholders and for reasons of competitiveness.

According to CMM’s first version, “the CMM was designed to guide software organizations in selecting pro-
cess improvement strategies by determining current process maturity and identifying the few issues most critical
to software quality and process improvement.”

Regarding standards, ISO/IEC 15504 was the first consensual standard that proposed a reference model for
maturity models. The associated and updated standard now for ISO/IEC 15504 is the ISO/IEC 330xx family.

With the objective of performing an assessment, the document ISO/IEC 33002 defines the minimum set of
requirements needed to achieve objectives, and consistent results, to form a structure for the assessment of

process and the application of process assessment
« facilitates self-assessment;
* provides a basis for use in process improvement and capability determination;
* produces a process rating;
 addresses the ability of the process to achieve its purpose;
* is applicable across all application domains and sizes of organization;

+ can provide an objective benchmark between organizations.
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The ISO/IEC 33072 is characterized by a two-dimensional structure. A process dimension, the processes
are defined and more specifically the PAM expands the PRM process definitions by including a set of process
performance indicators called base practices for each process. The PAM also defines a second set of indicators
of process performance by associating inputs and outputs in each process.

A capability dimension, the capability level and process attributes are used and expanded through the inclu-
sion of a set of generic practices. Hence, a set of process attributes grouped into capability levels are defined.
The processes attributes provide the measurable characteristics of the process quality characteristic of process
capabilities.

The capability levels are defined on a six-point ordinal scale in a range of 0 to 5 with the respective order [49].

» Process capability Level 0: Incomplete process

» Process capability Level 1: Performed process

1.1 Process performance process attribute

» Process capability Level 2: Managed process
2.1 Performance management process attribute

2.2 Work product management process attribute

» Process capability Level 3: Established process
3.1 Process definition process attribute

3.2 Process deployment process attribute

* Process capability Level 4: Predictable process
4.1 Quantitative analysis process attribute

4.2 Quantitative control process attribute

» Process capability Level 5: Innovating process
5.1 Process innovation process attribute

5.2 Process innovation implementation process attribute
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As described in section Research Methodology and according to DSRM develop and design phase, it was
chosen to start a literature review on the existent DevOps concepts, practices, processes, and roles to create a

comprehensive overview of the context of DevOps processes.

4.1 Literature Review Method

This section aims to present the SLR approach [2] [52], by following the proposed guidelines to identify, analyze,
and interpret all available and relevant literature published in the context of DevOps concepts, processes, prac-
tices, and roles. The SLR method comprises three consecutive stages: planning, conducting, and reporting.

Figure 1 illustrates the phases and activities comprised by the SLR.

March May
2020 2020

——>

Planning Conducting Reporting
Identification of the need for Identification of research

a review Selection of primary studies

Specifying the research Study quality assessment

question(s) Dara Extraction and monitoring

Developing a review protocol Dara synthesis

Figure 4.1: Research method phases and activities [2]

To manage and document the SLR, the software Mendeley' was used to support the process.

In the initial phase, planning review, the first step consists of identifying the need for a review. This section
focuses on the remaining planning phase, which comprises the definition of the research questions and the
development of the review protocol, which outlines the procedures for the conducting phase that includes the
search process; the establishment of inclusion and exclusion criteria; quality assessment instrument, and the
data extraction and synthesis strategy. Furthermore, the conducting and reporting phases are described in

section 4.6.

4.2 Research Questions

The research work intends to answer the following research questions:

* RQ1: What are the DevOps concepts?

"Mendeley: https://www.mendeley.com/.
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» RQ2: What are the DevOps processes?
+ RQ3: What are the DevOps practices?
* RQ4: What are the DevOps roles?

To address RQ1, we explore the studies explicitly mentioning the related concepts to DevOps.

With RQ2, we aim to describe the key process of DevOps, as well as understand the related stages and
phases.

Regarding RQ3, we aim to explore the practices, patterns, and strategies to enhance DevOps.

Finally, with RQ4 we aim to delve into the roles described in the studies, understand whether they can be

related to practices or not, and if so, how they are related.

4.3 Search Process

The review comprises the following well-known academic databases:

» ACM Library

AIS Library
» IEEEXplore

» Google Scholar

Research Gate

e Semantic Scholar

EBSCO.

The search conducted aims to find all literature, having a focus on academic studies. The papers returned
were obtained by applying the search string to the title and abstract in each digital library. To increase confidence
and reliability to the search on the databases, the process of search in the above mention digital libraries was
done twice with a gap of one week. Table 4.1 shows the search string. The Boolean “OR” was used to join each

part, whilst the Boolean “AND” was used to join major part.

Table 4.1: Search string

Scope String

DevOps Concepts | "devops” AND ("standard” OR model OR "maturity model”)
DevOps Processes | "devops Framework”, "devops methodology”, "devops models”
DevOps Roles devops roles
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To guide the research and identify the related literature that could address the research questions and add
value to the study a manual search process, according to the minimum quality criteria to obtain the studies
in consonance with the key elements stated in the research questions, was conducted. Further, this review
included those studies that were published in English between 2007 and 2019. Within the selection of those
years, was possible to cover the recent literature as well as having a balance of different approaches and how
they evolved through the years.

After retrieved, papers were filtered considering the inclusion and exclusion criteria presented in section 4.4

the remaining were filtered first on title and abstract, and then on full text.

Table 4.2: Search configuration for each digital library

Digital Library Configuration

Select items: The ACM Full-Text Collection

ACM Digital Library Search Within: Name (add generic search string)

Search Within: Abstract (add generic search string)

Select “Title” and add the generic search string

AIS Electronic Library | Click “+”, select “OR” and “Abstract”, and add the generic search string
Date range: Limit search: AIS Electronic Library (AlSel)
Query:"devops” AND ("standard” OR model OR "maturity model”)
IEEE Xplore AND "devops Framework”, "devops methodology”, "devops models”
Year: 2008-2020

4.4 Inclusion and Exclusion criteria

For this section, the inclusion and exclusion criteria were defined to filter the literature and identify the most
relevant ones for this work.
To reduce subjectivity, this research work focuses on research that explicitly reports DevOps in the context

of concepts, processes, practices, and roles. Based on this, the following inclusion criteria were developed:

* Article not including key elements of search string
» Empirical study included
* Clearly describes DevOps and its related concepts

» Focusses on the processes, practices, and roles

Criteria 1 was included to assure the reported paper attend the specific context of this SLR. Criteria 2 was
selected with the aim of increase the scope of the research, allowing us to gather more papers. Criteria 3 and 4
were chosen to assess the key elements described in the research questions.

Furthermore, to ensure the quality and reliability of the literature studied, we excluded papers following

criteria below presented:
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* Article not published in English or Portuguese.
 Duplicate document (including the same papers published in a different digital library)
+ Full text not available.

* Not including key elements of search string

4.5 Quality Assessment

For each selected paper a quality assessment was conducted to appraise the relevance and quality of their

content.

The quality assessment of the selected articles was based on the four questions defined in our research.
The scoring procedure was based on [2], where each question could have the possible answers: Yes (Y) =1 if
the article answers to the questions with a 100 of certainty, partially (P) = 0.5 if the article does not fully answer

the questions, and No (N) = 0 if the does not answer to any questions.

4.6 Data Extraction and Synthesis

The data extraction process was executed, according to the selection criteria above defined and complying with
the objectives of this study, which were respectively; identify concepts, processes, practices, and roles in the
context of DevOps and explore reflections of other methods.

After data extraction, it became evident that the studies adopted different approaches to address the same
subject, although similarities were identified which helped to establish relations of some studies. From the titles
and abstract it was not possible to deduce what was detailed in the studies, for this reason, 63 studies needed
to be read in full text. Of these, only 30 studies were included. Figure 2 depicts the number of studies used in

our research work following each specific research question.

4.7 Findings

This section describes the results obtained by conducting the SLR. The selection process was conducted based

on a set of steps described in figure 4.2.
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Figure 4.2: Paper selection process

The identified keywords and search terms mentioned in section 4.3 enabled to identify the relevant literature;
however, it is important to recognize that the choice of keywords and search strings may have omitted relevant
studies.

The search strategy applied at stage 1 of the review resulted in 315 studies including the possible set of
duplicates. At stage 2, duplicates studies were removed automatically and then reviewed manually to ensure
that no duplicates were left behind, allowing to reduce the number of studies to 248. At stage 3, reviews were
made to exclude studies based on the titles, resulting in 215. At stage 4, reviews of all 215 abstracts and as
result of this process 63 studies were selected. At the five and final stages, 63 studies were evaluated in detalil
focusing on the full text, some of the studies were excluded ending up with 30 primary studies as shown in
appendix B.

As it is possible to notice in Figure 4.3, most of the selected papers were from ACM Digital Library, IEEE
Xplore, Research Gate, followed by Springer Link. After that, AIS Electronic Library, Science Direct and Seman-

tic Scholar with the same number of papers respectively.

Data sources of the selected papers
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Springer Link
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Figure 4.3: Data sources of the selected papers



From Figure 4.3 is possible to observe the distribution of the papers selected over the years and it shows
that 2017 is the year from which more papers were selected for this research, this might indicate that in this

particular year there was an increase of research in the field of DevOps.

Distribution of the selected papers over the years

Number of Articles
s

2013 2014 2015 2016 2017 2018 2019 2020

Figure 4.4: Distribution of the selected papers over the years

4.8 Quality Assessment

As discussed in section 4.5, the papers included in this literature were evaluated based on the quality assess-
ment questions. Quality measures were applied to the selected studies to ensure that they are a valuable
contribution to this SLR.
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The score of each study is shown in table 4.3.

Table 4.3: Quality assessment of selected studies

TOTAL
SCORE
1

QA1 QA2 QA3 QA4

[53]
[54]
[59]
[26]
[10]
[12]
[56]
[57]
[58]
[59]
[60]
[61]
[24]
[62]
[6]

[63]
[64]
[65]
[66]
[67]
[68]
[69]
[70]
[71]
[72]
[73]
[74]
[75]
[76]
[77]
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The results show that most of the papers proposed DevOps practices, being the most discussed subject
(QA3, n=13), DevOps concepts were also highlighted with a certain emphasis since some papers clearly men-
tion it (QA1, n=9). Moreover, we faced difficulties to classify papers as “Partially” in this quality assessment
questions, because most of the studied literature meet one the questions, not mentioning elements of other
question. Although, it is possible to highlight S1, S2, that addressed clearly more than one question, but do not
provide further details related to other questions.

Also, worth noting that DevOps roles were discussed in less than half of the papers (QA2, n=7). Besides,
only six papers reflect upon DevOps processes (QA2, n=6). It shows clearly the necessity of more research
addressing and discussing these subjects.

The limitations of the presented results are traceable to the fact that the novelty of the subject had a strong
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impact on the presented results. Although, structuring sub-questions could have helped increase the scope of
research and possibly better results. Nevertheless, this study could provide new perspectives and ensure that
important points are not overlooked in further researches.

Finally, the result of this review reported: DevOps Concepts, DevOps Processes, DevOps Practices, and

DevOps Roles.

4.9 Concepts

For the concepts, studies explicitly using the term DevOps concepts, are shown in table 4.4, which presents a set
of concepts and establish the comparison of the often-mentioned concepts in the studied literature. Therefore,
we can highlight Continuous Delivery, Automation, Automated Pipeline, Communication and Collaboration, and
Knowledge Sharing as most mentioned.

Although the presented literature approached DevOps differently, the concepts defined have similarities.
Worth mentions that, some names descriptions of the concepts differed slightly and therefore have been grouped

under the most descriptive name.
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Table 4.4: DevOps concepts

Concepts

[54]

[55]

[26]

[10]

[67]

[68]

[70]

Continuous Delivery

X

X

X

X

Automation

X

X

X

Automated Pipeline

Communication and
Collaboration

Knowledge Sharing

Continuous Integration

x

Infrastructure as a code

Process Sharing

Shared Responsibilities

Quality Assurance

Activity Sharing

XXX | X[ X[X]X

Artefact Management

Breaking down silos

Configuration
Management

Containerization

Continuous
Deployment

Continuous
Feedback

Continuous
Measurement

Continuous Planning

Continuous Runtime
Monitoring

Culture of
Collaboration

Deployment
Pipeline

Log Management

Product Thinking

Release Engineering

Rollback Code

Shared
Pipelines

Software Development
Empowerment

Versioning

Virtualization

24



4.10 Processes

The identified processes present a vast scope of what could involve a DevOps adoption. When analyzing
the identified processes, it was possible to perceive that there is no standard definition for DevOps process
according to [56], but a few different versions and implementations have been provided by the literature, in
which the process is composed of stages that encompass software development and operation.

Table 5 shows the number of studies that mention the identified process (stages), although the lack of
detailed information about process tasks. Worth noting that the literature does not suggest a special emphasis
on a specific process (stages) but the process as Plan, Test, Release, Deploy, and Monitor stand out for the
number of times they were cited. Therefore, the literature merely accentuates the need for the implementation

of every process and its associated practices.

Table 4.6: DevOps process (phases)

Process

References
(stages)
Plan [12] [56] [57] [58] [65]
Code [12] [56] [65]
Build [12] [56] [65]
Test [12] [56] [57] [58] [65]

Release | [12][56] [57][58] [65]
Deploy [12] [56] [57] [58] [65]
Operate [12] [56][65]

Monitor [56][57] [58] [65]
Optimize | [57][58]

4.11 Practices

To analyze the practices proposed as DevOps practices in the literature we attempted to identify those which
have been explicitly presented as DevOps practices. Which is possible to highlight Continuous Delivery, Con-
tinuous Integration, Continuous Deployment, Continuous Monitoring, and Continuous Testing as the most cited.

The table in appendix A shows the practices suggested in the primary studies.

4.12 Roles

From the carefully selected and reviewed literature, it was possible to identify DevOps related roles which are
performed by different people in DevOps process (stages), however, it does not mean that they are all roles
covering this subject. Therefore, it is important to highlight that roles vary according to the organizational struc-

tures.
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Some of the roles names were correspondents, but to prevent repetition and possible redundancy they have
been grouped under the most identifying name. Worth mention from table 4.7, the role of DevOps Engineer,
which according to [57]“is emerging to facilitate the integrated process of DevOps to smoothly deploy software
and hardware systems increments into production environment”. [78] also added that DevOps Engineer was
conceived with a mission to streamline the handoffs from development and operations. This illustrates that
the establishment of DevOps requires new roles, in extension to existing traditional development and operation

roles.

Table 4.7: DevOps roles

Roles [571 | [58] | [54] | [24] | [B5]1 | [77] | [65]
DevOps Engineer X X X X X
Network Administrator X X X X
Developer X X X

IT Manager X X X

Tester X X X
Quality Assurance

Engineer X X X
Cloud Engineer X X

Database Administrator X X
DevOps Consultant X X

DevOps Supervisor X X

Infrastructure and
Management Team
Orchestrator X X
Security Engineer X X
Support Analyst X X
System Administrator X X
System Engineer X X
Technology Manager X X
Application Architect X
Developer and
Operations

IT Professional X
Product Owner X
Project Manager X
Release Manager X
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4.13 Discussion

This section aims to discuss the answers to the defined research questions.

4.13.1 RQ1: What are the DevOps core concepts?

As the SLR study on DevOps described in section 2, we found that some studies are attempting to describe
the most cited concepts in the literature. In fact, addressing all DevOps concepts in a single study would be
very complex and challenging, due to the novelty of the research field and the quantity of the studies addressing
specifically this subject.

In table 4.4 we identified concepts explicitly described in the literature and summarized them according to
the number of times it was mentioned in the data sources, in which stands out automation, knowledge sharing,
continuous delivery, infrastructure as a code, and process sharing. However, that does not necessarily mean
that the table is complete or even that the order of the concepts presented in the table is the standard, worth
noting that [10] suggested a different order for the concepts, although there are similarities between them.

On another hand, regarding concepts, [54] approached this subject differently by creating a division in which
the DevOps concepts were grouped according to a category, like Core category, Enablers, Enablers and Out-

comes, and DevOps adoption.

4.13.2 RQ2: What are the key DevOps processes?

The proposed DevOps processes are often supported by practices. [57] Proposed two key aspects focusing on
continuous delivery pipeline and continuous improvement, which they considered as the most important aspects
of the overall integrated DevOps lifecycle. However, [56] had a different approach, emphasizing that a DevOps
process is normally composed by different stages and phases: plan, code, build, test, release, deploy, operate,
and monitor; that can be periodically repeated for proper development and operation of the software.

Furthermore, a DevOps process belongs to the same category of the agile process [56], given that DevOps
concept originated in agile software development [10] [56].

The reviewed studies rarely discuss explicitly a DevOps process, which creates a challenge affecting the

research in this field, not having a standard definition and being subject to publications bias.

4.13.3 RQ3: What are the DevOps related practices?

Section 4.11 presents set DevOps practices extracted from studies reporting explicitly the subject. According
to [78] DevOps is a set of practices that is trying to bridge developer-operations which imply more attention to re-
lated practices as is possible to observe in Appendix A where is highlighted the continuous practices: continuous

delivery, continuous integration, continuous deployment, continuous monitoring, and continuous testing.
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Therefore, we found it interesting to relate the practices with the identified DevOps process phases. For
this purpose, we utilize the most cited practices and identified process phases and relate them, following the

proposal of [12]. Although some adaptations were necessary to fit with our idea, table 4.5 and figure 4.6.

Process Practices
Plan
Code Continuous
Integration
Build
Software Development
and Delivery
Build
Test Continuous Testing
Code
Release Continuous Delivery
Continuous
Deploy Deployment
Software Monitor and
Maintenance Deploy
Operate Continuous
K Monitoring
Monitor

Figure 4.5: DevOps Components
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Figure 4.6: DevOps components conceptual model
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Furthermore, we reuse the knowledge obtained by studying the DevOps process and how it is related to Agile
software development. [59] stated that both DevOps and agile have an emphasis on continuous integration,
testing, and delivery of working software, however, DevOps adds to agile software development the emphasis
on automating the analysis of applications, as well as ensure the continuous communications between the

development and operations teams.

4.13.4 RQ4: What are the key roles for DevOps?

The SLR reported several roles (Table 7) in which emerge the role of DevOps engineer Gill et al., [57] estab-
lishing the link between the development and operations. This implied the necessity of organizations to define a
new role of DevOps engineer to provide the new need for crucial technical support.

Based on the identified practices we found interesting to relate some of them with DevOps roles using a
RACI matrix model °. Table 4.7.
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DevO ps Practices Development Operation

Continuous Delivery ““ n

Continuous Deployment nnnn
Continuous Integration nn n

Continuous Monitoring nnn
Continuous Testing “nn n

Driver Assists those who are responsible for a task.
n Responsible Assigned to complete the task or deliverable.
n Accountable Has final decision-making authority and accountability for completion. Only 1 per task.
“ Support Provides support duting implementation.
n Consulted An adviser, stakeholder, or subject matter expert who is consulted before a decision or action.
Informed Must be informed after a decision or action.

Figure 4.7: DevOps practices and roles

2RACI Matrix: https://www.vertex42.com/ExcelTemplates/raci-matrix.html (Accessed 04/04/20).
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As described in section Research Methodology and according to DSRM develop and design phase, This
section shows a comprehensive overview of the steps to develop the MM as well as the proposed model.
In the existing literature, it was quite often chosen to come up with their own definitions for the DevOps

maturity levels. Although CMMI is widely known and used as a standard to define the levels of maturity, we

propose to follow a different approach in which levels are defined by the well known as ISO/IEC 3300x.

5.1 Objective

The main goal of this proposed solution is to develop a maturity model to assess the current state of DevOps

adoption in the organization and provide instruction to achieve a higher level of DevOps maturity.

In order to achieve this objective two tasks must be completed:

» The creation of a Process Reference Model (PRM)

» The creation of a Process Assessment Model (PAM)

By integrating these two models, our maturity model should be able to become a useful artefact for organiza-
tions to use as a guide to assess the maturity level of DevOps implementation. This would enable them to deliver
extensive internal benefits, for instance in build automation, more collaboration between teams, automation of

production cycle, and aligning the customer requirements with the product.

In order to substantiate the validity of the artefacts produced, they will have the support of standards, proce-
dures and methods accepted by the community as questionnaires or interviews answered by experts whether

they are researchers or practitioners in the field of DevOps.

5.2 PRM for DevOps

The previous sections provide the necessary material to create a first version of the DevOps maturity model.
In this case, it was chosen to use ISO/IEC framework as a starting point, based on the arguments given in
section 5.1. This framework will be combined with the processes found in the literature. The tables below show
the result of PRM applied to DevOps processes identified according to the SLR. It should be noted that the
processes are divided into two major groups, namely software development and delivery which comprises the
phases: Plan, Code, Build, Test, and Release. Next, software operation and monitor which is composed of
Deploy, Operate, and Monitor.
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Table 5.1: PRM for Process Plan

Process ID | SDD.01
Title Plan
Context This step is usually dealt with by project managers in collaboration with
the team and exploiting project management tools.
Purpose Activity planning and task scheduling for the current release.
As result of successful implementation of this process:
1. Product requirement collected and documented.
2. Features are planned.
Outcomes | 3. Project milestones are defined.
4. User experience designed.
5. Scope defined.
6. Stakeholders are identified.
Table 5.2: PRM for Process Code
Process ID | SDD.02
Title Code
Context Code development and code review.
Purpose Developers are the most closely involved in this activity using integrated
development environment (IDE) and tools for source code management.
As result of successful implementation of this process:
1. Code is developed.
Outcomes 2. Code !s reviewed.
3. Code is tested.
4. Source code is organized.
5. Features are documented.
Table 5.3: PRM for Process Build
Process ID | SDD.03
Title Build
When source code is converted into a stand-alone form that can be run on a computer
Context . . ; , \ ;
system. In this activity are involved various professional figures.
The process of creating an executable artefact from input such as source code and
Purpose ; :
configurations.
As result of successful implementation of this process:
1. Source code is compiled, and all files required for execution are packaged.
Outcomes | 2. Build and integrations tests are performed.
3. Version control repository is created.
4. Executable artefact is created.
Table 5.6: PRM for Process Deploy
Process ID | SOM.01
Title Deploy
Documentation about releases (for example new features introduced),
Context new final version of executables files or packages, logs and metrics from
release orchestration tools.
The deployment process refers to releasing that code to customers
Purpose Deals with installation and execution of the new software release in the
production environment and infrastructure.
As result of successful implementation of this process:
1. Application code is deployed on all production servers.
2. New features are documeyged.
Outcomes | 3. Automation management, maintenance of configurations.
4. Artefact repository.
5. Source code repository.
6. Configuration management data architecture.




Table 5.4: PRM for Process Test

Process ID

SDD.04

Title

Test

Context

Building the test harness and/or scaling up test execution in larger build
systems.

Purpose

When source code is converted into a stand-alone form that can be run
on a computer system. In this activity are involved various professional
figures.

Outcomes

As result of successful implementation of this process:

1. Function and non-functional acceptance tests are performed.
2. Unit test is performed.

3. Component test is performed.

4. Deployment tests are performed.

5. User acceptance tests are performed.

6. Automated acceptance tests are performed.

Table 5.5: PRM for Process Release

Process ID

SDD.05

Title

Release

Context

Documentation about releases (for example new features introduced),
new final version executable files or packages, logs and metrics from
release orchestration tools.

Purpose

Triggered when a new version of software is ready to be released to end users.
Setting up and maintaining pipeline for deployment and release of a new
version of a software project.

Delivers the system to users, either as packaged software or deploying it into
a production or staging environment (staging environment is a testing enviro-
ment identical to the production environment).

Outcomes

As result of successful implementation of this process:

1

2.
3.
4.
5.

Created and maintained environment configurations and controls.
Release and deployment plans are defined with customers/stakeholders.
Release roadmap and cycle time is determined.

Code integrity is verified.

Code conflicts are solved.

Table 5.7: PRM for Process Operate

Process ID

SOM.02

Title

Operate

Context

The activity that maintains and adapts the infrastructure in which the
software is running.

Purpose

Data generated by the software, logs from the tools involved in this stage
and system logs from (physical/virtual) servers.

Outcomes

As result of successful implementation of this process:

1. Capacity and resources are planned and managed.

2. Infrastructure is installed.

3. Configuration and management of infrastructures changes.
4. Security checks are performed.
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Table 5.8: PRM for Process Monitor

Process ID | SOM.03

Title Monitor
Phase takes place parallel to the Operate phase and consists of data
Context collection, analysis, and feedback to the start of the pipeline and to

other phases as needed.
This activity the software in production is monitored by mainly
sysadmin, operators and other managing the project.
As result of successful implementation of this process:
1. Applications performance are monitored.

2. Services performance are monitored.

3. Application log is monitored.
Outcomes | 4. Code integrity is verified.

5. User activity monitored for improper behaviour of the system.
6. Information about issues from a software release in production
is identified and collected.
7. Data collected and analysed, and feedback is provided.

Purpose

The process reference described above in terms of its purpose and associated outcomes can help compa-
nies get a better understanding of their DevOps processes.

Despite our reliance on the usefulness and applicability of this set of reference processes for DevOps, these
should not be seen as the only and exclusive processes in terms of outcomes, being that they can be improved

and adapted for achieving best results in DevOps adoption.

5.3 PAM for DevOps

PRM are always related to PAM which holds all indicators to determine the maturity of the processes of the
reference model. In this section, we will cover the processes identified and detailed regarding the process
assessment model adopted and what are the conditions to achieve a certain maturity level for each process.

The proposal is to assess the DevOps processes in organizations is based on ISO/IEC 330xx. We chose this
family standard because it is a global reference and provides requirements for the construction and verification
of process reference models, process assessment models, and maturity models. It is an international standard
and because of its greater adaptability for the purpose of determining the current capability of organizations’
processes, as well as establishing priorities for process improvement. Additionally, a design science research
project conducted by [87] advocates that “the external validity of an artefact can be improved with the use
of International Standards” and concludes that the project in question “demonstrated the compelling role of
International Standards to check research relevance during artefact design, development and evaluation”. Our
process assessment model follows the example of ISO/IEC 33072, the process capability assessment model
for information security management, and is structured in accordance with the requirements of ISO/IEC 33004,
also used by ISO/IEC 33072.

35



Close to the point of building a DevOps maturity model, it is necessary to identify relevant processes in this

context. This has been done before using a systematic literature review.

The study resulted in the following processes that are grouped into two major action fields Figure 5.1

‘ { Software Development and } ol { Software Operation and }

- Delivery - Monitoring
SDD.01 Plan SOM.01 Deploy
SDD.02 Code SOM.02 Operate
SDD.03 Build SOM.03 Monitor
SDD.04 Test

SDD.05 Release

Figure 5.1: Process Reference Model (PRM) including DevOps processes identified from our previous research effort and
grouped by action fields. Adapted from [3]

It is important to emphasize that PAM is a two-dimensional model concerning the process dimension and ca-
pability dimension. The representation of what constitutes the process dimension of the PAM for eight processes

are presented in the following tables.

Table 5.9: SDD.01 Plan

Process ID SDD.01

Title Plan

This step is usually dealt with by project managers in collaboration with the team
and exploiting project management tools.

Purpose Activity planning and task scheduling for the current release.

As result of successful implementation of this process:

. Product requirement collected and documented.

. Stakeholders are identified.

. Project milestones are defined.

. User experience is designed.

. Scope defined.

. Features are planned.

SDD.01.1 — Identify and collect product requirement [Outcome 1]
SDD.01.2 — Identify Stakeholders [Outcome 2]

SDD.01.3 — Set project milestones [Outcome 3]

SDD.01.4 — Design user experience [Outcome 4]

SDD.01.5 — Set scope[Outcome 5]

SDD.01.6 — Plan features [Outcome 6]

Context

Outcomes

OO wWON =

Base Practices

Inputs

Document product requirements [Outcome 1]

Envisioning software [Outcome 4]

Task management [Outcome 3]

Schedules [Outcome 2]

Outputs

Product requirements specification document [Outcome 1]
Vision of the project [Outcome 4]
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Table 5.10: SDD.02 Code

Process ID SDD.02

Title Code

Context Code development and code review.

Purpose Developers are the most closely involved in this activity using integrated
development environment (IDE) and tools for source code management.
As result of successful implementation of this process:
1. Code is developed.

Outcomes 2. Code @s reviewed.
3. Code is tested.
4. Source code is organized.
5. Features are documented.
SDD.02.1 — Code development [Outcome 1]
SDD.02.2 — Code review[Outcome 2]

Base Practices | SDD.02.3 — Write and test the code [Outcome 3]
SDD.02.4 — Manage source code[Outcome 4]
SDD.02.4 — Document features [Outcome 4]

Inputs

Organize source code [Outcome 4]

Write tests [Outcome 3]

Peer review code [Outcome 2]

Outputs

Feature Documents [Outcome 2]

Executable artefact [Outcome 4]

Table 5.11: SDD.03 Build

Process ID SDD.03
Title Build

When source code is converted into a stand-alone form that can be run on a computer
Context . - . . . .

system. In this activity are involved various professional figures.

The process of creating an executable artefact from input such as source code
Purpose : :

and configurations

As result of successful implementation of this process:

1. Source code is compiled, and all files required for execution are packaged.
Outcomes 2. Build and integration tests are performed.

3. Version control repository is created.
4. Executable artefact is created.

Base Practices

SDD.03.1 — Compile source code and package all execution files [Outcome 1]
SDD.03.2 — Perform build and integration tests [Outcome 2]

SDD.03.3 — Create version control repository [Outcome 3]

SDD.03.4 — Create executable artefact{Outcome 4]

Inputs

Continuous integration [Outcome 2]
Version control [Outcome 3]
Artefact creation [Outcome 4]

Outputs

Build status [Outcome 2]
Executable artefact [Outcome 4]

Quality assurance

[Outcome 5,6]
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Table 5.12: SDD.04 Test

Process ID SDD.04
Title Test
Context Building the test harness and/or scaling up test execution in larger build systems.
When source code is converted into a stand-alone form that can be run on a computer
Purpose . - ) ) , ;
system. In this activity are involved various professional figures.
As result of successful implementation of this process:
1. Functional and non-functional acceptance tests are performed
. Unit test is performed
Outcomes

. Deployment tests are performed
. User acceptance tests are performed
6. Automated user acceptance tests are performed

2
3. Component test is performed
4
5

Base Practices

SDD.04.1 — Run functional and no-functional acceptance tests [Outcome 1]
SDD.04.2 — Develop unit tests [Outcome 2]

SDD.04.3 — Perform component tests [Outcome 3]

SDD.04.4 — Perform deployment tests[Outcome 4]

SDD.04.5 — Perform user acceptance tests [Outcome 5]

SDD.04.6 — Perform automated user acceptance tests [Outcome 6]

Inputs

Timely feedback [Outcome 1]

User acceptance tests [Outcome 5,6]
Staging test[Outcome 4]
Performance test [Outcome 5]
Develop test cases[Outcome 5]
Write automated tests [Outcome 2,5]

Outputs

Quality checks [Outcome 1,5]
Performance measurement [Outcome 3]
Quality assurance [Outcome 5,6]
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Table 5.13: SDD.05 Release

Process ID SDD.05

Title Release

Context documentation about releases (for example new features introduced), new final _
version of executable files or packages, logs and metrics from release orchestration tools
Triggered when a new version of software is ready to be released to end users.

Purpose Setting up and maintaining the pipeline for deployment and release of a new version
of software.
As result of successful implementation of this process:
1. Created and maintained environment configuration and controls

Outcomes 2. Release and deployment plans are defined with customers/stakeholders

3. Release roadmap and cycle time is determined
4. Code integrity is verified
5. Code conflicts are solved

Base Practices

SDD.05.1 — Create and maintain environment configuration and controls [Outcome 1]
SDD.05.2 — Define release and deployment plans with customers/stakeholders [Outcome 2]
SDD.05.3 — Determine the release roadmap and cycle time [Outcome 3]

SDD.05.4 — Verify code integrity [Outcome 4]

SDD.05.4 — Solve code conflicts [Outcome 5]

Inputs

Release planning [Outcome 1]

Test and verify release [Outcome 2]
Delivery the release [Outcome 4]
Release management [Outcome 5]
Release approval[Outcome 5]
Release automation[Outcome 5]

Outputs

Track changes [Outcome 2]
System availability [Outcome 3]
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Table 5.14: SMM.01 Deploy

Process ID SOM.01
Title Deploy
Documentation about releases (for example new features introduced), new
Context final version of executable files or packages, logs and metrics from release
orchestration tools.
The deployment process refers to releasing that code to customers.
Purpose Deals with installation and execution of the new software in the
production environment and infrastructure.
As a result of successful implementation of this process:
1. Application code is deployed on all production servers.
2. New features are documented.
Outcomes 3. Automation management, maintenance of configurations.
4. Artefact repository.
5. Source code repository.
6. Configuration management data architecture.

Base Practices

SOM.01.1 — Deploy application code on all production servers [Outcome 1]
SOM.01.2 — Document new features [Outcome 2]

SOM.01.3 — Automate management, and maintenance of configurations [Outcome 3]

SOM.03.4 — Artefact repository [Outcome 4]
SOM.01.4 — Source code repository [Outcome 5]
SOM.01.5 — Configure and manage data architecture [Outcome 6]

Inputs

Deployment of application code on all servers [Outcome 1]
Containerization [Outcome 2]

Infrastructure configuration information [Outcome 4]

Data recovery [Outcome 5]

Outputs

Track changes [Outcome 2]
System availability [Outcome 3]
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Table 5.15: SOM.02 Operate

Process ID SOM.02

Title Operate

documentation about releases (for example new features introduced), new final

Context . . . .
version of executable files or packages, logs and metrics from release orchestration tools

Triggered when a new version of software is ready to be released to end users.
Purpose Setting up and maintaining the pipeline for deployment and
release of a new version of a software project.

As a result of successful implementation of this process:

1. Capacity and resources are planed and managed
Outcomes 2. Infrastructure is installed

3. Configuration and management of infrastructures changes
4. Security checks are performed

SOM.02.1 — Plan and manage capacity and resources [Outcome 1]
SMM.02.2 — Infrastructure installation [Outcome 2]

SOM.02.3 — Perform security checks [Outcome 3]

SOM.02.4 — Verify the code integrity [Outcome 4]

Base Practices

Inputs

Capacity planning [Outcome 1]

Infrastructure installation and procedure and changes [Outcome 2]
Service deployment [Outcome 4]

Data recovery [Outcome 5]

Log/backup management [Outcome 6]

Database management [Outcome 4]

Outputs

Track changes [Outcome 2]
System availability [Outcome 3]
System security [Outcome 6]
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Table 5.16: SOM.03 Monitor

Process ID SOM.03
Title Monitor
Phase takes place parallel to the Operate phase and consists of data
Context collection, analysis, and feedback to the start of the pipeline and to
other phases as needed.
Purpose This activity the software in production is monitored by mainly
sysadmin, operators and other managing the project.
As result of successful implementation of this process:
1. Applications performance are monitored.
2. Services performance are monitored.
3. Application log is monitored.
Outcomes 4. Code integrity is verified.

5. User activity monitored for improper behaviour of the system.
6. Information about issues from a software release in production
is identified and collected.

7. Data collected and analysed, and feedback is provided.

Base Practices

SOM.03.1 — Monitor applications performance. [Outcome 1]
SOM.03.2 — Monitor services performance. [Outcome 2]
SOM.03.3 — Monitor application log. [Outcome 3]

SOM.03.4 — Verify code integrity [Outcome 4]

SOM.03.5 — Monitor user activity for improper behaviour

of the system. [Outcome 5]

SOM.03.6 — Identify and collect information about issues
from a software release in production. [Outcome 6]
SOM.03.7 — Collect and analyse data and provide feedback.
[Outcome 7]

Inputs

Applications performance monitoring [Outcome 1]

Services performance monitoring [Outcome 2]

Log monitoring [Outcome 3]

End-user experience [Outcome 5]

Incident management [Outcome 6]Provide feedback [Outcome 7]

Outputs

Performance measurement reports [Outcome 1,2]
System availability status [Outcome 3]

System security status [Outcome 6]

Systems status report [Outcome 3]

42




5.4 Maturity Model

Sections 5.2 and 5.3 provided necessary material to create a first version of the DevOps maturity model. In this
case, it was chosen to use the ISO/IEC 330xx family standard. Therefore, the implementation of the model will
help improve operational efficiency and increase the visibility of the processes. The strength of this model is
that using tools of ISO/IEC helped on the identification and create the reference of the DevOps processes that
were used as the base for the following phases.

This framework combines PRM and PAM as the foundations. The Maturity Model is composed of six ma-
turity levels against 8 dimensions of DevOps processes: ’Plan’, ’Code’, ’'Build’, 'Test’, 'Release’, 'Deploy’,
’Operate’ and ’Monitor’.

Within PRM and PAM, it is possible to see the full structure and description of the dimensions for the specific
maturity. further, our proposed model includes six levels, which the first or initial identified by 0 that determines

whether the assessment continues or not.

5.4.1 Process Performance Indicators

There are two types of process performance indicators: Base Practice (BP) indicators and Input/Output (10)
indicators. Process performance indicators relate to individual processes defined in the process dimension of
the PAM and are chosen to explicitly address the achievement of the defined process outcomes. Evidence
of performance of the base practices, and the presence of inputs/outputs with their expected characteristics,
provide objective evidence of the achievement of the process outcomes. A base practice is an activity that
addresses the purpose of a particular process. Consistently performing the base practices associated with a
process will help the consistent achievement of its purpose. A coherent set of base practices is associated
with each process in the process dimension. The base practices are described at an abstract level, identifying
"what” should be done without specifying "how”. Implementing the base practices of a process should achieve
the basic outcomes that reflect the process purpose. Base practices represent only the first step in building
process maturity, but the base practices represent the unique, functional activities of the process, even if that
performance is not systematic.

In this particular PAM the base practices have been used as a vehicle to link the outcomes of each process
in the PRM with the requirements defined for that process in ISO/IEC 27001. This has been achieved using the

following strategy:

+ Singular requirements from ISO/IEC 27001 have been identified and assigned a unique identifier (process

number plus sequential numbering within the sub-clause).
» Each process outcome has been linked to a single base practice.

This approach provides insight on how the singular requirements from ISO/IEC 27001 contribute to the
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achievement of the process purpose and outcomes. The performance of a process requires inputs and produces
outputs that are identifiable and usable in achieving the purpose of the process. In this assessment model, each
input/output has a defined set of example characteristics that may be used when reviewing the input/output
to assess the effective performance of a process. Input/output characteristics may be used to identify the

corresponding input/output produced/used by the assessed organization [49].

5.4.2 Maturity Levels

The aim of maturity levels is to classify organisations according to their ability to control their various processes.
Therefore, they are defined on a six point ordinal scale that enables maturity to be assessed from the bottom of
the scale, Incomplete, through to the top end of the scale, Innovating. The scale represents increasing maturity
of the implemented process, from failing to achieve the process purpose through to continually improving and
able to respond to organizational change.
* Level 0: Incomplete process
The process is not implemented or fails to achieve its process purpose. At this level, there is little or no
evidence of any systematic achievement of the process purpose.
* Level 1: Performed process

The implemented process achieves its process purpose.

* Level 2: Managed process
The previously described Performed process is now implemented in a managed fashion (planned, moni-
tored and adjusted) and its work products are appropriately established, controlled and maintained.

* Level 3: Established process

The previously described Managed process is now implemented using a defined process that is capable

of achieving its process outcomes.

» Level 4: Predictable process

The previously described Established process now operates predictively within defined limits to achieve
its process outcomes. Quantitative management needs are identified, measurement data are collected
and analysed to identify assignable causes of variation. Corrective action is taken to address assignable

causes of variation.

» Level 5: Innovating process

The previously described Predictable process is now continually improved to respond to change aligned

with organizational goals.
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Maturity Level
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Process Dimension

Software Development and
Delivery

Software Operation and
Monitor

Figure 5.2: Maturity Model
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The section covers the description of the demonstration stage of DSRM. The approach put forward should
be called into question in order to prove its efficiency in solving the problem specified in the research problem
section.

The objective of the DevOps maturity model is to be applicable in real scenarios, thus it is important to
interview experts and practitioners in the DevOps field in which processes outcomes they think are necessary
and add value for successful implementation of DevOps in the organization.

Regarding the assessment, we met with Company A’s DevOps team in order to perform the assessment
following PAM addressing all the processes identified. Although PAM is carried out taking into account process
best practices, inputs, and outputs, the assessment only took into account the outcomes as it was the first
interaction with the processes.

The interview taken with the expert followed a questionnaire, but we could divert if something came up that
had to be explored further. The interview was done in one round comprised of questions about DevOps and
processes purpose and outcomes associated with different stages of DevOps processes. The data acquired
would be very important further to enrich the existent model, although it was not possible to perform more rounds

of interviews.

Maturity Level Questionnaire

Description Statements

0 Incomplete process - At this level, there is little or no evidence
The process is not implemented or fails  of any systematic achievement of the process
to achieve its process purpose. purpose.

- Functional and non-functional tests
are performed.

- Unit test is performed.

- Component tests are performed

- Deployment tests are performed

- User acceptance tests are performed
- Automated acceptance tests are
performed

1 Performed process
The implemented process
achieves its process purpose

Table 6.1: Questionnaire Construction for SDD.04 Test (maturity levels 0 and part of 1)

To arrange the questionnaire, the maturity level descriptions of the DevOps Maturity Model were validated
following ISO/IEC standard. The examination resulted in the realization that a rating value could be computed for
the maturity level by collecting and then combining the percentages value for each outcome. Table 6.1 displays
an example of how the questionnaire statements were derived for the maturity model of process SDD.04 Test.

The demonstration counted on the assessment of plan, code, build, test, release, deploy, operate, and
monitor, performed to conclude what capability level the company was. At this stage of the study, superior levels
were considered out of the scope of this assessment. To determine whether the processes were implemented or
not, the classification used by the ISO/IEC 330XX family of standards was adopted. That is, with the Company
A DevOps team self-assessment within the respective standard scale (Not Achieved, Partially Achieved, Largely

Achieved and Fully Achieved) to evaluate process purpose and outcomes. It works as follow:
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« If the Process Purpose rating is lower than Largely Achieved, i.e. Not Achieved or Partially Achieved, the

capability level is immediately considered 0 (however the rating continues for outcomes).

» For outcomes, each is independently evaluated. After all, are evaluated, a median of the results is made

to arrive at a representative value of the outcomes.

+ Finally, we compare the process purpose classification with the outcomes classification where the inferior
classification is the one that persists. If the final rating is Largely Achieved or Fully Achieved it means that

capability level 1 has been reached. Otherwise, the capability level is 0.

Table 6.2: Rating Scale

Corresponding
percentages

Not achieved (N) 0to < 15%
Partially achieved > 15% to < 50%
Largelly achieved > 50% to < 85%
Fully achieved > 85% to < 100%

Rating Scale

6.1 Results

The meeting took about one hour and fifteen minutes, it started with a brief presentation of all participants gath-
ering some general data, like the background and years of experience of the interviewee. Then a presentation
of the framework was made known, detailing high-level steps taken to achieve it.

The next step following up the meeting was framework assessment with two members of DevOps team of
the Company A, and it was done assessing each of processes purposes and outcomes and evaluating them
accordingly to the process attribute rating scale defined by ISO/IEC 330xx family, which is known as “judgment of
the degree of achievement of the process attribute for the assessed process”. Some of the results obtained are
described in figures 6.1 and tables 6.1, and 6.2. Therefore, the results are described according to the structure
that was used in the interview, although it will not be presented in the same order as the interview, starting with

Plan and Monitor, followed by Test and Operate.
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Table 6.3: Assessment results

Level
Outcomes Achioved  achioved  achioved  achisved

1. Product requirement collected

and documented X
Plan 2. Stakeholders are identified X

3. Project milestones are defined X

4. User experience is designed X

5. Scope defined X

6. Features are planned X

1. Applications performance are X

monitored

2. Services performance are X
Monitor ~monitored

3. Application log is monitored X

4. Code integrity is verified X

5. User activity monitored for X

improper behaviour of the system

6. Information about issues from a
software release in production is X
identified and collected

7. Data collected and analysed, and
feedback is provided

The first process that was assessed in the interview was the Plan that is composed of six outcomes, where
we can observe the highest level obtained was F and the lower was L. According to the interviewee, the lowest
levels are related to the non-fulfilment of some activities that involve the outcome by all teams involved in the

process. The interviewee explained this as;
"Not all features are planned at this stage and not all project milestones are defined”

The second process regarding DevOps is the Operate, which belongs to the major field of software operation
and monitoring. it is composed by seven outcomes of which four obtained L as rating and the other three
obtained F. Although it could be considered as a good, improvements have to be made to allow the fulfiiment of

all process outcomes. as the interviewee said:

"Although we have this outcome implemented, we are not mature enough to assure the complete fulfiiment of

them. we still have to improve it”

Following the same approach applied for the two first processes, the assessment was made for the processes

Test and Operate retrieved similar results, but the outcome 2 from Test stand out for the lower rating obtained,
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Table 6.4: Assessment

Level

Not Partially Largely Fully

Outcomes Achieved achieved achieved achieved

1. Functional and non-functional tests

are performed X

2. Unit test is performed X
Test

3. Component test is performed X

4. Deployment tests are performed X

5. User acceptance tests are performed X

6. Automated acceptance tests
are performed

1. Capacity and resources are planned
and managed

Operate 5 |nfrastructure is installed

3. Configuration and management
of infrastructures changes

X| X | X| X

4. Security checks are performed

as it can be observed in table 6.2. According to the interviewee, this result is related to the lack of alignment

between teams and the accomplishment of some tasks related to this outcome.

Level vs Process
100.00

75.00

Level

25.00

0.00
Plan Code Build Test Release Deploy Operate Monitor

Process

Figure 6.1: First demonstration

The result provided interesting information on their own basis. However, it is important to look to results to
find what conclusions can be taken from them. Therefore, The first aspect that becomes clear when looking
at the results from the figure 6.1 gives an overview of the average levels, which stand out operate in one hand

as the process with the maximum percentage of implementation and in the opposite side, test and code as the
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ones with the lower percentage of implementation. This indicates that although the Company has implemented

all processes, they are still improving the quality of deliverance of them.
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The section covers the description of the evaluation and communication stages of DSRIM.
Following the Pries-Heje et al approach, which presents the importance of an ex-ante perspective, with
evaluation occurring both prior to the construction of an artefact IS, and ex-post evaluation, that is, the evaluation

that takes place after the artefact has been built [79]. For DSRM, Venable distinguishes two main forms [80]:
« Artificial evaluation evaluates a solution technology in a contrived, non-real way.

 Naturalistic evaluation enables a researcher to explore how well or poorly a solution technology works in

its real environment — the organization.

In our study, an artificial evaluation was performed by applying the ISO/IEC 330xx family of standards to
prove that it is possible to build a maturity model specifically for DevOps, using an approach based on design
science research. Feasibility was demonstrated for the processes Plan, code, Build, Test, Release, Deploy,
Operate, and Monitor, suggesting that it is feasible to follow the same steps for all other processes included in
our PRM. A second artificial evaluation was conducted by checking the applicability of our framework into an
excel questionnaire.

In a nutshell, the results prove that it is possible to build a maturity model for DevOps grounded in a well-
known standards and methodologies. Finally, it can be used by organizations to help them evaluate their maturity
in adopting DevOps.

7.1 Communication

In harmony with the DSRM’s communication proposal, we aim to communicate our artefacts to the applicable
audience. For this purpose, we pursued two different ways to deliver the communication proposal described as

follow:
» Publish papers through scientific journals or conferences.
+ Communicate the work-study through the dissertation itself.

To reach a broader communication in our work, a paper entitled “A Systematic Literature Review about
Processes and Roles in DevOps”, consists of the literature review for DevOps concepts, processes, practices,
and roles. It brought very important contributions in the identification of the processes that guided the PRM
and consequently PAM, as well as explore the interesting relations between DevOps processes, practices and
roles. The was submitted to the International Journal of Agile Systems and Management (IJASM). The paper
still awaits confirmation of acceptance.

Finally, the final dissertation report, containing all the content related to DevOps maturity model, will be
presented, discussed, and evaluated by a qualified jury to ensure its reliability and the quality of the scientific

contribution. Subsequently, the work will be shared with the public.

54



Conclusion

Contents
8.1 Contributions . . . . ... .. .. e e e e e e e e 56
8.2 Limitations . . . . . . . . . i i e e e e e e e e e e e 56
83 FutureWork . . ... . . . i i i e e i e e e e e 57

55



8.1 Contributions

To conduct this research, we followed DSRM process, that comprises 6 phases of development. First, we
identified the problem, the lack of DevOps maturity models to guide companies to assess the maturity of their
DevOps adoption. The main objectives propose a DevOps maturity model to assess the current state of DevOps
adoption in an organization and provide guidance to achieve higher levels of DevOps maturity. To address this
problem, a literature review was conducted addressing DevOps concepts, processes, practices, and roles and
as result of this, we found 32 concepts, 9 processes, 33 practices, and 20 roles as it can be observed in tables
4.4,4.6, 4.7, and appendix A. From this stands out the concepts of automation, knowledge sharing, continuous
delivery, infrastructure as a code, communication and collaboration as the most frequently cited ones; Plan,
Test, Release, Deploy, and Monitor for the processes; Continuous Delivery, Continuous Integration, Continuous
Deployment, Continuous Monitoring, and Continuous Testing for practices; and finally, as the most frequently
cited roles, DevOps Engineer, Developer, IT Manager, Network Administrator, and Cloud Engineer.

The SLR also allowed us to explore and bring to this research our contribution about the relation between
DevOps processes and some practices, as shown in figures 4.5, and 4.6, as well as the relationship between
practices and roles (figure 4.7). Thus, the identified DevOps processes were the foundation for PRM and
consequently served as the base for PAM.

Once the processes were identified through SLR, thus constituting our PRM, we moved to PAM where we
had the processes Plan, Code, Build, Test, Release, Deploy, Operate, and Monitor with their respective details
following the procedure and structure of ISO/IEC 330xx family standard.

The study aimed to create a suitable maturity model to assess and improve DevOps environment in an

organization. Therefore, one major question was raised.

RQ1. What is a suitable DevOps Maturity framework for assessing the maturity of a DevOps

environment in any organization?

To answer to this questions several steps were followed as described in section contributions. The first step
was the SLR performed, which was essential for the identification of the processes, then the identified DevOps
processes were the foundation com perform PRM and consequently PAM. Finally, the DevOps maturity model

was created based on the previous step and as a cornerstone ISO/IEC standard as shown in figure 5.2.

8.2 Limitations

Regarding limitations, it was not possible to gather enough information and present a robust conclusion regard-
ing specific topics, such as Outcomes, since DevOps is a recent subject. The current research cannot avoid

biases since sources of literature written in other languages were excluded and certain unavailability to find
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many studies addressing all DevOps related subjects in electronic databases. Since DevOps is recent, there
are not a lot of experts in this area.

This research was meant to fill a gap that was found during the literature review(chapter 5). However, the
resulting model does not achieve fully its purpose, thus it was not possible to do more than one interaction that
could have provided more inputs to improve the existing outcomes and to the evaluation model.

The lack of literature addressing the DevOps processes made it very difficult to identify the base practices,
inputs, and outputs of each process. We did our best to consult all results from the used search keys, however,
some were inaccessible due to access restrictions. Certainly, it is not guaranteed that the chosen search keys,

sufficiently represented the goal to retrieve all literature available on DevOps processes.

8.3 Future Work

This study has provided information about the DevOps maturity model and upon this creates a comprehensive
model based on ISO/IEC. However, this research is not complete and can be taken a further look at. These
opportunities will be described in this section.

The development of a tool that would allow the assessment to be made and that was flexible and adaptable
to Companies to evaluate their maturity.

The DevOps maturity model created in this research can be used by other researchers to further build upon.
This can be achieved by doing more research, which will not only contribute for DevOps maturity model but
allow more researchers to use ISO/IEC a basis to these models.

Demonstrate and evaluate the framework to a substantially larger number of companies, ideally in companies

that differ in size and industry, with the ultimate goal of being able to benchmark effectively.
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