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1 Introduction

The ECDSA, Elliptic Curve Digital Signature Algorithm (ECDSA) is one of the most known
and most used digital schemes, being used in Bitcoin and Ethereum transactions. The security
of ECDSA relies on the proper generation of a per-signature nonce value that is used as an
ephemeral private key. To test the security of ECDSA the so called lattice-based cryptanalytic
attacks. These attacks begin with creating a map between the problem of recovering a user’s
private key and the hidden number problem (HNP) and then, use a lattice reduction algorithm
such as LLL or BKZ. These attacks were proven to run in polynomial time and they can recover
a user’s private key if there is a known vulnerability in the pseudorandom number generator
(PRNG) that generates the nonces, or if a side-channel attack can recover some of the nonce’s
bits.

1.1 Related Work

One can find several books and papers which can be useful to understand the problem in hands.
Some authors describe the theoretical problem such as N. A. Howgrave-Graham and N. Smart in
their paper "Lattice attacks on digital signature schemes" and P. Q. Nguyen and I. E Shparlin-
ski in their paper "The insecurity of the elliptic curve digital signature algorithm with partially
known nonces". Others explain the only the application of this attack against real world ap-
plications like the Bitcoin and Ethereum blockchains such as Breitner and N. Heninger in their
paper "Biased nonce sense: Lattice attacks against weak ecdsa signatures in cryptocurrencies"
and A.Klyubin in "Some secure random thoughts".

2 Background

2.1 Elliptic Curves

We started by explaining exactly what is an elliptic curve by presenting the cubic equation which
all elliptic curves whose characteristic is neither 2 nor 3. must satisfy:
y? = 2° + ax + b°, (1)

,along with the necessary conditions for a curve to be considered an elliptic curve.

At this point we described in detail the process of adding two points in elliptic curves, which
will be very important to understand the ECDSA.

After this some important results associated with elliptic curves were presented in order to help
better understand the concept of an elliptic curve and the attacks that are going to be presented
in the next chapters.From these results we should stand out the result that allows us to retrieve
the y coordinate of a point (z,y) given x:

Theorem 2.1. Let E be an elliptic curve over Z,, where p is a prime number such that p =3
pt+1 pt1

mod 4. Given P = (z,y) € E(Z,), we havey = (a:3+ax+b> " modpory= —(m3+am+b)
mod p.

4

and the result where we show that the operation kP can be computed in polynomial time,
where P is a point in an elliptic curve E over a field F and k is an integer:

Theorem 2.2. Let E be an elliptic curve over Z,, where p is a prime number. Given an integer
k < p, the operation kP can be computed in time O(log(p)*) for any P € E(Z,).



2.2 ECDSA

Now that we know what an elliptic curve and how to add points, we are ready to understand
ECDSA.

Let E be an elliptic over Z,, where p > 3 is a prime number. Given P,Q € E(Z,), with P
a generator of E(Z,), the discrete logarithm problem is the problem of given @, finding k such
that kP = ). Since there are no efficient algorithms known for the discrete logarithm problem,
we can design a signature scheme, the ECDSA. After this introduction we described in detail
the process of signing and verifying a message using ECDSA.

In the signing process we need to generate a random integer k, called nonce, in the interval
[1,p—1]. In our attacks we will explore a weakness in this process, more precisely, we will explore
the fact that sometimes the PRNG’s used to generate the nonces are weak.

2.3 Lattice

In this section we introduce the concept of lattice. This concept will be important to understand
the attacks described later.

Informally, a lattice is a set of points in n-dimensional space with a periodic structure.

Three dimensional lattices occur naturally in crystals, as well as in stacks of oranges. Histori-
cally, lattices were investigated since the late 18th century by mathematicians such as Lagrange,
Gauss, and later Minkowski.

Lattice Attacks

One Variable

We start by describing the Hidden Number Problem (HNP). The problem is to recover a hidden
secret « mod ¢ where ¢ is a public prime number and the attacker has acess to an oracle that,
given random numbers t; € F, returns a; € Fy such that |t;a — a;|; < C for some C < g.

This problem can be reformulated to discovering a solution

x1 =b1,..., &y = by, y = a with |b;] < C, to the system of equations:

r1—tiy+a1 =0 mod g
To —toy+a2 = 0 mod ¢

T — tmy + @y = 0 mod gq.
Now we define the matrix M as follows:

q
M= q (3)
t1 oo tm %
Lar ... Qm C_

Now we get the following theorem:

Theorem 2.3. Let v = (by,..., by, a%, —C') be a vector such that z; = bl, ..., 2 = b,y = «
is a solution to (2). Furthermore, let us assume that |b;| < C for i = 1,...,m , where C is an
integer such that:

m—1 m+ 2
log q —

log C' < log(m + 2). (4)

m



Then, for small values of m, either v or —v will be a vector in the LLL-reduced basis of L(M).

Given the vector v the secret o can be easily computed. Therefore, if m is small and C' and m
satisfy (4), the hidden number problem can be solved using a lattice reduction algorithm.

Two Variables

The two variables Hidden Number Problem is very similar to the Hidden Number Problem
described before. In this case we need to recover two hidden secrets « mod ¢ and # mod ¢
and the attacker has acess to an oracle that, given random numbers ¢; € F, and t, € F, returns
a; € Fy such that |t;a +t,8 — ailg < C for some C' < q.

Both the system of equations and the matrix M are very similar to the case of One Vari-
able. After this we proof a result just like the theorem in the One Variable case but with
v=(by,.. .,bm,a%,ﬂ%, —0).

Similarly to the one variable HNP, the two variables HNP can be solved using a lattice reduction
algorithm.

Three Variables

The three variables Hidden Number Problem is again very similar to the Hidden Number Problem
described in the Two Variables case. The problem is to recover three hidden secrets &« mod ¢
, 8 mod ¢q and v mod ¢ where ¢ is a public prime number and the attacker has acess to an
oracle that, given random numbers t; € F, , t; € F, and t]/ € F, returns a; € F, such that
[tic + .8+t — a;| < C for some C' < q.

Both the system of equations and the matrix M are very similar to the case of One Vari-
able. After this we proof a result just like the theorem in the One Variable case but with
v=(by,.. .,bm,a%,ﬂ%'y%, —C).

Similarly to the one variable HNP, the three variables HNP can be solved using a lattice

reduction algorithm.

Four Variables

The four variables Hidden Number Problem is again very similar to the Hidden Number Problem
described in the part Three Variables from Lattice Attacks.

The problem is to recover four hidden secrets « mod ¢, mod ¢,y mod gand d mod ¢
where ¢ is a public prime number and the attacker has acess to an oracle that, given random
numbers t; € F, , t; € Fy, t! € F, and t]” € F, returns a; € F, such that [t;a + /5 +t/y+t]"6 —
ailq < C for some C < q.

Both the system of equations and the matrix M are very similar to the case of One Vari-
able. After this we proof a result just like the theorem in the One Variable case but with
v=(by,.. .,bm,a%,ﬁ%’y%,é% -C)

Similarly to the one variable HNP, the four variables HNP can be solved using a lattice reduction
algorithm.

3 Attacks on ECDSA

In this chapter we will be describing attacks that obtain a user’s private key given a list of
its ECDSA signatures. These attacks will be variations of the One, Three and Four Variables
Lattice Attacks.



3.1 Lattice attacks
Computing private key knowing the size in bits of the nonces

We start with a theoretical description of the attack.
Let Alice be a user with private key y4 and signatures {(ri,s1),...,(rn, Sn)} on messages
{m1,...,my}. For each i € {1,...,n} we have:

si =k H(H(m;) +yar;) mod q <=
1

()

k- si_lriyA -5, m;=0 mod g,

thus ©1 = ki1, ..., 2, = kn,y = ya is a solution to the system of equations (2) where:

t; = 3;1m mod gq
{ (6)

a; = —s; 'H(m;) mod q.

Let us assume there exists a side-channel attack which recovers the size in bits, /;, of the nonce
k; for all i € {1,...,n}. Consider L = max{l;,...,l,} + 1. Then we have that:

kilq < 2 for all i€ {1,...,n}. (7)

If we consider C = 2° and we can find n such that C' and n satisfy the condition (4) of
Theorem 2.3, then we can execute a lattice reduction algorithm to obtain the private key ya,
according to Theorem 2.3.

In the end we describe a pseudo code implementation of this attack.

Computing private key using a hash table

In this attack the idea is to create a hash table to be able to find the value of the nonce k used
to generate a signature (r, s).

The hash table will have the points (2/,y/, k', h') where K'P = (2/,y') and I/ = (2’ mod q)
mod len where len is the size of the hash table and h is called the hash function. Now to recover
Alice’s private key we need to find a point in the hash table such that 2’ = r.

Computing two private keys through linear relation between nonces

Once again we start with a theoretical description of the attack.

Let Alice be a user whose private key is y4 with signatures
{(ras1,s4.1),...,(ran,san)} on the messages {ma 1,...,ma,} and Bob be a user whose private
key is yp with signatures {(rg.1,5B1),..-,("Bn,SBn)} on the messages {mp1,...,mpn}.

For a,b € {1,...,q — 1} we obtain, from the ECDSA Signing Scheme:

—1 —1
aka,i+bkpi —asy;raiya —bsg rBiYB—
-1 -1 _
—aS, ;MA; — bsB7im37i =0 mod g,

for each i € {1,...,q — 1}. With this we get that
x1 =akay +bkpa,...,xy =akan+bkpn, Yy =1ya,z=yp is a solution to (?7) where:

—1
t; = as ;T A
-1
t = bsBJrB,Z- (8)

a; = —asZ’liH(mA’i) — bsg}iH(mB,i)'

4



If it is known that there exists a,b € {1,...,q — 1} such that, given the nonces k1, k2 we have
laki + bka|qy < C for some constant C, then we should use this attack.Otherwise, we should try
to use the method with a =1 and b = —1.

After this we describe a pseudo code implementation of this attack.

Computing two private keys by using a hash table to a get a linear
relation between nonces for two different users

This attack is similar to the attack "Computing private key using a hash table" but in this case
we want to calculate the value of C such that |aks + bkp|, < C, for integers a,b and nonces
ka,kp.

Let k1 and kg be nonces used to generate two signatures, (71, y1) and (r2, y2), respectively, from
two users. Our objective is to find € € Z such that:

klp — k‘gP == €P, (9)

where P is the generator of E(Z,) with order ¢ used to generate the signatures. We start by
computing y; from r; using (2.1) and k1 P is equal to (r1,y1) or to (r1, —y1) almost surely. We
can also do the same for ys. With this we get four possibilities. Suppose we choose one of
the four possibilities above and compute k1P — ko P = (2/,y'). The hash table will have points
(x,y,w) that correspond to wP = (x,y). The next step is to search the hash table for a point
with first coordinate is equal to 2’ and second coordinate equal to y'. If there exists one, lets say
(2’9, w"), then we know that:

k‘lp — kZQP == w'P. (10)

We are going to use the above method to select n signatures, for each user, such that :
w' < C, (11)
Then we can execute the attack Computing two private keys through linear relation
between nonces.

Computing three private keys through linear relation between nonces

Let Alice be a user whose private key is y4 with signatures

{(rag,s41),...,(ramn,san)} on the messages {ma1,...,may,}, Bob be a user whose private
key is yp with signatures {(rp1,5B,1),...,(TBn,SBn)} on the messages {mp1,...,mpy} and
Charlie be a user whose private key is yo with signatures

{(rca,sc1),---,(Tcm, Scm)} on the messages {mc1,...,mcn}.

For a,b,c € {1,...,q — 1} we obtain, from the ECDSA Signing Scheme:

akAJ- + bl{?Bﬂ' + Ckc,i — CLSZ}iTA,iyA - bSB}ﬂ'B,in_
—CSE}iTC,in — asZ}imA’i — bs]}}imBJ — csalimcﬂ- =0 mod g,
for each i € {1,...,q — 1}. With this we get that 21 = aka 1 + bkp1 + ckc1,...,xn = akan +

bkpn + ckcpn,y = ya,2 = yp,w = yc is a solution to the system of equations of the Three
Variable Attack where:

—1
ti=asy;ra
—1
tl- = bs "B
i By’ b (12)

" __ -1 .
t; = CSc T

a; = —asg’liH(mAJ) — bsl_g’liH(mB,i) — csaliH(mc,i).
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If it is known that there exists a,b,c € {1,...,q — 1} such that, given the nonces ki, ko, k3 we
have |aki + bk + cks|q < C for some constant C, then we should use this attack.Otherwise, we
should try to use the method with a=1,b=1 and ¢ = —1.

After this we describe a pseudo code implementation of this attack.

Computing three private keys by using a hash table to get a linear
relation between nonces for three different users

Let (r1,51), (re, s2) and (73, s3) be three signatures generated with nonces kj, ko and ks, respec-
tively, from three users whose private key are y4, yp and yo. Our objective is to find € € Z such
that:

kiP — koP — k3P = €P, (13)

where P is the generator of F(Z,) with order ¢ used to generate the signatures. We start by
computing y; from ry using (2.1) and either ki P is equal to (r1,y1) or it is equal to (r1, —y1)
almost surely. We can also compute 32 and y3 in a similar way. With this we get eight possibilities.
Suppose we choose one of the eight possibilities above and compute k1 P — ko P — k3P = (2, 1/).
The hash table constructed will be very similar to the hash table in the attack Computing
two private keys by using a hash table to a get a linear relation between nonces for
two different users.
We are going to use the above method to select n signatures, for each user, such that

w < C, (14)

Then we can execute the attack Computing three private keys through linear relation
between nonces.

Computing four private keys through linear relation between nonces

Let Alice be a user whose private key is y4 with signatures

{(raa1,s4.1),...,(ran,san)} on the messages {ma1,...,man}, Bob be a user whose private key
is yp with signatures {(rg1,5$5,1),...,("Bn,SBn)} on the messages {mp1,...,mp,}, Charlie
be a user whose private key is yo with signatures {(rc1,5¢,1),- .-, (Tcn, Sc.n)} on the messages
{mc1,...,mcy} and Dave be a user whose private key is yo with signatures

{(rp1,8p1):---,("Dm,SDn)} on the messages {mp1,...,mpn}
Similarly to before, given a,b,c,d € {1,...,q — 1} we obtain:

-1 -1
aka; +bkp; +ckc; +dkp; — as,TAYA — bsBﬁ.rB,in—
-1 —1 -1 —1
—csguregyo — dsp ;rpayp — asy H(ma;) — bsp H(mp,i)—
-1 -1 _
—csgiH(me) —dsp ;H(mp;) =0 mod g.

for each i € {1,...,¢ — 1}. With this we get that 1 = aka 1+ bkp1 +ckc1+dkpa,,...,xn =
akan +bkpn + ckcn +dkpy,,y = ya, 2 =yp,w = yc,r = yp is a solution to (??) where:

t; = GSZ}ﬁA,z‘

tfi = bsg}iTBJ‘

! = csaliro’i (15)
! = dSB}ﬂ’D,i

a; = —as;l’liH(mA,i) - bsg}iH(mBﬂ') - csg}iH(mCJ) - dsB’liH(mDﬂ').



If it is known that there exists a,b,c,d € {1,...,q— 1} such that, given the nonces ki1, ks, k3, k4
we have |ak1+bka+cks+dks|, < C for some constant C, then we should use this attack.Otherwise,
we should try to use the method witha=1,b=1,c=1and d = —1.

After this we describe a pseudo code implementation of this attack.

Computing four private keys by using a hash table to get a linear
relation between nonces for four different users

Let (r1,$1), (r2,s2), (r3,s3) and (74, s4) be four signatures on messages {m, mo, ms, my} with
nonces ki, ke, ks and k4, respectively, from four users whose private key are y4, yp, yo and yp.
Our objective is to find € € Z such that:

k‘lp — kgp — k‘gP - k4P == GP, (16)

where P is the generator of E(Z,) with order ¢ used to generate the signatures.

We start by computing y; from r; using (2.1), and either k1P is equal to (ri,y1) or it is
equal to (r1,—y1) almost surely. We can also compute y2, y3 and y4 in a similar way. We
get sixteen possibilities. Suppose we choose one of the sixteen possibilities above and compute
k1P —koP — k3P — k4P = (2/,y).Similar to before, the hash table will have points (z, y, w) such
that (z,y) = wP.

The next step is to search the hash table for a point with first coordinate equal to z’, second
coordinate equal to . If there exists one, lets say (2,3, w’), then we know that:

k1P — koP — k3P — k4P = (2/,y/) = w'P. (17)
We are going to use the above method to select n signatures, for each user, such that :
w < C, (18)

Then we can execute the attack Computing four private keys through linear relation
between nonces.

4 Language and Results

4.1 Programming Language and Library

In this section we describe the reasons that lead us to choose the C programming language and
the PARI GP library.

4.2 Experimental Analysis Results

We want to understand how the lattice attacks depend on the values of m and C'. More precisely,
our objective is to compute the probability of success of the lattice attacks as a function of m
and C, where m is the number of equations used, and C' is a constant such that |b;|; < C for
1=1,...,m.

We divided our tests in two sections where in the first section the value of C' will be fixed and
the probability of success will be computed as a function of m and in the second section we will
fix a small m and compute the probability of success as a function of C.

The prime number ¢ used in these tests will be the order of P in the elliptic curve secp256k1,
the curve used in Bitcoin’s and Ethereum public key-cryptography.



Three variable lattice attack

Our objective is to compute the the probability of the three variable hidden number problem
being successful.

Fixed limit on the norm of the solution to the equation

The value of C' can be smaller than 22°° since the value of ¢ only has 256 bits. Hence, the values

of C' that will be tested are 22°°~¢ for | = 15,...,25.

We calculated the theoretical values for m given C' and applied our tests using an interval of
values for m that included the theoretical value, because the theorem we use to obtain the private
key using the LLL algorithm does not specify how small m had to be.

For each [ we defined an interval {min m, ..., max m} and for each n € {min m, ..., max m},
we tested the probability of success for m = n and C' = 225,

As expected for | € {23,24,25,26,27,28,29,30} the attack has a higher probability of success
than for [ € {20,21,22}.

Fixed number of equations

Our objective is to find what are the values of C' such that the pair (m, C) has the highest
real probability of success with m € {4,...,10}. To do this we start by fixing the value of
m € {4,...,10} and then, computing the probability of success as a function of C'.

Given m we calculated the smallest integer for log C such that log C' and m satisfy the condition
in the theorem we use to obtain the private key using the LLL algorithm. The values used for C
will all be powers of two. For each m, the values of log C tested are in an interval which includes
the theoretical value for log C calculated before.

From these tests we can conclude that, if we have at most ten signatures the higher value for
the real probability of success is achieved with m = 10 and m = 2.

Four variable lattice attack

Similar to what was done for three variables, our objective is to compute the the probability of
the four variable hidden number problem being successful.

Fixed limit on the norm of the solution to the equation

Similarly to what was done for three variables, the values of C that will be tested are 2255~  for
1 =30,...,40.

We calculated the theoretical values for m given C' and applied our tests using an interval of
values for m that included the theoretical value, because the theorem we use to obtain the private
key using the LLL algorithm does not specify how small m had to be. For each [ we defined an
interval {min m, ..., max m} and for each n € {min m, ..., max m}, we tested the probability
of success for m = n and C' = 2251,

As expected the number of equations necessary to achieve the probability of success 1 decreases
as the value of [ increases.

Fixed number of equations

Our objective is to find what are the values of C' such that the pair (m, C) has the highest
real probability of success with m € {5,...,10}. To do this we start by fixing the value of
m € {5,...,10} and then, computing the probability of success as a function of C.

Given m we calculated the smallest integer for log C such that log C' and m satisfy the condition
in the theorem we use to obtain the private key using the LLL algorithm. The values used for C



will all be powers of two. For each m, the values of log C' tested are in an interval which includes
the theoretical value for log C' calculated before.

From this tests we can conclude that, if we have at most ten signatures the higher value for
the real probability of success is achieved with m = 6.

4.3 Comparing methods

Let us assume that Alice has n4 signatures, Bob has np signatures, Charlie has n¢ signatures
and Dave has np signatures, where ng < np and ny = np = ng.

Given a C' we will fix n = ny and m = np and compute the probability of success of the four
variables lattice attack as a function of n. We will also compute the probability of success for
the three variable lattice attack for the same C' and ny,ng and n¢.

Then, we will compare the results of both methods.

User with a random solution to the equation

Our objective is, given C, ny and np, (remember that ng = nc = np) compute the probability
of success of the Four Variable Lattice Attack when |aka j, + bkp,, + ckcp, + dbkp p,|q < C for
i €{1,...,m} where j;, = ReducedListA(i), l; = ReducedListB(i), b; = ReducedListC(i) and
pi = ReducedListD(i).

Even though the three variables lattice attack has a better probability of success than the four
variable lattice attack, the four variables lattice attack needs to have m inequalities |b;|; < C,
while the three variable lattice attack only needs to have n inequalities |b;|, < C.

User whose solution to the equation is zero

In this section we want to compare both methods when we only use n inequalities in both
methods.

For each log C' and m the values of n tested are the ones where the probability of success for
four variables is higher than the probability of success for three variable in the section User
with a random solution to the equation.

For most values of [ and n the three variables method has a higher probability of success than
the four variables method.

5 Real World Tests Results

5.1 Bitcoin

Collecting data

We have collected Bitcoin signatures from the first 200000 blocks of the Bitcoin blockchain. We
only considered the transactions executed from single signature addresses.

Cryptanalytic tests for biased nonces

We clustered signatures by public key and ran the following tests for keys associated with m > 10
signatures:

o Select k € {4,...,10} signatures at random and ran the three variable lattice attack. We
repeated this test 2m times for each key;

o Select k € {5,...,10} signatures at random and ran the four variable lattice attack. We
repeated this test 2m times for each key;



e Try to recover one private key by executing the attack Computing private key using
a hash table against all the signatures extracted;

Running the cryptanalysis

These tests were implemented in the C programming language, using the LLL implementation
for lattice basis reduction.After executing the attacks we concluded that the signatures analyzed
were protected against this attacks since we were not able to retrieve any private key.

6 Ethereum

Collecting data
We have collected Ethereum signatures from the first 3768500 blocks of the Ethereum blockchain.

Cryptanalytic tests for biased nonces

We clustered signatures by public key and ran the following tests for keys associated with m > 10
signatures:

e Select k € {4,...,10} signatures at random and ran the three variable lattice attack, Com-
puting three private keys through linear relation between nonces. We repeated
this test 2m times for each key.

e Select k € {5,...,10} signatures at random and ran the four variable lattice attack, Computing
four private keys through linear relation between nonces described in Section 3.1.
We repeated this test 2m times for each key.

e Try to recover one private key by executing the attack Computing private key using
a hash table, described in Section 3.1, against all the signatures extracted.

Running the cryptanalysis

These tests were implemented in the C programming language, using the LLL implementation
for lattice basis reduction.After executing the attacks we concluded that the signatures analyzed
were protected against this attacks since we were not able to retrieve any private key.

7 Conclusion

The results show that the three variables lattice attack has a higher probability of success than
the four variables lattice attack, using the LLL algorithm implemented in the PARI library. We
also confirmed that the ECDSA is secure against all these attacks if the nonces are randomly
generated.

8 Future Work

We can use the BKZ 2.0, which is a better lattice reduction algorithm for high dimensions,
instead of the LLL algorithm.

About the real world tests, it would be interesting to run those attacks using the lattice reduc-
tion algorithm BKZ 2.0 and for larger values of C.
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