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Abstract—Information security has become a primary con-
cern for organizations. Due to the complexity of modern IT
infrastructures, it is difficult to prevent individuals with ma-
licious intent to gain illegitimate access to information and/or
cause damage to data or services maintained by enterprises
and public institutions. With each passing month, the number
of vulnerabilities discovered easily exceeds the number of
the previous month. Thus, at a time when computer attacks
are increasingly elaborate, any entity needs to have a robust
physical and technological defense. In this work, we focus on
a specific organization – the Oeiras Municipality – and our
goal is to assess the security of the IT infrastructure of this
entity. The complexity of this task comes from the fact that
this infrastructure has grown to a considerable scale without
following a comprehensive, laid out security architecture. As
a result, it is currently difficult to understand to what extent
this organization is vulnerable to potential cyber-attacks. To
address this problem, this thesis presents a systematic security
study of the Oeiras Municipality IT infrastructure which
involved a three-pronged methodology: (1) we deployed an in-
house SIEM to assess whether it would help to gain visibility
of the security events ocurred in the network, (2) performed
a manual vulnerability analysis using commonly used pen-
testing tools, and (3) conducted a field study to assess the social
awareness of employees. We identify several vulnerabilities and
provide a set of recommendations to improve the security of
this IT infrastructure.

Keywords: Cybersecurity, Vulnerabilities, Scanning tools, In-
formation Security, SIEM, Infrastructure, Social Engineering.

I. INTRODUCTION

The world relies on technology now more than ever
before. As a result, digital data creation has grown exponen-
tially. Nowadays, businesses and governments store a great
deal of that data on computers and transmit it across net-
works to other computers. Unfortunately, devices and their
underlying systems have vulnerabilities that, when exploited,
undermine the health and objectives of an organization.

Devices, as well as human beings play a fundamental role
in cybersecurity. Cybersecurity is referred mainly as infor-
mation security, and the practices of ensuring its integrity,
confidentiality and availability. It involves tools, technolo-
gies, and best practices to protect networks, devices and data
from attacks or unauthorized access. Unfortunately, cyber
attacks are increasingly damaging to organizations. Nearly
70 percent of consumers believe organizations are vulnerable

to hacking and cyber attacks, and say they are less likely to
continue or start doing business with organizations that have
been compromised [1]. A SOC uses a range of tools that
collect data from across the network and various devices,
monitors for anomalies and alerts of potential threats. This
thesis aims to explore and study these tools in order to
analyze, understand and correct vulnerabilities found. To
this end, this work aims to study the Oeiras Municipality
IT infrastructure in its entirety, and understand the various
vulnerabilities and risks that may be present, both digital
and behavioral.

This work intends to deliver the following main contri-
butions around the matter of cybersecurity applied to this
public entity infrastructure:

• Deployment and analysis of the applicability of the
SIEM deployed in-house, to improve the visibility of
events occurring in the infrastructure i.e., Splunk

• Manual vulnerability assessment of the IT infrastructure
using standard pentesting tools

• Field study involving the employees of the Oeiras
Municipality in order to characterize the level of social
awareness in this public entity.

• Recommendations on how to improve the security of
the IT infrastructure and social awareness.

II. BACKGROUND

Ensuring the integrity, availability and confidentiality of
information incorporates many tasks, from configuration
management to ensure a robust system, effective cyberse-
curity and security policies to workforce training. The im-
portance of all these aspects has been growing as the digital
world evolves, forcing those in charge of each organization
to do the same, evolving.

In this chapter we resume the subject of our study, the IT
infrastructure of the Oeiras Municipality. Then provide an
overview of the main security risks: vulnerabilities, lack of
visibility and social engineering.

A. Oeiras Municipality Computational Infrastructure
There are six critical services whose assets and networks,

whether physical or virtual, are critical to the Oeiras Mu-
nicipality. Their incapacitation or deactivation would have

1



Figure 1. Oeiras Municipality network topology.

a debilitating effect in all the services that the municipality
provides causing serious inconvenience at all levels of the
institution

• Technological Platform
• Security Platform
• Virtualization Service
• Databases Service
• Internet Provider Service
• Website Hosting Service

B. Definitions: Risks and Vulnerabilities

The study of vulnerabilities and their mitigation is the
main objective of this work. There is no universal definition
of what a vulnerability is, but all have a tendency to describe
the concept in the same way. In the next paragraphs we
will describe how global organizations define a vulnerability,
as well as the impact and why it is important to discover
vulnerabilities at the perimeter of the network.

Impact:: The impact of a vulnerability is defined by
the consequences that a company suffers because of that
vulnerability. It is composed of two factors, the technical
impact, which includes the availability, confidentiality and
integrity of information at the mercy of vulnerability, and
the impact from the point of view of the business in which
the financial, legal or privacy consequences resulting from
the loss or exposure of information are analyzed.

Normally, four types of vulnerabilities are defined:
• Hardware vulnerability: This type of vulnerability in-

cludes, above all, changes at the physical level of the
system, such as the addition of devices or interruption
of traffic.

• Software vulnerability: Includes modifications of the
software present in the host or its elimination. The
most illustrative examples are trojan horses, informa-
tion leaks and viruses.

• Data vulnerability: Includes the security, confidentiality
and evaluability of data. Improper access to insider
information is the most recurrent case of such attacks,
as well as loss of data or alteration of data for personal
benefit.

• Web-based vulnerability: The most common way to
present and share information over the Internet is to
do so based on web applications, making it one of the
most used attack vectors.[2]

Importance of vulnerability assessment: With the ex-
pansion of cyber attacks and online dangers, it is critical to
have a consistent beware of the security escape clauses that
could turn into a pathway for hackers. These assessments
permit security teams to apply an understandable and clear
way to deal with and resolve security breaches in the IT
infrastructure. This exercise, which must be done regularly,
helps in distinguishing dangers and points of failure at the
most punctual time conceivable and work on mitigation to
close any breaches present in the system. This assessment
assumes a crucial job in guaranteeing that an association
meets cybersecurity consistency and rules.

C. Social Engineering

Human actions, whether intentional or not, are a ma-
jor threat to platform and information security across all
organizations. Regardless how robust the technology, any
individual with access to an organization’s systems and data,
it is a potential vulnerability – a response to a phishing
message, a mistakenly downloaded file or an opened email
attachment containing a virus are the most significant and
common weak points. Social Engineering is defined by
social-engineer.org as “Any act that influences a person
to take an action that may or may not be in their best
interest”. The idea behind this approach is to take advantage
of a potential victim’s natural tendencies and emotions to
obtain information [3]. These attacks can be performed in
any process where human interaction is involved and come
in many different aspects, and the most common are the
following:

• Baiting;
• Vishing;
• Phishing;
• Impersonation.

D. Security Information and Event Management

In the early days, there were relatively few IT security
tools, which included antivirus for host monitoring, firewalls
for perimeter protection and IDSs for intrusion detection.
There was no integration between the various technologies,
each one presenting its own interface depending on who
developed it and relating the various events throughout
the infrastructure was a complicated task, given the lack
of compatibility between the various tools. SIEM tools
were developed to be able to, in real-time, collect, filter,
store, select, correlate, and create alerts for security-relevant
events. The main functionality of this type of system is the
ability to correlate events from different sources and in large
quantities and normalize them in a common representation to
all, turning this information into knowledge that can trigger
measures and actions of defense, so that companies are able
to establish and maintain a situational picture.

2



Figure 2. Architecture of a SIEM system [4].

E. Vulnerability Scanners
There are different vulnerability scanners accessible in

the market today. The vulnerability scanning process can
be done at four main levels: application level testing for
vulnerabilities, failures and bugs; host level diagnostics,
which includes hardware, all software present in it and
configurations; network level testing that looks for failures in
access controls and packet operations; database identification
in search of sensitive information that should be protected.
The following tools are broadly used as they are open source
and give the best results. Next, the most relevant tools are
presented.

• OpenVAS;
• Nmap;
• OWASP Zap;
• Nikto;
• WPScan

F. Splunk
Splunk presents itself as one of the most popular SIEM

solutions in the market. It has incorporated analytics and
network and machine data can be monitored on a real-time
basis as the system scans for potential vulnerabilities. It
triggers alerts that can be defined by the user and tuned to
match the organization needs. As interaction it counts with a
very simple interface which first presents a basic overview
of an incident before displaying in-depth observations on
the event. The Asset Investigator feature flags for malicious
actions using correlation rules, and allows the user to track
and classify a security event. It works with any machine
data, on cloud or on-premises and its automated actions and
workflows enable a quick and assertive response to incidents.

The customization of dashboards and visualizations was
one of the requirements and Splunk presents itself as the
solution that best fills this gap in the available solutions.
As far as the rest of the functionalities are concerned, all
the tools presented work in a similar way, varying in the

simplicity of their interface and a possible exclusive func-
tionality. All of them have variable prices, which was also
a selection criteria. After the gathering of all functionalities
described above and the selection criteria, as well as the
fact that it is available as soon as possible so that it can
be implemented, tested and put into production, the solution
chosen was Splunk.

III. RELATED WORK ON IT SECURITY MONITORING

Several publications have been made over time on vul-
nerability and security monitoring in IT infrastructures. On
[5][6][7][8] different methods used for intrusion detection
and cybersecurity are discussed along with the most common
breaches detected on infrastructures. When it comes to
vulnerability analysis using pentesting tools, it is studied in
[9][10] how it is possible to provide active cyber defence us-
ing Vulnerability Assessment and proactive actions taken to
solve vulnerabilities and stop possible attack. In [11][12][13]
some premium/open source VAPT tools have already been
approached.

Related work to analysis of log events and how it can
enable the detection of anomalous events relevant to cyber-
security have been studied previously in [14][15]. As the
applicability of SIEM to analyze security events in previous
publications [16][17].

In [18][19] it is identified the compliance of employees
with the information security policy (ISP) of an organization
and how it can improve end user’s behavior [20]. Social
engineering attacks have already been discussed too in
several publications helping to the conclusion that the human
interaction is the weakest link in a cybersecurity environment
[21][22][23].

IV. DEPLOYMENT AND ASSESSMENT OF IN-HOUSE
SIEM

This chapter presents the first contribution of this thesis
which consists of the deployment and evaluation of a SIEM
in the IT infrastructure of the Municipality of Oeiras. Our
objective is to combine a theoretical and practical implemen-
tation of a SIEM tool to assess whether it is an added value
to improve visibility in the infrastructure of the Municipality
of Oeiras, giving its employees a better understanding of rel-
evant events and incidents and at the same time make it safer.
We include a brief presentation of Splunk’s architecture and
highlight the steps that were necessary to implement it in our
deployment scenario. Lastly, we describe some case studies
put into practice, whose results will then serve to justify the
conclusions and evaluations of this chapter.

A SIEM is necessary for handling the increase of the
information level as well as the centralized analysis of logs.
This technology was created based on the principle that it
is necessary to gather, relate, and store relevant events and
incidents in an infrastructure that are produced in different
sources and in a non-homogeneous way. Splunk was the tool
with the best qualities and possibilities to deliver the desired
results. The Splunk Enterprise version has all the features
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Figure 3. Splunk architecture.

listed as necessary and allows you to collect, search, analyze,
and view data from various types of sources and devices.

A. Customized Splunk Architecture

Splunk consists of three main components: Universal
Forwarders, Indexer, and Search Head. The first one is
present in the source and is responsible for collecting the
information and then forwarding it to the Indexer, which
is the component in charge of receiving, transforming, and
organizing the information into an index. Upon request
from Search Head also looks for specific data. Finally,
Search Head is responsible for interacting with the user and
presenting the results back, after forwarding the requests to
Indexer. These results can be presented as tables, charts or
even raw data. For searching, filtering and presentation of
results, Splunk uses Search Processing Language (SPL), its
own language developed for use in the tool, which is based
on SQL and Unix syntax, with more than 140 commands [?].
Our implemented architecture is mirrored in the diagram
depicted in Figure 3, composed of two indexers, a search
head and a syslog server.

One component that is not mandatory but which we
have used in our deployment is a machine that will work
as a Syslog server. Syslog is a client/server protocol for
the transmission of messages whose destination is usually
called Syslog daemon/server. The addition of this node
allows continuing to receive data from sources even when
the Splunk service is down, for reasons of updates or new
configurations.

The following discusses all necessary changes and ad-
justments to Splunk’s system components and software. To
start the data collection process it was necessary to decide
which nodes of the IT infrastructure of the Municipality
of Oeiras would be in the scope of the SIEM build. Note
that the ultimate goal of this part of the project is to

create a SIEM that can correlate and link events that occur
horizontally across multiple machines and vertically across
multiple levels of infrastructure. After this phase of analysis,
it was possible to finally start the project. To configure the
Syslog server it was necessary to make sure that rsyslog
service, native to the Linux operating system was running
and then indicate in the configuration file located in the
path ../etc/rsyslog/conf.d the various IP addresses of the
sources. This was configured to populate seven log files with
information from Checkpoint Firewall and VPN, where each
one of the files would represent one of the last seven hours
of data. This information would be rotated to a different
file every hour, guaranteeing that in the one called chkp.log
would be always the most recent information and in the
chkp.log.6 the oldest information.

The event used to demonstrate the configuration and
treatment of data focuses on account logon activities in the
Municipality. The following listing extracted from the log
file is an example of a VPN login. Note that the anonymized
data is personal data of a user that has not been authorized
for public processing within this work.

Figure 4. Example of VPN session login log.

The first step in dealing with this type of event is to
determine which elements are relevant to be processed by
the SIEM. The amount of information that arrives per second
in the system required that only the necessary information
is collected and kept in processing.

This data is evaluated in the content of the fields and
the evaluation of the results can only be done through
validation and use of the fields. The main fields that were
identified were name of the sensor that generated the event,
IP addresses and user information like name and domain
data.

At this point in the project, we were faced with a problem
that we were not aware of. The team responsible for hiring
the Security Information and Event Management license did
not have the sensitivity to calculate the size of information
that would need to be uploaded to the platform. This failure
translated into the number of sources and amount of data
that could be redirected to the system as the contracted
license proved to be quite short in order to cover the needs
of the Municipality, whose ultimate goal was to be able to
correlate events that take place in the infrastructure at all
levels. The license purchased consisted of a limit of 15GB
of data per day allowed for treatment in Splunk. This limit
was exceeded everyday in about 5 hours, simply with data
from the VPN and Firewall, taking into account that most
of the Municipality’s collaborators were remote working.

This made it impossible to configure all the previously
spoken sources in the SIEM. A new hiring process was
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Figure 5. VPN and firewall log files size.

Figure 6. Average daily license usage per week.

started with a daily data value of 100GB, however until it
was finalized it was necessary to decide which sources to
load the system with. Once again, the context in which most
employees found themselves ended up making the decision
to be to upload information from the VPN instead of other
sources of input. From this moment all the implementation
and evaluation of Splunk technology was affected by this
constraint of only being possible to configure one data
source.

In particular, we configured Splunk with rules to trigger
alerts for three specific events: successful logins from for-
eign countries, VPN brute-force login attempts, and webmail
brute-force login attempts. Next, we provide an account on
how these rules were set up and present our main findings
while running Splunk for the time period between June and
September.

B. Success Login from Foreign Country

The first developed alert exploits the information of an
access login after being handled by the platform which
was created in order to understand where this same access
had been made from. It arose from the need to try to
minimize the risks of having the network security perimeter
completely open, with some employees having to work with
personal computers whose content and state is unknown.
This rule aims to understand or at least help define whether
a given access when made from a given country by someone
who is or is not in that geographical point, is undue or not,
confirmed later with possible contact with the user.

Events related to VPN index and Login event type
are filtered and data fields like time, status, auth method,
os name, user group and user dn are extracted. Then the
location of the source host is calculated taking into account
the IP address with the src field, to which we just asked to
be returned access information outside Portugal. Finally, the
data is grouped by the same fields from which information
was extracted.

Figure 7. Search rule that alerts for undue access.

C. VPN Brute-force Login Attempt

This alert was developed to detect cases where the same
user account had several failed VPN login attempts in a
short time. This kind of situations can be translated in the
so-called brute force attack [24]. For this the following rule
was implemented and put into production:

Figure 8. Search rule that alerts for several attempts of login.

Events related to VPN index and Login event type were
filtered and data fields like action, and the reason for that was
extracted as well. The time range for this alert to be triggered
was set to 2 minutes. The number of attempts was calculated
taking into account the same user account to which we just
asked to be returned those cases where there were more than
five failed attempts. Next, the data was grouped and returned
by the same fields from which information was extracted.
This alert was also triggered some time after being put into
production. It stated that a user account had 6 failed attempts
of login in the VPN.

The limitation described in Section 3.3.2 ended up in-
fluencing the possibility of testing to which the technology
could have been subjected, making it impossible to correlate
events. However, together with the fact that the Municipal-
ity’s VPN was being used by most of the workforce, this
would always be one of the services to be tested regarding
integration with the platform. As well as the use of webmail
which increased substantially due to its public availability.

The tool provided visualization, alarm generation, and
event management which facilitated the tracking of security-
related incidents. Although it was not possible to prove
and test at the maximum extent, the platform is able to
integrate with any kind of security event source, including
the presence of some native add-ons for sources such as
Checkpoint Firewall and Microsoft Active Directory, with
some additional knowledge of the associated syntax and
environment. The results of this chapter of the work showed
that a SIEM is a technology that when well deployed and
maintained can be helpful to increase the knowledge of the
events that occurred in the infrastructure,

V. VULNERABILITY ASSESSMENT

The following section presents the second contribution of
this work, i.e., an analysis of vulnerabilities present in the
IT infrastructure of the Municipality of Oeiras. To this end,
we intend to make use of some of the most widely used
vulnerability scanning tools available in the market. We aim
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to make an analysis of their findings, study their possible
impacts on the infrastructure, and define resolution measures
for them.

Pentesting tools are used to discover vulnerabilities on
networked computer systems. These tools were used through
a virtual machine deployed in the main infrastructure net-
work of the Municipality of Oeiras. Vulnerability testing was
not only carried out in Municipality-owned web sites but in
websites hosted externally too and was held for a period of 7
months from February to August 2020. For privacy reasons,
the website url, name of the website and IP address will be
anonymized

A. SSL/TLS Certificates
The first type of vulnerabilities that we found is related

to SSL/TLS certificates. It was found by manual inspection
and without the use of any of the tools indicated above.
Only then, for confirmation, a testing software tool was
used, which is available online and completely free, SSL
Server Test from Qualys. Secure Socket Layer (SSL) and
its successor Transport Socket Layer (TLS) intend to deliver
secure end-to-end communication over the Internet [25].
Based on the model of public keys infrastructures and certifi-
cates, it was developed to ensure confidentiality, authenticity
and integrity of communications. In the IT infrastructure
of the Municipality of Oeiras it was possible to check that
some websites did not present certificates, thus maintaining
insecure communications. Some others presented certificates
with outdated protocol versions, or even self-signed certifi-
cates and wildcards, concepts that will be explained later.

Vulnerability to DROWN and POODLE attacks: As we
can see in the image above, this website presents a certificate
that makes use not only of the SSL version 3.0 and TLS
1.0 and 1.1, all insecure, but also TLS 1.2 which is a
recommended version. Since this test was made a few days
before version 1.1 became officialy deprecated, the software
only gives it a warning state. Two of the vulnerabilities
to which this type of certificate is subjected to are the
DROWN and POODLE attacks. The first was discovered
in 2016 and its name comes from Decrypting RSQ with
Obsolete and Weakened Encryption (DROWN). The attack
allows the attacker to break the encryption and obtain
passwords or sensitive information that is being exchanged
in communication[26].

With the Nmap tool we can also check that this webserver
is vulnerable to this attack. Using the command nmap -
sV –script=vuln webserverip, which makes use of the
”vuln” script available for the tool. This script enhances
Nmap’s ability to produce relevant CVE information about
the services discovered in the host target.

For these vulnerabilities the only recommendation and
that was made to the Infrastructure team, is to update the
certificate to one that uses the versions considered safe.

B. Open Ports
The fact that systems are exposed to external network

probing makes the number of vulnerabilities to which

Figure 9. Presence of the vulnerability POODLE confirmed.

systems are subjected even greater. The fact that a port
is open to connections can facilitate the establishment of
communications but can present itself as a vulnerability. In
the figure below it is possible to analyze the open ports at
the target of the scan using nmap -h 10.200.xxx.xxx. It
is also possible to scan which operating system is present
on the host, as well as its version, using nmap -O -v
10.200.xxx.xxx.

Figure 10. Port scan result.

Again, if we use the Nmap Script Engine (NSE) with the
”vuln” script, we can find out what kind of vulnerabilities
this host presents, given the corresponding ports and services
that were discovered. With the command nmap -Pn -sV –
script=vuln 10.200.xxx.xxx we get the following output:

Figure 11. Vulnerabilities scan with NSE.
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With these findings, although they represent only a small
sample of an infrastructure that is composed of several
publicly exposed virtual machines and web servers, we were
able to notice a number of possible open ports that could
possibly be closed or with a filtered state, that present several
vulnerabilities about to be explored. Although it has not been
possible to report all these instances in detail, they should
be checked as closely as possible by the teams responsible
for the service, so that they can assess what the real need
for these conditions is.

C. Web Applications
Given a large number of public websites present in the

infrastructure of the Municipality, taking into account the
scope of this work, we decided to analyze the security of
the web pages. We used Nikto and OWASP Zap tools to
test it in the Municipality regarding misconfigurations and
security vulnerabilities.

More specifically, we executed the command nikto -
host 142.93.xxx.xxx -p 443 to perform the evaluation of
vulnerabilities present in the page under study.

In this analysis we can identify several failures:
• Webserver returns the technology configured in it;
• X-Frame-Options header is not set;
• XSS protection header is not defined;
• The X-Content-Type-Options header is not set;
• The hostname does not match the certificate name;
• It is possible to list indexed directories;
• Possibly vulnerable to BREACH attack [27].

VI. CYBERSECURITY AWARENESS

This contribution consists of a field study aimed at as-
sessing the cybersecurity awareness of the employees that
work for the Oeiras Municipality and have access to its IT
infrastructure. We begin this chapter with a more detailed
motivation of this study and an explanation of its main goals.
Then we present our methodology which consists of a survey
addressed to the employees of the IT Department.

Ignorance or lack of awareness of good cybersecurity
practices present themselves as the greatest threats to the
security of information systems. Nowadays, it is known that
the best way to improve a company’s situation regarding
the security of its assets is not only through technical
solutions but also by increasing the awareness and education
of employees who use these same systems. However, these
common practices of digital security continue to be ignored
in daily use by most individuals, which puts at risk the
integrity and confidentiality of a company’s data.

A. Survey
The survey was conducted via a questionnaire that aimed

at gathering information about the knowledge, behaviors
and thoughts related to the topic of cybersecurity on the
part of the municipality’s employees. It was designed with
Google Forms and consisted of a brief presentation of its
scope and purpose, a reminder that all data would be treated
anonymously, followed by 19 questions, the first 3 of which

served to characterize the individual from the point of view
of age, gender and function within the department. Then,
the questionnaire was divided in three parts:

• Initially the respondent was asked if he or she had ever
participated in an awareness-raising or training session
on the topic of cyber-security, if he finds the topic
relevant and if, in a form of self-reflection, he thinks
he knows how to act in a hypothetical case of a cyber-
security incident, so that it was possible to understand
the level of literacy of the target audience.

• The following questions included some what-if scenar-
ios of use cases and several options of approaches to
the same scenario to be chosen. Some questions about
notions of digital security were developed and, taking
into account the context of a pandemic experienced,
questions were also asked about habits and circum-
stances experienced while users were placed in remote
work.

• Finally, the participants were asked to try to classify
their workplace from the point of view of physical
and computational security, in the most honest way
possible.

integrity and confidentiality of a company’s data.

B. Social Engineering Attack Scenarios

For a further analysis and evaluation of the behavior of the
Municipality’s employees in possible attack situations using
social engineering techniques, it was necessary to prepare
three case studies using different techniques. In order to
choose the cases put into practice, their practicality and
speed of execution were evaluated, without the need to resort
to external resources. The scenarios apply the techniques
described earlier.

C. Use Case 1: Vishing Attack

The first example of an attack of social engineering carried
out in the scope of this work made use of the vishing
technique. The plan of attack would have the following
description:

A telephone call would be made to the gen-
eral and public number of the Municipality of
Oeiras, by someone posing as an employee of a
technical assistance company of air conditioning
systems to try to discover the existence and the
respective physical location of the data centers of
the infrastructure of the institution. The premise
given would be that an intervention would be
scheduled. However, no specific information was
given about the date and time of the intervention,
within the employees of the supposed company.
This information would then be part of a larger
plan to inflict some physical damage to these data
centers.

The scenario was given as finished and the attack as
successful.
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D. Use Case 2: Baiting Attack
The following scenario intended to make use of the

baiting technique which, although it seems quite banal, also
proves to be one that presents many cases of success. This is
because it is a technique that intends to attract the individual
and lure him into performing a given action by sharpening
his curiosity. The plot of this action was quite simple.

After a few hours of placing the flash drive, an employee
of the IT Department had the “kindness” to return it to the
Unit, after realizing who it belonged to and so it was easy
to understand who picked up the flash drive and what he
did with it. As in the previous case, this action was given
as completed and successful.

E. Use Case 3: Impersonation Attack
The third and last scenario intended to make use of the

social engineering technique called impersonation, in which
one individual poses itself as another person to try to gain
access to a resource he originally would not have. The plan
of this scenario would be that:

An individual would impersonate an employee of
the Department of Informatics to gain access to
the video surveillance circuit recorder of Parque
dos Poetas, a green space widely frequented in the
council, in order to later extract information from
it.

During the minutes the attacker was inside the room where
the recorder was placed, he was always alone and without
any supervision. After a few minutes he left the place quite
naturally, stating that the task that had brought him there was
finished. Once again and following the previous examples,
the attack was given as successful.

F. Survey Results
From the survey we were able to get 29 responses out

of a possible 33. When we analyze the survey answers we
started to realize that there is a clear lack of training on
the subject of cyber security. As shown in Figure 12, over
62% of the participants said they had never participated in a
training action on the subject. Although more than half of the
participants answered that they had never received training
on cybersecurity, most of them, even in a smaller percentage
(i.e., about 55%), state that they have sufficient knowledge
on the subject for a good performance of their function.
Once again it was possible to verify the contradiction in
their answers when asked if they thought they had in their
possession the instructions on how to proceed in case of
a cyber security incident. This question, to which about
half answered no, was intended to understand whether
the management transmits the necessary guidelines to the
remaining employees.

VII. SECURITY RECOMMENDATIONS

After all data collected from the illegitimate accesses
to the Municipality’s VPN, the illiteracy verified by some
users, as well as the presence of some bad practices re-
garding cyber-security, the work project intended to give

Figure 12. Presence of employees with training in cybersecurity.

Figure 13. Lack of guidelines from workforce.

some lectures or training to the employees not only of the
IT Department, but to all employees of the Municipality.
Unfortunately, this initiative was not authorized by higher
instances. We continued to work on technical solutions that
could be proposed to try to minimize security risks. We
present a list of security measures that we recommend to
be implemented at the Oeiras Municipality.

• Two-factor Authentication: one of the technical mea-
sures analyzed and proposed for implementation was
the deployment of a dual-factor authentication solution
for access to the organization’s systems[28]. Given the
situations analyzed before, we verified the urgent need
to do so, especially in the resources most accessed by
employees in telework, such as VPN and webmail.

• Password Management: another of the conclusions
that could be drawn from the answers to the ques-
tionnaire was that the management of employees’ pass-
words is quite negligent, and there are even those who
admit to using a document that they keep with them to
manage their passwords. The policy in the Municipality
establishes that the access passwords to the systems
must contain at least 8 characters, including at least
one capital letter, one small letter, a special character
and a number. It stands to reason then that NIST’s rec-
ommendations present today a greater relevance in the
length of a password and not so much in its complexity
when it comes to the mixture of characters[29].

• Data Encryption: once again, to overcome the lim-
itations of the human factor in this matter and the
fact that most users of the network and files of the
Municipality have their computers at home, it became
necessary to think about a measure to safeguard the
information contained in them in the event of loss or
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misplacement. In this sense, it was possible to use
disk encryption software. Such a tool would verify the
integrity of the hardware and the operating system at
computer start-up. If this verification was successful
then an encryption key was released which allowed
the boot to continue. If the volume is removed from
the machine it is practically impossible to read the
information within the same [30]

• Zero-trust Model: as seen in the sections above,
the human being remains the weakest link in secu-
rity infrastructure of an organization. To minimize the
dependency on user actions, it was advised that the
Municipality adopts a zero-trust strategy. The current
situation provides network users and resources with
a static trust-based management that does not make
periodic evaluations of access controls or makes use
of a policy of “blacklisting” instead of “whitelisting”.
This type of model aims to improve security in a model
that better adapts to the complexity of the network, the
hypothesis of roaming workers and at the same time
manages to protect users, devices and data, regardless
of location.

• Procedures and Policies: When the answers to the
inquiry were analyzed, we noticed that almost half of
the participants answered that they did not know how to
proceed in the occurrence of a cyber security incident.
But when we asked the person responsible for this
information, we reported that there was practically no
documentation available to the IT Department employ-
ees and the one that existed was completely outdated.
As part of this work and in an attempt to provide
some procedures to employees in situations related to
information security, an Information Security Policy
and an Incident Management Policy were developed.
Employees who comply with these documents present
themselves as a crucial factor in a good evaluation of
information security.

VIII. CONCLUSIONS

In this work we had the objective of making a study of
vulnerabilities present in all the infrastructure that includes
the IT Department of the Municipality of Oeiras. For this
we divided the work in three parts, the implementation of a
SIEM tool to increase the visibility of incidents that occur
in the network, the use of tools for pentesting and analysis
of vulnerabilities to discover and discuss the existence and
resolution of these same vulnerabilities and, to finish, a
study of notions and knowledge of cyber security with the
employees of the Department that included an inquiry and
drills of social engineering attacks.

It should be noted these results were verified in an analysis
directed only to the IT Deparment, as far as the other
employees of the Municipality are concerned, we can expect
an increase in illiteracy and lack of sensitivity on the subject.
With this results, we can conclude that awareness has not
been cared of and should be improved in all stakeholders.

This is where training is recommended, to minimize risks
and increase employees’ knowledge.

IX. ACHIEVEMENTS

The evaluation of the functionalities of a Security Infor-
mation and Event Management tool allowed the conclusion
that this type of platform greatly increases the visibility
of incidents that occur in the infrastructure. The testbed
used was information regarding VPN access, which made
the study somewhat limited, but sufficient to understand the
added value of this type of tool. As a disadvantage, this
platform has its license cost per data size processed, which
was one of the causes for the analysis to be so limited. The
creation of rules and alerts is also not very intuitive.

The manual vulnerability assessment using open-source
pentesting tools returned several interesting findings about
the resources present in the infrastructure. It was possi-
ble to notice vulnerabilities in the configuration of certifi-
cates, servers, web applications, and content management
platforms. These flaws, although not all described in the
document, reveal that functionality is a priority above se-
curity, with some negligence in terms of configuration and
maintenance of security services. All the vulnerabilities that
have been discovered have a measure of resolution, some of
them quite simple and do not clash with the commitment to
functionality.

Regarding the field study of cybersecurity knowledge by
the Municipality’s employees, the inquiry made it possible
to conclude that there is a clear lack of knowledge and
sensitivity on the subject, although in the answers most of
the respondents affirm that they have enough knowledge
on the subject to perform their function. As for the field
scenarios that tested social engineering in the infrastructure,
all of them were successful from the point of view of the
attack, which means that from the point of view of security
they revealed immense flaws and problems. In this chapter,
it was possible to conclude an urgent need for training
the Municipality’s workforce in the theoretical and practical
knowledge of good practice in workplace safety.

X. FUTURE WORK

The SIEM tool could be much more productive for the
purpose if it was provided with more sources so it could
make better use of its event correlation functionality.

The use of vulnerability analysis tools should be done
regularly and to all the resources of the Municipality, with
a properly documented process to treat the resulting vul-
nerabilities. In parallel, a standard should be established to
perform software updates on the organization’s machines.

As a future step of this work, training on cyber-security
would be taught to employees of the Municipality of Oeiras,
involving issues of social engineering and good practices to
have in the workplace.
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