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Abstract—Blockchains and cryptocurrencies are increas-
ingly gaining market share in the technological world. Due
to their potential, new cryptocurrencies were created like
the Ethereum, introducing new use cases in the technological
world. Ethereum enables the development of decentralized
applications in the network. But while this technology has
huge potential, there are some gaps that need to be addressed.
In the dissemination case, Ethereum has a large number of
duplicates in block and transaction dissemination that affect
the processing of each node and congest the network with
redundant information. In addition, it is possible to make
the dissemination algorithm faster where the wasted work
in the network is reduced. In this article, we present several
solutions to mitigate these problems for blocks. Depending on
the goal, different approaches can be applied. We have also
developed an approach to transactions where the number of
duplicate transactions is greatly reduced, but consequently
the time that each transaction takes to reach all nodes is
slightly longer.

I. INTRODUCTION

Blockchains are hugely important nowadays. They are
used to store data. Cryptocurrencies use them as a
public ledger to store transactional information. Also,
banks, enterprises, startups are building their product using
blockchain solutions [1]. Leading tech giants realized
the importance of blockchains, and they provide services
where they create, run, and manage a blockchain, and in
return, the enterprises have to pay a rent; the enterprises
only have to focus on its core business activities. This is
called Blockchain as a Service (BaaS) [2]–[4].

The blockchain is a growing list of blocks that contain
data where each block has the hash of the previous one.
And what makes it appealing is its difficulty to change the
information because it is replicated across all nodes and
some work must be done for a block to be validated. As
the information is stored across multiple nodes, it does not
have a centralized point of vulnerability, making it more
difficult for the attackers to exploit the system. Likewise,
it does not exist any central point of failure [5].

Satoshi Nakamoto invented the blockchain to solve the
double-spending problem in a peer to peer network. The
blockchain acts as a public ledger where all transactional
history is stored on a sequence of blocks. For a block to be
validated some work must be done, so to change its content
it is necessary to redo all the work. This ledger is shared
among all the peers that validate all the information inside
it [6]. The ledger contains transactions. These transactions
are collected on a block, and this block is inserted into
the blockchain [7]. It is necessary that all peers agree on
these sequence of blocks to have data consistency. This
implies that all nodes agree on which transactions are done
and in which order. This task of agreement between nodes
is called consensus, and the consensus protocol used on
Bitcoin is called Nakamoto Consensus [8].

The biggest problem with this type of systems is the
scalability where only a few transactions are done per
second. Visa can handle 24,000 transactions per second
(tps), while Bitcoin can handle only 7 tps and Ethereum
can handle 15 tps [6], [9]–[11]. Recently, CryptoKitties,
a game on top of Ethereum blockchain disrupted the
Ethereum Network. This happened because the Ethereum
network could not handle all the transactions made by
this game, calling into question the ability of Ethereum to
handle an unlimited amount of decentralized applications
[12].

One of the reasons for the lack of scalability is because
it is challenging to reach consensus and most of the work
done is wasted [8]. For instance, in a certain period, it
is possible to have two chains as ’truth’, ending up with
different nodes working in different chains. After a while,
when a chain has more work than the other, the chain
with less work will be discarded, and the work on it will
be lost, making the write availability low [1].

Dissemination has a fundamental role in this disagree-
ment. If the propagation time is very high and it is easy
to generate a block, it is more likely that a node n1 would
mine a block B’ when another node n2 has already mined
a concurrent block B, but n1 has not yet received B. So
if n1 had received B before it had completed the mining
of B’, it would have given up mining B’ and thus avoided
this disagreement. But even if this disagreement does not
occur there is always wasted work because different nodes
try to mine different blocks. The longer the block takes to
reach all nodes, the greater the wasted work will be.

Although it is necessary to send blocks and transactions
as fast as possible, it is required to take into account the
amount of duplicate information, which will waste the
node’s computation unnecessarily and contribute to higher
network congestion, making it slower [13].

So it is fundamental to improve the efficiency of the
dissemination of blocks to reduce the amount of wasted
work and also reduce the number of duplicates that affects
the bandwidth and processor usage of each node. However,
it is not trivial to come up with a solution:

• If a node fails or disconnects, the payload must
continue to reach all the peers and not only a fraction.
All nodes in the network must have the most recent
blockchain to avoid attacks in the system. If an
attacker wants to buy merchandise to a merchant,
it issues a transaction, and then a block with this
transaction is created. But since some disconnections
occurred, this block is only received by a fraction of
the network, including the merchant . So the mer-
chant will send the merchandise to the attacker, and
the attacker creates a concurrent transaction sending
the same money to himself. The other part of the
network will receive this transaction and create a
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block with this concurrent transaction. In the future,
if this blockchain has more work than the other, it
will become the truth. In the end, the attacker has
the merchandise and also the money. This attack is
called double-spending, and it is easier to perform if
the information is split across multiple nodes.

• It is necessary to know if the other neighbors already
received the payload to avoid sending duplicates that
it is a challenging task in a Byzantine model where
the nodes can lie (e.g, a byzantine node may not send
the block to its neighbors for its own benefit). To
reduce the number of duplicates in the network, a
naive approach can be implemented where all nodes
ask their neighbors if they already received that
payload. The number of duplicates will be reduced
to 0, but the latency will be increased because there
are more messages in the network.

• It is a challenging task to reduce the latency because
usually when the latency is decreased, the number
of duplicates increases. A naive approach can be
implemented where all nodes send the block to their
neighbors without asking if they have the block or
not. Although the latency is reduced, the number of
duplicates in the network will be significantly higher.

The goal of this work is to improve the dissemination layer
of state-of-the-art blockchains. To achieve that, we will
focus on the Ethereum protocol as a case study. We want to
reduce the number of duplicate blocks and transactions in
the blockchain that effects the CPU and the bandwidth and
also try to make the dissemination faster, in order to have
less wasted work. In the block dissemination, depending
on the selected approach , we improved the dissemination
speed, the number of duplicates and consequently the
CPU used and the network bandwidth consumption. In
the transaction dissemination, we improved the number of
duplicates that affects the CPU and the network bandwidth
consumption, but the time that each transaction takes to
reach all nodes is higher.

The rest of the document is organized as follow: In
Section II we introduce some of the state-of-art concepts
where we talk about the key concepts of the overlay
network, dissemination in general, the Ethereum dissem-
ination and Brisa, a dissemination system where we take
some ideas to build our block dissemination approach.
In Sections III and IV we explain our approaches for
the block and transaction dissemination respectively. In
Sections V and VI we present the results for our block and
transaction dissemination approaches respectively, com-
paring to Ethereum Vanilla. Finally, in Section VII we
conclude our work and also introduce some future work
and open challenges.

II. RELATED WORK

A. Overlay Network

Each node has a list of nodes with whom it commu-
nicates. This list is called the view of the node and each
node on the view is called a neighbor. The set of all the
views from all the nodes makes an overlay network. An
overlay network is a computer network that is built on top
another network.

B. Dissemination

There are three main approaches to data dissemination:
flooding, tree, and epidemic, also know as gossip [13],
[14].

Flooding is the simplest dissemination algorithm, where
all the messages are relayed to all neighbors. So there will
be many duplicates, which is why it is very demanding in
bandwidth.

In the tree approach, a dissemination tree without any
loop is created. The root of the tree sends the message to
its children and the children of the root to their children
and so on. As the tree does not have any loop, then no
duplicate messages are sent. This approach has the same
problem of the structured overlay networks because if a
node disconnects or fails it is necessary to recalculate the
tree; it is not resilient to failures and churns.

In the epidemic approach, the message is sent to a
random number of nodes selected from its view. The
size of the subset of nodes random selected is usually
called fanout. This approach is more robust because this
random selection allows the creation of multiple paths to
the nodes and so the message continues to be delivered
with high probability to all nodes under the presence of
a large number of churns and disconnects [14]. There are
two approaches to how the message is relayed [13]. The
sender can make the initiative to relay the message as
soon as it is received (push approach) or the node can
ask periodically for a new message to a certain neighbor,
which will then relay the message to the node (pull
approach). These approaches can be combined with a when
decision: eager and lazy [13]. In the eager, the payload
of the message is sent to all of its neighbors, while in the
lazy an advertisement is sent first, and only after that the
payload if the neighbor does not have the message and
asks for it.

Eager and lazy represents a tradeoff between latency
and bandwidth. If the payload is always forwarded to
the neighbors without advertising it, the latency will be
minimal (the node only sends one message that is the
payload), but the bandwidth will be higher because the
number of duplicate information will be more significant
(always forward the payload even if the receiver already
has it). On the other hand, if a node sends an advertisement
first then more messages are sent if the receiver does not
have the payload (advertisement and the payload) but the
number of duplicates decreases (a node only forwards a
payload if the receiver does not have it and asks for it).

C. Ethereum Dissemination

Figure 2 illustrates how a transaction is propagated in
the Ethereum Network. First a user issues a transaction
to a node (step 1). The node will then create it (step 2)
and propagate it over the network to its neighbors (step
3). The neighbors will check the transaction (step 4), and
if it is valid, then they will add it to their transaction
pool and disseminate it to their neighbors and so on (they
will never send the transaction to the node who send it to
them) (step 5). As all the nodes send the transaction to its
neighbors without advertising it, the number of duplicate
transactions received by each neighbor is huge, wasting
processing power and congesting the network.
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Fig. 1: Dissemination of a block in the Ethereum Network.

Fig. 2: Creation and propagation of a transaction on
Ethereum.

The miner will pick a set of these transactions and
try to mine a block. The dissemination of the block is
represented in Figure 1. The miner mines a block (step 1)
and propagates it to the maximum value between 4 and
square root of its neighbors (NewBlockMsg) (step 2). Note
that each node only sends to peers that it knows that do
not have the block. If the number of peers that do not have
the block is less than 4 then it will send the block to all of
them. To the remaining nodes, if any, it will send the block
hash and number (NewBlockHashesMsg)(step 3); each of
these peers will perform the following steps:

1) If this hash is unknown on its blockchain, it will
request for the block header (GetBlockHeadersMsg),
waiting at least 400ms (step 4). If the node receives
that hash from more than one peer, it will request
the header to a peer at random. It is not possible to
request a bulk of headers to a peer, only a single
one.

2) After receiving it (BlockHeadersMsg) (step 5), the
node will perform the following verifications:

a) Checks if it is expecting that header. If it is not
expected the header is ignored.

b) Checks if it already received the block header,
if it is expecting for the body, or if it already
has the body and it is expecting for the block to
be included on its chain. If one of these cases
occurs then it will reject the header received.

c) Checks if the header number corresponds to
the number previously announced, if it does
not then rejects it.

d) Checks if it already has the block in its chain.
If it has then rejects it.

After that, it will verify if the body is empty, i.e., if
it does not exist any transaction and any uncle on
the block. If this condition is met then the node will
create an empty block and put it on its chain.

3) If the block is not empty then it will request for the

body (GetBlockBodiesMsg) (step 6), waiting at most
100 ms. If meanwhile, it receives the block and puts
it on its blockchain, it does not request the body. It
is possible to request a bulk of bodies to a peer.

4) When the body is received (BlockBodiesMsg) (step
7), it checks which header corresponds to this body
received and if it is already on its chain. If not,
it will validate the block’s proof of work using
only the block header, and if it is valid, the node
will propagate immediately to the maximum value
between 4 and square root of its neighbors that it
knows that do not have the block. This process can
lead to duplicates because the neighbor may have
already received this block.
After that, it verifies the uncles (i.e., if the block has
at most 2 and if the uncles have a valid header) and
checks if the transactions are valid and the transac-
tion root of the block (i.e., if the combined hashes of
the transactions sent are the same as the transaction
root). Note that the hashes of the transactions are
combined forming a merkle patricia trie where the
transaction root depends on all of them. So if a
transaction is modified then the transaction root will
be different [15].
Also the node processes the state changes by pro-
cessing the transactions received, and then validate
the various changes that happen after a state transi-
tion (i.e., amount of gas used in the block and check
if the receipt 1 and state 2 root are the same as the
receipt and state root in the block header). If the
block is still valid, it will send the block hash and
number to the remainder of its neighbors.

Step 4 is the only step done by the peers that received
the block immediately.

D. Dissemination Systems - Brisa

Brisa [17] is a hybrid approach which combines the
robustness and scalability of an epidemic with the ef-
ficiency of dissemination structures (trees and directed
acyclic graphs (DAGs)). Brisa is built in such a way
that upon failures and churns, these structures are rapidly
repaired.

Initially, all nodes send the message to their view (flood-
ing approach), and after that, each node autonomously
selects one as its parent and sends a deactivation message
to the others. Future messages will then only be received
from the parent node. The parent can be chosen using a
First-come first-picked strategy where the node sending
the first message is selected as the parent. When a parent
fails or disconnects, the node will reactivate all its inbound
links and proceed with a normal parent selection.

It may be useful to have many dissemination structures
for example if there are many sources in the system. So the
authors propose a solution where each structure is uniquely
identified, flowID and the source tags the message with its

1The receipt trie has information about each transaction after process-
ing each one like the amount of gas used to process the transaction [15],
[16].

2The state trie contains information about each account such as the
balance [15].
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flowID, and the other nodes follow this structure. The state
that each node must have to maintain grows linearly with
the number of trees (i.e., if a system has N nodes and all
the nodes can be the source then each node must maintain
the state of N trees).

III. APPROACH - BLOCK DISSEMINATION

In block dissemination, our approach aims to reduce
the number of duplicate blocks and consequently reduce
the CPU usage and bandwidth consumption. Although
Ethereum applies a combination of eager and lazy, the
number of block duplicates remains relatively high. When
a node receives a new block, it will propagate it to the
maximum between 4 and the square root of its neighbors,
without asking them if they already know the block or not.

In order to reduce the number of duplicates and conse-
quently reduce the CPU usage, we build a dissemination
tree similar to Brisa, but adapted to a Byzantine environ-
ment.

Analyzing the Ethereum network, we notice that only a
few mining pools were responsible for generating blocks:
”Ethermine”, ”SparkPool”, ”Nanopool”,” F2 Pool2” and
”MiningPoolHub 1” [18], opening the opportunity to ex-
plore an approach based on trees. Each node only have
to store a few trees occupying a few space in disk. If all
nodes generate a block then each node will have to save
a huge amount of trees, equal to the number of nodes in
the network which will occupy a lot of space. The nodes
will use the miner’s address to identify each tree, which is
in the block, in coinbase address. When a node receives
a block, it will look to the coinbase address and use it to
identify the tree that it must apply in the dissemination.

A. Construction of the dissemination tree

The tree is constructed in the same way as in Brisa:
initially, all nodes will send the block to all of their
neighbors and choose as parent the node that sent to him
the block first, sending a deactivation message to all the
others. A possible execution is depicted in Figure 3 where
are represented 5 nodes: A, B, C, D and E. Node B will
send the new block first (red arrow in step 2), to a certain
coinbase address. The other nodes will still send the same
block, because they do not know that Node A already has
the block (blue arrows in step 2). As Node B sent the
block first, Node A will send deactivation messages to all
the other neighbors (step 3). These deactivation messages
will inform the others to announce the block, instead of
sending it directly. Hence, they will start to apply a lazy
approach. The nodes have to continue to advertise the
block, because the parent can be malicious and decide
not to send the message as the environment is Byzantine.
The tree is then constructed, where all links to where the
block is sent directly constitute the tree. In Figure 3, in
step 4, the dashed line corresponds to an indirect link and
the continuous line to a direct link.

After the tree is built, when a given node generates
a second block, nodes will use the coinbase address to
identify the tree to be used in the dissemination. The block
will be sent directly to all neighbors who did not send
any deactivation message for this coinbase address. For
the rest, it announces the block.

Without any Byzantine node, failure or disconnections
or no network failures, the number of duplicates will be 0,
since everyone is following the protocol and the tree does
not need to be rebuilt.

Fig. 3: The multiple steps in the construction of the tree
for a given coinbase address where the double continuous
line corresponds to a direct link between two nodes and
the double dashed line corresponds to an indirect link.

B. Repair the dissemination tree
If some problem occurs in the parent node (e.g., it is

byzantine or it disconnects) and the node receives the
block first by a non parent node, the tree must be repaired.
Figure 4 shows the steps of choosing the new parent
when the old one behaves incorrectly. In step 1, Node
C announces and then sends the block first for a given
coinbase address because Node B is Byzantine and it
decided to not send the block to node A. Node A will
then send an activation message to the new parent, Node
C (i.e., notifies the node to send the next block directly)
and a deactivation message to the old one, Node B. The
new tree is then constructed (step 3).

If the parent fails or disconnects, the new parent can be
chosen in two ways:

1) The node chooses as parent the neighbor who
announces the block first more times to him to
that coinbase address, leading to 0 duplicates. The
process is similar to Figure 4.

2) If there are not any announced block for that coin-
base address the node sends an activation message
to all its neighbors i.e., it informs all its neighbors to
send them future blocks. Then it chooses as parent
the node that sends to it the block first, leading to
many duplicates. Figure 5 shows this process where
node A sends an activation message to all of its
neighbors (green arrow in step 2). The neighbors
will then send the next block directly to node A
(step 3). Node A will then select as parent the node
who sends to him the block first, following the same
steps in Figure 3.
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Fig. 4: Repair a tree when the parent is byzantine. The
double continuous line corresponds to a direct link be-
tween two nodes and the double dashed line corresponds
to an indirect link.

Fig. 5: The different steps that a node does when its parent
disconnects or fails and does not exist any announce for
that tree. The double continuous line corresponds to a
direct link between two nodes and the double dashed line
corresponds to an indirect link.

C. How a Byzantine node can attack the system

In the presence of Byzantine nodes, these can attack the
system in four ways:

1) By not sending the received block to its neighbors,
affecting only the time of receiving the block, if it is
a parent. Its neighbors continue to receive the block
by other nodes, and the one that sends the block first
to him becomes the parent and the Byzantine node
ceases to be (the node sends an activation message
to the new parent and a deactivation message to the

old one).
2) Not following the protocol and sending the blocks to

all its neighbors, affecting the number of duplicates
in the system. The same problem can happen in
Ethereum Vanilla, so it will not be addressed in the
rest of the work.

3) Sending a block with header and body invalid. An
attack that is also not addressed in the evaluation,
because the effects caused in Ethereum Vannila
would be the same as in our solution (network
congestion).

4) Sending blocks with valid headers and invalid body.
This situation will be addressed in the evaluation
because correct nodes in Ethereum Vanilla dissemi-
nate these type of blocks, causing congestion on the
network and affecting the CPU usage of each node.

D. Implementation

In order to apply our approach, we had to understand all
of Geth’s code and adapt it to work on our local network.
We have to understand all the dissemination problems that
Ethereum has and try to come up with a better solution.
A thousand lines of code were changed and we have tried
multiple solutions regarding at what stage the block is sent
and evaluate each one of them. Section V-E gives a more
detailed explanation about them.

Also note that a parent Byzantine node can trick the
system by not always send the block. When the Byzantine
node does not send the block, another node will become
the parent and when it decides to send it, the Byzantine
node will become the new parent. So to avoid this type of
attack where a node can be infinitely changing the parent,
we implement a countermeasure where if a node behaves
3 times as Byzantine it will never be the parent again.

IV. APPROACH - TRANSACTION DISSEMINATION

In Ethereum Vanilla, the nodes in the network send
transactions to all of their neighbors. Consequently, as the
nodes do not check if their neighbors already have the
transactions, the number of duplicate transactions is sig-
nificant. Therefore we need to find a solution that reduces
the number of duplicates in the network without affecting
too much the latency. The time that each transaction takes
to reach all nodes must be shorter than the insertion block
time into the blockchain because if this happens, the next
block can include this transaction.

A. Difficulties

In contrast to block dissemination, we cannot apply a
tree approach because all the nodes in the network can
issue transactions and so the nodes will have to know a
considerable amount of trees. Note that in the blocks’ case,
only a few nodes generate blocks. If the system has N
nodes, each node will have to save N trees. So we have
to apply a different approach to the transactions.

In Ethereum Vanilla, a node can receive the same trans-
action from various neighbors. Therefore when it sends
the transaction, it only sends it to the other neighbors.
During the sending process, if a node is simultaneously
receiving the same transaction from another neighbor, the
node will send the transaction anyway to that neighbor.
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Fig. 6: The messages exchanged when a node A is sending
a transaction.

This happens because the node only learns that neighbor
has the transaction when the node has completely received
the transaction from him. A possible solution but very
difficult to implement is for the node to check if it is
receiving something from its neighbors at the TCP level
and wait until all information is received. This approach
would reduce the number of duplicates, but the node would
be blocked for a long time if the neighbor is sending a full
block instead of that transaction, which would penalize the
latency (time that each transaction takes to reach all nodes
in the network) too much.

B. Implementation

As the previous approach is very complicated to imple-
ment and we think that can affect the latency too much,
we will implement the solution that Ethereum uses in the
blocks’ dissemination for transactions. As said before, in
Ethereum, nodes can send the transaction to the neighbors
who already know it, because the nodes never ask their
neighbors if they have it or not. So the best solution we
found was when a node receives a transaction, it sends
the transaction directly to the maximum between 4 and
square root of its neighbors and for the rest announces the
transaction, i.e., ask the neighbors whether or not they have
the transaction. See Figure 6. We use these values because
Ethereum Vanilla uses them in the block dissemination,
so we assumed that they must be the optimal values. For
future work, we want to use different values and check if
they are the best. As nodes only send the full transaction to
a small number of neighbors and announce it to the others,
the number of duplicate transactions will be reduced. In
blocks ’ case, Ethereum Vanilla applies the same approach.
They send the block directly to the maximum between 4
and square root of its neighbors, and if the body of the
block is valid, they will announce it to the remaining.

With this approach it is expected that the number of du-
plicates is greatly reduced, and latency is not significantly
affected.

V. EVALUATION - BLOCK DISSEMINATION

A. Dissemination of blocks

In this section, we evaluate our approach to improve the
blocks’ dissemination in a realistic environment, using the
following metrics:

1) Number of duplicate blocks in the network, by block
and then by the number of duplicates that each node
receives.

2) Latency that each block takes to reach all nodes.

3) The percentage of CPU used during our experiments
in each approach.

4) The number of bytes that each node received in the
network. Metric that measures the bandwidth used.

We develop a private blockchain in our local network
where we use the Geth client in 1.8.17-stable version. We
run 45 nodes in the same machine with the following
specifications: an Intel (R) Xeon (R) Gold 6138 CPU
with 2 cores of 2.00 GHz, each with 2 threads and two
32GiB DDR4 synchronous DDR4 2666 MHz RAM. Only
three of these nodes will generate blocks, simulating the
real environment: only a few percentage of nodes are
responsible to generate blocks.

We ran one-hour tests, where we skipped the initial and
final 10 minutes for the Ethereum Vanilla and for our
implementation, where we had to introduce new messages
into the network in order to build the dissemination tree,
as explained before.

B. Ethereum Modifications

In order to generate blocks in our private blockchain,
we changed the POW of Ethereum, where each block is
generated approximately every 20 seconds (average block
generation time in the Ethereum network). Otherwise, it
would take a lot more time for a block to be generated. In
this modified version a timer is used, where the generation
time of each block follows a Poisson distribution.

In the transactions’ case, they are injected 4 per second,
yet much less compared to those that Ethereum receives
(about 12 to 15 transactions per second [18]). These
transactions are propagated in the network following the
Ethereum protocol. We inject only 4 per second to not
overload our machine too much and thus have more nodes
running in our machine. Even injecting more transactions
per second, the results would be pretty much the same.

C. NEED tool

We used the NEED tool [19] to introduce latency
into the network and set the bandwidth to simulate the
Ethereum environment as realistically as possible. We
separated the nodes into several groups (4 groups for
the experience without any Byzantine node and 6 groups
for the experience with Byzantine nodes) and define the
latency between them and the bandwidth:

1) Between group1 and group2 the latency is 50ms and
the uploading and downloading of 100Mbps

2) Between group1 and group3 the latency is 100ms
and the upload and download of 50MBs

3) Between group1 and group4 the latency is 1000ms
and the upload and download of 20Mbps

4) Between group1 and the group5 the latency is 60
ms and the upload and download 30Mbps

5) Between group1 and group6 the latency is 80ms and
the upload and download 10Mbps

In the experiment without Byzantine nodes, group1,
group2 and group3 have 10 nodes each and group4 15
nodes, whereas in the experience with Byzantine nodes
the group1, group2, group3 and group4 have 10 nodes,
group5 has 1 and group6 has 4. These last two groups
correspond to Byzantine nodes, where group5 corresponds
to nodes that send a valid header but an invalid body and
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group6 corresponds to nodes that sometimes do not send
the block.

D. Experiments without any Bizantine node

Fig. 7: CDF of the number of duplicate blocks in the
network.

Fig. 8: CDF of the number of duplicates that each node
receives.

Figure 7 and 8 represent the number of duplicates
without any byzantine node. As the reader can verify
the number of duplicates is reduced to approximately
0. In Figure 7, is represented a Cumulative Distribution
Function (CDF) of the number of duplicates in the network
per block, and approximately 100 % of blocks has 0 dupli-
cates. In Vanilla, this number is significantly higher where
the network received 130 duplicates in 50% of blocks.
Figure 8 shows the number of duplicates that each node
receives, and it is also reduced to approximately 0. The
number of duplicates is not exactly 0, because it occurred
some disconnections and the tree was reconstructed. The
blocks propagated during the reconstruction process had
some duplicates in the network. The nodes that do not
have any parent because it disconnected, ended up to
send activation messages to the other neighbors and these
neighbors will send the next block to this node directly,

Fig. 9: CDF of the time that each block takes to reach all
nodes in the network.

ending up to receive duplicates. In Vanilla, some nodes
received over 400 duplicates, about 4 per block because in
Vanilla the nodes send the block directly to the maximum
between four and square root of its neighbors.

Also, we measure the CPU used in each approach. For
that, we used the dstat tool in our machine that measures
the average CPU usage during the experiment. Analyzing
the experiment, Ethereum Vanilla uses a bit more CPU
than our approach a difference of about 3%. Ethreum
Vannilla uses 17.6 % while our approach 14.8 %.

Also, we measure the number of bytes that the network
receives. When a node receives a message, it will write
the number of bytes to a file. Then we sum all the bytes
that all the nodes received and divide by the number
of blocks created. We divide by the number of blocks
because, in different runs, it may happen that the number
of blocks created is slightly different (remember that the
function of creating a block is probabilistic), affecting the
overall bytes in the network. Analyzing the experiment,
this number is almost reduced by 400 Kbytes (from 1013
to 594 KBytes), because in our solution the number of
duplicate blocks is reduced to approximately 0, using less
bandwidth.

Figure 9 shows the latency that each block takes to
reach all nodes in the network. With our approach the
latency is improved significantly. In Vanilla, some blocks
took more than 40 seconds to reach all nodes while in
our approach, all blocks took less than 10 seconds. Our
method is much faster because the tree is built based on
the speed of reception of the first block, where the parent
if not Byzantine, sends the block to his child.

E. Experiments with Bizantine nodes

We also evaluated the system with byzantine nodes. In
the network with 45 nodes, 5 of them are byzantine (
which four of them not always send the blocks and one
of them sends a block with a valid header but with an
invalid body). To generate an invalid block, a byzantine
node changes the coinbase address to a random one, when
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it receives a block. So when it propagates the block to
their neighbors, they do not choose any tree because they
did not see that coinbase address previously. Then, if the
neighbors decide to send the block they will send it to
all of their neighbors and so on. In the end, there will
be many duplicates and many invalid blocks. So we have
fundamentally three possible solutions to try to reduce the
duplicates and invalid blocks without affecting too much
the latency:

1) The node sends the block as soon as it verifies
the header. The latency will be decreased, but the
number of invalid blocks in the network will be huge
(TreeBefore approach).

2) The node only sends the block when it verifies the
block completely. This will affect the latency, but
the number of invalid blocks will be significantly
decreased (TreeAfter approach).

3) The node applies an approach equal to the Ethereum
Vanilla. When it verifies that the header is valid,
it will send the block to the maximum between 4
and the square root of neighbors that it thinks that
they do not have the block. The node privileges the
neighbors that are children, i.e., the neighbors that it
will send the block directly. After checking the full
block, if the body continues to be valid, it will send
the block to the other nodes. Otherwise, the node
will not send it (TreeSquareRoot approach).
It is expected that the latency is affected, but the
number of invalid blocks is reduced, in comparison
with the TreeBefore approach.

Figure 10 and 11 show the number of duplicate blocks
counting with invalid blocks per block and per node,
respectively. The number of duplicate blocks is practically
0 in the TreeAfter approach because the nodes only
send the block if it is entirely valid. In the TreeBefore
the number of duplicates is significantly high surpassing
the Etherum Vanilla because correct nodes will send the
invalid block to all of their neighbors. Note that the invalid
block have a completely different coinbase address and
so the block will not follow any tree. TreeSquareRoot is
slightly better than Ethereum Vanilla, but 20 % of the
blocks have precisely the same number of duplicates.

Figure 12 shows a CDF of the latency that each block
takes to reach all nodes in the different approaches. As the
reader can see, the overall blocks take less time to reach all
nodes in TreeBefore in comparison to the other methods.
The TreeSquareRoot also has low latency, but about 15
% of blocks have a high latency surpassing TreeAfter.
TreeAfter has a bit worse latency than Ethereum Vanilla
and 30 % of blocks take less time to reach all nodes in
comparison with the Ethereum Vanilla.

Figure 13 shows the number of blocks with a valid
header but an invalid body that the network has received
on average. As in TreeBefore, the nodes send the block to
all of their neighbors as soon as they check the block’s
header, the number of invalid blocks in this approach
will be huge. Consequently, the number of bytes that
the network received is also much higher than the other
approaches (see Figure 14). Conversely, in TreeAfter the
number of invalid blocks will be minimal (the number of

Fig. 10: CDF of the duplicates that the network received8
per block.

Fig. 11: CDF of the duplicates that each node received.

invalid blocks will be equal to the number of nodes that
the byzantine node sent the block). This approach uses less
bandwidth because the number of bytes that the network
receives is fewer, as the reader can see in Figure 14. This
happens because in this approach, correct nodes will not
send invalid blocks, so there are fewer invalid blocks, and
the blocks are disseminated following the tree structure.
The TreeSquareRoot as it applies the same approach as
Vanilla the network has received approximately the same
number of invalid blocks. The number of bytes that the
network received is less than Ethereum Vanilla because
valid blocks in TreeSquareRoot are propagated without
any duplicate if no parent has disconnected or failed (see
Figure 14).

To measure the CPU utilized in each approach, we have
done multiple runs. The CPU varied slightly in those runs,
so we have done ten for each approach. Then we utilized
the CPU used in each run and calculate the average CPU
utilized for each approach. The CPU used in TreeBefore
is a bit bigger than the Ethereum Vanilla because, in
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Fig. 12: CDF of the time that each block takes to reach
all nodes.

TreeBefore, there are many invalid blocks. TreeAfter is
the approach that used less CPU because there are less
duplicates in the network. The results are not presented in
this document for space reasons.

Fig. 13: Number of invalid blocks in the network in each
approach.

F. Summary

In the blocks’ dissemination, if we privilege the speed
of the propagation, the best solution is the TreeBefore
approach. If we privilege the CPU usage, the number of
duplicates in the network, and the bandwidth, the best
solution is the TreeAfter approach. If the speed of the
dissemination, the CPU used, the number of duplicates and
the bandwidth are all important, and we want a solution
better than the Ethereum Vanilla, the TreeSquareRoot
approach is the better choice.

VI. EVALUATION - TRANSACTION DISSEMINATION

A. Dissemination of transactions

In this section, we evaluate our transaction approach,
where we use the following metrics:

1) The number of duplicates in the network.

Fig. 14: Bytes received in the network in each approach.

2) The latency that each transaction takes to reach all
nodes.

3) The CPU utilized in each approach.
The same conditions in V-B, and in V-C were applied

in this approach.

B. Experiments

Fig. 15: CDF of the number of duplicates that the network
receives per transaction

Figure 15 shows a CDF of the number of duplicates
that the network receives by transaction in the Ethereum
Vanilla and in our approach. Analyzing the figure, the
number of duplicates was reduced significantly. In our
approach, the number of duplicates in the network for
all transactions is under 300. In Ethereum Vanilla, there
are transactions that the network received more than
1200. The CPU used in our approach is also reduced to
approximately 3%.

But although the number of duplicates was reduced
the time that each transaction takes to reach all nodes is
slightly bigger. Figure 16 shows a CDF of the time that
each transaction takes to reach all nodes. As the reader
can see, the transactions in our approach take much time
to reach all nodes where 80 % of transactions take about 4
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Fig. 16: CDF of the time that each transaction takes to
reach all nodes in the network

seconds to reach all nodes. While in the Ethereum Vanilla
for the same percentage of transactions, this number is less
than 1 second.

C. Summary

In the transactions’ dissemination, our solution im-
proves the number of duplicates significantly, ending up
to use less CPU than Ethereum Vanilla and also reduce
the bandwidth consumption. Although the latency was
worsened, the new transaction can always be introduced
in the next block because the time that it takes to reach all
nodes is at most 4 seconds, and the block insertion time
into the blockchain is 10 seconds.

VII. CONCLUSIONS

Ethereum has some problems with the dissemination.
Nodes receive a large number of duplicate blocks and
transactions that affect the processing of each node, con-
gest the network with redundant information because the
bandwidth consumption is unnecessarily higher. Also, the
blocks’ dissemination can be improved. If the time that
each block takes to reach all nodes in the network is
shorter than the time that each node wastes in generat-
ing concurrent blocks that will not be included in the
blockchain will be longer. With our approaches to the
block dissemination, we improved the latency (time that
each block takes to reach all nodes), and also the number
of block duplicates in the network that affects the CPU
used of each node and the bandwidth consumption. In the
transaction dissemination, our approach reduced the num-
ber of duplicates, and consequently, the CPU used, and
the bandwidth consumption in the network has improved.
Nevertheless, the time that each transaction takes to reach
all nodes was longer, but not too much. Since the block
insertion time into the blockchain is about 10 seconds,
and the latency in our approach is at most 4 seconds, the
transaction can always be introduced in the next block.

A. Future Work

These tests were only made on the same machine, and
we use the NEED tool to introduce latency in the network.
Consequently, we have only run 45 nodes in the machine.

So for future work, we desire to run these experiments in
the cloud where we want to execute the Geth client in a
considerable amount of nodes distributed across the globe.
These will simulate the real environment more truly.

Additionally, we want to develop more solutions to
the transaction dissemination and check the results. First,
we want to try a different number of nodes to send the
transaction directly and check the number where we obtain
better results. Second, we want to implement the other
possible transaction solution that we discussed previously,
where each node checks if it is receiving something at the
TCP level and verify if this solution has better results in
comparison to our approach.

Furthermore, we want to propose these solutions to the
Ethereum Community and try to them to be applied in the
Geth’s code.
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