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Abstract
Nowadays a lot of people use location-based services (LBS) to get information for example: the nearest
restaurant, allowing to post a recommendation on the social network about that place making it useful for
everyone. That type of content inside of a LBS is a gold mine for companies because with that they can
learn, using pattern mining techniques, favorite places, frequent user trajectories, etc. exposing home
location or any other type of private detail, which raises concerns about location privacy. It is a challenge
to create a mechanism capable of having an excellent balance between privacy protection and utility of
the data against attacks (e.g. probabilistic inference attack, background attack, etc.). The anonymization
mechanism AdaTrace [5] seems to have the robustness to handle that challenge. So, with the help of
AdaTrace components and our tool that identifies the best risk areas on the map to expose points of a
trajectory that are consider as important and it also has a method that distributes privacy (noise) across
the sub-paths of the trajectory. All of this allows to publish content that is more useful with a significant
anonymization component to prevent them from discovering clues, through places that people have
passed along the trajectory, where one can discover personal information knowing what kind of person
is, for example, someone with reduced mobility chooses a route without stairs.
Keywords: location-based services, location privacy, utility, trajectories.

1. Introduction

privacy-utility data, such as k-anonymity [1] which
makes a record of an individual to be within a group
that has at least k-1 other records equal to his, and
consequently the probability of re-identifying data
is 1/k, the higher the k, the lower is the risk of reidentification. L-diversity [2] makes sure that in
each group there are at least L different sensitive
values. t-closeness [3] aims to create groups with
similarity no more than t. However, all these
mechanisms are susceptive to attacks, for
example background attacks,
probabilistic
inference attacks, unsorted matching attacks and
many other attacks. For that, a stronger technique
was proposed, Differential privacy [10] which adds
a controlled noise to the true value but it is
important to refer that too much noise makes data
less useful.
Differential privacy has been accepted as a
standard for privacy preservation. It was originally
proposed to protect data privacy of a database but
not for location privacy.
There are many mechanisms to protect
location
privacy,
one
example
is
Geoindistinguishability [4] that uses the principle

In a modern world, people use location-based
services that uses geographical coordinates,
longitude and latitude. This geographical
information is useful because it provides to the user
recommendations about points of interest based
on their location.
One of the major concerns about locationbased applications (such as Google and Uber) is
location privacy, which can be used by companies
to learn users’ movement patterns [9] by exposing
their home location, frequent visiting points or
some other private detail.
Privacy preservation techniques are an
important topic to consider, so it modifies an
individual’s information so that an attacker cannot
identify an individual or learn new information from
the released data. This process is called
anonymization. Here there is always a tradeoff
between privacy and utility which makes the
analysis and publishing of sensitive data a
challenge.
Many anonymization mechanisms have been
proposed during the last decade to provide the best
1

idea of Differential privacy, which it can offer a very
good probabilistic defense, for protecting the user
location within a radius but Geo-indistinguishability
is susceptible to temporal correlations of multiple
locations.

locations with low and high risk of an attack and we
also compare our attack resilience with AdaTrace.
All of this make us reach our goal.
Finally, section 5 summarizes the contribution
of this dissertation and present hints for future
work.

1.1. Thesis Proposal
2. Related Work

An interesting mechanism has recently been
published which is called AdaTrace [5] that also
use the main idea of Differential privacy for his four
components to have robust statistical resilience.
Those four components (Density-Aware Grid,
Markov Chain Mobility Model, Trip Distribution and
Route Length Distribution) are the main key for
their Trajectory Synthesis algorithm (that produces
the synthetic trajectories) to create an anonymous
database that has attack resilience against an
attacker in case it has accesses to that database
and tries to discover personal information through
the locations a person has passed and was left
along his or her trajectory, for example: a person
with reduced mobility does not make a trajectory
that has stairs or rocky pavements.
With the combination of AdaTrace and our tool,
in which we have proposed and analyze 4 different
methods to anonymize a trajectory were the best is
the Crescent uniform noise method and develop an
algorithm that identifies the risk of vulnerability in
each area of the map, it is possible to publish a
dataset that have more information (by exposing
points from the trajectory that the user considers
important) and at the same time have a significant
anonymization component.
The challenge of this work is to develop a
system that can produce a better utility but
compromises as little privacy as possible because
when we want to increase one of them the other
decreases.

This chapter describes the main types
anonymization mechanisms: k-anonymity [1], Ldiversity [2], t-closeness [3] and Differential
privacy [10]. Each one of them are an
improvement of the previous, were we explain the
advantages and the disadvantages of them and
the originally difficulties in applying those basic
techniques for location protection because they
were created for database privacy.
We will also reference 2 more types of location
privacy that use an adaptation of Differential
privacy:
Geo-indistinguishability
[4]
and
AdaTrace [5]. Where AdaTrace seems to be the
most robust and complete mechanism that exists.
2.1. Types of anonymization

A structured data contains three elements, namely:
Identifier attributes are those that identify an
individual from the data, for instance: names;
Quasi-identifiers are a set of attributes values that
together may be used to reidentify a single or a
group of individuals, for example: zip code, gender,
age; and Sensitive attributes are the private
details of the individual that must be kept secure,
for instance: health condition.
2.1.1. K-anonymity

K-anonymity [1] protects from identity disclosure by
ensure that each sequence of quasi-identifier
attributes appears at least k times in the table,
which makes the probability of re-identification
equals to 1/k.
When using this anonymization technique
1.2. Document Structure
The organization of the content of this thesis is the there are normally two different methods to remove
potential risk of identification of persons through
following:
Section 2 begins with Related work, where is the quasi-identifiers in a database table, which are:
described the types of anonymization and their
• Suppression: Replace 1 or more values of
advantages and disadvantages, including a
the quasi-identifiers columns with a star (*)
description of the anonymization technique
AdaTrace that we will later use.
• Generalization: Generalize the values of
Next in section 3 is described the different
the quasi-identifiers columns, for instance:
methods that we use to distribute privacy (Noise
the value “07029” and “07028” of the
duplication, Noise division, Uniform noise and
attribute “Zip code” both can be replaced by
Crescent uniform noise).
an interval.
In section 4, we use metrics to evaluate them
to find which one produces the most utility, which
To have a better understanding Figure 2.1 from
is Crescent uniform noise and compare the results
[6]
shows
the result with generalization of a 2obtain from AdaTrace. We analyze areas of the
anonimity
table.
If it was used with suppression the
map from both databases: Brinkhoff and Taxi
where it is presented, with different colors, the
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Figure 2.1: Table result with generalization of a 2-anonymity
column of birth could have 19* and would still be a
2-anonimity table.
But even if we carefully identify all Quasiidentifiers, k-anonymity is still vulnerable to some
attacks, for example: Unsorted matching attack
[1] (is when the order of rows of the released table
is not randomly sorted which makes it easy to
relate each entry when we have two different
versions of the table revealing sensitive
information), Temporal attack [1] (this happens
when we keep adding new rows in the original table
after we used k-anonymity and over time the
anonymity of the table can be broken),
Homogeneity attack [2] (when all sensitive
attributes values inside of a group of rows have the
same content this attack will work) and
Background attack [2] (like the name says is
when an attacker has a background information
about some content and used that in his favor to
reduce possible combinations entries of the table).

This type of anonymization has vulnerability to
Probabilistic inference attacks because if the
values of the attributes are not unevenly distributed
we can probabilistic say that a given sensitive
information is more likely to match what we want to
know, for example: in the first equivalence class of
Figure 2.2 there is a 50% chance to get it right that
a person has cancer.
2.1.3. T-closeness

T-closeness [3] is an improvement of L-diversity
because it makes sure that the distance between
the distribution of a sensitive attribute in a class
does not differ from the overall distribution of the
attribute in the whole table more than T which
reduces the correlation between the quasiidentifier attributes and the sensitive attributes, for
example: suppose one of the equivalent classes
has these 3 conditions (Flu, Pneumonia,
Bronchitis) it is easy for an attacker to infer that a
person has Respiratory infection because those 3
conditions are related.
The way they calculated the distribution
distances is using Earth Mover’s distance [7] which
calculates the minimum amount of work needed to
transform one distribution into another one.
Let P and Q be two distributions of sensitive
attributes were P contains all table groups of that
attribute and Q contains all table values of the
same attribute.
The distance calculation changes according to
whether it is for numeric or categorical attributes.
For the numerical attributes, the values in the
domain are ordered and the size of each groups is
always equal [8]. Let m be the size of Q and y be
the size of one group, so the distance between two
values is based on:

2.1.2. L-diversity

Machanavajjhala et al. [2] showed that the degree
of privacy protection of k-anonymity decays with
the number of distinct sensitive values in each
equivalence classes, the higher the number the
more private it is, for example: if in a anonymity
table all the sensitive values were the same, it is
simple to break the anonymity of the table by using
Homogeneity attack but if there were only two
distinct sensitive values it would be a 50/50 guess.
So, L-diversity [2] was created to prevent
homogeneity attacks, however it cannot prevent
attribute disclosure if the sensitive data in
equivalence class are correlated.
The principle behind in L-diversity is that all
equivalence class should have at least L different
sensitive attribute values in them.
In Figure 2.2 (Image obtain from [2]) we can
see that each equivalence classes have at least 3
different types of sensitive information.

𝑦

𝐷[𝑃, 𝑄] =

1
1
∑
𝑚 𝑚−1

𝑦𝑖

∑

𝑖=1 𝑗=1+𝑦(𝑖−1)
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|𝑝𝑖 − 𝑞𝑗 |

(2.1)

Figure 2.2: Table result of a 3-diversity
After calculating each distance, we choose the 2.2. Location privacy techniques
one with minimal cost.
The above anonymization techniques cannot be
used precisely for geolocation because they were
For the Categorical Attributes, according to [3], not created for location-based queries but for data
there is 2 ways to calculate the distance:
privacy and it only make privacy for a snapshot of
- Equal Distance: the distance of any two the database. This has led to the creation of new
values is 1.
anonymization techniques, for example:
- Hierarchical Distance: the distance between
two leaf values is defined on the lowest level 2.2.1. Geo-indistinguishability
ancestor of those two values, divided by the height This is a generalization of Differential privacy.
of the tree.
Basically, the idea of ε-geo-indistinguishability [4]
k-anonymity prevents identity disclosure but is to obfuscate the user location where two points
not attribute disclosure, L-diversity solves that within a radius R are indistinguishable.
problem but it has some limitations and TThe user has a L-privacy, where L represents
closeness tries to fill those gaps but does not the user privacy level which is proportionally to a
protect against identity disclosure.
radius parameter R, meaning that when R is
smaller, L is also smaller so the privacy is higher,
2.1.4. ε-Differential Privacy
because L = εR.
Differential privacy was introduced in [10] and is
Unfortunately, this technique is vulnerable to
different from the previous techniques because it inference attacks [11], for example: If the user
belongs in the family of randomization techniques, location is masked within a radius R, since it does
which means that this technique uses a different not consider temporal and spatial correlation, it is
approach: the original data remains the same clear to interpret that the radius is moving with a
before launching the anonymized dataset for the given direction, exposing the user’s trajectory.
query and the quantity of noise added into the true
A new powerful mechanism called AdaTrace
result is controlled by differential privacy to get the [5] was created, capable of solving the previous
necessary privacy guarantees. ε is a parameter threats among others and defending against
that represents the measure of privacy lost, the common attacks that appear when anonymization
lower the ε the more private the dataset becomes. techniques relay only on Differential Privacy:
Let A be a randomized algorithm that accepts Bayesian Inference Attack (is when an attacker as
as an input a database D and outputs an answer to an informed prior knowledge and there is a
some query on the database. A is said to provide significant different of content after seeing an
ε-differential privacy if for any two databases, D1 event, for example: suppose that the informed prior
and D2, that differ in only one entry, and for any knowledge is A(S), there is a sensitive area S and
subset S of values in the range of outputs of A,
𝑇𝑠𝑦𝑛𝑡 is the synthetic trace and suppose, on a
normal season, our A(S) is that 5% of the people
(2.2) that goes to the hospital lives in S and after seeing
𝑃[A(D1) ϵ S] ≤ 𝑒 𝜀 𝑃[A(D2) ϵ S]
𝑇𝑠𝑦𝑛𝑡 the 5% can turn into 60%, A(S|𝑇𝑠𝑦𝑛𝑡 ), then an
i.e., the probability of a mechanism produces attacker can inference that there is a flu in that
any given output changes by at most a area, because the difference from 60% and 5% is
multiplicative factor when add or remove one high, which means that are more sick people
record from the input. A(D) = Result of the query + coming from that region to the hospital), Partial
noise mechanism.
Sniffing Attack (this happens when the attacker can
sniff sub parts of the real trajectory within a certain
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area by linking the real one to the user with some
high probability where it can break the anonymity)
and Outlier Leakage Attack (is when the attacker
take advantage from trajectories that are isolated
from certain locations in the city).

Brinkhoff
Taxi

|D|

𝜇

±𝜎

Min

Max

20,000
20,000

64,275
49,680

± 35,853
± 45,373

2
2

229
2516

Table 3.1: Analyze of Brinkhoff and Taxi database

2.2.2. AdaTrace

The |D| represents the number of trajectories. With
the results presented on Table 3.1 we can see that,
for example: in the Brinkhoff database the overall
number of points of the trajectories is approximate
64 points but there also trajectories with 2 points
and others with a maximum of 229 points. For the
Taxi database, the values are little different there
are trajectories that have 2516 points, it may seem
large but since it is GPS trips of taxis then it is
justifiable.

This mechanism generates from the true location
trajectories a location trajectory synthesizer
through five components: 1) Density-Aware Grid
where it uses a grid structure that adapts according
to the density of the cell [8], the higher the density
region the more number of subdivisions it will need
to take, which helps to limit the number of
combinations of simulated movements, 2) Markov
Chain Mobility Model has the ability to make the
probability of the next state depending only on the
previous r locations where r is the order of the
Markov Chain, 3) Trip Distribution calculates for
every possible pair (Start, Destination) of the
trajectories how frequent every pair is in the grid,
preventing possible association between a start
and a destination, 4) Route Length Distribution
finds the best possible distribution that fits from all
lengths trajectories with that specific trip (Start,
Destination) by using the chi square test and a
5) Synthesis Algorithm that uses and combine
the results produced by the previous components)
where the final result satisfy differential privacy,
which guaranties that those trajectories are
unlikable to any real trajectory, in other words,
when adding or removing real trajectories it only
changes by at most a multiplicative factor on the
outcome.
Each one of the first four components adds to
the true value a different noise that comes from
their own privacy parameter value 𝜺𝒊 (𝜀1 is for the
Density-Aware Grid, 𝜀2 is for the Markov Chain
Mobility Model, 𝜀3 is for the Trip Distribution and 𝜀4
is for the Route Length Distribution), which makes
the total privacy be 𝜀 = ∑4𝑖=1 𝜀𝑖 .
Taking that into consideration, AdaTrace
seems to be the most robust in terms of the user's
data privacy but sometimes the result produced
may be too much private and may not contain the
usefulness that we need, for example: suppose we
want to know what people use the most in a park if
it is an elevator or an ladders, the result produced
may tell us a very different reality of what people
really use.

4. Proposed solution

The purpose of this chapter is to explain in detail
the steps needed to reach our final goal, which is,
to trade as little as possible from privacy to achieve
a higher utility, where an attacker cannot discover
sensitive information based on the points exposed.
4.1. Solution proposal overview

Our tool allows to publish a more useful database
but at the same time has a significant
anonymization component that prevents an
attacker to discover sensitive content based on the
exposed points using the best method (Crescent
uniform noise) to camouflage the non-anonymized
result by adding a noise value, which is calculated
based on Route Length distribution, and
discovering the best areas in the map to exposed
points.
By doing this we are trading part of the privacy
to get a higher utility.
4.2. Anonymization

The anonymization process for a trajectory is an
important part that will be performed by AdaTrace
components. We consider a sub-path length as the
distance travelled between cells of the grid and a
trajectory length is the sum of each sub-path
length, for example if there are three points P1, P2
and P3 from a trajectory and P1 is in cell C1, P2 is
in cell C2 and P3 is in cell C3 and all cells are
adjacent cells then the sub-path length of P1 and
P2 is 1 and the trajectory length is 2.
For our tool to work we need to adjust the
Trajectory Synthesis algorithm to receive as an
input a list of important points of the trajectory and
to anonymize the sub-paths that exist, were an
anonymization is the result of adding a real value
with a fake value (noise). The noise produced by
Route Length Distribution is added in the same
way as AdaTrace but since we now will have points
exposed and others not, that noise will not be

3. Dataset characterization

To get a better understanding of the characteristics
of each trajectory that exist in both databases, we
analyze the number of points of the trajectory using
mean, standard deviation, minimum and maximum
– see Table 3.1.
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added entirely to the length of the trajectory, so it
will have to be
distributed to any sub-paths that may exist.
So, we created 4 different methods (Noise
replication, Noise division, Uniform noise and
Crescent uniform noise) to distribute the noise
sample. We will explain each one of them, from the
noisiest to the least noisy.

Dividing by (the number of important
points + 1) or dividing by the number of subpath that will be anonymized will produce the
same value, for example in Figure 3.1 if we
consider P2 and P3 as important points we
would have three sub-paths (𝑃1 , 𝑃2 ), (𝑃2 , 𝑃3 )
and ( 𝑃3 , 𝑃4 ) and the result of Equation 3.1
4

becomes ⌈ ⌉ = ⌈1,33(3)⌉ = 2 then
3

𝑃2

𝑃1

𝐶1

𝐶2

𝐶3

𝐶4

𝐶5

𝐶6

length of each sub-path turns into |𝑃1 , 𝑃2 |′ =
|𝑃1 , 𝑃2 | + 2 = 3, |𝑃2 , 𝑃3 |′ = |𝑃2 , 𝑃3 | + 2 = 4 and
|𝑃3 , 𝑃4 |′ = |𝑃3 , 𝑃4 | + 2 = 3. Using this method,
exposing 2 important points made us create a
total of 7 new points.
3. Uniform noise: This one divides the noise

sample in the same way as the previous one
and distributes the result in a uniform way over
the number of sub paths that will be
anonymized, by using the following equation
3.2:

𝑃3

𝐶7

𝐶8

𝐶9

𝑃4

Figure 4.1: Example of points in the grid

Using the example from Figure 4.1 we define
( 𝑃𝑥 , 𝑃𝑦 ) as the sub-path from the point 𝑃𝑥 to 𝑃𝑦
where x and y are indices that identifies the points
of the trajectory, the real length of a sub-path is
defined as |𝑃𝑥 , 𝑃𝑦 | and the result of adding noise

(4.2.a)

𝑦 ∗ 𝑛º 𝑜𝑓 𝑠𝑢𝑏 𝑝𝑎𝑡ℎ𝑠 𝑡𝑜 𝑎𝑛𝑜𝑛𝑦𝑚𝑖𝑧𝑒 ≈ 𝑧

(4.2.b)

The value of x from Equation 3.2.a is
helpful for knowing that to distribute uniformly,
the result that is needed to add in the sub
paths of the trajectory is x and x+1 and the
value of z from Equation 3.2.b tells us how
many times does x appears and x+1 appears.
If y is higher than 0.5 it means that x+1
appears more times than x but if it is less than
0.5 it means x appears more times than x+1,
for example: suppose the point P2 and P3 of
the trajectory are important points then the
number of sub-paths to anonymize is 3, which
is (𝑃1 , 𝑃2 ), (𝑃2 , 𝑃3 ) and (𝑃3 , 𝑃4 ). So, Equation
3.2.a will be

1. Noise replication: This method adds a noise

sample in each sub-path of the trajectory, for
example suppose P2 and P3 are important
points so there are three sub-paths (𝑃1 , 𝑃2 ),
(𝑃2 , 𝑃3 ) and (𝑃3 , 𝑃4 ) that will need noise which
makes the length of each sub-path become
|𝑃1 , 𝑃2 |′ = |𝑃1 , 𝑃2 | + 4 = 5 , |𝑃2 , 𝑃3 |′ = |𝑃2 , 𝑃3 | +
4 = 6 and |𝑃3 , 𝑃4 |′ = |𝑃3 , 𝑃4 | + 4 = 5 . For this
method, exposing 2 important points made us
create at total 13 new points for the trajectory.

4

1

= 1 + 3 ≈ 1 + 0,33 with this
3

we know that we will distribute the noise value
of 1 more times than the 2 because 0.33 is
less than 0.5. Using the Equation 3.2.b for
calculating the number of times the noise
appears, 0,33 ∗ 3 ≈ 1 which means that the
noise value of 1 appears two times while the
noise value of 2 appears only one time. We
can conclude that the best way to distribute
uniformly the noise sample of 4 in 3 sub paths
with this example is: 1, 1, 2.
So, each sub-path length of the trajectory
becomes |𝑃1 , 𝑃2 |′ = |𝑃1 , 𝑃2 | + 1 = 2, |𝑃2 , 𝑃3 |′ =
|𝑃2 , 𝑃3 | + 1 = 3 and |𝑃3 , 𝑃4 |′ = |𝑃3 , 𝑃4 | + 2 = 3.

2. Noise division: This solution divides the

noise sample in each sub-path of the
trajectory by using the following Equation 3.1:
𝑛𝑜𝑖𝑠𝑒 𝑠𝑎𝑚𝑝𝑙𝑒
⌉
𝑛º 𝑜𝑓 𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑡 𝑝𝑜𝑖𝑛𝑡𝑠 + 1

𝑛𝑜𝑖𝑠𝑒 𝑠𝑎𝑚𝑝𝑙𝑒
= 𝑥+𝑦
𝑛º 𝑜𝑓 𝑠𝑢𝑏 𝑝𝑎𝑡ℎ𝑠 𝑡𝑜 𝑎𝑛𝑜𝑛𝑦𝑚𝑖𝑧𝑒

Where 𝑥 ∈ ℕ and 𝑦 ∈ ℚ.

to the real length is defined as |𝑃𝑥 , 𝑃𝑦 |′ where it
means that the Markov Chain Mobility Model
needs to create new points based on that result
minus one, for example if the result is 3 than it
needs to create 3-1 = 2 new points.
In case two cells are not adjacent then we need
to calculate the shortest length between them
using the Euclidean distance.
As we can see in Figure 3.1 the length of subpaths is |𝑃1 , 𝑃2 | = 1, |𝑃2 , 𝑃3 | = 2 and |𝑃3 , 𝑃4 | =
1 and suppose the noise sample produced by
Route Length Distribution is 4:

⌈

the

(4.1)
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In this method, exposing 2 important (𝑃2 , 𝑃3 ) and the smallest are (𝑃1 , 𝑃2 ) and (𝑃3 , 𝑃4 ),
points made us create a total of 5 new points after the anonymization the highest sub-path
for the trajectory.
lengths are (𝑃2 , 𝑃3 ) and (𝑃3 , 𝑃4 ) and the smallest is
(𝑃1 , 𝑃2 ). The Crescent uniform noise solves that
4. Crescent uniform noise: It uses the same
issue, keeping the same order of sub-path lengths
method as the previous one but when the list
as there were before being anonymized but spends
of noise is uniformly calculated it does not add
more time to finish the anonymization in
the noise from the first sub path to the last sub
comparison with the other methods.
path of the trajectory but it adds in a crescent
5. Evaluation results
order of the sub-paths lengths.
The lowest noise is added with the lowest In this chapter, we evaluate the 4 methods, see
sub-path length and the highest noise is previous chapter, to measure which one can offer
added with the highest sub-path length, using a better utility of the data. We also test our tool, in
the same example in the previous method terms of privacy, to see how far are we from
where the best way to distribute uniformly the AdaTrace, variating the private parameter 𝜀
noise sample of 4 in 3 sub paths is [1, 1, 2]
and the crescent order of length of each sub- 5.1. Evaluation metrics
paths of the trajectory is [( 𝑃1 , 𝑃2 ), ( 𝑃3 , 𝑃4 ), The metrics used were: 1) Query AvRE where
(𝑃2 , 𝑃3 )]. Then the first number in the list of the evaluates the accuracy in answering counting
noise sample, which is 1, is added to the sub queries of this given form “What is the number of
path (𝑃1 , 𝑃2 ), the second number, which is 1 trajectories in a given area?”. The lower the value
again, is added to the sub-path (𝑃3 , 𝑃4 ), finally of Query AvRE the more useful it is for those
the last number, which is 2, is added to the queries. 2) Frequent Pattern AvRE a pattern P is
remaining sub-path (𝑃2 , 𝑃3 ).
an ordered list of cells that a trajectory passes
So, each sub path length of the trajectory through, using Figure 4.1 as an example: the
becomes |𝑃1 , 𝑃2 |′ = |𝑃1 , 𝑃2 | + 1 = 2, |𝑃2 , 𝑃3 |′ = points 𝑃 , 𝑃 , 𝑃 , 𝑃 are in the cells 𝐶 , 𝐶 , 𝐶 , 𝐶 ,
1 2 3 4
1 2 8 9
|𝑃2 , 𝑃3 | + 2 = 4 and |𝑃3 , 𝑃4 |′ = |𝑃3 , 𝑃4 | + 1 = 2. respectively, then the pattern of that trajectory will
For this method, exposing 2 important be 𝐶 → 𝐶 → 𝐶 → 𝐶 . We define as 𝑜𝑐𝑐𝑢(𝑃, 𝐷),
1
2
8
9
points made us create a total of 5 new points. where D is a database, as the number of
occurrences of the pattern P in 𝐷𝑟𝑒𝑎𝑙 and 𝐷𝑠𝑦𝑛𝑡 .
Each method has their advantages and
disadvantages. Noise replication helps to create This metric measures how well does the
more privacy because it duplicates the noise anonymous database preserves the frequent
sample as many times as the number of sub-paths patterns in the real database, measuring the
but it could produce too long sub-paths lengths difference in patterns occurrences. The lower the
when the noise sample is big. In Noise division the result the better because it means that the top
noise sample to add in each sub-paths of the patterns did not change much after the
trajectory is divided by the number of sub-paths, anonymizing. 3) Frequent Pattern Similarity
which helps to disperse the total noise but there are calculates how similar are the top patterns of the
some cases where the sum of noise sample that real database and the top patterns of the
was distributed is higher than the noise sample anonymous database using F-measure which is a
from route length distribution. For example: harmonic average of the precision and recall. The
suppose the noise sample is 4 and the number of result is between the interval of 0 and 1, where
sub-paths is 3, then the list of noise distributed is higher values means higher similarity of the pattern
4
in both databases. 4) Length error measures how
[2, 2, 2] because = 1,33(3) ≈ 2 and summing the
3
different are the trajectory lengths in both
noise distributed becomes 2 + 2 + 2 = 6 which is
databases: 𝐷𝑟𝑒𝑎𝑙 and 𝐷𝑠𝑦𝑛𝑡 using Jensenhigher than the noise sample but if the number of
sub-paths where 2, then there would not be a Shannon divergence (JSD) which measures
problem because the list of noise distributed would similarities between two probability distributions,
lower values means more similarity of the
4
become [2, 2] because 2 = 2 and summing the trajectory lengths from both databases and 5)
noise distributed 2 + 2 = 4, which is equal to the Kendall-tau is a coefficient for measuring
noise sample. The Uniform noise resolves that relationships between data, in our case we will
problem but since it does not consider the order of evaluate how discrepant are the number of times a
the sub-path length, the small ones can become cell is visited by a trajectory where we define as the
the highest and the highest become the smallest, fame of the cells. The value is between -1 and 1,
using the example in Uniform noise: before the where 1 is a perfect relationship and -1 means that
anonymization, the highest sub-path length is there is no relationship).
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Brinkhoff
Query
AvRE

𝜇
Noise

Noise = 1

replica.
Noise
division
Uniform
noise
Cresc.
uniform
Noise

Noise = 2

replica.
Noise
division
Uniform
noise
Cresc.
uniform
Noise

Noise = 3

replica.
Noise
division
Uniform
noise
Cresc.
uniform
Noise

Noise = 4

replica.
Noise
division
Uniform
noise
Cresc.
uniform

𝜎

FP AvRE

𝜇

𝜎

Taxi

Length

FP

Error

Similarity

𝜇

𝜎

𝜇

𝜎

Kendall

𝜇

𝜎

Query
AvRE

𝜇

𝜎

FP AvRE

𝜇

𝜎

Length

FP

Error

Similarity

𝜇

𝜎

𝜇

𝜎

Kendall

𝜇

𝜎

0.145 0.003 0.365 0.01 0.067 0.002 0.708 0.013 0.726 0.002 0.115 0.008 0.355 0.008 0.034 0.001 0.72 0.005 0.78 0.04

0.136 0.006 0.36 0.009 0.068 0.004 0.706 0.012 0.726 0.003 0.12 0.008 0.352 0.004 0.035 0.004 0.719 0.003 0.78 0.02

0.13 0.003 0.362 0.008 0.068 0.003 0.708 0.005 0.725 0.002 0.124 0.01 0.352 0.004 0.035 0.009 0.723 0.003 0.779 0.02

0.122 0.004 0.362 0.006 0.066 0.003 0.707 0.008 0.727 0.002 0.101 0.009 0.352 0.004 0.033 0.008 0.719 0.002 0.781 0.04

0.141 0.004 0.36 0.012 0.067 0.003 0.71 0.012 0.727 0.002 0.111 0.006 0.35 0.006 0.034 0.001 0.731 0.002 0.781 0.01

0.14 0.005 0.364 0.009 0.067 0.003 0.701 0.013 0.727 0.003 0.11 0.006 0.351 0.002 0.034 0.004 0.719 0.004 0.781 0.02

0.147 0.005 0.359 0.006 0.067 0.002 0.703 0.004 0.728 0.003 0.117 0.001 0.345 0.001 0.034 0.009 0.723 0.003 0.782 0.02

0.119 0.004 0.362 0.004 0.067 0.004 0.707 0.01 0.727 0.002 0.09 0.009 0.348 0.003 0.034 0.006 0.727 0.003 0.781 0.01

0.126 0.003 0.361 0.009 0.067 0.003 0.702 0.006 0.726 0.002 0.096 0.004 0.351 0.004 0.034 0.01 0.718 0.003 0.78 0.01

0.126 0.004 0.366 0.011 0.066 0.003 0.704 0.009 0.727 0.003 0.102 0.006 0.353 0.004 0.033 0.004 0.744 0.003 0.781 0.01

0.132 0.004 0.361 0.006 0.067 0.004 0.71 0.004 0.727 0.002 0.113 0.009 0.343 0.005 0.034 0.01 0.768 0.004 0.781 0.02

0.122 0.003 0.353 0.006 0.066 0.002 0.72 0.011 0.726 0.003 0.092 0.001 0.333 0.004 0.033 0.001 0.782 0.002 0.78 0.01

0.127 0.003 0.367 0.009 0.068 0.002 0.698 0.009 0.726 0.002 0.092 0.006 0.357 0.004 0.035 0.001 0.703 0.004 0.78 0.01

0.132 0.004 0.364 0.01 0.067 0.003 0.71 0.009 0.727 0.001 0.098 0.008 0.355 0.003 0.034 0.001 0.731 0.002 0.781 0.01

0.13 0.004 0.363 0.008 0.067 0.003 0.712 0.004 0.727 0.003

0.1

0.009 0.353 0.006 0.034 0.005 0.732 0.003 0.781 0.02

0.12 0.005 0.361 0.008 0.067 0.005 0.712 0.012 0.727 0.003 0.08

0.01 0.341 0.003 0.034 0.008 0.732 0.003 0.781 0.01

Figure 5.1: All evaluation results for the 4 methods using different noise values from Brinkhoff and Taxi database

5.2. Evaluation the 4 methods

top frequent patterns after anonymizing and for the
Taxi database is between 71,9% and 78,2% but we
also have in Brinkhoff database about 35,3% to
36,2% error of patterns occurrences in the
anonymous database and for the Taxi database is
between 33,3% and 35,2%, see Figure 5.2. The
best result in each entry of the table is shown in
bold.
So, the type of method to use in order to
distribute the noise value over the sub-paths can
be crucial. With this in mind, the best method that
can minimize AvRE and maximize the similarity is
the Crescent uniform noise method.

The results of the previous metrics applied over the
4 methods are showed in this section. Where each
result was executed 10 times performing the mean
and the standard deviation. For simplicity, we only
consider 1 important point of a trajectory, meaning
that it will only have two sub paths to anonymized.
Surprisingly, from Figure 5.1 the values of
Length Error and Kendall-tau variate almost
nothing which means that the methods to distribute
the noise value does not have directly influence in
those results, for example the values from Kendalltau in Figure 5.1 always stays between 0,725 and
0,728 and those values are close to 1, so the fame
of each cell have almost a perfect relationship but
the different methods can influence FP Similarity,
FP AvRE and Query AvRE mean values, for
example in Figure 5.1 when we use Crescent
uniform noise for Brinkhoff database we were able
to preserve about 70,7% to 72% similarity of the

5.3. Attack resilience

After discovering the best method, we also need to
understand how vulnerable is our solution to Partial
Sniffing attack and Bayesian Inference attack using
Brinkhoff and Taxi databases. The Partial Sniffing
attack has only two types of values that can
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Number of times trajectory visits
an area

consider a path as vulnerable, which is the number
of times the most similar anonymous trajectory in a
sniffed region intersects with a real trajectory
sniffed and the number of times the synthetic
trajectory visits an area.
The first value changes a lot because when it
finds the most similar anonymous trajectory, those
trajectories are always different each time the
program is executed but is it always equal to the
one obtained from AdaTrace.
The last value is also equal to the value of
AdaTrace. Meaning that our solution has the same
privacy as AdaTrace for this attack – see Figure
5.2.

We divided the map into 36 different areas with
the same size and analyzed each area the risk of
vulnerability of the Bayesian Inference attack,
based on EMD mean value, when exposing one
important point. We have executed the analysis 30
times to have a EMD mean value and a standard
deviation of the area.
The Figure 5.4 shows the risk area for the
Brinkhoff database and in Figure 5.5 is the risk
area for the taxi database. The green color is for
the smallest EMD value, the red color is for the
highest and the grey color means that there is no
trajectory that passes through that area so we
cannot expose an important point in it, for example:
in Figure 5.4 the lowest value in the map is 59,9351
with a standard deviation of 2,8202 and the highest
is 364,6268 with a standard deviation of 2,1798. In
Figure 5.5 the lowest EMD mean value is 36,1096
with a standard deviation of 1,992 and the highest
is 682,3327 with a standard deviation of 4,636. But
the best part is that the risk area does not increase
with the number of important points exposed.

Partial Sniffing attack
1,5
1
0,5

1

1

1

1

0
Brinkhoff

Taxi
High risk

AdaTrace

Our solution

Figure 5.2: Partial Sniffing attack in both databases

The Bayesian Inference attack has only one
type of value that can consider a trajectory
vulnerable, which is the EMD, the lower the value
the better. Unfortunately, the EMD value obtained
is higher than AdaTrace, for example: for the
Brinkhoff database the EMD value in AdaTrace is
0 and using our solution is 206,1103. Meaning that
our solution is more vulnerable to Bayesian
Inference attack – see Figure 5.3.

Low risk

No data
available

Figure 5.4: Risk areas for the Bayesian Inference attack
in Brinkhoff database
High risk

Bayesian Inference attack
600

EMD

400
200

332,3616
206,1103
Low risk

0

0,02
No data
available

0
Brinkhoff
AdaTrace

Taxi

Figure 5.5: Risk areas for the Bayesian Inference attack
in Taxi database

Our solution

Figure 5.3: Bayesian Inference attack in both databases

5.4. Our solution utility vs AdaTrace utility

We need to know how far are we from the
AdaTrace utility. Even changing the ε values to 1.0,
1.5 and 2.0 our solution has always better results
in every metric – a sample is shown in Figure 5.6.
So, our solution can provide a higher a data
with utility and still be private enough for both
databases.

Our objective now is to minimize the EMD
value to be less vulnerable to Bayesian Inference
attack, i.e. to find the best places in the map to
exposed important points to have a minimal EMD
value.
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[2]

𝜀 = 1.5

0,639
0,726

0,62
0,704

Our solution

0,069
0,057

0,45
0,362

0,8
0,6
0,4
0,2
0

0,166
0,114

AdaTrace

Figure 5.6: Evaluation results for the Brinkhoff database

6. Conclusion

In this thesis, we have talked about anonymization
mechanisms, for example: k-anonymity, Ldiversity, t-closeness, Differential privacy, Geoindistinguishability and AdaTrace, to solve the
problem for achieving private data and still be
useful but all of the anonymization mechanisms
have advantages and disadvantages, for example:
k-anonymity is vulnerable to homogeneity attacks,
L-diversity is vulnerable to probabilistic inference
attacks, t-closeness does not protect from identity
disclosure, Differential privacy adds a lot of noise if
the value of sensitivity is higher, Geoindistinguishability is vulnerable to inference
attacks, and AdaTrace does not allow the user to
specify which of his components must be more
private and the anonymous database produced
may not contain the utility that is needed.
That is why we created a solution to increase
the utility of the anonymous database by exposing
important points of a trajectory. Our solution
contains 4 different methods to distribute a noise
sample over the trajectory (Noise Replication,
Noise Division, Uniform Noise and Crescent
Uniform Noise), where results suggest that
Crescent Uniform Noise is the best method to use,
and it detects the best places to exposed
information, using the EMD, to minimize a risk of
Bayesian Inference attack.
Respective to future work, we considered:
• To identify if there are better solutions that
can reduce the risk of a Bayesian Inference
attack.
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