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Abstract

Due to the boost of cyber attacks registered in the past decade, many organizations from various
sectors as energy, healthcare and even aviation have already implemented cyber security strategies
commonly composed of antivirus and firewall technologies and intrusion detection systems. In order
to reduce the digital data storage expenses and the complexity of the prevailing systems, this thesis
main objectives are to simulate the operation of different intelligent intrusion detection systems, by
implementing machine learning algorithms, and to build a filtering tool capable of reducing the digital
storage usage to 20% of the present needs while improving data understanding. To achieve these
goals, a benchmark database based on cyber events from Kyoto University is explored. Traditionally,
intrusion detection systems consist on three distinct elements: data collection, data preprocessing
and intrusion detection. Here, a novel approach, containing a data reduction tool between the data
preprocessing and the actual intrusion detection, is proposed. In order to guarantee an improvement of
data understanding and a fast computation process, the fast correlation-based filter, a feature selection
filter based on relevance and redundancy analysis, is implemented as data reduction mechanism.
The machine learning models applied to simulate the attack recognition process are artificial neural
networks, naive Bayes and random forests. To do so, the models’ hyperparameters are selected based
on a random search optimization. At last, the detection capabilities of the complete system are inquired
in order to demonstrate the benefits of the data reduction mechanism studied.
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1. Introduction

At the present day, government organizations
and business enterprises actively depend on inter-
connected computer systems to administer several
primary services as energy, public transportation,
healthcare or water [10]. Despite the operational
advantages of the increased connectivity being un-
deniable once they bring uncountable benefits to
the global population on a daily basis, it also has
made individuals and organizations extremely more
vulnerable to cyber attacks and privacy violations.
Due to its operational characteristics, the aviation
sector is one of the most critical structural systems
that is not only susceptible to physical threats but
also cyber threats. This project then addresses this
matter from a very practical point of view and ex-
ploits an integrated tool capable of enhancing the
currently existing cyber security solutions.

Commonly, this cyber security solutions are di-
vided into network and computer (host) security
systems each composed of antivirus and firewall
technologies and an intrusion detection system
(IDS), allied to highly specialized human resources.
Summarily, the main purpose of an IDS is to aid in

the encounter, determination and identification of
any possible threat to the information system of a
particular organization. As the use of data mining
techniques for cyber security applications has been
studied since the decade of 1990 [17], many of the
intrusion detection systems being commercialized
and implemented today exhibit a fair degree of in-
telligence. Given the extensive quantity and impor-
tance of the data that has to be inspected, the main
difficulty associated with this tool is originated by
the necessity of reaching a complicated trade-off be-
tween detection accuracy, detection speed and pro-
cessing capabilities. Furthermore, the storage ca-
pacities required to achieve a high level performance
of the IDS and maintain the compliance required by
law imply a great monetary enlargement to the cost
of the IDS licensing, representing a substantial por-
tion of the system overall expense.

Thus, the primary goal of this project is to engi-
neer and implement an intelligent filter capable of
reducing the quantity of information that has to be
maintained in temporary storage in order to be in-
spected by both human experts and automatic IDSs
without compromising detection capacity. From
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an academic perspective, this may be defined as a
data reduction problem. From the business point of
view, the filtering tool is intended to be complemen-
tary to the intrusion detection system and, simulta-
neously, to be independent from it, functioning for
different systems based on different technologies.

This project was executed in partnership with EY
Portugal and its practical implementation and eval-
uation was completed using a python environment.

This project consists of seven chapters. In the
first one, the introduction, the real-world moti-
vation behind this dissertation project is explored,
the problem is explained and the goals are set. In
modern intrusion detection, the existing mod-
ern techniques available to achieve the objectives
defined in the previous are briefly introduced. The
data preparation chapter is divided into two dis-
tinct subsections, dataset description and data pre-
processing. The following chapter addresses the
theoretical principles on which the data reduction
tool applied in this thesis is based. Concepts as fea-
ture relevance and redundancy are largely explored
as well as correlation measures. The fifth chap-
ter, intrusion detection algorithms, covers the
theoretical concepts behind the machine learning
(ML) models applied in this project: artificial neu-
ral networks (ANN), naive Bayes (NB) and random
forests (RF). The chapter also covers the strategy
used to optimize the algorithms’ hyperparameters.
In the sixth chapter the results of the algorithms
implementation are presented. The last chapter
addresses the conclusions drawn from this thesis
project. Here, the achievements accomplished are
presented and a path for future work is delineated.

2. Modern Intrusion Detection

The following section provides a summary of
valuable aspects regarding the state of the art of
intrusion detection systems, machine learning and
data reduction. It also introduces a novel intrusion
detection approach.

2.1. Intrusion Detection Systems

Cyber security systems may be defined as the
set of technologies and procedures designed to pro-
tect computers, networks, programs and informa-
tion from attacks, unauthorized accesses, temper-
ing or permanent destruction. These security sys-
tems are typically constituted of antivirus and fire-
wall technologies and an intrusion detection system
which assists in the encounter, determination and
identification of any possible threat.

Regarding the origin of the attacks, they may
be executed from both outside (external) or within
the organization (internal). Intrusion detection sys-
tems, as vital lines of defense against cyber at-
tacks, may also be divided into computer and net-
work based. A computer (or host) based IDS mon-
itors process and file activities associated with the

software environment of a particular host, and a
network based system, on the other hand, iden-
tify intrusions by monitoring the traffic trough
network services. Concerning the detection pro-
cess, IDSs may be categorized into three dis-
tinct types: anomaly-based, misused-based and hy-
brid. Anomaly-based methods consist in model-
ing the normal behavior of the system and, pos-
teriorly, identifying the anomalies as deviations
from that behavior. Misused-based, also designated
signature-based techniques, are delineated to detect
known attacks by using their electronic signatures.
Hybrid techniques combine both the methods in-
troduced above allowing the detection of unknown
attacks without raising the false alarm rates [2].

Presently, the prediction abilities of an intru-
sion detection system are, at most cases, enhanced
by a machine learning algorithm which provides it
a certain degree of intelligence [24]. The tradi-
tional framework of an IDS consists in three distinct
blocks: data collection, data preprocessing and in-
trusion detection. The intrusion detection element
comprehends both the classifier training and the at-
tack recognition.

2.2. Machine Learning Algorithms

Machine learning consists on classification and
prediction methods based on the properties of the
training data, giving computers the ability of learn-
ing without previous explicit programing [5].

ML problems may be supervised or unsupervised
[21]. Supervised learning requires the agent to ob-
serve some example input-output pairs in order to
be trained. These observations posteriorly allow the
algorithm to map the behavior of the system and
predict the outcome of unseen situations. In unsu-
pervised learning, on the other hand, the machine is
able to learn patterns about the input without hav-
ing the need of explicit feedback. As the history of
cyber attacks perpetrated against an organization
is internally available for the construction of use-
cases, supervised learning techniques may be used
to implement IDSs [8].

In classic supervised learning, the problem is
presented as a set of fixed-length feature vectors,
named instances [27]. An instance, or sample, is
generally defined as an assignment of values s =
(v1, ..., vN ) to a set of features F = (f1, ..., fN )
and one of the l possible classes of the class label,
C = (c1, ..., cl). Here, the main goal is to properly
classify (predict) a set of novel instances.

In order to simulate the operation of an intelli-
gent intrusion detection system, distinct machine
learning algorithms commonly used to predict cy-
ber attacks were studied: artificial neural networks,
association rules, decision trees, naive Bayes, ran-
dom forests and support vector machines [8].
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2.3. Data Reduction
There are two ways of decreasing the quantity

of information present in a large dataset: reducing
the number of instances (the lines) or reducing the
number of features (the columns) [16].

The first method is known as instance selection
and the second as feature selection. Usually, both
techniques are used as a preprocessing stage before
the application of a prediction algorithm in order
to strive against what the researchers denominate
the curse of dimensionality [3]. In this thesis, how-
ever, these methods were studied as a solution to
the problem stated in section 1.

Despite also being used as a preprocessing pro-
cedure to eliminate noisy and erroneous instances,
instance selection is mainly used for coping with
the infeasibility of learning from extremely large
datasets. When applied properly, this process is
capable of reducing the dataset and, at the same
time, maintaining, or even increasing the prediction
accuracy of a ML algorithm.

Instance selection algorithms are commonly di-
vided into two separate groups: filters and wrap-
pers [11]. Filter evaluation performs data reduc-
tion without considering the purpose of the dataset.
Identifying and eliminating duplicate instances is an
extremely common filtering technique used world-
wide [13]. Wrappers, on their turn, depend on ML
algorithms to evaluate the results of the dimension-
ality reduction. Most wrapper methods focus on
improving the quality of the training set trough the
implementation of processes as identifying and elim-
inating mislabelled instances before the prediction
process [7].

On the other hand, since ML problems exhibit
many irrelevant and redundant variables, a fea-
ture selection process is typically required. Sum-
marily, the main advantages of feature selection
are facilitating data visualization and understand-
ing, reducing computation and storage necessities,
reducing training and utilization periods and im-
proving prediction capabilities [12]. Feature selec-
tion algorithms may be divided into three different
categories: filter, wrapper and embedded. Filters
elect subsets of features in a generic pre-processing
step which is completely independent of the predic-
tive algorithm used to posteriorly classify the data
[12]. Typically implemented due to their computa-
tional and statistical scalability, filters apply vari-
able ranking techniques and subset elimination pro-
cesses based on a specific criteria as linear correla-
tion or information theory [22]. Wrappers perform
feature selection by using a predictor as blackbox
to obtain the variable subset which leads to the
highest prediction performance. Here, the output of
the machine learning algorithm is used as objective
function to evaluate the variable subset generated
by the wrapper implying the formulation of a search
problem. Embedded methods select features during

the training part of the prediction algorithm. These
techniques present high efficiency in many aspects
since they utilize all the available data, not impos-
ing its division into training and testing set, and are
fast in reaching the final solution, avoiding retrain-
ing the predictor in every iteration of the algorithm
[12].

2.4. Proposed Approach
As introduced in section 1, the main objective

of this thesis is to engineer a tool capable of re-
ducing the quantity of information that has to be
maintained in temporary storage in a cyber security
environment.

The main difference between the novel framework
proposed and the traditional IDS framework is the
introduction of a separate data reduction element.
Here, this element is represented separately from
both the preprocessing and the classifier training
blocks once it is intended to be independent from
them, in the sense of being completely capable of
supporting different technologies, not acting as an
accessory blackbox tool to the classifier.

As one important goal of the filtering tool ideal-
ized, allied to the data reduction, is its capacity of
improving information understanding, a feature se-
lection approach appeared to be the best candidate.
Using FS as an independent tool, instead of having
to analyze every variable in detail, both IDSs and
human experts may focus mainly on the selected
features. In order to assure the self-sufficiency re-
ferred above and, at the same time, allow a fast
computation process, the category of feature selec-
tion explored was the filter.

To guarantee the conservation of the prediction
performance after the application of the data reduc-
tion tool proposed and evidence its general charac-
ter, it was necessary to simulate its operation in
conjunction with different types of classifiers. To
do so, three distinct machine learning algorithms
were selected to be implemented: artificial neural
networks, naive Bayes and random forests.

An ANN was elected once it is one of the most
common methods used to detect cyber attacks, ac-
cording to literature. NB, on the other hand, were
applied due to its simplicity and small computation
requirements. As for RF, they were selected be-
cause of the high efficiency demonstrated for large
datasets [8].

3. Data Preparation
The following section presents the set of bench-

mark data explored in this thesis, the Kyoto
dataset, and introduces the preprocessing mecha-
nisms performed to prepare the data.

3.1. Dataset Description
The benchmark dataset exploited in this thesis is

extracted from the raw traffic data obtained by hon-
eypot systems (a very popular tool used to attract
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intruders into cyber networks in order to collect in-
formation about their malicious activities) deployed
in Kyoto University [23]. After being collected, the
raw information obtained from the honeypots suf-
fers a complex preprocessing procedure to generate
the 23 features displayed in the public dataset.

The 23 features presented are divided into two
distinct categories, 15 of them are considered con-
ventional (meaning that they are based on the ex-
tremely popular KDD Cup 99 dataset [8]) and the
remaining 8 are designated additional (created sim-
ply to evaluate the University’s network activities).
3 of the features, service, flag and protocol type, are
categorical. The remaining 20 are continuous.

The Kyoto dataset is also labeled, enabling a su-
pervised prediction. The label indicates whether
the connection was, or not, considered an attack.

In the original dataset, attacks were also labeled
as known or unknown. However, in order to main-
tain the intrusion detection as a binary classification
(yes or no), both known and unknown attacks were
aggregated being considered as just one class.

3.2. Data Preprocessing
As real-world data may not always be available on

the proper formats, data preprocessing often gener-
ates a very significant impact on a machine learning
algorithm prediction performance. Here, the pre-
processing mechanisms were implemented with the
assistance of the scikit-learn library [19].

As the features of the Kyoto dataset were arti-
ficially generated based on the raw data collected
from the University’s honeypots, they are already
a result of a complex feature construction process.
Nonetheless, to solve this particular problem some
alterations were introduced: elimination of all the
identifying features; elimination of the time vari-
able, start time; and, separation of each of the de-
tection features (IDS detection, malware detection
and ashula detection).

Once the ML algorithms selected to be imple-
mented in this project tend to not perform well in
the presence of categorical features [16], the next
procedure applied to prepare the dataset was the
treatment of those features (service, flag and pro-
tocol type). To do so, a technique named one-hot-
encoding was used. This method transforms each of
the categories of a categorical variable into a new
boolean feature. After the encoding, the dataset
is constituted of 47 features, 15 continuous and 32
boolean.

The following preprocessing procedure applied
was the normalization of the continuous variables.
Normalization is commonly applied to cope with the
large difference between the maximum and mini-
mum values displayed in many features. This proce-
dure usually scales the value magnitudes to a small
interval, typically [-1,1] or [0,1].

The first logic step to be performed before apply-

ing any data normalization method would be the
removal of outliers, or, in other words, the obser-
vations which lie in an abnormal distance from the
remaining values in a random sample from a popu-
lation [16]. However, after analyzing the remaining
15 continuous features, it was possible to verify that
the supposed outliers actually represent valid obser-
vations. It was then decided not to remove extreme
values, once they may reveal to be essential to this
project’s study.

The normalization process was then carried out
maintaining this values. To do so, the min-max
algorithm was implemented:

v′ =
v −minA

maxA −minA
(1)

Where v′ and v represent the new and the origi-
nal value, respectively, and the min and max repre-
sent the minimum and maximum values registered
for the referred feature (in this case, A). Min-max
scales the feature values to the range [0,1].

After the preprocessing stage, the dataset was
ready for the implementation of data reduction and
prediction algorithms.

4. Data Reduction Tool
The present section explores the theoretical prin-

cipals behind the feature selection algorithm ap-
plied in this thesis. It also presents the pseudo-code
used to implement the algorithm in python.

4.1. Feature Selection Framework
The traditional FS framework through subset

evaluation is presented in figure 1.

Figure 1: Traditional FS framework [27].

In the traditional framework, the subset genera-
tion block produces different subsets according to
a specific search strategy. Each candidate subset
is posteriorly evaluated and compared to the cur-
rent best one. If, based on a predefined evaluation
measure, the candidate subset is considered better,
the current best subset is replaced. To complete
the selection, this process of subset generation and
evaluation continues until a given stopping crite-
ria is satisfied. Contrary to most individual evalu-
ation approaches, subset evaluation takes into ac-
count the existence of redundant features, allowing
the obtainment of an approximate optimal subset.
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4.2. Relevance and Redundancy
Since many algorithms are based on the search for

a set of relevant and yet not redundant features, the
concepts of relevance and redundancy are essential
in feature selection. Regarding the formal definition
of relevance, literature establishes three disjoint
categories [14]. Strong relevance implies that the
feature cannot be removed without comprising the
optimality of the subset created. Weak relevance
indicates that the feature is not absolutely neces-
sary to form an optimal subset but may became
indispensable at specific conditions. Irrelevance, on
the other hand, implicates that the feature is not
necessary at all.

The definitions presented above may, however,
not be sufficient to determine which features should
be selected and which ones should be neglected. To
do so, it is imperative to define feature redundancy.

To introduce this concept, it is necessary to
present the notion of Markov blanket [15]:

given a feature, fi, let Mi ⊂ F (fi /∈ Mi), Mi

is said to be a Markov blanket for fi iff p(F −
Mi−{fi}, C|fi,Mi) = p(F −Mi−{fi}, C|Mi).

Considering a prior elimination of irrelevant fea-
tures, a definition for feature redundancy, based
on the Markov blanket, was proposed [27]:

let S be the current set of features, a feature is
redundant and hence should be removed from
S iff it is weakly relevant and has a Markov
blanket Mi within S.

Given the concepts introduced above, the optimal
subset, G, may be described as the combination of
strongly relevant with weakly relevant but not re-
dundant features.

4.3. Correlation Measures
One of the most applied correlation measures is

the linear correlation coefficient also named Pearson
correlation coefficient, ρ:

ρ =

∑
i(xi − xi)(yi − yi)√∑

i(xi − xi)2
√∑

i(yi − yi)2
(2)

Where xi and yi represent the mean value of the
variables x and y, respectively. Statistically, the nu-
merator represents the covariance between x and y
and the two plots of the denominator represent the
variance of the two variables. If two variables are
completely linearly correlated, ρ takes the value 1
or -1; if, on the other hand, the variables are inde-
pendent, ρ is equal to 0.

Despite being one of the most applied relevance
indicators in machine learning, it is not always ap-
propriate to assume linear correlation between fea-
tures once it may not be capable of portray the
real non-linear relation between them [12]. In most
cases, a non-linear measure is required.

Many of the non-linear correlation measures are
based on information theory concepts, as mutual
information (MI). MI is an elemental concept in in-
formation theory which quantifies the general inter-
dependence between random variables (r.v.) [12].
For two random variables, x and y, the mutual in-
formation, MI(x, y), may be defined as:

MI(x, y) = H(x) +H(y)−H(x, y) (3)

WhereH represents the entropy of a random vari-
able and measures the uncertainty related with it
[25]. For a continuous r.v., x, the entropy may be
represented as:

H(x) = −
∫
p(x) log p(x) dx (4)

Being p(x) the marginal probability distribution
of x.

According to the definition of H, for a continuous
scenario equation 3 may be rewritten in the form:

MI(x, y) =

∫ ∫
p(x, y) log

p(x, y)

p(x)p(y)
dxdy (5)

As a feature selection tool, mutual information
measures the quantity of information provided by a
feature to the class label, enabling variable ranking.
Theoretically, MI provides two serious advantages
over the remaining ranking techniques: it accu-
rately measures general statistical dependency be-
tween features and it is invariant to the monotonic
transformations performed on variables as a pre-
processing procedure. However, empirical results
demonstrate that MI tends to favor features with
more values [27].

To compensate the bias introduced by this mea-
sure and restrict its value to the range [0, 1], the
concept of symmetrical uncertainty (SU) was pro-
posed in [20]:

SU(X,Y ) = 2

[
MI(X,Y )

H(X) +H(Y )

]
(6)

SU normalizes the value of MI by dividing it by
the corresponding entropies. Here, the value 0 in-
dicates that X and Y are completely independent.
The value 1, on the other hand, reveals that one
variable totally portrays the value of the other.

4.4. Fast Correlation-Based Filter
Although the framework presented before (fig.

1) has been proven effective in removing irrelevant
and redundant features, even with the application
of heuristic search strategies the subset generation
step requires incredibly powerful computation ca-
pacities in order to search through feature subsets.
To overcome this issue, enabling an effective fea-
ture selection process capable of scaling well to large
datasets, a new framework was proposed. The new
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FS framework is divided in two steps, a relevance
analysis followed by a redundancy evaluation. In
the first block, irrelevant features are removed and,
in the second, redundancy analysis allows the elim-
ination of the redundant features among the rele-
vant ones. Besides being effective when it comes to
reaching an optimal subset, this framework is also
extremely useful as a data understanding facilita-
tor, permitting an a priori recognition of irrelevant
and redundant features.

As the data reduction tool idealized is intended
to be as optimal as possible and, at the same time,
expedite the process of information analysis, this
framework presented itself as a serious candidate
for its practical implementation. So, an effective
feature selection algorithm based on this framework
and denominated fast correlation-based filter
was studied [27]. The pseudo-code which describes
the python implementation of the FCBF is pre-
sented below:

Algorithm 1: Fast Correlation-Based Filter

Input : Initial dataset
S = {f1, f2, ..., fN , C} and a
predefined parameter δ

Output: A selected subset Sb
begin

1 initialize S′ = {}
2 calculate SUc = SU(f1, f2..., fN ;C)
3 for i=1 to N do

if SUi,c > percentile(SUc, δ) then
append fi to S′;

end
4 order S′ in descending SUi,c value
5 fj = get first element(S′)
6 repeat

fi = get next element(S′, fj)
if fi 6= {} then

repeat
calculate SUi,j
if SUi,j ≥ SUi,c then

remove fi from S′

else
fi = get next element(S′, fi)

end

until fi == { };
else

fj = get next element(S′, fj)
end

until fj == {};
7 Sb = S′

return Sb

In this project, the FCBF algorithm was simpli-
fied. Instead of using δ as a threshold that defines
the absolute value of SUC from which the features
are considered irrelevant, δ is used here as a per-
centile of SUC . SUC is calculated for each feature

and afterwards, according to the value of δ, a per-
centage of the variables are discarded. If δ is equal
to 10, for instance, the features which have SUC
values minor than the lower 10th percentile of the
complete set of SUC are excluded. This alteration
is presented as a simplification once it does not im-
ply an enlarged study about the statistical meaning
of the absolute value of SUC used as threshold.

5. Intrusion Detection Algorithms
As stated before, this project applies ML algo-

rithms to simulate the functioning of different IDSs.
The algorithms’ theoretical principles as well as the
hyperparameter optimization procedure used to im-
plement them in python’s sckit-learn library [19] are
presented next.

5.1. Artificial Neural Networks
ANN have been developed as generalizations of

mathematical models of biological nervous systems.
In a simplified mathematical representation of a
neuron, the biological synaptic transmission is re-
produced by connection weights, wi, which mod-
ulate the effect of the respective input signals, zi.
The non-linear characteristics displayed by neurons
is, on the other hand, represented by a transfer
function, tf . The learning ability of an artificial
neuron is accomplished by adjusting the weights ac-
cording to the chosen learning algorithm.

In this project, the method implemented to build
the first classifier was the backpropagation learning
rule applied to a multilayer perceptron (MLP) as
the one represented in figure 2.

Figure 2: Schematic representation of a multilayer
perceptron [1].

As shown in fig. 2, the MLP is constituted by
more than the two plain layers, displaying hidden
layers. Thus, the signal may flow trough multiple
hidden layers before the final non-linear output is
produced. Despite not being represented in the im-
age (fig. 2), every arrow connecting the nodes has
its respective connection weight.

The backpropagation method used to train the
ANN may be synthesised as follows:

1. Selection of the supervised training data;
2. Construction of the multilayer perceptron with

the respective connection weights;
3. Random initialization of the connection

weights;

6



4. Selection of the appropriate error function,
learning rate and momentum (which deter-
mines the effect of the past weight changes on
the current calculation);

5. Application of a weight update rule, ∆wij , to
each target output for all hidden layers and
computation of the associated error value;

6. Continuous repetition of the previous step until
the error function is appropriately minimized.

In backpropagation, an adequate choice of both
learning rate and momentum is crucial to the suc-
cess and speed of the ANN training process. More-
over, literature demonstrates that the use of suf-
ficient hidden layers allows the modelation of any
non-linear system with an acceptable accuracy [9].

5.2. Naive Bayes
Bayesian networks are statistical classifiers which

predict class membership probabilities, such as the
possibility of a given instance belonging to a specific
class. As the name suggests, bayesian networks are
based on Bayes’ theorem [26]. A naive bayesian
network is a particular case among bayesian classi-
fiers since it assumes that the impact of an attribute
value on a given class, ci, is completely independent
of the values of the remaining attributes [18]:

p(s|ci) =

N∏
j=1

p(vj |ci) (7)

The NB method implemented in this project is
summarized below:

1. Given a sample s = (v1, ..., vN ), the classifier
predicts that s belongs to the class ci which
has the highest a posteriori probability, condi-
tioned on s. In other words, it predicts that
s belongs to the class that maximizes p(ci|s),
computed using the Bayes’ theorem [26];

2. Since p(s) is constant for all classes, only the
numerator, p(ci)p(s|ci), has to be maximized;

3. If the class probabilities p(ci) are not known
yet, it is commonly assumed that the classes
are equally likely. In that case, the only ele-
ment to be maximized would be p(s|ci). Note
that the class probabilities may be estimated

using p(ci) = ν(ci,N)
N , where ν is the class fre-

quency;
4. Apply the class conditional independence as-

sumption to compute p(s|ci) using the proba-
bilities distributions, Gaussian for continuous
datasets or Bernoulli for binary ones;

5. Return the prediction result as the class ci that
maximizes p(s|ci)p(ci).

Despite the unrealistic character of the indepen-
dence assumption, the NB classifier has been proven
to be surprisingly effective since its classification

decision may often be accurate even if its proba-
bility estimates are faulty. This method is also very
simple to implement, displaying itself as a powerful
compromise to the trade-off between computation
speed and performance accuracy [18] .

5.3. Random Forests

RF is considered an ensemble method once it con-
sists in the combination of tree predictors which
vote for the most popular class in order to select
the final classification result. Here, for the kth tree,
a random vector, Ωk, is generated independently
from the previous random vectors, Ω1...Ωk−1, but
with the same mathematical distribution [6]. The
RF method implemented in this thesis follows the
steps presented below:

1. Elect n different random sets of samples from
the initial training data (n= number of trees)

2. For each of the n sets, grow an unpruned clas-
sification tree applying the following specifi-
cation: for each node expansion, rather than
choosing the best split using all the predic-
tion variables, randomly select m variables and
choose the best split using only those m vari-
ables;

3. Expand each tree to the largest extent possible;
4. Estimate the prediction result by aggregating

the outcomes of the n trees.

Once the training set is randomly sampled for
each tree, about one-third of the information is left
out of the prediction process. This portion of the
data, denominated out-of-bag (oob), is posteriorly
used as test set to perform an unbiased evaluation
of the classification error [6]. Thus, RF does not
require a cross-validation step. Allied to this fac-
tor, there are many other characteristics that lead
researchers to consider RF a great candidate to clas-
sify large quantities of information: high efficiency
on large datasets, capacity of estimating variable
importance, high level of robustness with respect to
noise and overfitting, and ability to estimate miss-
ing data.

5.4. Hyperparameter Optimization

In literature, the problem of identifying the best
values for the hyperparameters, λ∗, is known as hy-
perparameter optimization.

The objective function of this optimization prob-
lem may be represented as follows [4]:

λ∗ = argmin
λ∈Λ

[
mean
s∈Sv

[
L(s;AλS

t)
]]

(8)

Where Λ is the list of hyperparameters candidates
in study, Sv is the validation dataset and L is the
lost function associated with the learning algorithm
Aλ (which depends on λ) in the mapping of St.
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The most commonly applied technique to solve
the hyperparameter optimization problem is a com-
bination of grid and manual search. Grid search im-
plies an initial selection of the possible candidates
for each λ, followed by a complete combinatorial
search. Manual search is mostly applied to identify
the possible best candidates from the set Λ and to
add some intuition to the selection process, being
extremely difficult to non-expert users.

Random search was introduced as simpler and yet
more practical alternative to the approach intro-
duced above. In random search, the optimization
process is carried out within a predefined interval
and each trial is statistically independent. Com-
pared with grid search, random search is computa-
tionally more effective and is proven of being able to
encounter better models [4]. Due to its characteris-
tics, random search was selected as the technique to
be used in this thesis to tune the models’ hyperpa-
rameters. It was implemented in python using the
respective scikit-learn [19] function.

6. Results

The following chapter presents the results ob-
tained after the practical implementation of the al-
gorithms introduced in sections 4 and 5.

6.1. Data Reduction Tool

As the only input parameter to the FCBF algo-
rithm, δ defines the number of features present in
the final subset and, therefore, its significance must
be carefully evaluated. Table 1 presents the number
of relevant features, or, in other words, the number
of features existing in the subset before the elimi-
nation of the redundant ones, and the number and
respective numeric identification of the features dis-
played in the final subset for 9 different values of δ.

Table 1: FCBF results in function of δ.
δ # relevant # final features in final subset

0 47 15 {9, 5, 46, 30, 27, 47, 4, 33, 24, 20, 21, 28, 31, 1, 29}
10 43 14 {9, 5, 46, 30, 27, 47, 4, 33, 24, 20, 21, 28, 31, 1}
20 38 13 {9, 5, 46, 30, 27, 47, 4, 33, 24, 20, 21, 28, 31}
30 34 12 {9, 5, 46, 30, 27, 47, 4, 33, 24, 20, 21, 28}
40 29 9 {9, 5, 46, 30, 27, 47, 4, 33, 24}
50 24 8 {9, 5, 46, 30, 27, 47, 4, 33}
60 20 8 {9, 5, 46, 30, 27, 47, 4, 33}
70 15 6 {9, 5, 46, 30, 27, 47}
75 13 6 {9, 5, 46, 30, 27, 47}

Table 1 shows that for δ = 0, the final subset con-
sists of 15 features. For δ = 75, however, the num-
ber of selected features is reduced to 6, which repre-
sents less than 15% of the 47 variables obtained by
encoding the original dataset. This signifies that,
keeping the 25% of the most relevant variables, the
fast correlation-based filter allows a 87% reduction
in the number of variables and, consecutively, in the
size of the dataset.

6.2. Hyperparameter Optimization
As introduced in section 5, a random search

mechanism was utilized to achieve a base-line so-
lution to the problem stated in equation 8. After-
wards, the results were evaluated and tuned man-
ually to assure a fully enhanced performance. The
hyperparameters’ final values are presented in table
2.

Table 2: Hyperparameters’ final values.

Model Hyperparameters Final values

ANN

hidden layer sizes (5,3)

learning rate ’invscaling’

momentum 0.55

max iter 800

NB
binarize 0.75

alpha 0.65

RF

max depth ’None’

max features 1

criterion ’gini’

n estimators 78

Next, using the values displayed in table 2, the
intrusion detection systems were implemented and
their results were closely evaluated.

6.3. Intrusion Detection
The functioning of the novel approach presented

in section 1 is mostly based on the qualities of the
data reduction tool selected allied to the prediction
performance of the ML models used to detect cy-
ber attacks. So, in order to evaluate its perfor-
mance, the three classifiers explored earlier were
implemented (applying the hyperparameters pre-
sented above) using the variables selected by the
FCBF algorithm as input.

The first step applied to evaluate the efficiency
of the FCBF algorithm was the analysis of the area
under the receivers operating characteristic (ROC)
curve (AUC) value for the range of δ in study, [0,75],
to understand how the reduction of variables affects
the prediction capabilities of the classifiers.

So, figure 3 exhibits the variation of the AUC
with the value of δ.

Figure 3: Variation of AUC with δ.
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Observing the graphic in figure 3 it is possible
to infer that the number of features selected by the
algorithm according to the δ parameter does not
impact the AUC values obtained on a large scale.
The major oscillation verified occurs for the random
forest classifier which AUC values vary from 0.986
to 0.955 (a difference of approximately 3%).

To further evaluate the efficiency of the FCBF
algorithm, seven performance metrics were utilized:
accuracy, recall, precision, specificity, negative pre-
dictive value (NPV), false alarm rate (FAR) and
AUC [8].

Table 3 displays the results obtained by the
three classifiers (ANN, NB and RF) using the 15
variables elected by the FCBF algorithm for δ = 0.

Table 3: FCBF performance evaluation for δ = 0.

Model Performance Measure (%)

Accuracy Recall Precision Specificity NPV FAR AUC

ANN 91.58 73.97 93.82 98.12 90.99 1.82 98.0

NB 81.22 66.68 69.22 90.49 80.88 9.52 93.5

RF 93.57 78.60 96.01 98.79 92.85 1.21 98.7

For δ = 0, despite the great class separation
demonstrated by the AUC values, the detection ca-
pabilities of the classifiers, expressed by the recall, is
not as high as expected. In this scenario, NB is the
predictor which exhibits the poorest performance in
the detection process. RF, on its turn, reveals itself
as the best classifier (by a small margin to ANN).

To completely comprehend what happens to the
attack detection capabilities of the ML models when
less than 10 variables are used as input (that is,
when it is most beneficial to use FCBF in terms of
the tread-off AUC-number of features), the 6 fea-
tures selected by the FCBF algorithm for δ = 75
are utilized as input. Table 4 displays the results of
this experiment.

Table 4: FCBF performance evaluation for δ = 75.

Model Performance Measure (%)

Accuracy Recall Precision Specificity NPV FAR AUC

ANN 91.21 73.97 92.42 97.71 90.88 2.29 96.72

NB 80.61 67.80 62.23 88.39 82.53 11.57 93.01

RF 91.41 76.71 93.53 98.12 90.79 1.89 96.12

According to the metrics exhibited in table 4, the
detection capabilities of the three models applied,
ANN, NB and RF, for δ = 75 are quite similar to
the ones presented for δ = 0 (table 3). The class
separation indicator, AUC, only decreases 2% when
the ANN and RF are applied. For the NB classifier,
however, the AUC stays in the 96% range (the same
as for δ = 0). So, comparing the metrics in the two
tables (3 and 4) it is possible to comprehend that
the data reduction strategy used is quite satisfac-
tory. Decreasing the number of features from 15 to

6, the variation perceived in the performance mea-
sures is never higher than 3% (which occurs for the
RF’s precision).

The values obtained for δ = 75 may be considered
quite satisfactory, considering the data reduction
achieved. The accuracy remains above 90% for the
ANN and RF. NB, on its turn, presents an accuracy
of 80%. The ability of detecting normal behavior
continues clearly high, above 97% for ANN and RF
and in 88% for NB. The AUC also remains above
92% for all the predictors which reveal great class
separation.

7. Conclusions

This project’s primary goal was to build a general
data reduction tool capable of maintaining the pre-
diction performance of an IDS and improving data
understanding. In addition, the tool idealized was
intended to be universal and attachable to any given
intrusion detection system already in function, sup-
porting as much technological solutions as possible.
The approach presented to implement this tool con-
sisted in adding a data reduction element to the
intrusion detection framework, based on a feature
selection strategy. To do so, the fast correlation-
based filter algorithm was implemented. The only
input parameter to this algorithm, apart from the
cyber security data in study, is denominated δ and
allows the elimination of a given percentage of the
most irrelevant variables. Varying δ from 0 to 75,
the actual variation in the final number of features
was from 15 to only 6 (table 1), representing less
than 20% of the original dataset.

Taking into account the data reduction achieved
(≈80%) the results obtained with the novel ap-
proach proposed are very satisfactory. The class
separation indicator, AUC, remains above the 90%
for the ANN and RF and above 80% for the NB, the
classifier which presents the poorest performance.
Better results would probably be achieved with the
implementation of a customized feature selection al-
gorithm for each classifier, possibly using a wrapper
or embedded technique. However, as the data re-
duction tool idealized was intended to be universal
and attachable to as much as diversified technolo-
gies as possible, the results obtained allow to con-
clude that the FCBF appears to present itself as a
extremely viable solution.
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