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Abstract 

Organizations are subject to a set of internal and external factors that may have an 

adverse effect on the achievement of their objectives. These uncertain effects are called 

risks. ISO 31000 proposes the development, implementation, and continuous 

improvement of a framework that integrates the process of managing risk with 

organizational processes and objectives. Although a large number of organizations 

have already adopted this standard and feel an improvement in how they manage and 

deal with risks, there are still many organizations that have not adopted ISO 31000 yet. 

We further identify in this work that there is a growing risk to service discontinuity 

scenarios, so we believe that it would also be essential to introduce the topic of 

business continuity through the standard ISO 22301 in this work. Thus, the primary 

objective is to model ISO 31000, reducing in this way the perceived complexity by 

facilitating the understanding and communication of this standard as well as facilitating 

the risk management process itself.  We also intend to demonstrate that the use of 

Enterprise Architecture can facilitate the comparison and integration of standards.  

To achieve this objective, an ArchiMate representation of the ISO 31000 and ISO 22301 

metamodels are proposed models that compare ISO 31000:2009 with a draft of the new 

version of the standard. As well as the use of an Enterprise Architecture tool that will 

allow promoting Governance, Business Continuity Risk and Compliance initiatives 

aligned with the unique enterprise GRC structure and behavior.   

Keywords: Risk Management, Enterprise Architecture, ArchiMate, ISO 31000, ISO 22301 
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Resumo 

 

As organizações estão sujeitas a um conjunto de fatores internos e externos que podem ter um efeito 

adverso no alcance dos seus objetivos. Esses efeitos de incerteza são chamados de riscos. A ISO 

31000 propõe o desenvolvimento, a implementação e a melhoria contínua de uma estrutura que integra 

o processo de gestão de risco com os processos e objetivos da organização. Embora um grande 

número de organizações já tenha adotado esses standards e sinta uma melhoria na forma como gerem 

e lidam com os riscos, ainda existem muitas organizações que ainda não adotaram o ISO 31000. Nós 

identificamos ainda mais neste trabalho que existe um risco crescente para os cenários de 

descontinuidade do serviço, por isso acreditamos que também seria importante introduzir o tópico de 

continuidade do negócio através do standard ISO 22301 neste trabalho. Assim, o objetivo principal é 

modelar ISO 31000, reduzindo desta forma a complexidade de percepção, facilitando a compreensão 

e comunicação deste padrão, bem como facilitando o próprio processo de gestão de riscos. Também 

pretendemos demonstrar que o uso da Enterprise Architecture pode facilitar a comparação e a 

integração de padrões. 

Para atingir esse objetivo, são apresentadas uma representação ArchiMate dos metamodelos ISO 

31000 e ISO 22301, modelos que comparam a ISO 31000: 2009 com um draft da nova versão do 

standard. Além do uso de uma ferramenta de Arquitectura Empresarial que permitirá promover 

iniciativas de Governança, Risco de Continuidade de Negócios e Conformidade, alinhadas com a 

estrutura e o comportamento GRC da empresa. 

Palavras-Chave: Gestão de Risco, Arquitectura Empresarial, ArchiMate , ISO 31000, ISO 22301 

  



vii 
 

 

  



viii 
 

 

Acknowledgments 

I would like to thank Professor Miguel Mira da Silva first of all for always being there when 

necessary, for the guidance and to keep us focused during the thesis 

I would also like to thank Rafael Almeida who always guided me during the thesis and made 

everything easier, beyond friendship during this year's thesis. 

Finally, to all my friends and my sister, mother, and father for the support they have always given 

me. 

  



ix 
 

  



x 
 

 

Table of Contents 

Abstract ................................................................................................................................................. iv 

Resumo.................................................................................................................................................. vi 

Acknowledgments .............................................................................................................................. viii 

Table of Contents .................................................................................................................................. x 

List of Figures ..................................................................................................................................... xiii 

List of Tables ....................................................................................................................................... xiv 

List of Acronyms ................................................................................................................................ xvi 

1. Introduction .................................................................................................................................. 19 

1.1. Problem definition ................................................................................................................ 20 

1.2. Solution objectives ............................................................................................................... 21 

1.3. Research methodology ........................................................................................................ 21 

1.4. Document structure ............................................................................................................. 22 

2. Related work................................................................................................................................. 24 

2.1. Risk Management ................................................................................................................ 24 

2.2. ISO 31000............................................................................................................................ 25 

2.3. Business Continuity ............................................................................................................. 27 

2.4. ISO 22301............................................................................................................................ 28 

2.5. ArchiMate............................................................................................................................. 29 

2.6. Modelling Metamodel .......................................................................................................... 30 

2.7. Enterprise Architecture ........................................................................................................ 32 

3. Proposal ........................................................................................................................................ 33 

3.1. ISO 31000 Modeling using ArchiMate ................................................................................. 33 

3.1.1. ISO 31000 Metamodel ............................................................................................ 33 

3.1.2. Principles and Guidelines ....................................................................................... 41 

3.1.3. Using an Enterprise Architecture tool to model ISO 31000 – EAMS ..................... 42 

3.2. Modeling ISO 31000:2009 and the new version of ISO 31000 ........................................... 45 

3.2.1. Comparing ISO 31000:2009 and ISO 31000:2017 metamodels using ArchiMate . 45 



xi 
 

3.2.2. Comparing ISO 31000:2009 and ISO 31000:2017 draft using ArchiMate ............. 46 

3.2.3. Using an Enterprise Architecture tool to model and compare both versions of ISO 

31000 – EAMS .................................................................................................................... 51 

3.3. ISO 22301 Modeling using ArchiMate ................................................................................. 54 

3.3.1. ISO 22301 Metamodel ............................................................................................ 54 

3.3.2. Using an Enterprise Architecture tool to model ISO 22301 – EAMS ..................... 58 

4. Demonstration.............................................................................................................................. 61 

5. Evaluation ..................................................................................................................................... 64 

6. Communication ............................................................................................................................ 71 

7. Conclusion ................................................................................................................................... 72 

7.1. Critical Analysis ................................................................................................................... 72 

7.2. Future work .......................................................................................................................... 74 

8. References .................................................................................................................................... 77 

Appendix A ........................................................................................................................................... 79 

Appendix B ........................................................................................................................................... 82 

 

  



xii 
 

  



xiii 
 

List of Figures 

 

Figure- 1 DSRM mapped to this research work (adapted from [16]).................................................... 22 

Figure 2 - Relations between Principles, Framework and Risk Management Process [1] .................. 26 

Figure 3 - PDCA model applied to BCMS processes [8] ...................................................................... 29 

Figure 4 - ISO 31000 Metamodel in ArchiMate .................................................................................... 40 

Figure 5 - ISO 31000 metamodel in EAMS .......................................................................................... 43 

Figure 6 – Principles of ISO 31000 in EAMS........................................................................................ 43 

Figure 7 – Framework Components of ISO 31000 in EAMS ................................................................ 44 

Figure 8- Risk Management Stages of ISO 31000 in EAMS ................................................................ 44 

Figure 9 – Risk Treatment sub-stages/activities ................................................................................... 44 

Figure 10- New version of ISO 31000 metamodel ............................................................................... 46 

Figure 11 – “Risk Management is tailored” versus “Customized” in ArchiMate .................................... 47 

Figure 12 – “Continual Improvement” versus “Improvement” in ArchiMate .......................................... 49 

Figure 13 - Risk Identification (2009) versus Risk Identification (2017) (Appendix B) ......................... 51 

Figure 14 - ISO 31000:2009 Principles and ISO 31000:2017 Principles: Current timeline .................. 52 

Figure 15 - ISO 31000:2009 Principles and ISO 31000:2017 Principles – Future timeline ................. 52 

Figure 16 - Framework Components ISO 31000:2009 and Framework Components ISO 31000:2017: 

Current Timeline .................................................................................................................................... 53 

Figure 17- Framework Components ISO 31000:2009 and Framework Components ISO 31000:2017: 

Future Timeline ...................................................................................................................................... 53 

Figure 18 – Risk Management Process ISO 31000:2009 and Risk Management Process ISO 

31000:2017: Current Timeline ............................................................................................................... 53 

Figure 19- Risk Management Process ISO 31000:2009 and Risk Management Process ISO 

31000:2017: Future Timeline ................................................................................................................. 54 

Figure 20 – ISO 22301 proposed metamodel ...................................................................................... 58 

Figure 21 - ISO 22301 metamodel in EAMS ........................................................................................ 59 

Figure 22 – ISO 22301 PDCA components .......................................................................................... 59 

Figure 23- ISO 22301 BCMS processes .............................................................................................. 60 

Figure 24 - Water network of Barreiro subset of risks .......................................................................... 62 



xiv 
 

Figure 25 - Pesticide type risks detailed ............................................................................................... 63 

Figure 26 - Organization goals related to pesticide type risks.............................................................. 63 

Figure 27 - Interviewee job title ............................................................................................................ 64 

Figure 28 - Years of experience ............................................................................................................ 65 

Figure 29- Interviewee knowledge of standards ................................................................................... 65 

Figure 30- Participation in processes related to risk or security management ..................................... 66 

Figure 31 – Interviewee knowledge of the ArchiMate language ........................................................... 66 

Figure 32 – Interviewee knowledge in Enterprise Architecture Area .................................................... 67 

Figure 33- Agreement with the structure of the proposed models........................................................ 68 

Figure 34 - Degree of agreement with the goal of reducing the complexity of understanding the 

standards using EA models ................................................................................................................... 69 

Figure 35- Utility of EA models to compare the two version of ISO 31000 .......................................... 70 

Figure 36- Utility of EA models to compare the two version of ISO 31000 .......................................... 70 

Figure 37 – Integrate ISO standards to enhance Organizational Resilience ....................................... 76 

 

 

List of Tables 

 

Tabela 1 - Mapping ISO 31000 concepts into ArchiMate concepts. ..................................................... 34 

Table 2 – Principle “Risk Management is tailored” versus Principle “Customized” (Appendix A) ......... 47 

Table 3- Continual Improvement of the Framework vs. Improvement (Appendix B) ............................ 48 

Table 4 - Risk Identification (2009) versus Risk Identification (2017) (Appendix B) ............................. 49 

Table 5 - Mapping ISO 22301 concepts into Archimate concepts ........................................................ 54 

 

  



xv 
 

  



xvi 
 

 

List of Acronyms 

BCMS – Business Continuity Management System 

DSR – Design Science Research  

DSRM – Design Science Research Methodology 

EA – Enterprise Architecture 

EAMS – Enterprise Architecture Management System 

ERSM - Enterprise Risk and Security Management 

KPI – Key Performance Indicator 

PDCA – Plan-Do-Check-Act 

RM – Risk Management 

RPO – Recovery Point Objective 

RTO- Recovery Time Objective 

 

  

  

  

  

  

  

  

  

  

  

  

 



xvii 
 

  



xviii 
 

 

 



19 
 

1. Introduction 

Organizations are subject to a set of internal and external factors that may have a negative effect 

on the achievement of the organization’s objectives [1]. These uncertainty effects are called risks [1]. In 

everyday language, the word “risk” is used to describe the danger and uncertainty related to the 

possibility of an adverse event [2].  

Risks can be associated with uncertainty, threats from project failures (at any phase in design, 

development, production, or sustainment life-cycles), legal liabilities, credit risk, accidents, natural 

causes and disasters, deliberate attack from an adversary, or events of uncertain or unpredictable root-

cause. For example, Coso ERM [3] addresses various types of risk sources such as Political, Economic, 

Social, Technological, Legal, Environment, Capital, People, and Processes.  ISO 31000 defines risk as 

an effect of uncertainty upon objectives. The link to business objectives allows the stakeholders to 

manage all kinds of risks and opportunities.   

 ISO 31000 proposes a framework development, implementation, and continuous 

improvement, considering the risk management process integration with the overall organization 

governance, strategy and planning, the management and reporting processes, and the policies, values 

and organization culture [1]. For all types of organizations, the implementation of this standard has 

become increasingly important over the years [4]. Organizations realized that risks could not be seen 

isolated and so, they should be integrated with other areas of the organization [1]. The problem is that 

there are still many organizations that do not use this type of standards because they do not know 

precisely how to use them and how to integrate these standards with other frameworks and standards 

[6]. According to a recent study, just 13 of the 42 prominent Finnish organizations surveyed use ISO 

31000 [5]. Moreover, nearly half of the organizations that don’t use ISO 31000 have no plans to 

implement ISO 31000 at all [5].  Besides that, organizations are facing a greater risk of services 

discontinuity scenarios, and therefore it will be important to introduce business continuity within this 

work, as business continuity is intrinsically linked to risk management [6][7]. ISO 22301 is based on the 

Plan-Do-Check-Act (PDCA) model and specifies requirements for setting up and managing an effective 

Business Continuity Management System (BCMS) [8]. 

 According to Pardo [9] organizations struggle even more with the complexity and difficulty of 

understanding and interpreting several frameworks and standards, because each framework/standard 

defines its scope, definitions, terminologies that make difficult to work in multimodal environments. 

Through this affirmation of Pardo, we can presume that it can be complex for an organization, to have, 

for example, the ISO 31000 and 22301 standards integrated with each other and integrated with specific 

domains of the architecture of the organization.  

Therefore, this work aims to reduce the perceived complexity of ISO 31000 to help organizations 

understand it and apply more effectively its main concepts. To do so, we propose to model ISO 31000 

using ArchiMate as a complement to the text description of this standard [10] [11]. Visual models depict 
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a more comprehensible representation, making information more explicit [12]. ArchiMate is the “de facto” 

standard for modeling Enterprise Architecture (EA) and was the modeling language chosen for this work 

by using ArchiMate we take advantage of the main features of EA: communication, standardization, 

reusability and process improvement [10]. 

The term “Enterprise Architecture” has recently gained remarkable attention [13]. EA modeling 

is more than analyzing and designing information systems, and it is more than drawing “bubbles and 

arrows” [14]. EA is about conceptualizing an important part of the world, as it is and as it might be [14]. 

On a high level of abstraction, an enterprise model serves three interrelated purposes: to promote 

communication and collaboration, control, and change [14]. However, the size, level of detail and 

complexity of EA models can make its analysis a hard task [13]. In fact, ArchiMate models can be 

compared to the current representation of standards, in which a set of natural language written 

document is also a broad and complex set of guidance [12]. Therefore, we also propose to reduce the 

perceived complexity of ISO 31000, not only by designing visual models but also by managing these 

models in an EA tool that will allow us to monitor all these models, instances and concepts over time. 

 

1.1. Problem definition 

Over time organizations have become increasingly complex and the increasing number of 

sophisticated hazards, such as cyber-attacks, asks for a systematic and integral approach to Enterprise 

Risk and Security Management [4]. The increasing use of information systems and information and 

communication technologies has led organizations to a progressive digital transformation of their 

business processes.  On the other hand, simplification and dematerialization have been achieved 

through the use of information technologies. The biggest dependence on technologies entails a higher 

risk facing discontinuity scenarios. The implementation of risk management practices and continuity 

plans constitutes a complex challenge for organizations that are still faced with strong budget and 

financial constraints. ISO 31000 attempts to harmonize risk management practices and tries to achieve 

the position as a global benchmark for risk management.  

Organizations have found it difficult to implement and integrate different standards due to their 

complexity and the difficulty in aligning these standards with their EA and integrate and work with more 

than one model at the same time [9]. Each model defines its reference processes, scope, objectives, 

and purposes [9]. This can be a problem when it is necessary to integrate a standard such as the ISO 

31000 and the ISO 22301 into a corporate architecture of the organization and achieve an alignment 

between the various standards and the organization's existing architecture. The harmonization of 

diverse models and fulfilling its requirements is not an easy task to follow. 

According to Jonkers (2006) “Organizations have started to realize that IT-related risks cannot 

be seen in isolation, and should be considered as an integral part of Enterprise Risk and Security 

Management (ERSM). ERSM includes methods and techniques used by organizations to manage all 

types of risks related to the achievements of their objectives”.  The use of EA is a basic principle of 
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organizational transformation and IT. Its effective use is recognized as a success factor for public and 

private organizations [15] because it provides a holistic view of the structure and design of the 

organization [4] and also enables optimized management and performance of organizations in the 

process of digitization. The adoption of an enterprise architecture management system enables the 

organization to have a better management of planning, inputs, outputs and work products that make up 

the organization EA. 

 This work aims to reduce the perceived complexity as well as facilitating the management of 

the various components of risk and business continuity based on well know standards using EA 

modeling and techniques. 

1.2. Solution objectives 

In a very brief way the primary objectives of this proposal are: 

 Reduce the perceived complexity of ISO 31000 and ISO 22301 standards using ArchiMate 

models 

 Managing these models in an EA tool, making the management and integration of these 

standards in the organization easier 

1.3. Research methodology 

In this work, we chose DSRM [16] as our approach to guide the design, development, 

demonstration, and evaluation of artifacts. These artifacts may consist of constructs, models, methods, 

and instantiations. DRSM includes six phases: Problem identification and motivation, define the 

objectives for a solution, design, and development, demonstration, evaluation, and communication. 

Figure 1 describes each of these phases in the context of this research work. 
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Figure- 1 DSRM mapped to this research work (adapted from [16]) 

This methodology is beneficial because it allows, for each iteration of the cycle, to have a greater 

degree of certainty of the solution objectives and the proposal itself. In this work were performed two 

iterations to the DSRM cycle after the feedback received by several specialists in the area, allowing 

improving the various models proposed.  

 

1.4. Document structure 

This dissertation document follows the logic of the DSRM cycle structurally as a basis for the 

ordering of the chapters: 

 Chapter 1, Introduction: In the first chapter, the work was framed, identifying the scientific 

area and the domain of application of the proposed solution. The research problem is 

identified and described, and a brief description of the scientific research methodology 

adopted, supported in DSRM. 

 Chapter 2, Related Work: In this part, we carried out a gathering of the work related to the 

areas addressed, where we analyzed how the problem was addressed. It was also identified 

the necessary tools to carry out a solution proposal. 
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 Chapter 3, Research Proposal: Here we present the research objective and the description 

of the thesis proposal, as well as the design and development of the artifacts proposed. 

 Chapter 4, Demonstration: At this stage of the dissertation we describe the work that served 

as the basis for the demonstration process of the proposal. 

 Chapter 5, Assessment: In this chapter, we explain and describe the methodology allowed 

us to construct the qualitative evaluation of the recommended solution, centered on the 

responses to interviews. 

 Chapter 6, Communication: In this chapter, we present the papers that were submitted to 

the scientific community 

 Chapter 7, Conclusion: Finally, we present the goals achieved with the research work, the 

main contributions, the lessons assimilated, the limitations established, and, finally, some 

proposals for future work  
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2. Related work 

 

2.1. Risk Management 

Risk definition is based on a probabilistic approach [17]. Bernard et al. (2002) define risk as “the 

probability of an event occurring and its impact on an entity, whether the impact is financial, 

environmental, physical or on the health and well-being of humans.” So, the risk can be measured by 

the probability and the impact of the event. When the result of this equation is a low value, because 

either the probability of the event or the impact is low, the risk is called “residual risk” [17]. A risk can be 

considered “acceptable,” that is, the level of risk that society or organizations are prepared to tolerate 

from an economic point of view. [17] 

Addressing and managing risk are major challenges for any organization and a key component 

of strategic management [18]. Risk can be associated with uncertainty and are inherent in most policy 

decisions, especially when they have long-term impacts. All decisions made by the leaders of an 

organization must take into account the inherent risks, whether they are considering launching a new 

product or service, introducing new processes and technology, acquiring another business, establish 

policies or regulations affecting management, etc. Organizations and society, in general, are thus facing 

new risks that have arisen in recent decades [19][210], namely:  

 Technological risks  

 Terrorism 

 Environment risks 

 Health threats 

 Political and Social Risks 

 Financial risks 

 

The first decade of this millennium has seen some economic crises which have been drivers for 

increased corporate governance. The globally interconnected economy calls for heightened awareness 

of the uncertainty factors related to the operational environment. As a response to these emerging 

needs, a substantial growth and development have been seen in the risk management industry. 

However, the diversity of different actors in the field of risk management has been a source of much 

confusion and ambiguity about mutual RM practices and the use of terminology [21]. 

Organizations are encouraged to adopt risk management models that take into account the 

increasing diversity and complexity of risks and incorporate these models into the organization’s 

governance [22][23][24].  
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In an attempt to harmonize the concepts of risk management, the ISO 31000 standard was 

launched in 2009. The risk management standard tries to achieve the position as a global benchmark 

for risk management practices 

 

2.2. ISO 31000 

ISO 31000 is an international standard that defines best practices on risk management [25]. 

This International Standard establishes some principles that need to be satisfied to make risk 

management effective. This International Standard recommends that organizations develop, implement 

and continuously improve a framework whose purpose is to integrate risk management into its overall 

management system [1] [17].  

ISO 31000 provides a structured framework which intends to align with the organizational goals 

and needs. This link strengthens both the relevance and the importance of risk management [18] [25]. 

To be applied to different risks and activities, the proposed approach in the standard is fundamentally 

intended to be generic and rational [15] [18]. 

Figure 2 represents the main concepts of ISO 31000, namely Principles, Framework and Risk 

Management Process and their relationship. Risk Management Framework can refer to the entity of an 

organization’s risk management system. According to ISO 31000, RM framework is a “set of 

components that provide the foundations and organizational arrangements for designing, implementing, 

monitoring, reviewing and continually improving risk management throughout the organization” [1]. Risk 

Management Process is namely a process dedicated to managing risk, namely “communicating, 

consulting, establishing the context, and identifying, analyzing, evaluating, treating, monitoring and 

reviewing risk” [1]. 

The existence of these three concepts and their relationships was one of the main factors that 

differentiate ISO 31000 from earlier standards that have been mainly focused on depicting the process 

of managing risk. Another factor was the decision to include the background organizational 

arrangements supporting the Risk Management process as an equally important component. 
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Figure 2 - Relations between Principles, Framework, and Risk Management Process [1] 

ISO 31000 is a standard with qualitative requirements, being a very generic standard. Therefore, 

ISO 31000 is not certifiable. The fundamental idea of the standard is that by using the presented 

qualitative elements, each user should tailor the risk management architecture to suit his organization’s 

needs. Being generic ISO 31000 aims to apply to “any risk, whatever its nature, whether having positive 

or negative consequences” and for “any public, private or community enterprise, association, group or 

individual” [1]. 

The creation of ISO 31000 has been strongly motivated by the fact that the Risk Management 

industry has traditionally suffered from the diversity of risk management -related terminology, which 

predictably causes challenges with communicating risk information. One of the goals of ISO 31000, in 

addition to providing a sound, contemporary Risk Management architecture applicable to any 

organization, is to harmonize the language used in the Risk Management industry and academia. [27] 

The standard began to be revised recently, and a new version of ISO 31000 will be released in 

2018. Within the scope of this work, we had access to a draft of the new version of ISO 31000. One of 

the primary objectives of this new version is to make things easier and more evident. This is achieved 

by using a simple language to express the fundamentals of risk management in a way that is coherent 

and understandable to users [28]. 

However, some changes in some of the ISO concepts were found within the scope of this work. 
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2.3. Business Continuity 

The environment in which organizations operate is very complex, with changes in innovation 

driven by increased competition and technology. This environment cannot be dissociated with the 

importance of business continuity [29]. Business continuity is a subject that involves broad concepts that 

can be applied in different scenarios, different areas, multiple sectors and require the coordination of 

multiple actors, of diverse activities, being inherent in the knowledge of the organization, technologies 

and your business processes [30] Continuity management is the process by which plans are put in place 

and managed to ensure that IT services can recover as quickly as possible and continue to operate 

during and after an incident [29][31]. 

The importance of Business Continuity Management (BCM) has different perspectives 

depending on the stakeholders of the organization. The interruption of the business has a negative 

impact on the interests of these actors of the organizational system, where each one is part of an 

operating chain [29] Legal and compliance issues are important in situations of incidents, breakdowns 

in security of information and service providers that may lead to contractual and deadlines, cost and 

customer dissatisfaction. To the limit, such consequences can lead the organization and its managers 

to prosecution [32]. For these hypothetical but probable scenarios, it is appropriate for the organization 

to develop a BC process management plan that protects the supply chain and value chain [32]. The 

demonstration of the use of good practices recommended by a recognized benchmark in the community 

will, in itself, be a factor of credibility and validity of the process, and mitigating a possible legal process 

[32].  

 BC planning ensures that business processes can continue to function in the event of an 

incident [31]. An inadequate contingency plan poses a risk to the business and to the organization that 

is not prepared to respond to a disruptive event that results in losses [31]. Their absence constitutes a 

gap in IS governance and a breach of security. Such interruptions may arise from, for example, hardware 

or software failures, power outages or equipment cooling problems, human resource errors, external 

attacks, or other natural events with catastrophic consequences. The BCM seeks to mitigate the impact 

of these events, creating the necessary conditions for the organization to react appropriately to them 

[33]. Also, it is necessary to evaluate the risks and costs that arise from a service stoppage and what its 

impact on the business is, to allow an adequate dimensioning of the resources. At the same time, it is 

necessary to invest in redundant infrastructures to bridge failure points in the business process support 

systems, to ensure that, at the end of the shortest possible time, the replacement of equipment and 

services occurs. The definition of this time is attributed to a characteristic of the dimension of continuity 

that identifies the period for replacement of affected systems and agreed upon among the interested 

parties [34].  

It is clear that to plan and implement the continuity management process, in an organization, 

diverse resources are needed. This is an obstacle to organizations, especially at a time when they are 

struggling with financial problems as well as staff shortages. In this sense, it is important for 

organizations to adopt a top-down transformation perspective, combining them with a bottom-up 
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approach the networking of stakeholders and the integration of internal know-how. Allied to processes 

and technology, proper management of people is one of the components for organizational success and 

continuity, where involvement, their training, and continuous improvement should be a priority. Factors 

such as motivation, delegation, priority setting, among others, should be central to leading people and 

businesses so that relationships that enhance good communication. 

 Business Continuity planning ensures that business processes keep running after an incident 

event [31]. An inappropriate contingency plan represents a risk to the business and to the organization 

that is not prepared to respond to a disruptive event that results in losses [32]. The BCM seeks to 

mitigate the impact of these events, creating the necessary conditions for the organizations to respond 

appropriately to them [33]. Also, the risks and costs arising from a service stoppage and what their 

impact on the business should be considered. 

The definition of this time is attributed to a characteristic variable of the continuity that identifies 

the period for replacement of affected systems and agreed between interested parties [34]. 

Recovery Point Objective (RPO) and Recovery Time Objective (RTO) are two of the most 

important parameters of a disaster recovery or data protection plan: 

 RTO - Recovery Time Objective is the length of time and the level of service within of which a 

business process must be reset after a disaster has occurred, to avoid unacceptable 

consequences associated with a break in the continuity of implementation [34]. 

 RPO - Recovery Point Objective describes the time interval that must pass after a disruption 

before the amount of data lost during that exceed the limit set in the BCP [34]. 

Continuity planning provides a set of intrinsic values, in which some of them are intangible, such as the 

following: 

 Greater resilience to disruptive events; 

 Proactivity in reducing and mitigating business risks; 

 Alignment with legal and regulatory requirements; 

 Organizational credibility; 

 Better services; 

 Trust relationships with all stakeholders; 

 

2.4. ISO 22301 

ISO 22301:2012 Standard (Societal Security - Business Continuity Management Systems -

Requirements) was launched in May 2012 to replace the British Standard BS 25999-2:2007. This 
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standard specifies requirements for setting up and managing an effective Business Continuity 

Management System (BCMS) [8]. 

This standard is based on the Plan-Do-Check-Act (PDCA) model, specifying requirements for 

planning, establishing, executing, operating, monitor, maintain, and continuously improve a business 

continuity management system that is documented to protect against, reduce the probability of 

occurrence, prepare, respond and recover from incidents [8]. 

 

Figure 3 - PDCA model applied to BCMS processes [8] 

The requirements specified in ISO 22301 are generic and are intended to apply to all types of 

organizations regardless of its type, size or nature. The extent to which these requirements are applied 

depends on the environment of the organization and its complexity [8]. 

In summary, business continuity and the use of good practices in this area contribute to a more 

resilient society. The use of this standard contributes to identify and manage the affected community, 

the impact of the organization’s environment on the organization and other organizations that may need 

to be involved in the recovery process.   

2.5. ArchiMate 

The purpose of ArchiMate is to provide a descriptive language for EA. This language consists of a 

metamodel describing the various concepts and relationships, as well as a standard notation for them 

[35].  
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ArchiMate is a language in which the service concept plays a central role. The objective of the 

ArchiMate language is to provide well-defined relationships between concepts in different architectures, 

the detailed modeling of which may be done using other, standard or proprietary modeling languages. 

Concepts in the ArchiMate language cover the business, application, and technology layers of an 

enterprise and provide an extended layer that represents the motivation. Services offered by one layer 

to another play an important role in relating the layers [36].  

Moreover, ArchiMate is a formal visual design language, supports different viewpoints for selected 

stakeholders, and is flexible enough to be easily extended [37]. 

Lankhorst enumerates several languages for modeling IT and business such as IDEF, BPMN, ARIS, 

and UML. However, Lankhorst also identifies common issues among them all, like poorly defined 

relations between domains, models not integrated, weak formal basis and lack of clearly defined 

semantics, and most of them miss the overall architecture vision being confined to either business or 

application and technology domains [38].  

In turn, ArchiMate provides a uniform representation for diagrams that describe EAs and offers an 

architectural approach that describes and visualizes the different architecture domains and their 

underlying relations and dependencies [37]. In this work, we will use ArchiMate 3.0, the latest version of 

the language. 

2.6. Modelling Metamodel 

According to Lehman “any program is a model of a model within a theory of an abstraction of 

some portion of the world or some universe of discourse” [39]. An Enterprise model comprises 

conceptual models of software systems that are integrated with conceptual models of action systems 

[14] [40]. These models serve three basic interrelated purposes: to promote communication and 

collaboration, control, and change [14]. Metamodel can be seen as “a model of a model” which has a 

higher level of abstraction [39]. 

 It is important to note that when we talk about metamodels, the instances of our model are 

models and the real world or the universe of discourse [39]. The term “metaization principle” arises from 

this idea [39]. This means that for a given real-world instance, it is associated with a model and further 

to a metamodel, consequently we have three different levels of abstraction, and the application of 

abstraction mechanisms takes a systematic look at how these hierarchies are constructed, in other 

words, it is an operation that can repeatedly be applied [39].   

When modeling a metamodel, to achieve the previously mentioned purposes, it is very important 

to follow a set of principles and guidelines. Schutte and Rotthowe (1998) proposed a set of principles to 

evaluate information models [41]. We applied these principles for the proposed metamodel. The 

principles can be defined as follows: 
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Principle of Construction Adequacy: This principle represents criteria for the evaluation of 

the problem representation in the model. This means that the construction of the model should be 

adequate to the problem and purpose and requires consensus regarding the represented problem and 

the type of construction [39] [41]. 

Principle of Language Adequacy: This principle is focused on the interrelation between the 

model and the language used. The modeling language should fit the purpose of the model [39] [41]. 

Principle of the economic efficiency: The principle of the economic efficiency refers to 

economic restrictions formulated within the information modeling processes [39][41].  

Principle of Clarity: This principle means that a model should be understandable and explicit 

[41]. All concepts and relationships of the model must make sense and be explicitly identified. 

Principle of Systemic Design: The principle of Systemic Design refers to a well-accepted 

differentiation between diverse model views [41]. The different model views should be consistent. 

Principle of Comparability: This principle aims to compare two or more models based on their 

semantic similarity [41]. Goeken and Alter (2009) argue that “comparability is one of the major principles 

in a metamodel environment” because metamodels have high abstraction levels and are often used to 

be compared [39]. 

These principles are suitable for any model and therefore suitable for the metamodels. However, 

Goeken and Alter (2009) propose guidelines that extended these principles when dealing with 

metamodels, since these principles focus more on the comparison of models with the reality, while 

metamodels have a higher level of abstraction [39]. These guidelines are presented below: 

 

Guideline 1- A metamodel reveals its principles of “metaization”: The principle of “metaization” 

defines the primary abstraction for structuring the objects of the lower level [39]. This means that for a 

given real-world instance, it is associated with a model and further to a metamodel, which means we 

have three different level of abstraction and the application of abstraction mechanisms takes a 
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systematic look at how these hierarchies are constructed, in other words, it is an operation that can 

repeatedly be applied [39].  

Guideline 2 - A metamodel has an unambiguous mapping between the universe of discourse 

and the words and symbols which name and describe it: The metamodel should have a clear map 

between a concept and its meaning [39]. Within the scope of this work, for example, we are modeling 

the ISO 31000 standard, and this standard has many concepts that can have the same name in other 

standards or frameworks but different meanings. Therefore, it is important that every concept name and 

meaning be clearly identified. 

Guideline 3 - A metamodel has semantically rich connections: Due to the level of abstraction 

existing in the metamodels, it is imperative that the connections that exist between two concepts be as 

strong and descriptive as possible [39]. 

 

2.7. Enterprise Architecture  

Lankhorst [F] defines EA as "a coherent whole of principles, methods, and models that are used in 

the design and realization of an enterprise’s organizational structure, business processes, information 

systems, and infrastructure." EA captures the essentials of the business, IT and its evolution. 

Furthermore, EA offers a holistic perspective of the current and future operations, and on the actions 

that should be taken to achieve the enterprise goals, thus facilitating the translation from corporate 

strategy to daily operations.  

Authors recognize the relevance of models for the representation of the essence of an EA in an 

unambiguous form [42]. A model is an abstract and unambiguous conception of a domain, built to fulfill 

a purpose and meant to answer questions [42]. It is rarely the case in which a stakeholder has interest 

in the full scope and detail of models representing EA. As such, views over such models are required to 

address specific stakeholder concerns. A view is specified using a viewpoint, which in turn prescribes 

the conventions for constructing and using a view. A viewpoint must contain the necessary concepts and 

relations to address the specific concerns [42]. 

Thus, the use of EA tools is very important to align models in the organization’s business architecture. 

This work uses an EA tool called Enterprise Architecture Management System (EAMS). This tool is 

compatible with ArchiMate language and has a set of features that are interesting for the organization.  
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3. Proposal 

3.1. ISO 31000 Modeling using ArchiMate 

ISO 31000 is a recognized worldwide reference in the area of risk management. Organizations 

realized that risks cannot be seen in isolation, and should be integrated with other areas of the 

organization [1]. The problem is that there are still many organizations that do not use this type of 

standards because they do not know exactly how to use them and how to integrate these practices with 

other frameworks and standards [43]. We claim that the best way to solve these problems and facilitate 

the understanding of this standard, to align it with the objectives of an organization, is to develop a 

metamodel that allows a more effective use and understanding of all the concepts of the standard and 

their relations in an organization. As an evolution of the current textual representation of ISO 31000, 

visual models can illustrate a more comprehensible representation, making knowledge and information 

more explicit. Also, far more important, if an organization has already adopted Enterprise Architectures, 

the advantages of this modelling exercise are bigger than if they have not adopted EA because an 

organization can compare in an easy way how their processes are aligned with the ISO standards (or 

frameworks) that they implement, which means that organizations can easily understand where they 

are. 

We start this section by proposing a metamodel for ISO 31000 using ArchiMate. In this 

metamodel all concepts were taken from the following document “ISO31000:2009 Risk Management – 

Principles and Guidelines” [39]. Then, we validate the metamodel with the principles and guidelines 

proposed by Goeken and Alter [39].  Finally, the proposed model is used and instantiated in an EA 

management tool, called EAMS. 

 

3.1.1. ISO 31000 Metamodel 

Before designing a metamodel for ISO 31000 using ArchiMate, we first mapped ISO 31000 

concepts with ArchiMate concepts, as shown in Table 1.  
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Tabela 1 - Mapping ISO 31000 concepts into ArchiMate concepts. 

ISO 31000 

Concept 

ISO 31000 

Concept 

Description 

ArchiMate 

Concept 

Archimate concept 

Description 

ArchiMate 

Representation 

Framework 

Set of 
components that 

provide the 
foundations and 
organizational 
arrangements 
for designing, 
implementing, 

monitoring, 

reviewing and 

continually 

improving risk 

management 

throughout the 

organization 

Business 
Process 

 

A business 

process represents a 

sequence of business 

behaviors that achieve 

a specific outcome 

such as a defined set 

of products or business 

services. 

 

Framework 

Components 

Designing, 
implementing, 

monitoring, 
reviewing and 

continually 
improving risk 
management 
components 

Risk 

Management 

Process 

Systematic 
application of 
management 

policies, 
procedures, and 
practices to the 

activities of 
communicating, 

consulting, 

establishing the 

context, and 

identifying, 

analyzing, 

evaluating, 

treating, 

monitoring and 

reviewing the 

risk 

Risk 

Management 

Stage 

Communicating, 
consulting, 

establishing the 
context, and 
identifying, 
analyzing, 
evaluating, 
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treating, 
monitoring and 

review risk 
phases 

Activities for 

the 

Framework 

Components 

Set of activities 
which are 
related to 
framework 

components 

Activities for 

the Risk 

Management 

Stage 

Set of activities 
which are 

related to risk 
management 

stage 

 

Organization 

 
Person or group 

of people that 
has its functions 

with 
responsibilities, 
authorities, and 
relationships to 

achieve its 
objectives 

 
 

 
Business Actor 

 

A business entity that 

is capable of 

performing behavior 

 

 

 

 

 

 

 

Top 

Management 

Person or group 
of people who 

directs and 
controls an 

organization at 
the highest 

level. Has the 
power to 
delegate 

authority and 
provide 

resources within 
the organization 

Risk Source 

Element which 

alone or in 
combination has 

the intrinsic 
potential to give 

rise to risk 

 

 

 

Risk can come 

from every layer 

of the 

ArchiMate, and 

we can assume 

that all elements 

Business Actor 

A business entity that 

is capable of 

performing behavior 
 

Business 

Service 

A business 

service represents an 

explicitly defined 

exposed business 

behavior 
 

Contract 

A business 

object represents a 

concept used within a  
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can be a source 

of risk. To 

simplify, we only 

select the most 

relevant 

particular business 

domain 

Technological 

Service 

A technology 

service represents an 

explicitly defined 

exposed technology 

behavior 
 

Facility 

A facility represents a 

physical structure or 

environment 
 

Distribution 

Network 

A distribution 

network represents a 

physical network used 

to transport materials 

or energy 
 

Application 

Service 

An application 

service represents an 

explicitly defined 

exposed application 

behavior 
 

Driver 

A driver represents an 

external or internal 

condition that 

motivates an 

organization to define 

its goals and 

implement the 

changes necessary to 

achieve them 

 

Resources 

A resource represents 

an asset owned or 

controlled by an 

individual or 

organization 
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Course of 

Action 

A course of action is 

an approach or plan 

for configuring some 

capabilities and 

resources of the 

enterprise, undertaken 

to achieve a goal 

 

Risk Owner 

Person or entity 
with the 

accountability 
and authority to 
manage a risk 

 

Business Role 

 

The responsibility for 

performing a specific 

behavior, to which an 

actor can be assigned, 

or the part an actor 

plays in a particular 

action or event. 

 

Event 

Occurrence or 
change of a 

particular set of 
circumstances 

 

Business 

Event 

It is a business 

behavior element that 

denotes an 

organizational state 

change. It may 

originate from and be 

resolved inside or 

outside the 

organization. 

 

Technological 

Event 

 

 

 

A technology event is a 

technology behavior 

element that denotes a 

state change  

Application 

Event 

 

 

An application event is 

an application behavior 

element that denotes a 

state change  

Implementation 

Event 

An implementation 

event is a behavior 

element that denotes a 

state change related to  



38 
 

implementation or 

migration 

 

 

Outcomes 

Set of 
information 

produced during 
the framework 

component 
processes and 

risk 
management 

stage processes 

 

 

 

Outcome 

 

 

An outcome represents 

an end result that has 

been achieved. 

 

 

 

Consequence 
Outcome of an 
event affecting 

objectives 

Principle 

ISO 31000 
Principles 

 

Principle 

 

A principle represents 

a qualitative statement 

of intent that should be 

met by the 

architecture. 

 

Goal 

Organizational 
goals and 
objectives 

 Goal 

 

A high-level statement 

of intent, direction, or 

desired end state for 

an organization and its 

stakeholders. 

 
Control 

Objective 

Adequacy and 
objective of the 

control 

 

Control 

Measure 

Measure that is 
modifying risk 

 

Requirement 

 

 
A statement of need 
that must be met by 

the architecture. 

 
 

Risk 

Effect of 
uncertainty on 

objectives 

 

Assessment 

 

An 

assessment represents 

the result of an 

analysis of the state of 

affairs of the enterprise 

with respect to some 

driver. 

 

KPIs 

Risk 
Management 
Performance 

Measures 

 

Attributes 

Represents a 
high level 

of performance 

in managing risk 
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Likelihood 
chance of 
something 
happening 

Key Driver 

Leading factors 
affecting 

performance 
and goals for an 

organization 

 

Driver 

 

 

A driver represents an 

external or internal 

condition that 

motivates an 

organization to define 

its goals and 

implement the 

changes necessary to 

achieve them. 

 

 

 

Stakeholder 

Needs 

Organization 
internal and 

external needs 

 

Stakeholder 

Organizational 
internal and 

external 
stakeholders 

 

Stakeholder 

 

A stakeholder is the 

role of an individual, 

team, or organization 

(or classes thereof) 

that represents their 

interests in the 

outcome of the 

architecture. 
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Figure 4 - ISO 31000 Metamodel in ArchiMate 

 

The metamodel presented in Figure 4 contains all the relevant concepts presented in 

“ISO31000:2009 - Guidelines and Principles” [1]. The main concepts of this standard and which are the 

basis of this metamodel are Principles, Framework, and Risk Management Process [1]. The framework 

realizes a set of specific principles inherent to the standard and implements the Risk Management 

Process, which is the process that deals with the risk. The organization can choose when it reaches the 

risk management stage - "Treatment," and whether or not to use some control measure for risk 

treatment. The metamodel supports this option. The framework has a set of KPIs and attributes to 

evaluate the entire risk management performance, and thus make improvements in the risk 

management process. It is crucial that both the framework and the Risk Management Process be 

aligned with the scope and objectives of the modeled organization [1]. 

We compared this model with other risk-related ArchiMate models in the literature to improve 

the quality and credibility of the proposal. The concept of risk does not exist explicitly in ArchiMate, and 

this may be one limitation of using ArchiMate as our modeling language. Eric Grandy [44] and Jonkers 

[45] map the risk concept as an assessment in ArchiMate because they see risk as a quantification of a 

threat and so this approach has followed in this work. Control Objective defines the goals of a given 

control, and so are mapped to goals. As is known from the standard and can be observed through the 

metamodel (Figure 4). The framework that implements the risk management process and the risk 
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management process are a set of phases. Each phase is composed of a set of activities, so all of these 

components were mapped as a process in ArchiMate.  

It is important to state that some concepts from ISO 31000 can map to more than one ArchiMate 

elements. Control measures are specified by a security requirement and implemented to comply it. From 

another perspective, a control measure can also be seen as a constraint that prevents the realization of 

goals. This concept was mapped with the concept of requirement and constraint of ArchiMate [46][47].  

As mentioned in the introduction, risks may have different types of source depending on the context of 

each organization. Risk can be mapped to every layer of the Archimate: Business, Technological, 

Application, Strategy, and Motivational.  To simplify, we only select the most relevant and wider elements. 

3.1.2. Principles and Guidelines 

In this section the principles by Schutte and Rotthowe [42] and the guidelines proposed by 

Goeken and Alter [40] are applied to the metamodel: 

(1)  Principle of Construction Adequacy  

To fulfill this principle, one has to ensure that the metamodel is adequate to the problem and 

purpose and to achieve consensus regarding the represented problem and the type of construction [40]. 

The proposed metamodel was used to represent and clarify all the components present in ISO 31000.   

In that way, the consensus is reached in since all the concepts represented in the metamodel are 

concepts of this standard and can be identified. The concepts of this standard are, for the most part, 

concepts that have a high level of abstraction and can be applied to any organization. For that reason, 

we use conceptual metamodels as the type of construction.  

(2) Principle of Language Adequacy  

This principle is based on choosing a modeling language that fits the purpose of the model [40]. 

ArchiMate was the selected language for modeling the metamodel. The purpose of ArchiMate is to 

provide a descriptive language for EA [47]. ArchiMate provides a uniform representation for diagrams 

that describe EAs and offers an architectural approach that describes and visualizes the different 

architecture domains and their underlying relations and dependencies [48].  

(3)  Principle of the economic efficiency  

According to Goeken and Alter [40] this principle “formulates the economic restrictions every 

activity is exposed to.” Goeken and Alter [40] argue that “there is no need for changes or extensions in 

a metamodelling approach.”  

    (4) and (5) Principles of Clarity and Systemic Design  

To follow these guiding principles ( 4 and 5) is important that the proposed model be clear and 

contains all the components of the standard [40]. To achieve these principles, the metamodel 
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represented in Figure 4 contains all the relevant elements of ISO 31000. The definitions of these 

components, as well as their mapping to the ArchiMate language, are represented in table 1.  

   (6) Principle of comparability  

Goeken and Alter [40] argue that “comparability is one of the major principles in a metamodel 

environment.” That is because metamodels are conceptual models with high abstraction levels and are 

often used to be compared with other models. A good example of how this metamodel can be used is 

for example to analyze the differences between the current version of ISO 31000 (“ISO 31000: 2009”) 

and the future version of this standard planned to be published in 2018.  

 Guideline 1- A metamodel reveals its principles of “metaization”: The principle of 

“metaization” defines the primary abstraction for structuring the objects of the lower level [40]. Our 

metamodel is highly abstract and where concrete concepts of the universe of discourse can 

repeatedly be instantiated for the metamodel, verifying the use of this principle.  

 Guideline 2 - A metamodel has an unambiguous mapping between the universe of discourse 

and the words and symbols that describe it because it uses ISO 31000 notion. The stakeholders of 

ISO31000 can identify and understand the concepts used in the metamodel. 

 Guideline 3 - A metamodel has semantically rich connections: The relations used in the 

metamodel are not limited to simple relations and try as clearly as possible to represent the relations 

of the universe of discourse. 

3.1.3. Using an Enterprise Architecture tool to model ISO 31000 – 

EAMS 

In addition to the proposed metamodel of ISO 31000, this work proposes the use of EA tools 

that can align the architecture of an organization with ISO 31000. Within the enterprise environment, 

enterprise architects use ArchiMate and other similar languages to document and communicate the 

organization state, which supports model-based analysis, diagnosis, optimization and decision-making 

[48]. The problem is that tools based on ArchiMate are focused more on the visualization and 

modeling aspects than in the analysis of the resulting model [48].  For this purpose, we use an EA 

tool, called EAMS, which instantiates the model created in ArchiMate, so that can be utilized by the 

organization on a daily basis, and can create the analysis of the ArchiMate model. Any goal that is 

implemented in the EA tool of a certain organization can be directly linked to this whole metamodel, 

and this will allow us to see if the organizations whether or not study and monitor the risks of failure to 

fulfill the goals it proposes. In this work, it will be demonstrated how to implement and manage ISO 

31000 in an organization through this EA tool, first incorporating the generic concepts of the standard 

and then in demonstration section will be detailed in specific to a real case. First, it is necessary to 

have a metamodel that functions as a conceptual basis. This metamodel is the same as the ArchiMate 

metamodel proposed, in Figure 4. Figure 5 represents a blueprint of the metamodel, generated 

automatically by EAMS. 
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Figure 5 - ISO 31000 metamodel in EAMS 

EAMS is a highly configurable tool, in which it is possible to create and edit instances of all 

concepts that have been stored in the EAMS database. With these instances, one can create model 

views that are highly configurable, and it is also possible to represent the most diverse views, and even 

it is possible to verify changes over time of instances and models. These views can have a generic or 

hierarchical aspect, and it is also feasible to configure these model views to be able to navigate between 

them.  

Once a metamodel is created, it is necessary to populate all the generic concepts of ISO 31000, 

namely: principles, framework components, risk management process stages and all the sub-activities 

of the framework and risk management process.  

Figure 6 shows the principles of ISO 31000. The framework that implements the risk 

management should follow these principles. 

 

Figure 6 – Principles of ISO 31000 in EAMS 

The framework that implements the risk management process contains a set of components 

and sub-components, one can configure EAMS to list all components and sub-components of the 

framework as represented in Figure 7. 
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Figure 7 – Framework Components of ISO 31000 in EAMS 

Similarly, one may also list all stages and sub-stages of the risk management process as shown 

in Figure 8. 

 

Figure 8- Risk Management Stages of ISO 31000 in EAMS 

Then, this solution also provides views to represent the sub-stages and activities of a given 

stage. Figure 9 shows what happens in this configuration if one click on the stage "Risk Treatment." A 

list of sub-stages and activities appear, in this case, a sub-stage "General" (in which one can click to list 

their activities) and two activities: “Preparing and Implementing risk treatment plans” and “Selection of 

risk treatment options.” 

 

Figure 9 – Risk Treatment sub-stages/activities 
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More specific views of the risk management process will be shown later with a demonstration 

with real data. 

3.2. Modeling ISO 31000:2009 and the new version of ISO 

31000 

As it was said before, several gaps have been identified about how organizations understand 

and use this standard [44]. Also, a new version of the standard will soon be officially launched, and 

organizations that use the standard may find difficult to understand what they need to do to upgrade by 

the new version of the standard [49]. 

We claim that the best way to solve these problems, facilitate the understanding of this standard 

as well the understanding on how to upgrade to the new version, and how to align it with the objectives 

of an organization, is developing models that allows a more effective use and understanding of all the 

concepts of the standard in both versions, their differences and their relations in an organization.  

In addition, far more important, if an organization has already adopted the Enterprise 

Architecture discipline, the advantages of this modelling exercise are higher since an organization can 

compare in an easy way how their management systems, processes, and practices align with the 

different Frameworks and ISO standards used, which means that organizations can easily understand 

where they stand. 

This section proposes a metamodel for each version of ISO 31000 using ArchiMate, validating 

both metamodels with the principles and guidelines proposed by Goeken and Alter (2009) [40]. Then 

present modeled views in ArchiMate to compare both versions. Finally, we propose the use of an EA 

Tool with the appropriate models that can facilitate the identification of differences and the 

implementation of the standard in an organization. 

 

3.2.1. Comparing ISO 31000:2009 and ISO 31000:2017 metamodels 

using ArchiMate 

 

The metamodel represented in this figure 10 has a very similar logic to the ISO 31000:2009 

metamodel proposed in figure 4, and all its main concepts were already incorporated in the old version. 

Therefore, at the metamodel level, we did not find many differences, which would be expected, because 

the idea of having an organization, Principles, a Process of Risk Management and a Framework that 

manages this process did not change. The only metamodel differences identified that we identified were 

the disappearing of the concept of Framework attributes and an explicit and direct link between 

Principles and Risk management process. 
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Figure 10- New version of ISO 31000 metamodel 

 

3.2.2. Comparing ISO 31000:2009 and ISO 31000:2017 draft using 

ArchiMate 

After analyzing the metamodels, we conclude that at the metamodel level there are not many 

significant changes[1][49]. Therefore, it is necessary to go down to the level of the main components of 

the standard, namely Principles, and the Risk Management Process and analyze the differences 

between them using ArchiMate models. For this purpose, all textual descriptions of the two ISO 31000 

versions were analyzed. This analysis constitutes the base that supports the models that we will present 

next. This analysis includes an analysis of Principles on both versions, which can be found in Appendix 

A, and an analysis of the Framework Components activities and the Risk Management Process of both 

versions of Appendix B.  

Starting with the Principles, it is clear that there is a change in all Principle names and a 

reduction in the number of Principles. Although there are fewer Principles, it is possible to map the old 

Principles with the new Principles, and there are cases where Principles merge. This mapping is shown 

in Appendix A. regarding the Principles description and their content there are small changes that can 

be observed in 5 of the new Principles: Integrated, Customized, Best Available Information, Human and 

Cultural Factors and Continual Improvement.  

We will use the Principle “Customized (ISO 31000:2017)” as an example of how ArchiMate 

modeling techniques can be used to facilitate the understanding of these differences. This Principle is 
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an evolution of the Principle "Risk Management is tailored" of ISO 31000:2009. Table two contains these 

two principles and the associated descriptions taken from the Appendix A. 

 

Table 2 – Principle “Risk Management is tailored” versus Principle “Customized” (Appendix A) 

Risk management is tailored (g) (ISO 

31000:2009) 

Risk management is aligned with the 

organization's external and internal context 

and risk profile  

Customized (d) (ISO 31000:2017) 

 

The risk management framework and 

processes should be customized to the 

organization's external and internal context 

and related to its objectives. 

 

Through these descriptions, it is possible to create a simple model in ArchiMate that represents 

all the concepts associated with these Principles and their connection. This model is shown in figure 11. 

 

 

Figure 11 – “Risk Management is tailored” versus “Customized” in ArchiMate 

In this model, it is possible to identify the different concepts of the Principle in both versions. 

While the 2009 Principle only states that the risk management process has to be aligned with the internal 

and external context, the 2017 Principle adds that both the risk management process and the 

Framework that manages this process should be aligned with the internal and external Context. In 

addition to this difference, another interesting difference emerges: the 2009 Principle state that the risk 

management process should be aligned with the concept of risk profile, which is based on a description 

of various risks, while the 2017 Principle states that Risk Management Process and Framework should 

be related to objectives. 

We present another example, using the "Improvement" Framework process. The activities 

description of this process is shown in table 3, taken from Appendix B. 
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Table 3- Continual Improvement of the Framework vs. Improvement (Appendix B) 

4.6-Continual improvement of the 

framework 

5.6.Improvement 

-decisions should be made on how the risk 

management framework, policy, and plan can 

be improved 

5.6.1. Adapting 

-continually monitor and adapt the risk 

management framework to address internal 

and external changes to the organization 

5.6.2. Continually improving 

-relevant gaps or improvement opportunities 

are identified 

-the organization should develop plans and 

tasks and assign them to those accountable 

for implementation 

 

It is easy to identify several differences regarding how processes are organized. In ISO 31000: 

2017 the process of improvement is sub-divided into several sub-processes. However, this does not 

mean that the content is different. Analyzing the activities of the processes in the two versions, it is 

possible to draw the model represented in figure 12. 
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Figure 12 – “Continual Improvement” versus “Improvement” in ArchiMate 

In this model, it is easy to see some differences between the two processes. The concept of 

policy is not referenced in this process in the new version. In the new version, this process is responsible 

for identifying gaps and opportunities, concepts not referenced in the previous version. Also, the 

designation of persons to carry out tasks that make it possible to achieve this process. Finally, the 

relationships between concepts also gain a clearer definition, for example instead of "improve 

Framework" it was changed to “continually monitor and adapt Framework.” 

Two examples of Risk Management Process components are now presented. Starting with the 

risk identification, table 4 represents the activities in the process in each version of Appendix B. 

 

Table 4 - Risk Identification (2009) versus Risk Identification (2017) (Appendix B) 

5.4.2 Risk identification (2009) 6.4.2. Risk identification (2017) 

- Identify sources of risk, areas of impacts, 

events (including changes in circumstances) 

and their causes and their potential 

consequences. 

- Identify tangible and intangible sources of 

risk 

- Identify the risks associated with not 

pursuing an opportunity 

- Identify causes and events 
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- Examination of the knock-on effects of 

particular consequences, including cascade 

and cumulative effects 

- Identify threats and opportunities 

- Apply risk identification tools and techniques 

that are suited to its objectives and 

capabilities, and to the risks faced 

- Identify vulnerabilities and capabilities 

 
- Identify changes to the internal and external 

context  

 
- Identify nature and value of assets and 

organizational resources  

 
- Identify criticality and consequences  

 
- Identify limitations of knowledge and 

reliability of information  

 
- Identify timeframes and time influences  

 
- Identify bias, assumptions, and beliefs of 

those involved 

 

 Analyzing the activities of both versions and following the previous logic, the drawn 

ArchiMate model is presented in figure 13. 
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Figure 13 - Risk Identification (2009) versus Risk Identification (2017) (Appendix B) 

 

It is clear that the new ISO 31000 version introduces new concepts into this process, makes a 

clear distinction between tangible and intangible risk sources and introduces several new concepts more 

explicitly, that help identify risk, namely: Capabilities, Knowledge, Assets, Resources, Time Influence 

and Internal and External Context. 

 

3.2.3. Using an Enterprise Architecture tool to model and compare 

both versions of ISO 31000 – EAMS 

 

As seen in the previous section regarding metamodel we did not find many differences between 

both versions of the standard. As such we will use the metamodel already loaded in the tool with ISO 

31000: 2009 as shown in figure 5. 

From this metamodel, it is possible to create instances of any metamodel, define properties and 

relationships between instances, such as aggregations and associations, and define a timeline, for 

instance, something quite important for the context of this thesis. In these instances, the architect can 

configure diverse views that may be useful for the organization. Figures 14 and 15 represent views on 

the Principles of the two ISO 31000 versions. Figure 14 represents the current timeline, that is, at a time 

when the most recent version is not yet officially released. Figure 8 represents the future timeline. The 

Principles represented in figure 14 with grey shading are considered new or suffered significant changes 

in relation with the related old Principles The red shades present in figure 8 represent Principles that 
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have been replaced by new Principles since they underwent significant changes. It should be noted that 

if the Principle name changes, that is not taken into account. Only if the content changes, the Principle 

classified. For example, the pair “Risk Management Creates and Protects Value” and “Value Creation 

and Protection” is considered equivalent since its contents do not undergo significant changes, just the 

name has been changed. 

 

 

Figure 14 - ISO 31000:2009 Principles and ISO 31000:2017 Principles: Current timeline 

 

 

 

Figure 15 - ISO 31000:2009 Principles and ISO 31000:2017 Principles – Future timeline 

 

The same was made for the instances that represent components of the Framework. Figure 16 

and 17 represents the current and the future timeline of Framework Components respectively. It is 

possible to notice that few components did not undergo changes considered relevant at the content 

level. 
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Figure 16 - Framework Components ISO 31000:2009 and Framework Components ISO 31000:2017: 

Current Timeline 

 

 

Figure 17- Framework Components ISO 31000:2009 and Framework Components ISO 31000:2017: 

Future Timeline 

 

Figure 18 and 19 represent the same logic used for the stages of the Risk Management Process. 

In this process were found minor changes, and in the majority of the cases not very significant in most 

of the stages. However, changes were found in some important processes, such as risk identification, 

which is detailed in figure 13. Note that this stage despite not changing its name is considered as a new 

stage. 

 

 

Figure 18 – Risk Management Process ISO 31000:2009 and Risk Management Process ISO 

31000:2017: Current Timeline 
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Figure 19- Risk Management Process ISO 31000:2009 and Risk Management Process ISO 

31000:2017: Future Timeline 

 

3.3. ISO 22301 Modeling using ArchiMate 

Despite the main focus of this work is the risk management modeling and in particular ISO 31000, we 

believe that business continuity based on ISO 22301 cannot be dissociated from risk management and 

because it is a standard widely used by organizations and certificate. We think it would also be important 

to use the same modeling techniques used in previous sections applied to business continuity, as well 

as an idea of possible integration between the two standards using the business architecture for this 

purpose. Multiple standards could be associated with ISO 31000, and so, it would be very interesting 

for future work to integrate multiple standards with risk management as the basis. 

We start this section by proposing a metamodel for ISO 22301 using ArchiMate. In this 

metamodel all concepts were taken from the following document “ISO22301:2012 Business continuity 

management systems– Requirements” [1]. The metamodel principles and guidelines proposed by 

Goeken and Alter (2009) [16] were followed as in the previous artifacts. The justification for each 

principle and guideline is identical, so we have decided not to include the validation of these principles 

and guidelines in this section. The proposed model of the standard ISO 22301 was as well used and 

instantiated in an EA management tool. 

3.3.1. ISO 22301 Metamodel 

Before designing a metamodel for ISO 22301 using ArchiMate, we first mapped ISO 22301 

concepts with ArchiMate concepts as done for ISO 31000, as shown in Table 5.  

 

 

 

Table 5 - Mapping ISO 22301 concepts into Archimate concepts 
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ISO 22301 

Concept ISO 22301 Concept Description 

Archimate 
Concept 

Archimate concept 
Description 

Archimate 
Representation 

         Activity 

Process or set of processes 
undertaken by an organization (or 

on its behalf) that produces or 
supports one or 

more products and services 

 
 
 
 
 
 
 
 
 

Business 
Process 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
 

A business process is 
defined as a behavior 
element that groups 

behavior based on an 
ordering of activities. It is 

intended to produce a 
defined set of products of 

business services 

 

BCMS Activity 

Process or set of processes 

undertaken by an organization (or 

on its behalf) that produces or 

supports one or more products and 

services 

BCMS Process 
Set of interrelated or interacting 

activities which transforms inputs 
into outputs 

PCDA 
Components 

Model to planning, establishing, 

implementing, operating, 

monitoring, reviewing, maintaining 

and continually improving the 

effectiveness of an organization’s 

BCMS 

 

Service 

Beneficial outcomes provided by an 
organization to its customers, 

recipients and interested parties 

 

Business 
Service 

 
 

A business 
service represents an 

explicitly defined exposed 
business behavior  

Organization 

Person or group of people that has 
its own functions with 

responsibilities, authorities, and 
relationships to achieve its 

objectives 

Business Actor 

 
 
 

A business actor is 
defined as an entity that 
performs behavior in an 

organization such as 
business processes or 

functions 

 

Top 
Management 

Person or group of people who 
directs and controls an organization 
at the highest level. Has the power 
to delegate authority and provide 
resources within the organization 

Personnel 
people working for and under the 

control of the organization 

Roles 
Roles for business continuity 

management  
 

Business Role 

A business role is defined 
as a named specific 

behavior of a business 
actor participating in a 

given context. The actor 
performs the behavior of 

the role 
 

Responsibilitie
s 
 
 

Responsibilities for business 
continuity management 

Business 
Object 
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Business 
Continuity 

Plan 
 

Documented procedures that guide 

organizations to respond, recover, 

resume, and restore to a pre-

defined  level of operation following 

disruption 

 

 
 
 
 

A business object is 
defined as a passive 

element that has 
relevance from a 

business perspective. 

 

 
Documented 
Information 

 

 
Information required to be controlled 
and maintained by an organization 

and the medium on which it is 
contained: the management system, 

including related processes; 
information created in order for the 

organization to operate 
(documentation); evidence of results 

achieved (records). 
 

Policy 
intentions and direction of an 

organization as formally expressed 
by its top management 

Contract  

A contract represents a 
formal or informal 
specification of an 

agreement between a 
provider and a consumer 
that specifies the rights 

and obligations 
associated with a product 

and establishes 
functional and non-

functional parameters for 
interaction. 

 

Product 

Beneficial outcomes provided by an 
organization to its customers, 

recipients and interested parties 
 

Product 

A product represents a 
coherent collection of 

services and/or passive 
structure elements, 
accompanied by a 

contract/set of 
agreements, which is 
offered as a whole to 
(internal or external) 

customers. 

 

Objectives 

               

                Result to be achieved 

 

Goal 

A goal is defined as an 
end state that a 

stakeholder intends to 
achieve 

 

Requirements 
for Continuity 
Management 

Interested parties requirements for 
business continuity 

Requirement 

A requirement is defined 
as a statement of need 
that must be realized by 

a system.  

Management 
Business 
Continuity 
/Outcomes 

 

Business Continuity process outputs 
that meet the requirements 

Outcome 

An outcome represents 
an end result that has 

been achieved. 

 

Performance Measurable result 

 
Assessment 

 

 
 
 
 

An assessment is defined 
as the outcome of some 
analysis of some driver. 
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RPO 

Point to which information used by 
an activity must be restored to 

enable the activity to operate on 
resumption 

An assessment may 
reveal strengths, 

weaknesses, 
opportunities, or threats 

for some area of interest. 
These outcomes need to 

be addressed by 
adjusting existing goals 

or setting new ones, 
which may trigger 

changes to the enterprise 
architecture 

RTO 

Period of time following an incident 
within which: 

— product or service must be 
resumed, or 

— activity must be resumed, or 
— resources must be recovered 

Interested 
Parties 

Person or organization that can 
affect or be affected by or perceive 

themselves to be affected by a 
decision or activity 

Stakeholder 

A stakeholder is defined 
as the role of 

an individual, team, or 
organization (or classes 
thereof) that represents 

their interests in, or 
concerns relative to, the 

outcome of the 
architecture. 

 

Business 
Continuity 
Needs and 

Expectations 

 
Organization internal and external 

needs and expectations for 
business continuity 

 
 

 

Driver 

A driver represents an 
external or internal 

condition that motivates 
an organization to define 
its goals and implement 

the changes necessary to 
achieve them. 

 

Resources 

All assets, people, skills, 

information, technology (including 

plant and equipment), premises, 

and supplies and information 

(whether electronic or not) that an 

organization has to have available 

to use, when needed, in order to 

operate and meet its objective 

Resource 

 
 
 
 

A resource represents an 
asset owned or controlled 

by an individual or 
organization. 
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Figure 20 – ISO 22301 proposed metamodel 

The metamodel of figure 20 is an ArchiMate representation proposal of ISO 22301, and we 

believe that all the main concepts are represented in this metadata model. This standard applies the 

“Plan-Do-Check-Act” (PDCA) model planning, establish, implementing, operating, monitoring, 

reviewing, maintaining and continually improving the effectiveness of an organization’s BCMS [8].  

These phases are represented by the element “PDCA Components, ” and each phase has a set 

of processes associated with good practices for the business continuity proposed by the standard as 

well as its activities. These activities should produce certain work products, namely business continuity 

plans and documented information that perform an end result that has been achieved through all the 

BCMS processes, represented as “Managed Continuity Outcomes” which have a very strong and 

obvious relationship with the “Business Continuity Objectives” drawn by the motivational layer of the 

model. RPO points for which information used by an organization activity or process must be restored 

to enable the activity to operate on resumption and RPO represents the period following an incident 

which a product, service, activity, and resources must be restored. 

3.3.2. Using an Enterprise Architecture tool to model ISO 22301 – 

EAMS 

As we do with ISO 31000, we also model ISO 22301 in an EA tool to align the architecture of 

an organization with ISO 22301. We begin by implementing the metamodel proposed in figure 20, with 

all its concepts and relations. This metamodel is represented in figure 21. 
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Figure 21 - ISO 22301 metamodel in EAMS 

 

Unfortunately, EAMS only supports the Archimate 2.0 version, so the strategic layer that the 

resources concept is part of cannot be viewed the way it should. However, this limitation is only visual, 

because all properties and relations of the concept remain intact. 

Once a metamodel is created, it is necessary to populate all the generic concepts of ISO 22301, 

namely: PDCA Components, BCMS processes, and activities. Figure 22 represents the four 

components of PDCA model. These components are applied to BCMS processes, whose instantiation 

is represented in figure 23. 

 

 

Figure 22 – ISO 22301 PDCA components 
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Figure 23- ISO 22301 BCMS processes 

 

As ISO 31000 models, each process has an instantiation of multiple activities which can be 

accessed directly through each process in the blueprint. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



61 
 

4. Demonstration 

To demonstrate our proposal, the models were applied to the potable water network of Barreiro. 

This infrastructure seems very interesting to us as a basis for our demonstration due to the high risks it 

has for a large population, and in which an adequate implementation and management of the risk 

management process are required. For example, the contamination of the water in the water source or 

the distribution networks due to an accident at the high-risk industrial operations represents a high risk 

of disaster for the water network and the population of Barreiro. 

We have had access to several documents related to risk analysis carried out in Barreiro, and the 

purpose of this demonstration is to use the models proposed through the EAMS tool to align the risk 

management of the Barreiro with ISO 31000, keeping all data manageable through an EA tool. For this 

demonstration, we will only use a subset of the collected data. 

One problem that we face when analyzing the data is the existence of a very extensive list of risks, 

reaching almost the thousand risks identified, making it very difficult to manage and keep track of all 

these risks. We noticed that many of these risks the same but with small variants, for example, a water 

contamination can have dozens of different risk sources, and for this reason it is considered a different 

combination, which is a naturally correct thought to make, because the consequences can vary greatly, 

as well as the probability of the event itself. The same source can give rise to different effects and risks 

and so on. However, with the use of an EA tool, we can configure the risk in a certain way by which a 

risk can be an effect of the conjugation of a source, event, probability, and consequence. In a tool such 

as EAMS and the proposed ISO 31000 metamodel, we only need to instantiate each different concept 

only once. The conjugation is done through relations and configurable blueprints. 

We can create blueprints on a particular risk and see all the potential sources of that risk, the events, 

the likelihood and consequence of each. For a more operational view, it may also be interesting to 

create, for example, blueprints based on profiles and roles of a particular stakeholder. Blueprints for 

each risk owner, e.g., different blueprints depending on their relevancy or manage more over a timeline 

and show which risks are currently under treatment or planned in 1 month. 

For this small demonstration, we instantiated in our model five risks of the extensive list of risks 

collected from the waters of Barreiro. We also made some new simple blueprints for this demonstration. 

Note that all logic, relationships and integration with processes and concepts of ISO 31000 metamodel 

are always present internally in the management tool. The blueprints that can be made are infinite and 

serve mainly to have a visual representation of some aspects and also because it is possible to filter or 

to cross some information through queries. 

Figure 24 represents a blueprint of the five risks of the organization chosen for this small 

demonstration. 
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Figure 24 - Water network of Barreiro subset of risks  

 

It is possible to click on one of these risks, and that leads us to another created blueprint that 

contains more details about this risk. The blueprint of the pesticides type risk can be visualized in figure 

25 and as it is possible that the same type of risk can take different variations depending on the risk 

source and the event. Control measures, likelihood, and severity can also be different as is easily seen 

in the figure. 
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Figure 25 - Pesticide type risks detailed 

Another interesting example that integrates different concepts is to create a blueprint that 

correlates certain risks with the objectives of the organization. Figure 26 represents those goals that 

have a strong connection to pesticide risk. 

 

Figure 26 - Organization goals related to pesticide type risks 
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5. Evaluation 

In this chapter the phase of the research cycle corresponding to the iteration of Evaluation of the 

DSRM, where we assessed how aspects of the construction of the artifact with the evaluators, allowing 

to determine the degree of agreement with the proposed solution. 

To validate the relevance and quality of the proposal, 12 interviews were conducted with 

specialists in the area of risk management, mostly with many years of experience in the area. The clarity 

and effectiveness of the questions, including issues related to the degree of confidence of the 

evaluators, enabling their improvement in a next cycle of the DSRM process. We begin by identifying 

the job title of each interviewee as shown in Figure 27.  

 

  Figure 27 - Interviewee job title 
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As is easily observable, respondents work in areas where risk management plays a key role, 

Moreover, as the following figure shows, most of the interviewees have much experience in the area.

 

Figure 28 - Years of experience 

 Most of the respondents also have a vast knowledge of standards. The overwhelming 

majority knows quite well the ISO 31000 and ISO 22301. That is determining for the validation of the 

models presented in our proposal. 

 

 

Figure 29- Interviewee knowledge of standards 
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All respondents were or are involved in processes or activities related to risk management and 

security management. 

 

Figure 30- Participation in processes related to risk or security management 

 Few of these specialists were aware of the ArchiMate language as shown in Figure 31, 

although most of them could easily identify the concepts and perceive the existing relationships in the 

models. Some of the interviewees would consider it important, in the organizational environment, 

some training to perceive this language. Also, a large part of it has also revealed little knowledge in the 

area of Enterprise Architecture as shown in figure 32 but considered it an increasingly important area 

with a lot of potential, value and in which organizations have increasingly coming to invest. 

 

Figure 31 – Interviewee knowledge of the ArchiMate language 
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Figure 32 – Interviewee knowledge in Enterprise Architecture Area 

For the evaluation of the proposal, the following graphs follow a 1 to 5 scale which represents 

the level of agreement in the light of the question raised: 

 1 - Strongly Disagree 

 2 - Disagree 

 3 - Neither Agree or Disagree 

 4 - Agree 

 5 - Strongly Agree 

 

Most of the interviewees agreed with the metamodels drawn in ArchiMate, knowing very well 

the standards easily identified the concepts and relationships present in the model. Nevertheless, there 

was pertinent feedback on the models, some concepts and relationships were discussed, which allowed 

to improve the metamodels in a new interaction of the DSRM. 
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Figure 33- Agreement with the structure of the proposed models 

 Regarding the objectives of reducing complexity and improving communication through the 

use of this type of EA models, most respondents agree that a graphical view of standards can be 

useful and reach all the different layers of the organization more quickly and improving 

communication. Particularly because organizations typically only implement these standards when 

they are required by some business partner or legislation, and these models can, in fact, help 

organizations demonstrate that they have the standards aligned with their organization's architecture. 

However, there were those who disagreed with this view, arguing that the use of these models could 

increase the complexity, due to the general ignorance of EA models by many organizations. 

 Another problem pointed out during the interviews was that these types of models could 

restrict certain standards that are generic as the case of ISO 31000, and that it is indeed something 

inevitable when we use some more structured model of a certain reality. However, this problem 

identified by two experts was considered an advantage by another expert, because it considers that 

organizations in a more structured model would be forced to formalize the data, something to which 

they are not accustomed.  

Figure 34 briefly shows the degree of agreement with the goal of reducing the complexity of 

understanding the standards using EA models. 
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Figure 34 - Degree of agreement with the goal of reducing the complexity of understanding the 

standards using EA models 

. 

Regarding the comparison between the two versions of ISO 31000, none of the interviewees 

knew the draft of the standard and most found the examples illustrated in this work to be useful for 

visualizing the differences that exist in some instances and concepts between versions. 

However, 2 experts argued that some concepts that appeared in the illustrated examples of 

the new version, although they were not described in the actual version, were already practices that 

were followed by the organizations, and that is because ISO 31000 is very generic and there would be 

many things that could be implicit in the text. In our opinion this may be true, and in the realization of 

these comparison models we try to structure the text and construct models about them, because even 

if the concepts were implicit in the current version, we could see through the models that in fact, the 

new version seems more structured and clear that the previous. 
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Figure 35- Utility of EA models to compare the two version of ISO 31000 

One of the topics that generated greater consensus and enthusiasm among the interviewees 

was the use and utility of a management tool that supported this type of organizational logic, and that 

was able to align standards with the organization's business architecture as shown figure 36.  

 

Figure 36- Utility of EA models to compare the two version of ISO 31000 

The vast majority of respondents claim that the main contribution of this work was the 

implementation of the standards in this EA tool, called EAMS, and all the advantages in terms of 

process management that this can bring to the organization, as well as the highly configurable set of 

blueprints different things that can be done can bring much value. 
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6. Communication 

Communication is a crucial step of DSRM because it provides the acceptance of the solution 

and the artifacts produced, in a scholar, professional and scientific circles.  

For this purpose, this dissertation aims to produce and submit papers at conferences and 

journals. Two articles are currently under review in two different journals. Unfortunately, the review 

process is slow we still have no response. Articles submitted: 

 Modelling ISO 31000 using ArchiMate" – Journal of Risk Research 

 Modelling ISO 31000: A Practitioners approach to compare ISO versions -  International 

Journal of Risk Assessment and Management 

Also, the dissertation and the evaluation of the jury on the same one can be a very important 

feedback for the proposal and presented artifacts. 
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7. Conclusion 

In this work, we discuss and propose a metamodel to represent the concepts and relationships 

that exist in ISO 31000. Because business continuity has a powerful connection with risk management, 

a meta-model proposal for ISO 22301 has also been implemented. The main objective of this research 

is to reduce the perceived complexity of ISO 31000, thus facilitating the understanding of this standard, 

as well as improve the communication of the same among all the stakeholders involved and allow better 

management of all components that involve risk management and alignment with the organization's EA. 

For this purpose, we propose the use of an EA tool that allows alignment between the objectives of the 

organization and the two standards. Also, we propose that the use of EA models can facilitate and 

correct misalignments between versions of the same standard, and for this, we use models and an EA 

tool to make comparisons between the current ISO 31000 and a draft of the new version. 

To evaluate the metamodels and achieve the objectives of this work, the principles and 

guidelines proposed by [39] were followed. To demonstrate the benefits of the use of these models in 

an EA tools, we present some generic blueprints of the main concepts of each standard, and we use 

more specific blueprints applied to a subset of real data coming from potable water network of Barreiro. 

These models have been validated by 12 experts in the area of risk management, as well as feedback 

on the full use of these models and EA tools in an organization. Based on the collected feedback it was 

possible to iterate in the DSRM cycle to improve the proposed models. 

In the following subsections, we make a critical analysis of our proposals, as well as future work to 

be carried out. 

7.1. Critical Analysis  

The perceived complexity of standards and frameworks is usually high. On top of this perceived 

limitation, organizations need to deal with several simultaneous standards and frameworks, adding an 

extra level of complexity. As stated, the primary objective of this proposal consists in reducing the 

perceived complexity of standards related with risk management such as ISO 31000 and ISO 22301, in 

order to facilitate its understanding by the different related stakeholders, either management and users 

in their tasks definition but also those who need to generate the necessary alignment between different 

requirement sources. 

 To analyze the present proposal, it is important to discuss the various strengths and 

limitations of the proposed ISO 31000 metamodeling. We would like to highlight the following 

strengths:  

 Following the Schutte and Rotthowe Principle of Comparability, when using these EA tools, it 

eventually easier for an organization to compare and correct misalignments of its EA with a 

particular standard 
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 Since ISO 31000 deals with risk management, risk related concepts needed to be EA related. 

We compared the developed ISO 31000 metamodel with other risk-related ArchiMate models 

found in the literature, incorporating different aspect in the newly developed metamodel. In 

that way, we believe to have created a more consistent mapping of the different concepts 

used to define the ISO 31000 metamodel, following the Schutte and Rotthowe [41] Principle of 

Economic Efficiency. 

 Being able to follow and comply with a set of principles, in this case, proposed by Schutte and 

Rotthowe [41], and guidelines, proposed by Goeken and Alter [39], the ISO 31000 and ISO 

22301 metamodel strength and robustness was evaluated. Besides that, we perform a small 

demonstration with data from a real organization to prove the suitability of the metamodel.  

 The artifacts created, either in ArchiMate or EAMS, can be used by EA architects and 

designers to model risk related and business continuity models, creating multiple and diverse 

new views and essential perspectives for management and other non-architect stakeholders 

for analysis and report of risk management and business continuity content. This follows the 

Schutte and Rotthowe [41] Principle of Construction Adequacy. 

 Although ArchiMate, as a modeling language, for small models can be overburden and 

complex to deal with, for larger and more complex models it helps, being a language that is 

‘holistic’ and able to handle several architectural details, as are the related risk EA models. On 

the other hand, it was possible to import the metamodel into another EA tool, enabling a more 

automatic usage of the model. This aspect complies with the major benefits of EA tools usage 

and follows the Schutte and Rotthowe [41] Principle of Language Adequacy. 

 The proposal followed a DSRM cycle. New iterations to the cycle were made according to the 

feedback from experts in the area of risk. This feedback, from specialists with a vast 

experience in the area, was very positive. 

However, the metamodel also presents some limitations: 

 Since there is no official ArchiMate risk management extension, although this work follows 

other risk-related ArchiMate models, these mappings are author interpretation dependent 

which makes these mappings more difficult and may not be consensual. 

 Specific risk related audiences are not yet acquainted with EA modeling, namely with the 

ability to represent specific enterprise points of view using visual modeling tools, in this case, 
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EA language tools like ArchiMate and EAMS. In this case, the EA tools usage obfuscates 

communication with these stakeholders. In practice, EA modeling tools generally and 

ArchiMate in particularly could make communication with those not very familiar with the 

language more difficult. It is something that must be left to the EA architect judgment, 

ArchiMate will shine when used for serious modeling by serious EA architects 

 The lack of knowledge of ArchiMate language, as well as EA models in general, together with 

some resistance by many organizations to change lead to an apparent limitation of the 

presented proposal 

 A more serious demonstration in which there could be direct contact with the users of the tools 

and models would be necessary for a stronger validation of the proposal 

7.2. Future work 

We think that for future work it would be very interesting to implement a serious pilot of these 

models through the tool proposed in an organization and draw conclusions about the risk management 

performance of that organization, as well as the general awareness of the organization to the risk. 

 Apart from this, it would be very interesting to take more risk-related standards, which are 

enough, and begin to integrate all these standards. There is a great concern today with the resilience of 

organizations and critical infrastructures, and we firmly believe that this approach can help to solve and 

create a greater consensus in the area of resilience.  

To be resilient, organizations must take into account such factors as strong and flexible 

leadership, awareness and understanding of their operating environment, their ability to adapt in 

response to rapid change, and so forth.  

There appears to be little consensus as to what exactly how to achieve organizational resilience. 

 

However, organizational resilience can be the ability of an organization to: 

 Constantly re-assess itself and the situation using a diverse set of skills and knowledge 

 Engage all parts of the organization in idea generation and problem-solving 

 Adapt and re-invent itself when faced with unexpected events 

 Build the right support for sense-making and action based on a profound understanding of 

practical working conditions 

 Make decisions based on a firm understanding of real-world operations, the current situation 

and the need for trade-offs 

 Collaborate in dynamic networks of actors 

 Stay humble in relation to the predictability of real-world operations 
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A risk event can have different sources. It can be a business event, an application event, a 

technology event, an implementation or migration event, and so forth.  To clarify this point, an event can 

be a change in market conditions, natural hazards: off-site accidents, fire, flood, earthquake, changes 

in social, political and environmental considerations, unauthorized access to your data, etc. 

Several ISO Standards were proposed to help organizations deal with these events. For 

example, the ISO/IEC 27000 family of standards helps organizations keep information assets secure. 

In turn, the ISO 14000 family of standards provides practical tools for companies and 

organizations of all kinds looking to manage their environmental responsibilities 

Finally, the ISO 22000 family of International Standards addresses food safety management. 

All of these ISO Standards refer to ISO 31000 when it takes to deal with risk assessment. We believe 

that these specific context standards integrated with ISO 31000 (Risk Management), ISO 22301 

(Business Continuity) and ISO 22320 (Emergency Management) can fit together to enhance the 

Organisational Resilience and the use of Enterprise Architecture tools and models can play a prominent 

role in this integration. Figure 37 summarizes this idea for the future. 
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Figure 37 – Integrate ISO standards to enhance Organizational Resilience 
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Appendix A 

 Appendix A - Principles 

ISO 31k (2009) ISO 31k (2017) 

Principles Principles 

Risk management creates and protects value (a) 

Risk management contributes to the demonstrable 

achievement of objectives and improvement of performance 

in, for example, human health and safety, security, legal and 

regulatory compliance, public acceptance, environmental 

protection, product quality, project management, efficiency in 

operations, governance and reputation 

 

Value creation and protection (a) 

Risk management creates and protects value. It contributes 

to the achievement of objectives, encourages innovation and 

improves performance 

 

Risk management is an integral part of all organizational 

processes (b) 

Risk management is not a stand-alone activity that is 

separate from the main activities and processes of the 

organization. Risk management is part of the responsibilities 

of management and an integral part of all organizational 

processes, including strategic planning and all project and 

change management processes 

 

Integrated (b) 

Risk management is an integral part of all organizational 

activities, including decision making. It is not a stand-alone 

activity that is separate from the activities and processes of 

the organization. Everyone in an organization has 

responsibility for managing risk. Risk management improves 

decision making at all levels 

 

Risk management is part of decision making (c) 

Risk management helps decision makers make informed 

choices, prioritize actions and distinguish among alternative 

courses of action 

Risk management is systematic, structured and timely 

(e) 

Structured (c)  
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A systematic, timely and structured approach to risk 

management contributes to efficiency and consistent, 

comparable and reliable results. 

 

A systematic and structured approach to risk management 

contributes to efficiency and consistent, comparable, and 

reliable results. 

Risk management is tailored (g) 

Risk management is aligned with the organization's external 

and internal context and risk profile 

Customized  (d) 

The risk management framework and processes should be 

customized to the organization's external and internal context 

and related to its objectives. 

Risk management is transparent and inclusive (i) 

Appropriate and timely involvement of stakeholders and, in 

particular, decision-makers at all levels of the organization, 

ensures that risk management remains relevant and up-to-

date. Involvement also allows stakeholders to be properly 

represented and to have their views taken into account in 

determining risk criteria 

Inclusive (e) 

Appropriate and timely involvement of stakeholders enables 

their knowledge, views, and perceptions to be considered. 

This results in improved awareness and informed risk 

management and decision making 

 

Risk management is dynamic, iterative and responsive 

to change (j) 

Risk management continually senses and responds to 

change. As external and internal events occur, context and 

knowledge change, monitoring and review of risks take 

place; new risks emerge, some change and others 

disappear. 

 

Dynamic and responsive  (f) 

Risks may emerge, change or disappear as a result of 

changes and events in an organization’s internal and 

external context. Risk management anticipates, detects, 

acknowledges and responds to those changes and events 

in a timely manner 

 

Risk management is based on the best available 

information (f) 

The inputs to the process of managing risk are based on 

information sources such as historical data, experience, 

stakeholder feedback, observation, forecasts and expert 

judgment. However, decision-makers should inform 

themselves of and should take into account, any limitations 

Best available information (g) 

 

The inputs to risk management are based on historical and 

current information as well as future expectations, taking into 



81 
 

of the data or modeling used or the possibility of divergence 

among experts 

 

account any limitations and uncertainties associated with the 

information. 

 

 
Risk management explicitly addresses uncertainty (d) 

Risk management explicitly takes account of uncertainty, the 

nature of that uncertainty, and how it can be addressed    

Risk management takes human and cultural factors into 

account (h) 

Risk management recognizes the capabilities, perceptions, 

and intentions of external and internal people that can 

facilitate or hinder achievement of the organization's 

objectives. 

 

Human and cultural factors (h) 

 

Human behavior and culture significantly influence all 

aspects of risk management at each level and stage 

 

Risk management facilitates continual improvement of 

the organization (k) 

Organizations should develop and implement strategies to 

improve their risk management maturity alongside all other 

aspects of their organization. 

 

Continual improvement (i) 

Risk management improves organizational performance 

through increasing awareness and developing capabilities 

based on continuous learning and experience. These 

activities support organizational learning and resilience 
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Appendix B 

 Appendix B – Framework Components Activities and Risk Management Process 

Activities 

ISO 31k (2009) ISO 31k (2017) 

Framework | Activities Framework | Activities 

4.1- General 5.1-General 

4.2 -Mandate and Commitment 5.2-Leadership and commitment 

 5.2.1. General 

-define and endorse the risk management policy 
-define and endorsing the risk management policy 

-ensure that the organization's culture and risk 

management policy are aligned 

-ensure that risk management and the organization's culture 
are aligned  

-determine risk management performance indicators that 

align with performance indicators of the organization 

 
- ensure that the risk management performance indicators are 
part of the performance indicators of the organization including 
communicating these indicators 
 

-align risk management objectives with the objectives and 

strategies of the organization 

align risk management with the objectives and strategies of the 
organization; 

 

-ensure legal and regulatory compliance 
 

-assign accountabilities and responsibilities at 

appropriate levels within the organization 

 
-assign accountabilities, responsibilities, and authority at 
appropriate levels within the organization  

 

-ensure that the necessary resources are allocated to risk 

management 

- ensure that the necessary resources are allocated to the 
management of risk; 
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-communicate the benefits of risk management to all 

stakeholders 

- communicating the value of risk management to the 
organization and its stakeholders  
 

 
-establish risk criteria, risk appetite, and risk tolerance, 
ensuring that they are understood articulated and 
communicated to stakeholders  
 

 
-promote systematic monitoring of risks  

ensure that the framework for managing risk continues to 

remain appropriate 

-ensure that the framework and process for managing risk 
continue to remain appropriate  
 

 
-recognizing and addressing contractual obligations as well as 
voluntary commitments 
 

 
5.2.2. Integrating risk management 

4.3-Design of Framework for managing risk 5.3.Design 

4.3.1-Understanding the organization and its context  5.3.1. Understanding the organization and its context  

-Evaluating the organization's external context -Evaluating the organization's external context 

-Evaluating the organization's internal context -Evaluating the organization's internal context  

4.3.2-Establishing risk management policy 5.3.2. Articulate risk management commitment(s) 

-address the organization's rationale for managing risk 
-address the organization's purpose for managing risk and 
links to the organization's objectives and other policies 

- address  links between the organization's objectives and 

policies and the risk management policy 

 

 

- address making the necessary resources available  

 

- address accountabilities and responsibilities for 

managing risk 

- address accountabilities and responsibilities 

-define the way in which conflicting interests are dealt with  
- address the way in which conflicting objectives are dealt with;  

- address commitment to make the necessary resources 

available to assist those accountable and responsible for 

managing risk 

-address review and improvement 
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- address the way in which risk management performance 

will be measured and reported 

- address measurement and reporting within the organization’s 
performance indicators 

 

- address commitment to review and improve the risk 

management policy and framework periodically and in 

response to an event or change in circumstances 

 

4.3.3- Accountability 5.3.3. Assigning organizational roles, accountabilities, 

responsibilities, and authorities 

-identifying risk owners that have the accountability and 

authority to manage risks 

-emphasizing that risk management is a core responsibility 

 

-identifying who is accountable for the development, 

implementation, and maintenance of the framework for 

managing risk 

-identifying individuals that have the accountability and 
authority to manage risk (sometimes referenced as risk 
owners)  

-identifying other responsibilities of people at all levels in 

the organization for the risk management process 

 

-establishing performance measurement and external 

and/or internal reporting and escalation processes 

 

-ensuring appropriate levels of recognition  

4.3.4-Integration into organizational processes  

- ensure that the risk management policy is implemented 

and that risk management is embedded in all of the 

organization's practices and processes through 

organization-wide risk management plan 

 

4.3.5-Resources 5.3.4. Allocating resources 

-allocate appropriate resources for risk management 

(people, skills, experience, competence, resources 

needed for each step, organization’s processes, 

methods, tools, documented processes, procedures, 

information and knowledge management systems and 

training programmes) 

-allocate appropriate resources for risk management (people, 

skills, experience, competence, resources needed for each 

step, organization’s processes, methods, tools, documented 

processes, procedures, information and knowledge 

management systems and professional development and 

training needs) 
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4.3.6-Establishing internal communication and 

reporting mechanisms 

5.3.5. Establishing communication and consultation 

4.3.7-Establishing external communication and 

reporting mechanisms 

 

-engaging appropriate external stakeholders and 

ensuring an effective exchange of information 

 

-external reporting to comply with legal, regulatory, and 

governance requirements 

 

-providing feedback and reporting on communication and 

consultation 

 

-using communication to build confidence in the 

organization 

 

-communicating with stakeholders in the event of a crisis 

or contingency 

 

4.4-Implementing risk management 5.4.Implementation 

4.4.1-Implementing the framework for managing risk  

-define the appropriate timing and strategy for 

implementing the framework 

-developing an appropriate plan including timing  

-apply the risk management policy and process to the 

organizational processes 

-identifying where, when, and how different types of decisions 
are made across the organization, and by whom  

-comply with legal and regulatory requirements 
-modifying the applicable decision-making processes where 
necessary  

-ensure that decision making, including the development 

and setting of objectives, is aligned with the outcomes of 

risk management processes 

-ensuring that the organization's arrangements for managing 
risk are clearly understood and practiced 

-hold information and training sessions - ensure that the risk management process is a part of all 

activities including decision-making throughout the organization 
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-communicate and consult with stakeholders to ensure 

that its risk management framework remains appropriate 

 

4.4.2-Implementing the risk management process  

-ensure that the risk management process outlined in 

Clause 5 is applied through a risk management plan at all 

relevant levels and functions of the organization as part 

of its practices and processes. 

 

4.5-Monitoring and review of the framework 5.5.Evaluation 

-measure risk management performance against 

indicators, which are periodically reviewed for 

appropriateness; 

-periodically measure risk management framework 
performance against its purpose, implementation plans, and 
expected behaviors  

-periodically measure progress against, and deviation 

from, the risk management plan 

-determine whether it remains suitable to achieve the 
objectives of the organization  

-periodically review whether the risk management 

framework, policy, and plan are still appropriate, given the 

organizations' external and internal context 

 

-report on risk, progress with the risk management plan 

and how well the risk management policy is being 

followed 

 

-review the effectiveness of the risk management 

framework 

 

4.6-Continual improvement of the framework 5.6.Improvement 

-decisions should be made on how the risk management 

framework, policy, and plan can be improved 

5.6.1. Adapting 

 -continually monitor and adapt the risk management framework 

to address internal and external changes to the organization 

 5.6.2. Continually improving 

 -relevant gaps or improvement opportunities are identified 
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 -the organization should develop plans and tasks and assign 

them to those accountable for implementation 

ISO 31k (2009) ISO 31k (2017) 

Risk Management Process | Activity Risk Management Process | Activity 

5.1 General 6.1 General 

5.2 Communication and consultation 6.2.Communication and consultation 

- help establish the context appropriately 
-bring different areas of expertise together for each step of the 
risk management process;  

- ensure that the interests of stakeholders are understood 

and considered 

- provide sufficient information to facilitate risk oversight  

-help ensure that risks are adequately identified 
-Build a sense of inclusiveness and ownership among those 
affected by risk  

 

-bring different areas of expertise together for analyzing 

risks 

 

- ensure that different views are appropriately considered 

when defining risk criteria and in evaluating risks 

 

- secure endorsement and support for a treatment plan  

- enhance appropriate change management during the 

risk management process; 

 

-develop an appropriate external and internal 

communication and consultation plan 

 

5.3 Establishing the context 6.3.Establishing the context 

5.3.1 General 6.3.1. General 

5.3.2 Establishing the external context 6.3.2. Defining the purpose and scope of the process 

-Understanding the external context 
-considering the decisions that have to be made and 
associated objectives;  

5.3.3 Establishing the internal context 
-outcomes expected from the various process steps  



88 
 

 -Understanding the internal context 
- scope in terms of time, location, specific inclusions and 
exclusions  

5.3.4 Establishing the context of the risk management 

process 

- selecting appropriate risk assessment techniques  

-defining the goals and objectives of the risk management 

activities 

- resources required, responsibilities and records to be kept  

 

-defining responsibilities for and within the risk 

management process 

6.3.3. Internal and external context 

-defining the scope, as well as the depth and breadth of 

the risk management activities to be carried out, including 

specific inclusions and exclusions 

- Understanding the external and internal context 

-defining the activity, process, function, project, product, 

service or asset in terms of time and location 

 

-defining the relationships between a particular project, 

process or activity and other projects, processes or 

activities of the organization 

 

-defining the risk assessment methodologies  

-defining the way performance and effectiveness is 

evaluated in the management of risk 

 

-identifying and specifying the decisions that have to be 

made 

 

-identifying, scoping or framing studies needed, their 

extent and objectives, and the resources required for 

such studies 

 

5.3.5 Defining risk criteria 6.3.4. Defining risk criteria 

-The organization should define criteria to be used to 

evaluate the significance of risk (the nature and types of 

causes and consequences that can occur and how they 

will be measured, how likelihood will be defined, the 

timeframe(s) of the likelihood and/or consequence(s), 

how the level of risk is to be determined, the views of 

-The organization should define criteria to be used to evaluate 

the significance of risk (the nature and type of uncertainties that 

can affect outcomes and objectives , how likelihood and 

consequences (both positive and negative) will be defined and 

measured, timeframes, consistency in the use of 

measurements, how the level of risk is to be determined, how 
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stakeholders, the level at which risk becomes acceptable 

or tolerable and whether combinations of multiple risks 

should be taken into account and, if so, how and which 

combinations should be considered) 

combinations and sequences of multiple risks will be taken into 

account) 

 

 

5.4 Risk assessment 6.4.Risk assessment 

5.4.1 General 6.4.1. General 

5.4.2 Risk identification 6.4.2. Risk identification 

-identify sources of risk, areas of impacts, events 

(including changes in circumstances) and their causes 

and their potential consequences. 

-Identify tangible and intangible sources of risk  

 

-identify the risks associated with not pursuing an 

opportunity 

- Identify  causes and events  

 

-examination of the knock-on effects of particular 

consequences, including cascade and cumulative effects 

- Identify  threats and opportunities  

 

-apply risk identification tools and techniques that are 

suited to its objectives and 

capabilities, and to the risks faced 

- Identify  vulnerabilities and capabilities  

 

 
- Identify  changes to the internal and external context  

 
- Identify  nature and value of assets and organizational 
resources  

 
- Identify  criticality and consequences  

 
- Identify  limitations of knowledge and reliability of information  

 
- Identify  timeframes and time influences  

 
- Identify  bias, assumptions, and beliefs of those involved 

5.4.3 Risk analysis 6.4.3. Risk analysis 

-developing an understanding of the risk -developing an understanding of the risk 
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-risk is analyzed by determining consequences and their 

likelihood, and other attributes of the risk 

-Risk analysis involves a detailed consideration of uncertainties, 

risk sources, events and scenarios likelihoods and 

consequences 

5.4.4 Risk evaluation 6.4.4. Risk evaluation 

-comparing the level of risk found during the analysis 

process with risk criteria 

established when the context was considered 

-comparing the level of risk found during the analysis process 

with risk criteria 

established when the context was considered 

5.5 Risk treatment 6.5.Risk treatment 

5.5.1 General 6.5.1. General 

-assessing a risk treatment 
-formulating and selecting risk treatment;  

-deciding whether residual risk levels are tolerable 
-implementing risk treatment 

-generating a new risk treatment (if not tolerable) 
-deciding whether residual risk levels are acceptable  

-assessing the effectiveness of that treatment 
- generating further risk treatment (if not acceptable) 

-avoiding the risk by deciding not to start or continue with 

the activity that gives rise to the risk 

-assessing the effectiveness of that treatment  

 

-taking or increasing the risk in order to pursue an 

opportunity 

-avoiding the risk by deciding not to start or continue with the 
activity that gives rise to the risk  

-removing the risk source 
-taking or increasing the risk in order to pursue an opportunity  

-changing the likelihood 
-removing the risk source  

-changing the consequences 
-changing the likelihood  

-sharing the risk with another party or parties (including 

contracts and risk financing) 

-changing the consequences  

-retaining the risk by the informed decision 
-sharing the risk (e.g., through contracts, buying insurance)  

 -retaining the risk by informed decision.  
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5.5.2 Selection of risk treatment options 6.5.2. Selection of risk treatment options 

5.5.3 Preparing and implementing risk treatment 

plans 

6.5.3. Preparing and implementing risk treatment plans 

5.6 Monitoring and review 6.6.Monitoring and review 

-ensuring that controls are effective and efficient in both 

design and operation 

- planning, gathering and analyzing information 

-obtaining further information to improve risk assessment -recording results 

-analyzing and learning lessons from events (including 

near-misses), changes, trends, successes, and failures 

-provide feedback 

-detecting changes in the external and internal context, 

including changes to risk criteria and the risk itself which 

can require revision of risk treatments and priorities 

 

-identifying emerging risks  

5.7 Recording the risk management process 6.7.Recording and reporting 

 

 

 

 

 


