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Abstract 

Abstract 

The objective of this thesis was to develop a Gur Game based algorithm, able to find devices in an ad-

hoc wireless network and request to sense data in specific geographical locations, without 

compromising the anonymity or location of said devices, and complying with a user defined QoS, while 

optimizing the demanded network and device resources. This work was developed to help suppress a 

lack of solutions concerning anonymous sensing and data sharing applied in the fields of IoT and 

Wireless Sensor Networks. The proposed algorithm provided additional features to the basic Gur 

Game applied to Wireless Sensor Networks, which allowed the devices present in the network, 

through several algorithm iterations, to reach an optimized sensing of diverse requested areas of 

interest. The testing of the proposed algorithm revealed that, in most cases, its performance was 

superior when considering an environment of higher node density, and struggled with simulations in 

low density networks. This final analysis was made taking into account variations in several algorithm 

parameters. 

Keywords 

Wireless Sensor Networks, Gur Game, area of interest, sink, coverage, convergence. 
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Resumo 

Resumo 

A presente tese teve como objectivo o desenvolvimento de um algoritmo baseado no Gur Game, com 

a capacidade de detectar dispositivos numa rede ad-hoc sem-fios e de requisitar a estes que 

recolham dados sobre uma localização geográfica específica, sem comprometer a anonimidade e a 

localização dos dispositivos em causa, e que cumpra requisitos de QoS definidos por um utilizador 

enquanto mantém uma otimização dos recursos requisitados à rede e aos dispositivos. Este trabalho 

foi desenvolvido com o intuito de ajudar a suprimir a falta de soluções relativas a detecção anónima e 

partilha de dados quando aplicados no contexto de IoT e de Redes de Sensores Sem-Fios. O 

algoritmo proposto adicionou capacidades ao Gur Game básico quando aplicado a Redes de 

Sensores Sem-Fios, permitindo que os dispositivos presentes na rede atingissem uma detecção 

otimizada de diferentes áreas de interesse requisitadas. Os testes efetuados com o algoritmo 

proposto revelaram que, na maioria dos casos, a sua performance é superior quando é considerado 

um ambiente de alta densidade de nós e que, por outro lado, demonstra dificuldades com simulações 

em redes de baixa densidade. A análise final foi efetuada tendo em conta a variação de vários 

parâmetros do algoritmo. 

Palavras-chave 

Redes de sensores sem fios, Gur Game, área de interesse, nó agregador, cobertura, convergência. 
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1. Introduction 

 

Chapter 1 

Introduction 

The following chapter introduces this thesis’ subjects, and states the motivation, objectives and 

proposed solution set for the work. This section concludes with the presentation of the thesis’ 

structure. 

Internet of Things (IoT) is a growing reality present in many of today’s technological developments. 

This concept has brought new possibilities in many fields of study, increasing the capacity of data 

gathering, transport, and even computation. The presented term, was proposed by Kevin Ashton in 

1999 and has been defined in Recommendation ITU-T Y.2060 (06/2012) as a “global infrastructure for 

the information society, enabling advanced services by interconnecting (physical and virtual) things 

based on existing and evolving interoperable information and communication technologies”. 

IoT made possible for objects to be controlled remotely, via a network infrastructure, thus enabling the 

automation of data gathering and processing, through a wide variety of communicating capable 

elements. The elements responsible for creating the network may vary according to objectives and 

purposes, leading to a vast range of elements’ features possibilities, but all of them must share the 

capacity to communicate independently. The communicating elements, also referred as “Things” in 

IoT, tend to be equipped with sensing/actuator capabilities, and should comprise some hardware and 

software.  

The possibility of wirelessly connecting several devices that perform numerous automatized 

interactions shaped the meaning of network. These network composing devices, that do not require 

computer-like processing capacities, can feature simple and cheaper hardware, just enough to fulfil 

the networks purposes. Knowing that, in the current days, the term IoT encompasses a wide variety of 

network purposes, such as home automation, energy management or environment sensing. When a 

network is composed of several wireless communicating sensing devices that cooperate towards a 

goal, it can be defined as Wireless Sensor Network (WSN), an IoT branch. A WSN is mainly 

composed by its nodes (devices), which can range from a few to thousands, where each node can 

communicate with at least one part of the network, and includes some sensing or actuator capability. 

Sensing nodes are responsible for collecting data from its sensors and transmitting it along the 

network, hopping through other nodes when needed, and actuator nodes take actions over the 

environment on network request, whether by automatic sensing data analysis or human request. This 

technology provides an opportunity to better monitor physical and environmental conditions, gathering 

data from specific locations and collectively transmit the data across the network to its destination. It is 

also worth mentioning that these networks can be bi-directional, which allows not only to better control 

the sensing activity, as it also regards the possibility of the nodes to act upon the environment 

readings or on request. 
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The current state of technology allows for practically any given object, that provides useful information 

or performs automated actions, to be equipped with hardware capable of connecting to a network. The 

development of communication protocols such as Wi-Fi Direct [1], or the basic IEEE 802.11 [2], 

provided the communication platforms and means to support standardized device interconnectivity. 

This allows a multitude of distinct devices to integrate in a network.  

When combining the decreasing access cost to IoT devices, with an aware and participating 

community driven by a purpose, Community Networks (CN) started to develop. Also known as 

“bottom-up networking”, this model is based on communities that rely in citizens to build, operate and 

own IP-based networks [3], and are generally run by non-profit organizations. These Community 

Networks usually aim to provide some kind of local Internet access in remote locations, network 

access independent of private corporations, or even set up research networks with scientific purposes. 

Several remote locations and communities’ still lack basic Internet broadband access, mostly because 

it is not cost effective for ISPs to install the required infrastructure for broadband Internet access in 

these areas [4]. Community Networks allow local communities to tackle situations like the described 

above, with the citizens setting up their own network infrastructure, while providing inter-networking 

with the Internet. Furthermore, these networks possess a very dynamic trait, as people are free to join 

or leave the networks. Most of the community networks are composed by nodes able to communicate 

with each other wirelessly, and said nodes are owned and maintained by the members that constitute 

the network. Some communities across the globe already started operating under this type of 

networks, such as: 

 Guifi.net: A project started in 2004 in Catalonia, Spain, to approach the broadband Internet 

access difficulties. By means of radio connections established with commodity Wi-Fi routers, a 

network was deployed to interconnect different locations. As of December 2016, this project 

accounted for more than 32000 nodes interconnect through wireless links.  

 Freifunk: A non-commercial initiative to provide free computer networks in German regions. 

Their vision is the democratization of the media through free networks, and have already 

25000 established access points across more than 150 local communities [5].  

Both networks are still growing, contributing with pioneer data and knowledge on how community 

networks should develop, providing good examples of large scale, self-organized and decentralized 

networks.As a result of WSN’s short system setup time and its elements access cost being relatively 

low, it can be easily deployed in multiple situations and environments. These networks tend to be 

flexible, low cost and with short setup time. These features, allied with highly functional sensing 

capacities, generate great motivation to create new applications and research methods. 

By merging WSNs’ characteristics with Community Networks, the Collective Awareness Platform for 

Tropospheric Ozone Pollution (CAPTOR) project is being developed in three European regions [6]. 

Unlike Guifi.net or Freifunk, this network’s main goal is not to provide Internet access, but to raise 

awareness and develop solutions concerning the air pollution in developed countries, by combining 

citizen science, collaborative networks and social activism. Scientists and citizens, connected to the 

network, work together towards a common goal. The CAPTOR project features citizen-based sensing 
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networks, which complements the current air quality analysis. In a similar perspective, The Things 

Network (TTN) [7] connects users and devices all around the world. In this community, the devices, 

set up by the participants, communicate locally with LoRaWAN [8] technology. These local device 

networks are then connected to the The Things Network through Gateways that use Wi-Fi, Ethernet or 

cellular connections to forward device messages. Much like the examples previously mentioned, the 

participating citizens operate these networks, with this being a crucial point to the citizens’ 

empowerment and mobilisation.  

These projects mark a new step in data gathering and analysis, allowing the general population to 

contribute to the process, providing additional data, sharing their readings and participating in the 

scientific community. Volunteers can learn, acquire new skills and grasp deeper knowledge of 

scientific work, improving science-society-policy interactions [9]. 

The Community Network represents a new model, where active and participating citizens can create 

and operate networks with their own home devices. Allying this with the constant dropping in costs 

and growing ease of access to IoT sensing-able devices, a new opportunity for societies to gather 

collective knowledge and understanding regarding their surrounding environment is presented. 

Knowing that, collective sensing is regarded as a very powerful research tool, that has not seen its 

peak development yet. 

The focus in this thesis centres in developing an algorithm that can fit a community network driven by 

collective sensing, to provide new interactions and information sharing mechanisms between sensing 

devices in a network. 

1.1 Motivation 

The motivation for this work is based in the IoT technology, responsible for many of the actual 

technological developments. IoT allows, for example, to remotely control devices, relying in network 

infrastructures that are composed of incrementally cheaper, and simple hardware. As the number of 

technologically conscious and active citizens grows, CNs start to grow and hold relevance. Projects 

such as CAPTOR, take advantage of the large numbers of participating citizens by connecting their 

sensor readings through the network for data collection, sharing, and analysing. This means that CN’s 

growth will likely lead to the development of new services, such as collective sensing, while also 

contributing to raise population awareness and intervention. 

The profusion of devices, such as smartphones, tablets and other sensor-equipped wireless devices 

owned by the citizens provides a good opportunity to establish ad-hoc networks resorting to Wi-Fi or 

D2D communications, such as the ones found in CNs. By requesting to the network’s composing 

elements, these are able to start the process of collective sensing, using their sensing hardware to 

obtain environment readings, and their communication capabilities to share the collected data. 

Figure 1.1 represents a reduced idea of the network’s interactions, using the devices owned by the 

participating individuals. 
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Figure 1.1 - Simplified network interactions.  

The network is intended to collect and share data to two distinct requests: 

1. From an enquiry propagated through the Internet, in which case a router handles the 

communication between the ad-hoc network and the Internet. 

2. From an enquiry created by a device that belongs to the ad-hoc network itself. 

1.2 Objectives 

This work intends to develop and evaluate, through computer simulation, a distributed algorithm that 

could fit in the scenarios described in Section 1.1. This algorithm should comply with the following 

requirements: 

 Allocate available sensing sources present in the network to several areas of interest to collect 

data. The devices that compose the network infrastructure will deploy their sensing hardware 

to gather environment information; 

 Maintain the anonymity of the sources at all times. The online share of an individual’s personal 

information is an actual discussion subject in the society, and is expected to be a growing 

concern and topic of debate in the future;  

 Commit to avoid information redundancy, while complying with a satisfying number of devices 

dedicated to sense each area of interest. Considering a network incorporating several 

sensing devices, an excess of data transmission and processing might occur, leading to 

possible network inefficiency. Therefore, there is a need to manipulate the amount of 

gathered and shared data, minimizing information redundancy and battery expenditure, while 

providing satisfactory amounts of data.  

1.3 Proposed Solution 

To achieve the proposed objectives, the network devices run an application based on a modified Gur 

Game algorithm [11]. Figure 1.2 demonstrates the reduced idea behind the developed algorithm. An 

interested device diffuses a message containing the areas to sense, as depicted in Figure1.2(a), and 

the network elements report back the locations chosen to cover, shown in Figure 1.2(b). As mentioned 

before, this network’s composing devices remain anonymous and its locations unknown, sharing 

information strictly regarding the target environments to be sensed. It is also worth mentioning that this 

algorithm is focused in the process of data gathering, as opposing to which devices participate in what 

conditions, providing the application with a data centric resolution process. 



 

5 

 

Figure 1.2 – Basic algorithm behaviour.  

The proposed algorithm is also developed and evaluated through simulation in NS-3.  

1.4 Structure 

The rest of this thesis is structured in 4 chapters, providing a description of the developed work, used 

algorithms, the obtained results and discussion of the work developed.  

Chapter 2 addresses the work developed in the domains of the Game Theory applied in WSNs, 

Resource Discovery Protocols and Community Networks. The first section introduces the Gur Game 

and its appliance in WSNs, complemented with an exposition of improvements suggested by several 

authors. The following section contemplates one of the challenges related to this work: resource 

discovery at application layer; exposing the difficulties in this field and research developed so far. The 

last section introduces Community Networks. 

Chapter 3 presents the algorithms used to develop this work. The chapter starts by introducing basic 

considerations and a small description of the methods performed by the algorithm to achieve 

convergence, in order to ease the understanding of the subsequent sub-chapters. The following 

sections approach Communication Protocols, Data Storage, and the explanation of the remaining 

implemented algorithms. This chapter closes with a detailed description of the algorithm functionality.  

In Chapter 4, the proposed algorithm’s simulation results are presented. The tests displayed cover 

several parameter variations and network demands. The results obtained are analysed, and their 

performances inspected and commented.  

This thesis closes with Chapter 5, where conclusions and observations regarding the developed work 

are detailed.  
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2. State of Art 

Chapter 2 

State of Art 

In this chapter, the State of Art is described, introducing the Gur Game in WSNs, Service Discovery in 

IoT and Community Networks. 

2.1 Gur Game and WSNs 

This section describes previous works regarding the game theory, the Gur Game and WSNs. The 

presented works were used as a support base throughout the development of this thesis, as some of 

the features found in the algorithms proposed in this document are inspired by the developments 

introduced by some of these authors. 

Game Theory (GT) is, as proposed in [10], a mathematical method that describes the phenomenon of 

conflict and cooperation between intelligent rational decision-makers. GT is responsible for describing 

the behaviour of the nodes, also referred as players. These nodes seek to manage their resources 

according to the needs to accomplish the desired network task. The developed work in this thesis falls 

in this network behaviour, with the addition of one sink node to control the processes. 

According to [10], from 2003 to 2011, about 330 research papers with topics on or closely related to 

GT in WSNs were published. Amongst the variety of methods using the GT, the authors concluded 

three main types of GT features: 

 Cooperative Game Theory; 

 Non-Cooperative Game Theory;  

 Repeated Game Theory.  

The three types are distinguished in the nodes interaction as a group and with the sink. The GT 

method, in which this thesis is based on, The Gur Game, fits the Non-Cooperative Game Theory.  In 

the Non-Cooperative Game Theory, the nodes are competing amongst each other, and their goal is to 

maximize utility, choosing their strategies individually. This grants the node a selfish and rational trait, 

as it strives the outcome of individualistic strategies. In these networks, the sink has access to a 

mechanism that handles incentives according to the node’s latest decisions.  

2.2 Original Gur Game 

The Gur Game, introduced by M.L. Tsetlin [11] is a simple “game” that is performed with a referee and 

a set of players. In this process, the players have no knowledge of other players’ whereabouts or 

decisions. On the other hand, the referee has knowledge of how many players are present, and their 

collective decisions, i.e., the sink node has knowledge of every decision, but not which player made it. 

Periodically, the referee will instruct the players to decide to vote “yes” or “no”. When the referee 
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receives these votes, it analyses the number of votes obtained for each of the possible answers and 

provides a reward probability, r, to the players. The attributed reward is intended to manipulate the 

player’s following decision, striving this way to achieve an ideal number of “yes” and “no” votes 

through new voting rounds. This reward is generated as a function of the amount of “yes” votes 

received in the last round, and is set between 0 and 1. A typical reward function has its maximum 

value at the desirable number of players voting “yes”. Each player is then rewarded with probability r, 

or penalized with 1-r. 

In this Gur Game approach, the players can be simple automaton devices, provided with a state 

machine, in which each vote is associated with a distinct state, as demonstrated in the Figure 2.1. 

 

Figure 2.1 - Example of automaton with two states for the Gur Game. 

As previously explained, the players’ states transitions are dependent on the reward probability 

computed by the referee. In this resolution method, each player considers its options in a greedy 

manner, deciding based on what seems to give the player the best payoff.  

Generally, greed strategies results in sub-optimal outcomes, as it is perceived in the prisoner’s 

dilemma [12], where two prisoners individually would optimize their own behaviour, but resulting in 

globally underachieving results. However, the Gur Game method does not possess this property, as 

the present players do not attempt to predict the other players’ behaviour. Alternatively, each player 

performs by trial and error [11]. 

The choice of adapting this algorithm to comply with the objectives proposed in this thesis relies in its 

capacity to operate under minimum knowledge of the players’ personal information. The referee’s 

reward calculation is based in the collective votes, as opposed to the player’s individual decisions. 

This means that the referee delivers a reward that is not player-centric, allowing it to manipulate the 

network without knowledge of individual player decisions. This characteristic is important to guarantee 

that the developed algorithm can operate maintaining the sensing sources anonymous.  
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2.2.1 Gur Game algorithms applied in WSNs 

When approaching WSNs, the requirements of the networks vary according to the used applications. 

However, many networks suffer from shared handicaps, such as limited device capacities, energy 

consumption, or even dropped messages by the sink due to handling large amounts of packets. The 

following texts introduce adaptations to the basic Gur Game proposed by many authors. 

In 2014, two Gur Game adaptations were designed to tackle Gur Game limitations regarding WSNs 

[13]. The main identified restraints were:  

 Scarce energy supply; 

 Limited processing capabilities; 

 Storage space.  

In order to supress some of the drawbacks imposed by the Gur Game, the authors had set the 

objective to dynamically adjust the number of active nodes according to the limitations of the sink 

node, while saving idle node’s energy and, simultaneously, using the optimum number of active 

nodes, maximizing the data to be received by the sink. The optimum number of nodes can be 

perceived as a Quality of Service (QoS) parameter, as it imposes a minimum of active nodes 

collecting data to meet the network expectations. 

The first adaptation is labelled as Periodic Gur Game and, during the experiments taken by the 

authors, one of the problems identified was the node’s energy unbalance. The fact that upon reaching 

the optimum level of desired QoS, the active sensors responsible for the data gathering would remain 

alive and collecting until their power supply depleted, while other nodes would remain asleep with 

available energy. Concerning these factors, researchers proposed to reapply the Gur Game 

periodically, so nodes can change their state from time to time, guaranteeing a longer network lifetime. 

The Periodic Gur Game proposition introduces features that, although useful, are not the most 

relevant to the developed work in this thesis, due to the fact that the data-transferring component is 

not regarded in the experiments performed in this study. Nonetheless, the proposed adaptation still 

holds importance regarding future developments under this topic. 

Other identified issue when observing the experiments was the large amount of iterations, and 

therefore time, taken by the Gur Game to stabilize the network. This setback can be explained by the 

use of ambiguous rewards in the Gur Game. Hence, a second adaptation, designated as Adaptive 

Periodic Gur Game, was introduced. To engage in a better understanding of the problem, suppose 

that in a given network, after a few iterations, the number of active nodes is less than the desired. This 

would lead to the sink broadcasting a reward that would motivate nodes to change state, in an attempt 

to wake up more nodes. Upon receiving the reward, every node, active or idle, will act based on the 

reward broadcasted. Although this might work, as it may wake up a sufficient number of idle nodes, it 

may also set to sleep some active nodes, resulting in a possible network unbalance opposed to the 

one found in the previous round. The Adaptative Gur Game proposes the use of an unambiguous 

reward mechanism, by setting a bit besides the reward, being this bit indicative of which current node 

state the reward refers to. With this addition, only idle nodes would regard the reward, while the active 
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nodes remain in their state. With these two features added to the Gur Game, the convergence time is 

expected to decrease, and would be left a period of time after convergence and then initialize the 

game again for energy balancing. 

To test the changes proposed to the Gur Game applied in WSN, the authors simulated an 

environment with 100 nodes, placed randomly in a 100x100m area, and set the optimum number of 

active nodes to 35. The results obtained allowed to conclude that both Periodic and Adaptive Periodic 

Gur Game algorithms managed to improve the network performance. Regarding convergence time, 

the tests showed a great improvement, going from 132 rounds needed to stabilize to only 5, and an 

increase in network life expectancy up to 29% with the addition of these two algorithms.  

Although applied to a distinct environment and with slightly different objectives from the ones set in 

this thesis, part of these adaptations influenced the developing of the rewarding algorithms in this 

application. The Adaptive Gur Game, by introducing unambiguous rewards, allowed more complex 

requests to the nodes, including the possibility of requesting multiple interests, and is used in the 

reward system applied in this application. Despite the Periodic Gur Game proposition introduces 

features that did not fit the thesis objectives, these are still relevant regarding future developments in 

this subject.  

In the article [14], a solution is proposed to improve QoS and coverage control in WSNs using an 

enhanced reward function, in order to minimize the problems of collecting redundant data and 

diminishing battery lifetime if the active sensors are too densely or sparsely distributed. Although the 

researchers identified numerous parameters to define QoS, such as: coverage, event detection ratio, 

exposure, connectivity, requirements for continuous service, observation accuracy and the optimum 

number of sensors that send information to the sink, the presented study is focused on the last 

definition of QoS. Developed under the purpose of achieving both optimal number of active sensors 

and coverage rate of active sensors, this article suggests the use of a Coverage-Aware QoS Control, 

based on the Gur Game algorithm. This Coverage-Aware QoS Control proposal, or CAQC, as the 

authors named it, features a reward function that computes accordingly to the number of active 

sensors and covered regions. The developed function is as follows: 

𝑅∗(𝑡) = (0.2 + 0.8𝑒(−0.002(𝐾𝑡−𝑃𝑛)2))(0.2 + 0.8𝑒(−0.002(𝑁𝐶𝑅−𝐶𝑛)2)) 

Equation 1 - Coverage-Aware QoS Control reward function. 

where Kt is the number of active nodes, Pn is the optimal number of active nodes, NCR is the number of 

coverage regions and Cn represents the target number of regions. This thesis, similarly to [14], aims to 

improve certain aspects of the Gur Game applied to WSNs, sharing some of objectives in common 

with this thesis: 

 Objective is to reach an optimal number of active sensors; 

 Aims to minimize collecting redundant data; 

 Applies a modified Gur Game reward function. 
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The simulation results regarding the article led the authors to conclude that CAQC has a success rate 

much higher than the Gur Game based scheme, although its success is directly related to the total 

number of sensors, target sensor number, total region number and target regions number. The 

manipulation of the reward function, accordingly to the needs of the network and its available 

resources, is proven to be essential for the achievement of the desired QoS, while providing important 

feedback regarding the setbacks imposed by the diversity of the network’s elements and objectives. 

Although the presented works in this section share some common points with the algorithm proposed 

in this thesis, the concern in maintaining the anonymity of the participants is unique to this project, and 

sets it apart from the proposals described above. 

2.3 Service Discovery in WSNs 

In a not very distant future, the Internet is expected to connect billions of devices. In pursuance of 

obtaining the best use of these platforms, the devices must be able to communicate amongst 

themselves and interact with the surrounding environment.  

In 2003, Directed Diffusion was proposed as an algorithm that could provide different tools for the 

growing reality of sensor networks, such as robustness, scaling and energy efficiency [21]. Directed 

Diffusion, is a data-centric network algorithm, similarly the one proposed in this thesis. This algorithm 

operates by nominating a node, the sink node, which is responsible for querying data requested by a 

human user, regarding an area or event. These queries are flooded through the network, either 

broadcasted or geographically routed. As this occurs, path gradients are established, that are later 

used to send the data back to the sink. Intermediate nodes can cache or aggregate data in order to 

provide more accurate data to the sink. This algorithm is intended to achieve energy savings by 

empirically selecting the best route and caching data, using data aggregation.  

As identified by [15], the disparate nature of the smart devices, influenced by their characteristics, 

capabilities and communication technologies, contribute to the complexity and difficulty in taking full 

advantage IoT potential. The authors also pinpointed that to properly realise the IoT vision, automatic 

discovery of resources, along with their properties and capabilities, should be focused for future 

mechanisms development.  

In [15], the current State-of-Art of Resource Discovery (RD) is addressed and a novel discovery 

framework is proposed. In this paper, the existing technologies and several papers regarding the 

subject are categorized and analysed according to its assets and drawbacks. A small description of 

this analysis is provided: 

 Distributed and P2P discovery services: In these systems, the resource peers communicate 

amongst each other using a P2P overlay, handling also Machine-to-Machine (M2M) device 

registration, like the distributed resource discovery (DRD) [16]. The resource description 

registration stores several information details regarding the resource peers in to the P2P 

overlay. The use of MAC address hashing technique to generate names concerned the 

authors, as the MAC address can be spoofed and lead to duplicate names. The use of P2P 
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architecture for service discovery allows the use of large and distributed scale infrastructure. 

 Centralized architecture for resource discovery: An infrastructure named “digrectory” allows for 

sensors to register in to a common centralized infrastructure, having several directories 

dedicated to handle different resource types. Devices can be registered in order to provide 

services. A service discovery framework integrated in to a centralized architecture is also 

suggested, using a central registry as a backbone of the architecture, indexing smart objects 

according to their correspondent domain. One problem identified in this proposal is the 

impossibility of an object sharing several domains. 

 Constrained Application Protocol (CoAP) based service discovery: Giving access to a RESTful 

web service, any client may request service discovery through CoAP. Upon request, the client 

receives information regarding the available resources. Several difficulties were identified: it is 

not specified how a device announces itself to the CoAP server, nor how a client can query for 

a resource, and the approach using CoAP with RD suffers from scalability issues. A system 

using CoAP and DNS providing translation between CoAP and HTTP is proposed to address 

these drawbacks. The presented work resorts to RESTful interactions between sensors, 

gateways and servers to improve interoperability between devices. 

 Semantic based discovery: Authors have proposed a semantic based framework, using the 

concept of service advertisement of smart devices, which provided details such as id, 

endpoint, and location. A proposed service discovery using semantic web technologies on the 

data received from the devices is also mentioned.  

The paper under analysis summarizes the developments currently existing in the RD fields. Although 

several different methods are proposed to fill the existing gap, none of the above-mentioned 

technologies guarantees to take full advantage of the IoT capabilities, nor the ability to universally 

identify and communicate with all types of sensor present. Although the work developed in this thesis 

is based on the assumption that an already existing and well-established network of a certain type of 

sensors that share the same capabilities, some steps have to be taken in order to reach a scenario 

where distinct wireless devices can be easily assembled and maintained in an ad-hoc fashion. 

From this thesis perspective, an ad-hoc WSN should be able to discover resources in a network, to 

retrieve environmental data on demand, provided by the connected sensors. Thus, a service discovery 

protocol that is able to provide the network with the information needed to operate and establish 

communicating paths is of great importance. The request for information or data gather can be 

expressed in a query, that upon reaching a network solution, can set the start of the data flow to the 

query’s originator. Also following some of the basic premises, many algorithms inspired in Swarm 

Intelligence (SI) were developed. 

Swarm Intelligence is a meta-heuristic methodology used to solve numerical optimization problems by 

simulating the swarm behaviours found in nature [17]. This subfield of Computational Intelligence 

comprises systems inspired in swarms and the collective behaviours formed by natural creatures. 

These swarms, despite the limited information, can achieve solutions for complicated optimization 

problems through the sum of its member’s simple actions [18].  
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In [17], an extensive study was performed to provide an up-to-date survey and comparison in SI based 

routing protocols in WSNs. The study categorizes the systems based on the optimization strategies 

they adapted. The most impactful frameworks developed so far in SI include Ant Colony Optimization 

(ACO), Particle Swarm Optimization (PSO), Bacterial Foraging Optimization (BFO) and Artificial Bee 

Colony (ABC). Each of these frameworks is inspired in different animal swarms, with unique 

characteristics and resolution processes that were approached in the study. Although in this paper all 

the above-mentioned optimizations are analysed, the ACO appears to be the most suitable to meet 

the requirements of the application scenario considered. 

Systems based on ACO aim to optimize resource paths. These systems provide data aggregation, 

supporting multipath data transmission to obtain reliable communications in WSNs. ACO based 

techniques also use real time computation to deliver better performance. Although suitable in dynamic 

networks to prevent link failure, the authors of [17] state that ACO algorithms are highly dependent in 

the previous cycle. These ACO based systems, as the name suggests, are inspired in the collective 

behaviour of ant colonies, i.e., the ability of ants to find the best path between the food source and 

their nest. This occurs in nature through the use of pheromones deposited along the way by the ants. 

The quantity of pheromone left on the trails is proportional to its desirability, bearing in mind that a trail 

with higher concentration of pheromone is more likely to be followed [17]. An ACO meta-heuristic was 

proposed in [19], where several shared characteristics of ACO based algorithms are presented and 

schematized. The authors informally summarized an ACO algorithm behaviour analogy:  

 Colonies of ants (agents) hop between nodes asynchronously and concurrently, incrementally 

building solutions and problem optimizations; 

 Ants move by using a stochastic decision, supported on the local information stored in the 

node-local ant-routing tables; 

 While building a solution, the ant stores information based on the trail relevance to the 

problem solving. 

The authors highlighted that each SI based optimization has its strengths and weaknesses, especially 

when inserted in resource-constrained networks. It was also mentioned that most developed protocols 

contain no comparison baseline or are not implemented in a real world environment.  

The SI field has seen many developments, with several protocols based in distinct swarm behaviours 

to reach different objectives being proposed. Rumor Routing is found amongst the most recent 

developmentsRumor [20]. The developed algorithm is intended to provide a method of directing 

queries to nodes that have witnessed a particular event. To comply with these conditions, the 

developers created an algorithm that does not resort to message flooding to propagate queries to their 

destination. Much like many other SI based protocols, Rumor Routing relies in agents to assist in 

fulfilling its purposes, by creating paths leading to witnessed events.  
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This algorithm’s main operating methods can be simplified in three points: 

 The nodes that form the network contain a list of neighbours and an events table. When the 

node witnesses an event, it updates its events table and generates an agent. This agent will 

travel through the network, propagating information regarding the path leading to the 

witnessed event. 

 As the agent hops through the network, the nodes it visits have their events table updated in 

order to create known routes to events. 

 Any node is able to create a query, which should be forwarded to the correspondent node. If 

the querying node is not aware of any path, it will transmit the query in a random direction. 

This query is retransmitted until a path towards the destination is found, or it expires. 

With these methods, the generated query can be sent in a random walk until the desired path is found 

as opposed to flooding the network. In the simulations performed by the authors, it was stated that the 

algorithm might provide efficient results when delivering queries to events in large networks. This 

algorithm was developed with an event-driven purpose, relying in event witnessing to provide the 

network with the routing paths needed to operate. Its tools are not fitted to a network that does not 

depend on event witnessing to reach its goals, such as the algorithm proposed in this thesis.  

When observing the analysed systems presented in this section, the algorithm Directed Diffusion 

shares the most similarities with the algorithm developed in this work. The objectives are very 

identical, and the methods used to achieve the objectives also share some similarities. An important 

feature is that message propagation is determined by localized interactions (as in ACO based 

protocols). Although the communications protocol used in Directed Diffusion are provided with more 

complexities, some of its basic methods were applied in the development of this thesis:  

 The queries are transmitted through network flooding; 

 The routing paths are established locally, determined by localized interactions. 

The paper is also the source of some notations attributed in this work: the requested areas or events 

are referred as interests, the querying node as sink, and the sensing devices as nodes. On the other 

hand, Directed Diffusion does not attempt to maintain the sources anonymous or to comply with a 

fixed number of devices covering each interest. 

2.4 Community Networks 

In 2012, Internet’s Society conducted a survey [22], which revealed that most participants considered 

that an Internet access should be regarded a basic human right. Despite that, according to ITU, by the 

end of 2016, 53% of the world’s population does not use the Internet [23]. The verified lack of access 

by part of the world’s population can be mainly attributed to two factors: sparsely distributed population 

aggregates and socio-economic barriers. While the first reason can be explained by the installation 

costs associated with remote locations or difficult physical access, the latter is associated with under-

developed countries, where the national average income is insufficient to justify ISPs investments in 

fixed broadband infrastructures. IRTF identified these factors and, in 2014, created the Global Access 
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to the Internet for All (GAIA) initiative [4]. This research group aims to, amongst other objectives, find 

solutions to provide everyone with an affordable Internet access.  

Among many projects embraced by the GAIA research group, Community Networks are foreseen as a 

model for the future Internet [24]. These networks rely on its composing members to provide and 

maintain the infrastructure used, and usually governed by an open peering agreement such as [25], 

which avoids barriers for the participation of the network [3]. With the help of non-profit organizations 

operating the networks, the active citizens can develop community services, such as local networking 

and Internet access. The share of resources, such as local access or Internet transport, is relevant as 

it lowers the cost of network infrastructures and Internet services [26]. These networks expand to new 

locations as a result of a collaborative effort of its participants, linking new nodes to the already 

existing network. Although these networks are quite diverse, due to the inconvenience of terrestrial 

construction, most of the links are established wirelessly [24].  

Several community networks are already established around the world, such as Guifi [30], FreiFunk 

[5], Athens Wireless Metropolitan Network (AWMN) [27] in Europe, WasabiNet [28] in the US, or even 

Monte Video Libre in Latin America [29]. Although some of the networks provide a connection to 

thousands of people, many other informal and locally known networks can be found scattered across 

the globe [3] 

A solid Community Network example is the Guifi. Most authors mentioned in this work reference it as 

model example in this research area, mostly due to its size and data it provides for research in this 

field. Therefore, in this section, guifi is also presented and analysed. 

Started around 2004 in the region of Catalonia, Spain, with the objective of creating a free, open and 

neutral telecommunications network, while providing fair-priced telecommunications and broadband 

Internet access to all its members. This project was born due to the lack services provided by 

traditional ISPs, and already comprises over 32500 operating nodes, connecting more than 50000 

users. The fundamental principles behind this network are defined as openness of access to the 

infrastructure and of participation in the development of the infrastructure and community [30]: 

 Open access: Everybody has the right to join the network, and the prices are non-

discriminatory, being these cost-oriented and ruled by the fair trade principle. 

 Open participation: Everybody has the right to join the community. Participants can be divided 

in to four categories: 

o Volunteers: Local citizens attracted to details such as independence, neutrality, 

innovation and other aspects; 

o Professionals: Interested in demand and providing services; 

o Costumers: Seeking provided services and network access; 

o Public administrations: Responsible for managing, regulating the participation of the 

society and the use of public space. 

These principles result in a network that is governed as a common-pool resource (CPR), which means 

there is a regulation oriented to preserve, maintain and consume the resources. Participants should 
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follow rules based in a CPR model and must contribute with hardware to provide the infrastructure, but 

remain free to leave the network at will and keeping their respective hardware. 

The Community Networks previously mentioned were mainly developed to tackle the lack of Internet 

access or its high access costs. Other Community Networks, such as CAPTOR and TTN, aim to 

provide a platform that also allows the users to share the collected data in their devices connected to 

the network. The CAPTOR project is being developed to help raise awareness amongst European 

citizens regarding the air quality and the impact it has in society. To achieve this, the project relies in 

values like citizen science, collaborative networks and environmental social activism. Using low cost 

sensors maintained by the citizens, the collected data is shared across the network, attempting to 

combine the knowledge of all the participants in order to develop a collaborative process of finding 

innovative solutions. In a similar perspective, TTN aims to develop an open-source, decentralized 

network. Through the use of long range Gateways supported by LoRaWan technology, low power 

devices are connected to TTN Backend, that routes the data to the requesting application. 

CAPTOR and TTN communities intend to take advantage of the increasing ease of access to multiple 

devices capable of gathering and sharing data. The use of sensing devices maintained by citizens 

capable of sharing the collected data through these large networks provides new means and tools to 

study several fields, such as environment sensing. 

The growth observed in Community Networks, such as guifi.net, allied with the appearance of similar 

networks that allow connecting low power devices in order to share and collectively study the gathered 

data, creates an opportunity to develop new methods of data collection, sharing and discussion. 

Bearing in mind a futuristic perspective in which Community Networks continue to grow and develop, 

the work proposed in this thesis aims to provide an algorithm that, using the available connected 

devices, can gather information from a specific amount of sensors dedicated to collecting data at user 

request. 
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3. Gur Game Solution for Cooperative Sensing 

Chapter 3 

Gur Game Solution for Cooperative Sensing  

This chapter presents the work description, including initial considerations, service discovery protocol, 

data management and the algorithms used to compose this project. 

The following sections cover the technical components of the developed work, providing detailed 

explanations regarding the algorithm’s resolution process. Three new notations will be used 

throughout the remainder of this work:  

 Interests: refer to areas of interest to be sensed; 

 Vote: the node’s decision to cover a given interest; 

 The sink node is shortened to sink, and the sensing nodes to just nodes. 

In the development of this chapter, the distinct phases of the algorithm are described, along with the 

major algorithms introduced in each phase, their correspondent communication aspects and data 

management. All the explanations provided are accompanied by graphical representations, in order to 

better understand the procedures executed.  

3.1 System Architecture 

This section introduces some basic knowledge on how certain elements of the network behave and 

basic key features.  

To develop this project, an ad-hoc network composed of multiple nodes is used. The nodes can fall 

under two categories: 

1. The sink: The device responsible for enquiring about requested areas to sense; 

2. The nodes: These devices are responsible for choosing which of the interests to sense and 

report back to the sink, while providing message transport at application layer. 

Although the sink and sensing nodes share the same hardware and computational capabilities, both 

elements’ roles are distinct. In the development of this thesis, only one sink is used, and its purpose is 

to manage the network operations and achieve an optimal data sharing algorithm convergence, based 

on target number of active sensing nodes and resources available.  

It is important to note that the scope of this work does not cover the actual data-sharing component, 

nor the use of multiple sink nodes, being both aspects relegated for future related work. Another detail 

worth noting is that the nodes are merely reactive elements, thus will only take actions upon receiving 

messages.  

In the proposed algorithm, the sink is not aware of the node’s locations, or their independent votes. All 

the sink’s decisions are based on the collective votes, providing the network with a data-centric 

resolution algorithm. All the participating devices run an adapted Gur Game application, which guides 
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the devices behaviour throughout the algorithm resolution process. This process is summarized and 

depicted in Figure 3.1, which is divided in to four parts, each identified with an alphabet letter and 

ordered chronologically. The following paragraphs will complement the figure’s description. 

Furthermore, full arrows represent broadcasts and the empty arrows represent unicasts. 

 

 

Figure 3.1 –Gur Game algorithm’s simplified behaviour. 

The network parameters and objectives can vary a lot, and with that, the network must be able to 

adapt to the different proposed sets. In order to comply with this process, the algorithm was divided in 

3 phases: 

1. Hello Protocol: 

In this phase, the sink approaches the reachable nodes via broadcast, in order to be aware of the 

quantity of sensors available for the environment covering.  

2. Interest Description and Matching: 

After the sink has knowledge of the network’s size, it will broadcast the interest’s IDs and locations. 

During this phase, the nodes learn which areas of interest they can cover. This phase is described in 

Figure 3.1(a) and (b). Upon receiving the interests’ data and computing its distances, the node will 

vote based on the interests it can cover, and report it to the sink. On the other hand, the sink will wait a 

predefined time to receive the node’s votes, or until it receives all the votes from the nodes found in 

the first phase.  
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3. Negotiation Exchange: 

This phase starts with the first rewards transmitted by the sink, attempting to manipulate the nodes’ 

votes. According to the votes received, the sink node will decide if the coverage requirements are met. 

If not, a vector of rewards is broadcasted. Upon receiving the rewards, the nodes will reconsider its 

votes and share their decision. This is described in Figure 3.1(c) and (d), and this cycle will perpetuate 

as long as there is no desired convergence, the sink decides whether there are no conditions to cover 

all the interests, or the network is taking too long to converge.  

3.2 Service Discovery and Communications Protocol 

In this system, the message routing is carried at the application layer, and is composed by two main 

aspects: 

 How information diffuses from the sink throughout the network; 

 How the nodes propagate their respective votes to the sink. 

The sink communicates with the network through message broadcasting. All the nodes within range 

that received the broadcasted message store the newly received data and rebroadcast the message 

to farther nodes that could not listen the sink’s original broadcast. Figure 3.2 schematizes the 

operations performed by a node upon receiving a message. 

 

Figure 3.2 - Node's decision flowchart when receiving a message. 

Due to the fact that every node in listening range of the sink rebroadcasts the new message, many 

nodes receive repeated messages from their neighbouring nodes. Therefore, there is a need for the 
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nodes to distinguish which rebroadcasts contain new data. This is achieved by consulting the 

time_stamp variable present in the newly received message. Every time a node rebroadcasts a 

message, its time_stamp remains untouched. This means that only the sink node is able to manipulate 

this field in the broadcasts. Bearing this in mind, if a broadcast reaches a node with a time_stamp not 

superior to the last received by the given node, it will be regarded as outdated information. This means 

that upon receiving the broadcast, a given node can make one of two decisions: 

 If the data of the message is more recent than the last received, the node will store its 

time_stamp, the new data contained in the message, and proceeds to increase the number of 

hops in the message before rebroadcasting it.  

 In the case of the packet received does not contain new information, the message is dropped 

and not rebroadcasted.  

The previous paragraphs explain how the node proceeds when receiving a broadcast, in a data-

oriented perspective. Although in many cases the data stored in the message is ignored, the node can 

still retrieve some useful information to help populate the forwarding tables before dropping the 

message.  

The forwarding tables used by the nodes can hold up to three different addresses, and contain the 

necessary details to be able to be kept up to date and optimised. The forwarding tables are updated 

whenever a message is received from a destination that provided new information or a path as short 

as the ones known. 

Figure 3.3 describes the processes of updating the forwarding tables, and the fields present in the 

forwarding tables. 

 

Figure 3.3 -Node's decision flowchart regarding forwarding tables updates. 

 

The node starts by understanding if the message carries new information, whether it is an interest 

description message, or a new reward regarding the previous voting round: 
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 If the content in the message is new, the node deletes the now obsolete addresses, and 

stores the address details of the node responsible for broadcasting the new information; 

 If the content in the message is not new, the node will carry a more selective process. The 

first action is to verify if the routing table has the sink address. If any of the present addresses 

contains the variable hops equal to 1, it means the respective address belongs to the sink, 

and no new addresses will be added to the forwarding table until a new message arrives 

providing new data. In case the node does not contain the sink address, it will consult the 

hops field in the message, and compare it to the hops on one of the stored addresses: 

o If the message carried more hops than the hops stored in the table, it is discarded; 

o If the message carried less hops than the addresses stored, the node will erase all 

the entries and add the new address; 

o If the messaged carried the same amount of hops as the addresses stored, the node 

checks if there is room to a new address. If not, the message is discarded. 

When a node intends to transmit an answer to the sink, whether it’s its own or an answer provided by 

another node, it starts by consulting the forwarding table: 

 In case the node contains the sink address, i.e., an address with the hops field set to one, all 

its messages will be sent to this address;  

 If the node does not contain the sink address, it will randomly choose one of the stored 

addresses.  

Different types of messages are diffused through the network when searching for convergence. Each 

of the algorithm’s three phases requires distinct information to operate in. Therefore, the messages’ 

content varies during runtime. The information is shared by introducing a header containing the data in 

the message. Table 1 displays the fields used in the messages along the different phases. As 

mentioned before, the nodes are mostly reactive, thus data storage and management is executed 

upon receiving or sending messages. It is also important to note that the fields presented are 

explained throughout this section. 

The fields found in Table 1 are used in messages created by both the sink and nodes. By observing 

the table, it is easily detected that broadcast and time_stamp and hop_number are the only fields used 

in all the phases. These contain valuable information throughout the entirety of the algorithm 

resolution process. The broadcast field is important for the receiving device, as its behaviour regarding 

the message depends on the value stored in this field. This Boolean field is set true if the packet was 

broadcasted, or false if unicasted. This value is solely created by the sink, and is used by the nodes to 

discern if the message contains new or out-dated data. Rebroadcasts realised by the nodes also 

contain this field, and its fields’ values remain unchanged. 

During Interest Description and Matching, three different vectors are shared. These contain all the 

necessary details to the nodes. The field interest_id holds the IDs, with each ID vector entry matching 

its coordinate values in the x_pos and y_pos vectors. The total_interests field was introduced to assist 

in the deserialization of the message’s data. 
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While in Negotiation Exchange, different information is shared. The sink shares its rewards by 

matching the entries in locked_interests, containing the interests’ IDs, with interest_reward, that holds 

the correspondent rewards. Forbidden_interest field carries the list of interests that are blocked. On 

the other hand, the nodes report their votes to the sink in the interest_id field. In the case of being able 

to cover multiple interests, the node will set the field multiple_vote to true and insert the interests’ IDs 

in the secondary_interests vector. 

 

Table 1 – Message’s Contents.  

3.3 Hello Protocol 

During the first phase of the algorithm, the exchanged data pattern is very simple. As previously 

mentioned, during this stage the sink is attempting to collect knowledge on how many nodes are 

present and ready to operate. To achieve this, the sink broadcasts a small message, containing 4 

fields in its header. The first fields, broadcast and time_stamp, have already been introduced. The 

hello Boolean, when set true, identifies the packet as being a hello protocol packet. In Figure 3.4, an 

example situation is provided. 
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Figure 3.4 - Messages transmitted during Hello Protocol. 

From the node’s point of view, the message sent back to the sink is very similar to the one 

broadcasted initially. Since the node’s answer is unicasted instead of broadcasted, the variable 

broadcast is set to false. This answer will be addressed to the last-hop node that provided the 

answering node with the sink’s request. The messages received by the sink that have broadcast set to 

true are discarded, being considered rebroadcasts of its original messages. As a result, the sink 

accounts for an active node whenever it receives a message that contains the fields broadcast and 

hello set false and true, respectively. 

3.4 Interest Description and Matching 

In the phase of Interest Description and Matching, the messages exchanged contain more data, as the 

sink is providing details regarding the interests to cover. The interests requested are stored in a vector 

of structures. The mentioned structures also contain information used in the next phase, thus a more 

elaborate explanation is provided in the next phase description. During this, the nodes do not 

communicate with the sink, therefore the data flows exclusively from the sink to the nodes. The 

interests are broadcasted in a single message, and the message’s data includes the interests’ IDs, 

interest_id, and their geographical locations, the combination of y_pos and x_pos. Figure 3.5 provides 

exemplary values set to an interest details message during this phase. 

 

Figure 3.5 - Messages transmitted during Interest Description and Matching. 

As Figure 3.5 suggests, the nodes provide no answer to the sink, being limited to solely rebroadcast 

the sink’s messages and perform coverage calculations.  

Similarly to the sink, the nodes hold interests’ details in data structures contained in vectors. When 

receiving the interests’ details message, the nodes create a new entry in its Interests vector, storing 
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the interests’ IDs, its coordinates, the message’s timestamp, a boolean variable in_range. Figure 3.6 

depicts a flowchart describing the main operations performed by the nodes when the interests’ 

description arrives. 

 

Figure 3.6 - Node's flowchart when receiving a new interest. 

After saving all interests’ details, the node proceeds to calculate if the interests are coverable, i.e., are 

in sensing range: 

 If the interest is not in coverable range, the node does nothing and checks the next entry; 

 If the interest is coverable, the node will add a new entry to the Coverable Interests Vector, 

and sets in_range to true, indicating that the corresponding interest is coverable. Similarly to 

the Interests vector, each of the Coverable Interests vector’s entry contains a structure. The 

structure accommodates additional details regarding the interests, for instance, the interest’s 

polar coordinates, polar_radius and polar_theta, which are used to appraise if another interest 

can be covered simultaneously.  

In the possibility of more than one interest being covered, the node will set the is_multiple variable to 

true, insert in the multiple_interests vector a new entry for every simultaneously covered interest’s ID 

and update the multiple_interests vectors from other entries in the Coverable Interests Vector. The 

field is_forbidden was introduced to be used in the voting phase, and is defaulted to false, being only 

set true if the sink decides to block additional votes in a given interest. Whenever the node receives a 

message informing of the interests’ block, and the node disregards the interest for the next round. 
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When the coverage calculations are finished, the node schedules the message rebroadcast, and its 

correspondent vote for the first round. Details on how the nodes compute multiple interests’ coverage 

will be provided further in this thesis. To learn if an interest is in range, the node consults its own 

position and computes the distance to the interests’ coordinates. If the interest is at a distance bellow 

the maximum set, it is stored in the coverable interests vector. The newly received coverable interest 

is then compared with the coverable interests previously stored, in order to conclude if by covering the 

new interest, any of the other interests are simultaneously covered. In the eventuality of more than one 

interest being covered simultaneously, the node can later provide information regarding the multiple 

interests in the same data message. Two criteria must be verified in order to achieve multiple interest 

coverage:  

 The first criterion applied is that interests must be in coverage range. This condition is already 

guaranteed upon comparing, as the new received interest will only be compared with the 

interests stored in the Coverable Interests Vector;  

 The second criterion applied aims to set a maximum angle between the node and the 

interests. This condition was introduced with the purpose of simulating the limitations of 

sensing devices, such as the angle of view of a recording camera. The node starts by 

converting the interests’ locations to polar coordinates, parameterized with the node as 

reference. The following course of action taken by the node is comparing the interests’ angular 

coordinates. If the difference between both interests is smaller than 35º, then both interests 

can be simultaneously covered.  

Figure 3.7 suggests a situation where a given node, able to sense in its range radius R, by covering 

the interest I1, can simultaneously gather data of the interest I2. Considering that the interest I3 is 

outside the covering range, it cannot be concurrently sensed. 

 

Figure 3.7 – Node’s multiple interests coverage example. 
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3.5 Negotiation Exchange 

Although the previous two phases started with a packet broadcasted by the sink, the third and last 

phase begins with the nodes sending their first votes to the sink. A typical vote message is shown in 

Figure 3.8. It is important to note that, although the nodes started this phase by voting in an interest, 

the remaining negotiations will be controlled by the sink, which will start a new round every time it 

broadcasts a new reward message. 

 

Figure 3.8 – Messages sent by the nodes during Negotiation Exchange. 

When observing the data present in the vote packet, some already familiar variables appear: 

vote_round indicates the vote’s corresponding round, and the value associated with interest_id refers 

to the chosen interests’ ID. In the case of the corresponding vote containing multiple interests, the 

boolean field multiple_vote is set to true, secondary_size indicates the amount of covered interests, 

and the vector secondary_interests holds a secondary interests’ ID per entry. The field 

secondary_size is used to assist the serializing and de-serializing of the secondary interests vector in 

the message processing.  

The sink, like the nodes, stores the interests’ details in a vector of structures, Interest Data, and each 

interest is individually stored in a vector entry. The structures also contain information regarding the 

voting rounds, holding the interest’s ID and location, the number of votes in the actual round, a 

Boolean variable to indicate if the optimal number of votes has been reached and a vector of integers 

that contains the number of votes obtained in the previous rounds.  

In Figure 3.9, a flowchart exemplifying the actions taken by the sink upon receiving a message is 

presented. Although this is not explicit in Figure 3.9, any rebroadcast received by the sink is 

discarded.  

When a new vote message reaches the sink, this consults its vote, and updates the respective 

interest’s vote count. In case the vote packet contains multiple votes, the sink will consult the number 

of votes already obtained in the respective interests, and will account for them only if the optimal 

number of votes has not been met yet. The sink calculates and broadcasts a new reward message 

after receiving all the expected vote packets, or its designated timer expires. This message contains 

rewards and blocked interests based on the just concluded vote round. 
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Figure 3.9 – Sink’s flowchart when receiving a new vote. 

Upon broadcasting the rewards, the sink re-sets some values in the structures: the number of votes in 

the actual round is copied to the vector of previous votes and is set to zero, and the boolean variable 

is_met is set to false. Similarly to the previous cases, an example of the reward packet is presented in 

Figure 3.10. 

 

Figure 3.10 – Rewards broadcasted by the sink during Negotiation Exchange. 

By observing Figure 3.10, it is easy to conclude that new data is shared through the network. In the 

message, three different vectors are shared. The first two in the example, locked_interest and 

locked_reward, contain, respectively, the interests’ IDs and the corresponding rewards. The entries in 

both these vectors are matched, thus the interest found in the Nth entry of locked_interest will have its 

corresponding reward in the same entry of locked_reward. The third and last vector, 

forbidden_interest, contains the IDs of the interests blocked by the sink. The interests identified in this 

vector are blocked, meaning that the nodes are not allowed to change votes to the corresponding 

interests. 
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Three additional variables, locked_int, vector_size and forbidden_size are appended to the message 

to help serialize and de-serialize the vectors containing the data. A fourth field is used, vote_round, to 

inform the nodes to which round their votes will correspond. 

3.5.1 Node’s State Machine 

In order to better understand the node’s decision algorithm, a Gur Game based vote-state model is 

presented. In the basic Gur Game algorithm, the voting devices are provided with a state per vote 

option. Likewise, in this application, when a given node can cover I interests, it is able to operate in I+1 

different states, a state per coverable interest and one for the idle mode. Each state is a 

representation of the node’s sensing hardware deployed to sense a specific interest, and a node 

cannot operate in more than one state at a time. If a node decides to change its state (i.e., change 

vote), it will increment to the next available state, or go idle, if no more states are available. Figure 

3.11 is an example of a possible node state machine, with three interests in sensing range and a 

fourth idle state. 

 

Figure 3.11 – Node’s possible state machine. 

As suggested by the previous image, the node changes between states following a given order. 

Therefore, if a node decides to change its state, it can only change to the next available entry on its 

vector. This implementation is used to force the nodes to operate in every possible state during the 

Negotiation Exchange voting rounds. The vector is ordered according to the sequence of interests 

received. If the node is in the last possible state and decides to change, the idle mode will be activated 

and the node will not vote, nor provide the sink with an answer. However, from the idle mode, the 

node is able to change to any of the states available. More information on how the node processes 

this decision will be provided bellow.  

Other feature present in the node’s decision algorithm is the sub-state. This was introduced in order to 

decrease the network voting dynamism. When a node decides to maintain the last vote, it falls in to a 

deeper state, i.e. a sub-state. When in this sub-state, the node will need additional ‘change vote’ 
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decisions in order to actually change state and the respective vote. Every state has a set of pre-

defined number of sub-states. To better grasp this functionality, an example is provided. Suppose that 

a given node has the same state machine as the one displayed in Figure 3.11, and each state is 

provided two corresponding sub-states. In Figure 3.12 is presented a graphical representation of the 

respective node’s machine state. The following texts will cover a range of possible node decisions to 

exemplify its behaviour during the voting rounds. 

 

Figure 3.12 - Node's state machine with two sub-states, with the node operating in state 1. 

In the first voting round, assume the node decides to vote in Interest #2, thus operating in state 1. If, in 

the second voting round, the node decides to maintain its vote, it will fall to the deeper sub-state 1.1, 

otherwise, the node will jump to the next available state. For the sake of argument, lets assume the 

node has chosen to maintain its vote, and it is operating in sub-state 1.1 by the end of the second 

round, as depicted in Figure 3.13(a). 

As the third round starts, the node considers two different options:  

 To continue voting in the same interest and start operating in the deepest and last sub-state;  

 To change vote and return to state 1, like described in Figure 3.12. 

Although in the latter option the node decides to change vote, it remains unaltered because it did not 

actually change its main state. Considering the node decided to maintain the vote, by the end of the 

third round, the node is operating in the last sub-state. 
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Figure 3.13 - Node's sub-states changes scheme. 

Like the Figure 3.13(b) suggests, from this sub-state the node can only change to a shallower sub-

state or remain in its current one. To help cover all possible node decisions, lets assume the node 

decides to change vote, and it starts operating in the sub-state 1.1 by the end of the fourth round (see 

Figure 3.13(a)). Consider that the in the fifth voting round, facing the same conditions as in the second 

round, the node decided to change its vote again, and it starts operating in the state 1, like the first 

vote round (see Figure 3.12). By the sixth round, the node is finally ready to actually change its vote 

and advance to state 2, if decided so. The number of sub-states is a variable that directly influences 

the efficiency of the network algorithm, and its ideal number varies according to the convergence 

parameters defined and multiple network factors. 

Although the nodes cannot engage in more than one state simultaneously and each state refers to 

only one interest, a given state may cover multiple interests. When sensing a particular interest, a 

node might be able to gather data regarding other nearby interests, thus providing a vote in multiple 

interests. This situation does not affect the node’s current state, nor the multiple interests 

corresponding states.  

3.5.2 Node’s Vote Decision Process 

When receiving a reward, the first action taken by the node, is to check if any of its coverable interests 

is blocked. This is achieved by comparing the blocked interests’ IDs in the reward message with the 

interests’ IDs stored in the Coverable Interests Vector. If an ID match is found, the interest data in the 

Coverable Interests Vector is marked as blocked, by setting the variable is_forbidden to true. During 

this round, the node will ignore the blocked interest in all its decisions. After computing and sending its 

new vote, the node resets all the is_forbidden in the vector back to false. The next course of action 

depends on the node’s current state, and is sketched in Figure 3.14. 

If the node voted in the previous round, its state is considered not idle. In this case, the node will 

consult the reward regarding its vote in the previous round. The node then chooses a random value 
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between zero and one hundred, and compares it with the consulted reward. If the chosen value is 

inferior or equal to the reward, the node maintains its decision, moving, if possible, to a deeper sub-

state of the corresponding vote. If the value is higher, the node will try to change its vote. In the latter 

situation, the node’s vote might not actually change, since there is a possibility that the node is found 

in a deeper sub-state. All the blocked interests are ignored during this process.  

 

Figure 3.14 - Node's flowchart when receiving a new reward message. 

In case the node did not vote in the last round, it will decide to wake up based on a random decision, 

manipulated by the rewards corresponding to its coverable interests. Firstly, for the node to decide if it 

wakes up, it starts by randomly choosing a reward attributed to one if its non-blocked coverable 

interests. The node will then pick a random number between 0 and 100. If the drawn number is 

smaller than the reward picked, the node proceeds to wake up. In case of drawing a number equal or 

bigger than the reward, the node remains idle. Up to this point, the node has only decided if it wakes 

up or remains idle. If decided to wake up, the node still needs to decide which interest to cover. 

Concerning a case where the node decides not to remain idle, Figure 3.15 describes the steps taken 

in this situation. 

In order to make a random decision, influenced by the rewards, the node uses a vector of structures. 

Each entry contains a structure that holds the interest’s ID, its reward and a still empty combined 

reward variable (Cr). The vector entries are then sorted in an ascending manner, using the Bubble 

Sort algorithm [31]. Upon this task completion, the sink proceeds to calculate the combined rewards. 

The combined reward of the Nth entry is the result of the sum of that same entry reward with the Nth-1 

combined reward. 
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Figure 3.15 - Node's flowchart upon stop leaving the idle state. 

This process starts at the entry with the smallest reward, or in other words, in the first entry of the 

vector. For the first entry, the combined reward is simply equal to its own reward. In the second entry, 

the combined reward is calculated by summing the second entry reward with the combined reward of 

the first entry. In the third entry, the combined reward outcome will be the sum of the third reward with 

the second entry combined interest. This cycle repeats itself until the last combined reward of the 

vector is calculated.  

Through this process, the combined reward of the last entry is the sum of the total rewards. The node 

is now able to draw a random number between zero and the maximum combined reward. The 

cumulative reward interval in which this number fits, will be the interest voted by the node. 

3.5.3 Vote Time Limit 

Regarding the sink, a detailed description is provided on how it computes the rewards and adapts the 

vote rounds time schedule.  

The developed application was required to be efficient and adaptable according to the different 

proposed sets of environments and requirements, thus a dynamically adjusting vote round time 

schedule was introduced. The referred variable assumes great importance as it impacts heavily in one 

of the most important factors of the algorithm convergence, which is the convergence time, i.e., the 

total time the application needs to achieve the required number of sensors per interest. This time 
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schedule, as mentioned before, is controlled by the sink, and dictates the time interval at which the 

sink is listening to the nodes’ votes. By comparing two arbitrary scenarios, both similar in every detail 

except the number of requested interests to cover, it is easy to conclude that the scenario trying to 

satisfy more interests will also need a larger time interval for the sink to receive all the nodes’ votes, 

due to the fact that more nodes will be able to vote. On the opposite side, a scenario with fewer 

interests will require less nodes to vote, thus a smaller time frame can be more adequate. To comply 

with these details, by the end of every vote round, the sink re-adjusts the vote round time interval, 

based on the last vote received. 

To achieve this, the sink relies in a set of variables responsible for holding timestamps from different 

events, and adopts an Exponential Moving Average (EMA) to adapt the vote time interval according to 

the network needs. The EMA allows flexibility when establishing a new time limit, calculating this new 

interval based on the last packet received in the recently finished round, in the following manner: 

𝑉𝑛 =  𝛼 ∙ 𝑇𝑛 + (1 − 𝛼) ∙ 𝑉𝑛−1 

Equation 2 - EMA applied in the algorithm. 

Where: 

 𝑉𝑛: New vote time limit; 

 𝑇𝑛: Timestamp of the last received vote; 

 𝑉𝑛−1: Last vote time limit; 

 𝛼: Weight factor attributed to the new data, ranging between 1 and 0. 

In order to properly use the EMA, the sink adopts three different data types to store the details 

needed. Two distinct variables, of type Time, are responsible for holding the timestamp of the last vote 

message received and the current vote time limit. The third data type deployed is a vector of doubles, 

used by the sink to save the timestamps corresponding to the end of each round. As the data of an 

arriving vote message is saved, the timestamp information retrieved is relative to the total runtime of 

the application, therefore the sink needs to subtract this timestamp obtained with the value saved in 

the vector corresponding to the end of the previous round. Through this method, the sink is able to 

conclude how long the message took from the beginning of its round, until reaching the sink. 

The sink operates with EMA in two distinct situations:  

 At the end of each voting round. When a voting round comes to an end (i.e., the assigned time 

limit has expired), the timestamp of the last vote packet is consulted, calculated, and 

introduced in the EMA, as 𝑃𝑛. The new vote time limit, 𝑉𝑛, is therefore calculated based on the 

last received vote timestamp, 𝑇𝑛, and on the prior time limit assigned, 𝑉𝑛−1. This feature 

reveals its importance when considering that at the start of the voting rounds, the sink is not 

aware of how many nodes are able to vote, therefore the defaulted vote time limit is 

established with significant excess. This method is applied at the end of every voting round, 

granting the sink a capacity to adapt to the network conditions throughout the voting iterations.  
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 When a delayed vote packet reaches the sink. A vote packet is considered delayed when it 

reaches the sink after its corresponding vote round expired. When this situation is verified, the 

sink consults the time frame associated with the respective round, and calculates the new time 

limit. 

Although EMA is equally used when decreasing or increasing the vote time limit, the weight factor (𝛼) 

it assigns to new data varies according to the situation. As mentioned earlier, the default vote time limit 

is set in excess, thus most of the voting rounds end before the timer expires, leading to several 

consecutive decreases in this limit. In order to avoid diminishing the vote time limit too abruptly, the 

sink adopts a more conservative approach, setting 𝛼 = 0,01, preventing situations where the time limit 

is decreased in a fashion that does not allow all the votes to arrive in due time. On the other hand, 

when a delayed packet reaches the sink, the weight factor attributed is increased to 𝛼 = 0,1. The 𝛼 

values were attained through empiric observations. When testing the algorithm, it was observed that in 

the majority of the rounds, all the messages arrived to the sink before the timer expires, as opposing 

to the rare occasion of a delayed packet. This revealed a need for the sink to attribute more weight to 

a delayed message when calculating a new vote time limit. 

3.5.4 Reward Computation 

At the end of each round, the sink is expected to reward the voting nodes. To achieve this, the sink 

iterates through its InterestStruct, consulting the number of votes corresponding to every interest, and 

calculates the rewards according to these values. These rewards can be calculated in one of three 

different algorithms that are defined before the application starts and used throughout the runtime. 

Although the 3 methods are distinct on how the rewards are attributed, a common feature is shared: 

the blocked interests list. This list contains all the interests that have exceeded the vote count in the 

last round, and was applied to prevent the nodes from changing its votes to the corresponding 

interests. 

The algorithms calculate a specific reward for each interest relying on two parameters: the optimal 

number of votes defined per interest, and the number of votes obtained per interest. This reward can 

be one of two outcomes: 

𝑟 = {

𝑂𝑉

𝑇𝑉

∙ 100, 𝑇𝑉 ≥ 𝑂𝑉

100, 𝑇𝑉 < 𝑂𝑉

 

Equation 3 - Individual rewards calculations.  

Where: 

 𝑟: Reward obtained; 

 𝑂𝑉: Optimal number of votes; 

 𝑇𝑉: Total received votes. 

This individual reward computation algorithm operates in the same fashion across all the three 

algorithms. The distinction between the three algorithms resides on how these individual rewards are 
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handled. Each algorithm has a different approach regarding the results collectively. This is illustrated 

and described in Figure 3.16.   

 

Figure 3.16 - Three different computation algorithms. 

 Algorithm 1: uses the individual rewards with no further calculations, broadcasting them 

exactly as calculated above. This algorithm maximizes the reward attributed to interests that 

reached the end of the round with less votes than the optimal motivating idle nodes to vote in 

these interests. 

 Algorithm 2: operates in a similar way to the first algorithm, distinguishing itself by the rewards 

it broadcasts to the interests with a number of votes bellow the needed. After calculating the 

individual rewards, the sink computes an arithmetic average of all the rewards obtained, and 

attributes this average value to all the interests that have scored fewer votes than the optimal 

number of votes. By doing this, the voting nodes will not be as motivated as they would be in 

the first presented algorithm to change their vote to the corresponding interests. This is 

relevant in a network with excessive resources available, preventing a disproportionate 

number of nodes from changing its vote to a specific interest. 

 Algorithm 3: calculates an arithmetic average of all the rewards obtained. This average is then 

associated with all the interests, and broadcasted. In other words, the third algorithm simply 

calculates the average reward, and broadcasts it for every participating node. This algorithm is 

intended to simulate the behaviour as close as possible to the basic Gur Game algorithm, 

which provides one single reward to the entire network. 
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4. Simulation Results 

Chapter 4 

Simulation Results 

This chapter presents the performance evaluation of the developed algorithms, analysing the 

respective results. Further on, the multiple simulations’ results are presented and inspected. These 

results consider distinct conditions and parameters, in order to understand the advantages and 

drawbacks the developed algorithm incorporates. The Network Simulator 3 allows emulating the 

environment conditions, variables to test, and the network’s expected behaviour. 

The simulated scenario consists of a network comprising sensing nodes that are responsible for 

sensing several target interests. The sink node requests the coverage, producing and feeding the 

concerning details to the network, on behalf of users enquiring for coverage of certain locations. In this 

scenario, the sensing nodes are assumed to have video recording capabilities, or similar hardware 

with directional sensing and limited range. For easier analysis and development of the algorithm, the 

sink node is always placed in the central position. On the other hand, the sensing nodes are 

positioned in a regular pattern, in order to guarantee a homogenous node density and interest 

coverage in the simulated environment. Although this set up is not the closest to reality, where 

element networks are usually disposed in an irregular fashion, it provides an acceptable approximation 

with data easier to analyse and draw conclusions.  

4.1 Simulation Environment and Variables 

The simulations’ purpose is to evaluate the proposed algorithm’s performance in a scenario that is 

close enough to a real-life situation. The selected network simulation tool was ns-3. A simulation 

scenario was setup, in which an ad-hoc network of sensing devices is deployed to cover a target area, 

with a sink node providing the interface to external IoT systems (the last are abstracted in the model). 

All the simulated devices share the same processing skills and communicating capabilities. The 

simulated network includes a total of 50 devices, being 49 sensing nodes and 1 sink node. The 

devices are placed as depicted in Figure 4.1. 

 

Figure 4.1 - Positioning of network nodes in the considered scenario. 
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As Figure 4.1 suggests, the sink node, coloured in red, is placed in the central area of the covered 

field. Sensing target points are located within the network deployment area. 

The communications among the network elements are supported by means of the Wi-Fi protocol 

802.11g. The protocol provides the needed data rate, and is a common feature amongst devices with 

wireless communications presently in use. The grid shape positioning of the network devices 

combined with the communication protocols used, resulted in a network prone to fail in delivering 

messages during the simulations due to collisions of simultaneously transmitted messages. 

This is explained by the constant rebroadcasts and message forwardings throughout the network, 

inducing packet collision and data loss. To outcome this situation, a random delay associated with 

each transmitted message was introduced. This feature forces the node to hold the message’s 

transmission for a random time, preventing the nodes from rebroadcasting new data simultaneously, 

or overloading instantly the sink with responses. Table 2 demonstrates the time intervals set for the 

random delays. 

 Hello Protocol Interest Discovery Negotiation Exchange 

Rebroadcast[ms] [0,100] [0,300] [0,300] 

Response[ms] [0,500] --- [0,150] 

Forwarding[ms] [0,500] --- [0,300] 

Table 2 - Random Timer Intervals. 

The rows represent the different types of transmissions performed by the nodes: 

 Rebroadcast: Alludes to all new information being diffused by the nodes; 

 Response: Refers to the transmission of a node’s answer; 

 Forwarding: Is applied to all the messages that are rerouted to the next hop towards the sink. 

The intervals’ variations at each distinct phase of the algorithm are explained by the different network 

reactions throughout these, and were obtained empirically. The application’s third phase, Negotiation 

Exchange, is designed to go on voting rounds until the desired convergence is achieved. This feature 

reveals the need of a stopping criteria, either because the simulation is taking too long, or because the 

interests locations do not allow for any sensing configuration that meets the objective number of votes 

per interest. With that in mind, two criteria were added: 

 Limit of voting rounds: If no convergence is achieved until the end of the round number 1000, 

the simulation stops; 

 Minimum votes: If an interest failed to have assigned at least 2 votes to it in any given moment 

during the first 700 rounds, the sink assumes that there is no possibility to cover all the 

interests as demanded, and the simulation stops. 
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Both simulation-stopping criteria were empirically obtained through observation of test simulations.  

The node’s decision on whether it is possible to sense a target point is based in the capacities of a 

standard photographic/video capable device. Only pan camera controls are considered, leaving out tilt 

and zoom. The maximum range set for a node to be able to record data is 100 meters. Although the 

sensing node is able to pan around 360º, it is limited by a maximum angle of view of 70º. Figure 4.2 

displays a graphic exemplifying these limitations. 

 

Figure 4.2 - Node's coverage limitations. 

For all the simulations in this work, the required number of devices assigned to each interest is fixed at 

two nodes. This means that an algorithm convergence can only be achieved if each interest has two, 

and only two nodes sensing it, including the multiple votes. 

4.2 Results Study 

In this chapter, the simulations results are presented and analysed. Several simulations were 

performed in order to evaluate the algorithm, combining distinct parameters in the network operated 

with multiple number of interests requested. The algorithm’s performances are evaluated in terms of 

five dependent variables: 

 Convergence Rate: The percentage of simulations that achieved an algorithm convergence. 

 Number of Rounds: The total number of voting rounds needed to reach algorithm 

convergence; 

 Time(s): The necessary time for the algorithm to converge; 

 Messages Sent: The total number of messages sent throughout the entire simulation; 

 Missed Votes: The total number of votes that failed to arrive at the sink in due time; 
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Most of the simulations’ descriptive figures are presented in bar charts. These bar charts establish a 

relation between the above variables with the total number of interests in the each simulation. Each 

variable is analysed individually and compared between the different reward strategies. The result’s 

study is categorized by network device density. Each bar represented in the charts is an average of 

the results obtained for 50 simulations. Some of these bars are also complemented with error bars 

that indicate the 95% confidence interval. One important note is that the simulations that stopped 

before achieving convergence are only accounted for the convergence rates. 

In order to test the algorithm’s many components, several sets of parameters were varied between the 

simulations: 

 Node density: This is determined by the distance between sensing devices. For high density, 

the distance between the nodes is 50 meters. For the low density, the distance is set to 100 

meters. The density variation in these simulations is intended to help evaluate the algorithm’s 

behaviour according to different coverage densities provided by the nodes distribution. 

 Number of interests: The algorithm’s performance regarding the total requested interests 

(each corresponding to a sensing target) in a simulation is also a relevant indicator, therefore 

simulations were carried out with a total of 3, 5, 7, 10, 12 and 15 interests. 

 Number of sub-states: The proposed algorithm is to be tested with multiple sub-states, in 

order to find their optimal number according to different parameters regarding the simulations. 

For this reason, the algorithm was tested with 1, 2 and 4 sub-states associated to every 

possible node state. 

 Reward strategy: The three proposed algorithms to calculate the rewards are intended to fit 

different types of networks and have distinct performances, which were tested in the 

simulations. 

It is important to mention that, although tests were also realised to evaluate algorithm number 3 and 

the use of 4 sub-states, the results obtained did not sustain proper convergence rates to analyse, nor 

results consistent enough to be able to draw conclusions. 

4.2.1 High Density Network 

This section addresses the results obtained in a high density network. The results are displayed 

according to the number of sub-states, and the reward strategy.  

The first relevant data to comment is the convergence rates obtained for these simulations. A 

graphical representation of the results is unnecessary, bearing in mind that all the rates obtained were 

in the 100% mark, excepting for: 

 Algorithm 2 operating with 1 sub-state for 15 interests and Algorithm 1 operating with 2 sub-

states for 12 interests, in which cases the convergence rate was 98%; 

 Algorithm 2 operating with 2 sub-states, for 15 interests, that obtained an 86% convergence 

rate. 
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The high convergence rates retrieved from the simulations show that the algorithm was effective in 

finding convergence for the current simulation parameters.  

Figure 4.3 depicts the average number of rounds taken by the algorithms to converge. It is easily 

observed that, although configurations with the same number of sub-states present similar results for 

a smaller number of interests, when the number of interests rises, the performance differences are 

accentuated.  

 

Figure 4.3 – Average number of rounds in high density network. 

If one compares both algorithms regarding the averages obtained, no particular conclusions can be 

drawn. When the sink is using Algorithm 1, an interest that lacks votes is automatically rewarded with 

the maximum possible value, in order to motivate idle nodes to change their decision and help provide 

the lacking votes. Theoretically, this could result a more dynamic network, but this trait is not 

observable in the results. The performance differences increased as the number of interests rose, but 

there is no pattern that could tie this simulation environment with a specific, better performing 

algorithm. Although this effect is more visible when the nodes are operating with two sub-states, both 

algorithms’ averages increased when simulations were carried with higher number of interests. This 

does not come as a surprise, as when the number of interests to cover is increased, more nodes must 

be coordinated. 

When the number of sub-states in the nodes’ machine state is raised to two, the sensing nodes can 

operate in deeper sub-states, needing additional motivation to change their votes. The increase of the 

number of sub-states was expected to result in the nodes acting in a more conservative manner 

regarding changing their votes, since the sink must provide additional motivation across rounds in 

order to drive a node to alter their decision. Bearing this in mind and inspecting Figure 4.3, it is clear 

that the algorithms using solely one sub-state achieved the proposed objectives in a significantly 

reduced number of rounds. The additional motivation required by the nodes with two sub-states to 
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change their votes played a significant role in the network’s behaviour. Moreover, the number of 

rounds taken by the algorithms operating with one sub-state increases in a steadier manner when the 

number of interests is incremented. When regarding the algorithms using two sub-states, the number 

of rounds is essentially affected when larger amounts of interests are requested. The results obtained 

and represented in Figure 4.3 clearly show that the algorithms operating with one sub-state provided 

more stable and finer results. 

Figure 4.4 displays the resulting time required for convergence regarding the simulations analysed in 

Figure 4.3. Following the same colour scheme, the results for 1 sub-state are displayed in shades of 

blue and for 2 sub-states, shades of purple. 

 

Figure 4.4 - Time averages in high density. 

By comparing the bar shapes of the resulting time averages with the number of round averages, one 

can conclude that there is a very high correlation between the two variables. Although the time defined 

for each round varies according to an interval of possible values, the number of rounds affects the 

total simulation time in a proportional way. Nonetheless, the discrepancies found in the time averages 

are not as noticeable as in the rounds averages. This is explained by the automatic adjustment of the 

vote time. Using a vote time limit default value set with a high margin, means that more rounds are 

needed to adjust the vote time limit to an optimal value, leading to non-optimal vote intervals when 

convergence is found in fewer rounds. This explains why, especially in conditions that resulted in 

lower round averages, such as for three up to ten interests, the obtained time differences are less 

noticeable when comparing with Figure 4.3. 

The variation of the vote timer automatic adjustment is depicted in Figure 4.5, displaying the timer set 

in each round for a given simulation, until convergence was achieved at round 50. It is possible to 

conclude that the vote timer decreases proportionally to the amount of rounds elapsed in a simulation, 

which suggests that the longer a simulation runs, the closer is the timer to its optimal value. 
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Figure 4.5 - Adjustment of the vote timer as the simulation time elapses. 

To approach the impact of this in a more explicit manner, Figure 4.6 is provided. The values observed 

in the Y-axis represent the time average for each round. The X-axis represents again the number of 

requested interests in the simulations. As mentioned in the previous paragraph, the time average per 

round is expected to decrease as the simulation time increases. It was also stated before that the total 

simulation time is directly linked to the number of rounds needed to achieve convergence, which in 

turn, is highly dependent on the number of interests to cover. The optimization tool does not directly 

depend on the algorithm used, or the number of sub-states. Nonetheless, it was concluded in the 

previous paragraphs that when a network operated in two sub-states, it required more rounds to 

achieve convergence. Knowing this, in Figure 4.5, the number of sub-states’ are observed separately. 

 

Figure 4.6 – Average round duration.  
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By inspecting Figure 4.6, it is easily observed that when operating in 2 sub-states, the application 

scored consistently lower time averages per round. As it was mentioned earlier, more rounds means 

more opportunities for the application to optimize its voting intervals, justifying the observed results. 

In a different approach, the increase in the number of interests provides results with lower average 

times per round. One important detail to consider in reading this chart, is that when the number of 

requested interests increases, the number of nodes participating in the voting rounds also increases, 

reflecting a need of the sink to wait for longer intervals during the voting rounds, in order to receive all 

the network’s votes. This factor has impact in the results, minimizing the optimization provided by the 

vote timer adjustment. 

Resorting to a comparative analysis of Figure 4.7 with some of the figures analysed previously, it is 

possible to deduce that the number of messages also possesses a correlation with the first two 

observed variables. The implemented feature in this project to avoid an excessive number of 

exchanged messages relies in demotivating sensing nodes to vote on interests already sufficiently 

covered and setting them to an idle mode, i.e., the nodes will not provide answers until asked for 

another decision.  

 

Figure 4.7 - Average of transmitted messages in high density. 

By defining the objective of two sensing nodes per interest, the total number of nodes required to 

cover twelve or fifteen interests could raise up to a maximum of thirty nodes. With this in mind, most of 

the nodes present in the network are called to act upon the provided interests, leading to an increased 

number of messages exchanged during the simulations. 

Other important factor to study in these sets of simulations was the reliability of message delivery. This 

was achieved by comparing the total assigned votes with the votes received by the sink throughout 

the simulations. 
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For this inspection, two types of missed votes were identified: 

 Lost Votes: Votes that never arrived the sink; 

 Delayed Votes: Votes that arrived to the sink after its respective round finished. 

The chart in Figure 4.8 displays the percentages of missed votes during the simulations. 

 

Figure 4.8 - Percentage of missed votes in high density. 

Two important aspects need to be in order to correctly interpret of the Figure 4.8:  

 Reliability results are independent of the type of reward computation used, and also the 

number of operating sub-states. This means that percentages obtained in the four different 

combinations of sub-states and algorithms can be merged for easier readability. 

 One factor expected to heavily weight on the number of missed votes is the number of 

participating nodes. In the early developments of this work, it was already observable that the 

number of nodes communicating during the simulations has an impact on the results.   

Observing Figure 4.8, the first conclusion that can be drawn is that no percentage score was above 

0,5%. This shows that although there might be room for improvement, the application message 

delivery was reliable in the considered parameter range. The results are according to expected, as an 

increase of the number of participating nodes translates in on more chance of collision and thus lower 

reliability. 

4.2.2 Low Density Network 

In this sub-chapter, the same simulation parameters are used, with an exception for the node density. 

In the presented simulations, the distance between nodes is set to 100 meters. With this parameter 

change, the number of rounds needed to achieve convergence is expected to increase, due to the fact 

that lower sensor density leads to a smaller amount of coverage possibilities to comply with the 
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demanded requirements. The bar charts provided in this section are built in the same fashion as the 

ones presented in the previous section. 

These configuration tests will be firstly inspected through the observation of the convergence rates 

obtained. As mentioned before, the coverage density decreased, as the simulation environment size 

doubled and the coverage range of the nodes remained the same. This led to lower convergence 

rates, and different sets of results. Figure 4.9 displays the obtained rates: 

 

Figure 4.9 - Convergence rates for low density. 

Independently of the number of sub-states or the algorithm used, it is observable that the requested 

number of interests has impact on the convergence rates of the algorithm. This resulted in the 

algorithm high volatility when attempting to achieve convergence with increased amount of interests. 

Figure 4.9 can also provide some important details: 

 None of the used configurations achieved 100% convergence rate; 

 The limit number of interests that guarantees an overall convergence rate around 50% is 7; 

 When the number of interests rises to 12 and 15 interests, the convergence rates drop to 

values bellow 25%. 

Acknowledging these observations, and adding that a 50% convergence means that the sample size 

for result analysis decreases from 50 to 25, it becomes appropriate to disregard the results obtained 

for simulations with more than 7 interests, due to the low reliability of the algorithm under such 

unfavourable conditions. 

Figure 4.10 provides data regarding the algorithms’ performance in a low density network, with the 

nodes operating with one and two sub-states. The first observation is that the algorithm convergence 

results were inconsistent. Although the algorithm achieved convergence in most of the simulations 

depicted in Figure 4.10, the wide confidence intervals for the round averages show that there are 
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disparities in how many rounds were needed for the algorithm to converge, even for simulations under 

the same conditions. Algorithm 1 obtained the lowest and most stable of the results, although 

achieving some low convergence rates. In an adding note, one conclusion obtained in the high density 

simulations might be transported to these low density results: when operating with 2 sub-states, in 

most cases, the algorithm needs more rounds to achieve convergence.  

 

Figure 4.10 – Round Averages in low density. 

When appraising the simulation time averages obtained, through the inspection of Figure 4.11, the 

results provided are as expected. Like observed before, the results obtained in the simulations’ time 

averages are closely related to the ones describing the average number of rounds.  

 

Figure 4.11 - Time Averages in low density. 

One noticeable detail is that the confidence intervals are smaller when compared with the obtained for 

the average number of rounds. This fact was already discussed in the section for high density. The 
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increase in the number of rounds leads to a better optimization of the vote time interval, which impacts 

the total simulation time. This means that total simulation time doesn’t increase in the proportion as 

the number of rounds. This is exemplified in Figure 4.12, that describes the simulation time at the end 

of each elapsed round.  

 

Figure 4.12 - Simulation time per round. 

Figure 4.12 is relative to a random simulation that lasted for 70 rounds. One can note that at round 10, 

the simulation time was around 250s, while at round 50, the simulation time was close to 1000s. This 

shows that when the number of rounds increased 5 times its initial value, the simulation time 

quadrupled.  

Furthermore, although Figure 4.12 does not belong to the same simulation that generated the results 

in Figure 4.5, both figures complement each other when it comes to understanding the impact of the 

vote timer auto-adjustment. The decrease of the vote timer set throughout the elapsed rounds (see 

Figure 4.5) matches the conclusions drawn for Figure 4.12: As the rounds increment, the simulation 

time rises at a slower rates.  

Similarly to the previous section, the average simulation time according to the number of requested 

interests is presented in Figure 4.13. When analysing the average time per round during the 

simulations, there are no unexpected results.  

The differences observed between algorithms in the Figure 4.10 still prevail, and the resulting 

confidence intervals obtained what was already observed: an increase in the number of interests leads 

to a higher number of rounds until convergence is found, which affects the time per round.  
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Figure 4.13 - Average time per round. 

The analysis of the averages of transmitted messages is also performed in these low density 

simulations. Following the same pattern as before, the number of transmitted messages has a high 

correlation with the average number of rounds. The constant rebroadcast of the nodes upon receiving 

new data has a big impact in the total of transmitted messages, mainly in simulations with low 

participation of nodes in the voting rounds. Independently of the number of interests, all participating 

nodes rebroadcast all new data messages received, even in idle state. This means, for the current 

environment of 50 nodes, that whether only 6 or 30 nodes are actively voting, every new reward 

attributed by the sink is rebroadcasted 49 times. This guarantees that at least 50 broadcasts are 

performed every round.  

 

Figure 4.14 – Average number of transmitted messages in low density. 
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Lastly, Figure 4.15 reveals the percentage of missed votes during the simulations. It is visible that both 

lost and delayed messages increase as the number of requested interests increases. Again, this is 

due to the amount of nodes participating in the voting round phase. More interests requested lead to 

more nodes participating, which results in higher chances of message collisions.  

 

Figure 4.15 - Percentage of missed votes in low density. 

These sets of simulations also provided delayed messages, which can be traced to the number of 

hops needed for a message to reach its destination. Being the nodes placed farther apart in this 

simulation’s environment, the number of hops needed for a message to reach the sink also increased. 

This creates more instability in the times at which the votes arrive at the sink, as more hops mean 

more random delays applied by the nodes along the path.  

4.3 Discussion 

Throughout this section, a comparative analysis between the results obtained in high and low density 

is performed. To achieve this, two variables are considered: convergence rates, and the average 

number of rounds. 

In this section, the first and most relevant study to analyse is the convergence rates obtained. As 

mentioned in the start of the high density analysis, these obtained such high convergence rates that it 

became unnecessary to graphically observe and analyse them. On the other hand, low density 

simulations provided increasingly lower convergence rates, which resulted in a considerable impact on 

the number of samples obtained to analyse. Nonetheless, these lower convergence rates allowed 

observing that the number of sub-states used can have a relevant impact in the convergence rate. 

Bearing this in mind, the convergence rates of Algorithm 1 and 2 were merged, to have a simpler 

perspective regarding the impact of the number of sub-states in the convergence rate. Figure 4.16 

depicts these results.  
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The inspection of Figure 4.16 confirms what has been concluded before: simulations in high density 

had no difficulties in successfully attaining convergence, contrary to low density, which found 

increasing difficulties to converge as the number of requested interests increased. If one compares the 

convergence rates obtained taking in consideration the number of sub-states, it is noticeable that 

when the algorithm operates with 2 sub-states, with exception for the 3 interests request, the 

convergence rates were higher in a low density environment. This ends up providing some positive 

outcomes regarding the use of 2 sub-states, considering that most results so far can be considered 

poorer when comparing to the use of 1 sub-state. 

 

Figure 4.16 - Convergence rate varying sub-states and density. 

For the remaining of this section, as opposed to Figure 4.16, both Algorithms 1 and 2 are individually 

analysed, regarding the used sub-states and device densities. It is important to recall that for the low 

density tests, the simulation sets for 10, 12 and 15 interests did not provide enough samples to 

properly draw conclusions. Bearing this in mind, the following figures and analyses are only relative to 

the simulations requesting 3, 5 and 7 interests.  

This study starts with Figure 4.17, depicting the obtained round averages for 1 and 2 sub-states, both 

for low and high density. By inspecting the figure, it is possible to confirm that algorithm 1 converged in 

fewer rounds when operating with 1 sub-state, independently of the device density. Although the 

obtained round averages for low density are lower than high density, it should be considered that in 

the low density configuration, the algorithm’s convergence rate is lower. Another interesting detail 

observed is that, for 3 requested interests, the averages obtained for low density are smaller when 

compared to high density. This should be due to the fact that in high density, more sensors are able to 

vote in each interest, which results in a need for the sink to try and demotivate some of the nodes to 

vote. Unsurprisingly, the higher averages were obtained for the low density configuration operating 

with 2 sub-states. 
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Figure 4.17 - Algorithm 1’s varying densities and sub-states round averages. 

When the same approach is performed for Algorithm 2, the results displayed in Figure 4.18 are not so 

clear. One first possible conclusion is that the algorithm operating in two sub-states, for the exception 

of 5 interests, obtained higher round averages, being this in accordance with the previous 

observations. Even though the algorithm operating with 1 sub-state in high density did not obtain 

consistently lower averages, it provided the most stable averages, as opposed to observed in 

Algorithm 1. This configuration is backed with high convergence rates. 

 

Figure 4.18 - Algorithm 2’s varying densities and sub-states round averages. 

Other observation worth noticing is that, for 3 and 5 interests, the simulations in low density scored 

inferior round averages when compared to high density. This can be justified by the same explanation 
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provided for Algorithm 1: the low density network coverage is half of the one in high density. For fewer 

interests demands, i.e. 3 and 5 interests, the number of votes initially obtained by the nodes able to 

sense should be close to the ideal configuration. This is also related to the convergence rate. The 

lower convergence rate in low density should help conclude that the algorithm struggles when it needs 

to find one of few specific network’s votes configurations that comply with the requested number of 

nodes covering each interest. Providing the sink with the means to motivate without fail every node in 

sensing range to vote in a given interest, should help counter this identified drawback.  

One detail worth mentioning, is that the study of the average simulation time and average number of 

messages transmitted is not illustrated in this section. As it was previously observed in the analysis of 

the results, a strong correlation was found between the number of rounds, the simulation time and the 

messages sent. Therefore, no further conclusions were possible to attain from its analysis. 
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5. Conclusions 

Chapter 5 

Conclusions and Future Work 

This chapter completes the developed work, containing the main drawn conclusions and aspects that 

should be developed in future works. The main objective of this thesis was to develop an application 

algorithm that could hold relevance and provide a distinct approach in WSNs inserted in Community 

Networks. The application, installed in a network composed of sensing and communicating abled 

devices, should be able to provide configurations for sensing coverage of several geographical areas 

of interest. This should be achieved while maintaining the sensing devices anonymous and their 

locations unknown. Furthermore, the application algorithm had to comply with a defined amount of 

devices dedicated to sensing each area of interest. Such characteristics could be fitted in an 

application algorithm based in the Gur Game, inspired by some proposed improvements developed by 

other research developments. For testing purposes, the application was simulated in an environment 

with 50 identical devices, requesting different amounts of areas of interests, and provided with 2 

distinct node densities. 

The first chapter contains an introduction to the subject where the developed application is inserted, 

the current technology, and the existing worldwide projects that rely on WSNs supported by active 

citizens. This chapter closes by addressing the motivation and objectives set for the developed work.  

Chapter 2 starts by introducing the basic Gur Game and the improvements proposed by several 

authors when attempting to develop algorithms based in the Gur Game applied in WSNs. The second 

section of this chapter is dedicated to identify and discuss Service Discovery, an underdeveloped 

branch of WSNs that impacts the technological development of this field. The last section of this 

chapter is dedicated to introducing examples of Community Networks that rely in devices operated by 

citizens to sustain the networks.  

Chapter 3 presents the developed work, the implemented methods and the processes realised by the 

algorithm to achieve its purposes. This chapter begins by introducing the system architecture followed 

by a small explanation of the key stages used by the algorithm to operate. The next section reveals 

the Service Discovery and Communications Protocol performed by the application, referring also the 

methods used to provide message transport at the application layer level. The chapter is closed by a 

detailed explanation of the three phases of the algorithm’s resolution process: Hello Protocol, Interest 

Discovery and Matching, and Negotiation Exchange. As the phases are described, the data 

management and message forwarding carried by the application are approached with more detail and 

depth, and several other algorithm implementations that hold relevance are described, such as vote 

time interval auto-adjustment, sensing calculations and limitations, reward computation strategies and 

the node’s voting process. 
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In Chapter 4, the Gur Game application was tested using ns-3, and its performance discussed and 

analysed. Several simulations were realised, varying distinct parameters and variables, in an attempt 

to emulate the real conditions in which the application would be applied, and test different algorithm 

approaches.  

To evaluate the algorithm’s performance, a grid shaped network composed of 50 nodes, including the 

sink node, is used. The composing nodes communicate amongst each other resorting to the Wi-Fi 

protocol 802.11g and are equipped with sensing hardware that complies with the limitations found on 

standard photographic/video capable devices.  

The Gur Game algorithm is composed by 3 different phases, starting with the Hello Protocol, where 

the sink discovers the total number of nodes present in the network. It is followed by the Interest 

Description and Matching phase, in which the sink describes and shares the areas of interest with the 

network. The last phase is the Negotiation Exchange and begins with the nodes deciding which area 

of interest they want to cover and share this information with the sink. Based on the collective result of 

these decisions, the sink will reward the nodes according to their individual decisions. The node’s 

decision to remain or change its vote will be influenced by this reward. Through several iterations of 

this process, the sink is expected to achieve the optimal number of nodes covering each area of 

interest. This 3-phased process was reapplied in distinct scenarios, where the variables were the 

device density, the amount of areas of interest, the number of operating sub-states in the nodes and 

the algorithm reward strategy.  

To be able draw conclusions regarding the algorithm’s performance, several parameters were 

observed and studied. These parameters were the convergence rate, the average number of rounds, 

the average simulation time, the average number of transmitted messages and the percentage of 

missed votes. It is important to mention that an algorithm stopping criteria was also implemented, in 

which the sink is responsible for deciding if there are conditions to achieve convergence. The sink 

node will decide that the convergence conditions were met, when the number of nodes sensing each 

area is 2. Furthermore, simulations where convergence was not reached are only accounted for the 

convergence rates. 

In the final section of this chapter, the impact of the number of sub-states in the convergence rate is 

analysed, followed by an individual study of each algorithm’s reward strategy according to the 

variation of the node density and the number of operating sub-states. 

The results obtained allowed to draw some conclusions, as to in what situations the application best 

performs, struggles the most, and even leave some suggestions to future work on the subject.  

When testing the algorithm for different network device densities, one would expect that: 

 In high density, the application would focus most of its voting rounds in shutting down 

excessive votes from the available resources; 

 In low density, the application would spend most of its rounds finding the configuration that 

allowed covering all the interests despite the lower device coverage density.  

When facing a small amount of requested interests, the application performed similarly in both 

densities, but when given a bigger amount of interests to cover, the density starts to hold its impact. 

When the number of interests rose, the difference between the results also escalated, being the high 
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density network convergence rates significantly higher than the low density ones. This, can be related 

to two factors influenced by some tools implemented in the application: 

 Multiple interests coverage possibilities: When the device density is decreased without altering 

the devices default sensing range, the resulting coverage density available for interests to be 

sensed is decreased, which impacts the multiples votes a node can provide. 

 Blocked Interests: This implemented tool allows the sink to block certain interests, making 

them unavailable for the nodes to vote, unless it was the node’s previous vote. Unsurprisingly, 

this tool is best fitted in a network where a lot of nodes are available to vote, such as the high 

density simulations, as opposing to a low density network, in which the sink must motivate the 

nodes to change votes in order to have enough nodes covering all the interests. 

In light of the results and its corresponding conclusions, one can assume that the developed algorithm 

performs better in a high density network. For future work, the algorithm’s performance should be 

tested with a higher device density in order to appraise its performance when in need of setting to idle 

an increased number of nodes.    

The results obtained from the simulations also revealed some dependence in a feature of the 

application: the number of sub-states used. The use of 1 or 2 sub-states was intended to manipulate 

the network’s dynamics. Knowing that a node’s state machine operating with two sub-states needs 

additional motivation to change the node’s vote, the nodes are expected to be more reluctant in 

changing their stance. Although there is no clear definition to which number of sub-states is ideal to 

what situation, some conclusions are possible to draw: 

 When operating with only 1 sub-state, in most cases, lower averages were obtained. This 

allowed for the algorithm to achieve convergence in fewer rounds, especially when a smaller 

amount of interests was requested;  

 When the application is struggling to find a network vote’s configuration, such as in low density 

simulations, the use of 2 sub-states managed to improve the convergence rates obtained. 

These observations suggest that the use of 1 sub-state generally provides lower averages, although it 

has its drawbacks. When challenged with a situation in which the number of possible coverage 

configurations is smaller, it struggles to provide consistent algorithm convergences. On the other 

hand, the 2 sub-states grant better convergence rates when the number of interests rises, and seems 

to suffer less impact from factors like network density. This leads to conclude that, in general,1 sub-

state provides better results, but the use of two sub-states sustained more stable and reliable 

outcomes in certain situations.  

The application features three different reward calculation algorithms, implemented to test diversified 

rewarding methods and observe the outcomes and the network’s reaction to the distinct rewards. 

Although these reward calculation algorithms affected the application’s results, it is important to 

remark that the performances were also heavily influenced by factors mentioned above, such as the 

number of sub-states used or network device density. It should be recalled that, regarding Algorithm 3, 

early in the development process it was concluded that the convergence rates were too inconsistent to 
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take into account. With that in mind, some observations were attainable from the results described in 

this chapter regarding the algorithms used: 

 No significant performance disparities when comparing the algorithm strategies, 

 The algorithms had no observable impact in the convergence rate. 

The outcome of the results is not clear as to whether which algorithm strategy best benefits from 

different parameters and environments. The fact that the obtained average intervals increased when 

the number of interests rose, suggests that additional testing demanding more network resources 

should be performed in future work. Additionally, a larger amount of devices and interests to cover in 

the network should also help provide a better perspective between the differences in the algorithms. 

The conclusions drawn in this chapter concerning the algorithm’s performance also provide some 

ground to work on for future developments. The first and most impactful identified drawback is the 

sink’s inability to unquestionably motivate every possible node to vote in a specific interest for the next 

round. This is particularly relevant when the application is operating in a low device density network. 

Low device density translates in fewer possible nodes to dedicate to each interest, which might result 

in very specific node’s vote configurations. For instance, if an interest needs to be covered by a 

specific node to achieve the minimum coverage requested, and the given node is already fully 

motivated to cover a distinct interest, the sink might have no capacity to overcome this situation.  

The actual reward system is based on the original Gur Game, so it rewards the participants according 

to their last decision, i.e., the nodes act by trial and error. This means that the participant node only 

knows if its last stance was good or bad, but if it decides to change its vote, it is pointed with no clear 

direction by the sink (excepting when exiting idle mode, in which case, the node’s decision is 

influenced by the rewards obtained for the coverable interests). Knowing this, the sink should have a 

reliable tool to motivate all the nodes in covering range to sense a certain interest. Providing the sink 

with an implementation of this capacity could have some significance in the algorithms’ performance, 

as it would be possible for the sink to easily request to maximize the coverage of a given interest, and 

demotivate the excessive votes obtained to the desired amount.  

Another suggestion for the previously mentioned issue, in a more basic perspective, is for the sink to 

request the nodes to randomly change their current votes, independently of their current sub-state or 

the last round reward. This could allow the sink to avoid becoming incapable of addressing the 

identified issue. Although this might solve some situations, if a given interest has no possibilities of 

being sensed by the necessary amount of nodes, the sink remains unaware of the situation.   

Throughout the executed simulations, a vote round timer auto-adjustment was tested, in order to 

optimize the time assigned by the sink to wait by the nodes correspondent votes. This auto-adjustment 

had its impact: the simulations that ran for more rounds, also obtained the lowest average time per 

round. This also means that there is room for improvement in the algorithm used to calculate the auto-

adjustment. The weight factor 𝛼 (see Equation 2) used for every new time reference was set in a 

conservative perspective. This resulted in very slow changes of the vote time interval as the number of 

rounds incremented. 
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Other approaches to this weight factor could provide more efficient results. For instance, if the votes 

arrive to the sink in fewer hops it means that its arrival in due time is less dependent on the forwarding 

process along the path. This is due to the random time interval set for in the nodes for forwarding the 

received votes. A network configuration that is capable of providing message delivery to every node in 

few hops, should allow the sink to increase the weight factor of the new time references, as message 

delivery is less dependent in the node’s forwarding, and therefore, less affected by the random 

forwarding timers. 

One feature that was not implemented in this work was vote aggregation. Although the algorithm 

performs without this asset, vote aggregation should affect the algorithm’s performance in diverse 

manners, as it would lastly impact the total messages sent, the percentage vote loss and simulation 

time. A given node, after broadcasting new data, can hold its vote message and all the vote messages 

received to forward for a set time. After this time expires, the node would collect all the votes received 

in one message, and forward it to the sink. This is expected to result in less transmitted messages, 

and with it, a drop in the lost votes percentages. An identified possible issue in this approach is that 

the total time needed by the network to deliver every vote to the sink might be affected, knowing that 

the nodes would have to hold their votes for a set amount of time in order to wait for more votes to 

arrive. 
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