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Resumo 
 

Operadores de grandes redes de áreas locais sem fios (WLANs) precisam prestar atenção ao seu 

serviço de Wi-Fi porque a qualidade de sinal deste tende a diminuir. Fenómenos que causam esta 

diminuição, normalmente, são problemas de planeamento de rádio (interferência de frequências), um 

elevado número de utilizadores e a introdução de pontos de acesso (APs) não-autorizados. Neste 

documento são estudadas várias soluções e abordagens existentes para reduzir estes problemas e é 

apresentada uma nova solução que, pelos testes realizados, sugeriu ser mais eficaz e eficiente que 

outros sistemas disponíveis. 

Nenhuma solução atualmente integra a monitorização do sinal Wi-Fi e a deteção de APs não-

autorizados, conhecidos normalmente como rogue APs (RAPs). A maioria delas concentra-se ou na 

avaliação do sinal wireless ou então na deteção de RAPs. Mesmo sistemas que oferecem ambos os 

serviços não cruzam informações de maneira a analisarem o impacto que RAPs têm na rede. Este 

trabalho propõe como solução o sistema ENDScanning, que avalia a qualidade de sinal Wi-Fi e deteta, 

localiza e contra-ataca RAPs. Também avalia o impacto e interferência que estes RAPs têm no sinal 

wireless ao seu redor. O sistema faz tudo isso através constante monitorização da rede Wi-Fi. Usa uma 

abordagem crowdsensing, em que os dispositivos móveis dos utilizadores da rede são os responsáveis 

por recolher informação sobre ela, e deteta RAPs através de nós passivos do sistema. O sistema 

ENDScanning é muito mais simples, fácil e adaptável que outros sistemas, podendo ser rapidamente 

implementado em qualquer outro edifício e rede wireless. 
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Abstract 
 

Operators of large wireless local area networks (WLANs) need to pay attention to their Wi-Fi service, 

because its signal quality tends to decrease. The phenomena that usually cause this decrease are radio 

planning problems (frequency interferences), a higher number of users than the supported and the 

introduction of unauthorized access points (APs). 

In this document, several existing solutions and approaches to reduce these problems are studied, and 

then a new one is presented, that, through the performed tests, appeared to be more efficient and 

effective than the other available systems.  

No solution today integrates both the monitoring of Wi-Fi signal quality and detection of unauthorized 

APs, commonly known as rogue APs (RAPs). Most either focus on assessing the WLAN’s signal or on 

detecting RAPs. Even systems that offer both services don’t crossmatch information by analyzing the 

RAPs impact on the network. This work proposes the ENDScanning system as a solution. The system 

assesses the Wi-Fi signal quality and detects, localizes and counterattacks RAPs. It also assesses the 

impacts and interference of RAPs on the Wi-Fi signal in the areas around them. The system does this 

through constant monitoring of the Wi-Fi network, using a crowdsensing approach to monitor the signal 

quality by involving the users’ mobile devices as the information collectors. And by detecting RAPs with 

the system’s passive nodes. The ENDScanning system is much simpler to use and adaptable when 

compared to others available today, being easily deployed in any other building and network.  
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Chapter 1 

 

Introduction 

 

Nowadays, Internet connection is one of the most common things people expect to have almost 

anywhere. Operators of large wireless local area networks (WLANs) such as large companies, 

universities, governments, etc., have special concerns about the quality of their provided Internet 

services. A bad performance will not only be a disadvantage to their users, since a poor Wi-Fi connection 

may delay work and services, but it can also damage the institution’s reputation. 

The improvement of WLANs is a constant subject of network maintenance and expansion procedure. 

With the enlargement of facilities and its Wi-Fi networks, composed by several access points (APs), 

comes extensive network monitoring and analysis that needs to be performed every day. The constant 

assessment of the Wi-Fi service is important for two major reasons. The first is coverage and user 

experience. Users may experience a slower connection due to client density, radio interferences 

(caused by other devices operating in the same radio frequency (RF)) or bad AP coverage in certain 

areas of the building. The second is the presence of unauthorized APs, mostly known as rogue APs 

(RAPs). RAPs are access points that don’t belong to the facilities’ authorized network, deployed without 

consent or authorization of the network administrators. RAPs not only reduce the Wi-Fi signal quality by 

interference in the RF, but can also create security holes and open doors for network attacks. 

Given the reasons mentioned above, organizations and institutions should continuously evaluate the 

information of the Wi-Fi quality of service (QoS). They should assess the information provided by radio 

signals (RS) transmitted from the APs to their users. They should also consider the presence of RAPs 

by detecting and containing them. The constant monitorization of the wireless network will help improve 

the QoS and protect it from RAPs and possible attacks.  

For many years, network vendors and other network manufacturers have created solutions to deal with 

these problems [1], [2], [3]. They have been implementing modes and specifications, i.e. optional 

hardware and software features to perform data extraction from the network for further analysis and 

containment of threats. Some deploy standards to regulate the network coverage to ensure a minimum 

QoS and easily detect rogues that fall outside of the standard. Others develop devices with profiles 

dedicated to scanning the network. Researchers also try to address the decrease in Wi-Fi QoS by 

creating new software solutions [4], [5]. These may focus on verifying the RS quality or by determining 

what interferes in the RF signal. 

Without using software solutions, companies attempt to maintain RS quality and prevent security 

problems in the network by implementing internal rules or security policies. These policies are usually 

employee and client restrictions in the use of the network. For example, the policy that states only 

authorized IT staff can connect new network equipment. Or in the case of a university, the policy that 

states students will be punished if caught using unauthorized network equipment or ad-hoc networks. 

The problem with this is that security policies can be ignored and neglected intentionally or 

unintentionally by users, and when this happens, it’s a priority to discover who is breaking them, and 
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where. With today’s technology, almost all mobile devices can be used as a network device, and can 

serve as an AP. Due to this, and the fact that some institutions allow users to use their own devices 

(especially common in universities), it’s becoming even harder to control the RS interferences that 

decrease the Wi-Fi QoS. 

 

1.1 Motivation 

Due to bad signal coverage, failure or malfunction of equipment, appearance of RAPs or the large 

number of client devices, wireless networks may not provide a good enough QoS. This results in a bad 

user-experience. The practices used today to assess this problem are costly in time, money and other 

resources. 

Even though the most recent APs already have dedicated channels to perform some sort of scanning, 

their configuration is hard and time consuming [6]. Worse, if a network is composed of different APs, it’s 

even harder to configure and perform a synchronized scanning. Many APs that can perform scanning 

don’t have dedicated radios to do so. They need to be dedicated scanning APs or else the AP must 

cease serving clients to listen and scan the network [6]. Also, while the APs are scanning the network 

for an unauthorized AP to be officially detected and labeled as RAP, it must be seen at least by two 

different APs [6]. 

There is still no integrated and cheap solution that can be easily deployed and maintained in large 

buildings using real-life Wi-Fi information to assess the wireless network. Also, still non-existent is a 

solution that monitors both the Wi-Fi RS quality and RAP detection that can use the RAPs information 

into consideration to determine its impact in the Wi-Fi QoS. This work attempted to fill this need, by 

studying, planning and developing an affordable, efficient and easy to implement innovative system that 

monitors the Wi-Fi signal and RAP detection in High-End Wireless Networks. 

The developed solution tackles the mentioned problems by monitoring the Wi-fi signal quality using the 

real-life information that reaches the network users. It deals with the appearance of RAPs by detecting, 

locating and attempting to contain them, and assesses the RAP’s impact and interference on the Wi-Fi 

signal quality in areas surrounding them. 

All the developed solution details and implementation are described further in this document. 

 

1.2 Research Goals 

This work proposes to involve the Wi-Fi users’ mobile devices as a solution to evaluate the quality of 

RS and coverage of the wireless network. It also proposes the addition of passive nodes spread 

throughout the network to detect and locate RAPs. 

The users’ mobile devices act as the gatherers of Wi-Fi signal information in the network. This is known 

as a crowdsensing approach, that uses the usual mobile devices connected to the Wi-Fi to collect data. 

The collected information from the mobile devices is sent to the system server to be processed, analyzed 

and recorded. Warnings are generated automatically if the signal quality falls below a certain minimum.  

The added passive nodes are responsible for detecting RAPs and collecting its information to help find 

their location and incapacitate them. Warnings about detected RAPs are generated and finally, all the 
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collected information from the RAPs appearance is also stored. After the results are stored they can be 

used to create maps and detailed reports on the network’s signal behavior. 

 

1.3 Challenges 

This work has five main challenges. The first three are related to the assessment of Wi-Fi signal quality. 

The other two are related with RAPs detection and attempt of containment. 

The first challenge was the development of the localization method to determine the users’ positions 

when they collect Wi-Fi signal data. The second challenge was the development of a smartphone 

android application (APP) to run on the users’ smartphones, that would collect viable information about 

the Wi-Fi signal (and yet make it efficient in power consumption while performing constant daily scans). 

The third challenge was to identify which indicators (of the Wi-Fi information collected by users) were 

most useful for calculating the signal quality. The fourth challenge was in the synchronization between 

passive nodes to locate a RAP and the positioning algorithm to do so. The fifth challenge was the 

implementation of countermeasures to attempt the containment and incapacitation of RAPs. 

 

1.4 Outline 

This document is structured as follows: chapter 2 is comprised of the “State of the Art”, where other 

existing solutions were studied and analyzed to determine its efficiency and aspects on which they were 

lacking to tackle the Wi-Fi QoS and RAP detection challenges. In chapter 3, the “System Design and 

Architecture” of the developed solution is presented. Chapter 4 describes the solution’s 

“Implementation”, where all the components’ developments and behavior are detailed. Chapter 5 is the 

“Evaluation” of the system and functional tests. And finally, chapter 6 details the “Conclusions” on all the 

work, and an analysis of the possible future work is made. 
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Chapter 2 

 

State of the Art 

 

Operators of WLANs must guarantee a minimum QoS and network security to all its authorized users. 

As mentioned before, this may be hard to guarantee, because large WLANs not only have to deal with 

coverage issues in the buildings, but can also suffer a lot from radio interferences. Radio interference 

may be caused by either a large number of devices or by unplanned/unauthorized APs that interfere 

with the original plan for the infrastructure. These unplanned/unauthorized APs are commonly known 

as RAPs. The appearance of RAPs has become threatening since almost any mobile device can be 

turned into an AP. These are a source of interference for the Wi-Fi signal and may also be a potential 

security threat to the network and its users. 

In this chapter, some of the current methods and solutions to address these issues are reviewed. 

 

2.1 Dealing with Wi-Fi QoS Assessment 

There are two ways to effectively evaluate the Wi-Fi QoS in the network: 

- Site survey; 

- Wi-Fi metrics assessment. 

Site surveys should always be performed before the network deployment to learn about the 

environment. They’re important to properly place APs with the goal of maximizing coverage and 

minimizing interference. These surveys can always be carried out at any time after the deployment of 

the WLAN to improve the network performance and QoS. However, site surveys are tedious and work 

consuming. 

Wi-Fi metrics assessment technique is not as accurate or extensively detailed as some types of site 

survey software, but it’s a simple, easy and cheap solution that network administrators can adopt to 

analyze the WLAN’s QoS. 

 

2.1.1  Site Survey 

Network vendors advise network administrators to do properly planned site surveys of the network 

environment. According to Cisco [7], and as shown in Figure 1, there are three types of site survey: 

passive, active and predictive. Passive site surveys are performed in listen-only mode and collect 

information on a certain area about the RF of APs. These give the network controller a good idea of 

areas poorly covered by Wi-Fi signal, gather received signal strength indicator (RSSI) values, 

interference, signal to noise ratio (SNR) and can even identify RAPs. Active surveys can be divided in 

on-site and post-deployment. On-site is performed associated to the APs’ extracting data rates, RF 

performance and changes. Post-deployment is performed in roaming between the APs and analyses 

the overall network performance and QoS (data rates, jitter, latency, coverage, interference, etc.). 

Predictive surveys are performed using software with specialized algorithms that execute simulations 
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on the environment coverage area and localization of APs. This kind of software is very effective and 

accurately gives a view of the expected network environment. 

 

 

Figure 1 – Types of site survey according to [7]. 

 

There are many performance tools that not only perform site survey (predictive site surveys) but also 

evaluate, optimize and troubleshoot WLANs. For example, Wi-Spy [8] locates interferences, signal dead 

spots and saturations with graphical and map representations. iBwave Wi-Fi [9] also predicts coverage 

and throughput, using 3D models for representation. These solutions are very advanced and complete, 

but can have too many extra capabilities that are not imperative to analyze the network. This makes 

them complicated to use and deploy while being expensive. It’s also very difficult to program and use 

these software tools when the network is heterogeneous, in terms of having different types of APs 

(different brands or different models of the same brands). 

The method described in [4] acts like a simple site survey by implementing a multi-level control 

mechanism and a statistical testing method to estimate the APs locations and propagation parameters 

(PP). The multi-level control mechanism uses a weighted nonlinear least squares (NLLS) method to 

estimate the AP’s location and its PP (path-loss exponent and RSSI). And the statistical testing method 

performs a multi-level quality control using several metrics like RSSI, Dilution of Precision (DOP), etc. 

 

2.1.2  Wi-Fi Metrics Assessment 

Studies made in [10] have concluded that to assess the quality of Wi-Fi, four main metrics (Figure 2) 

need to be analyzed: RSSI, Signal-to-Interference Noise Ratio (SINR), Packet-Delivery Ratio (PDR) and 

Bit-Error Rate (BER). The RSSI is the signal strength at the receiver. Its maximum values depend on 

the vendor’s wireless card. The SINR is how much of the power of the received signal exceeds the noise 

and interference. The PDR is the number of packets received correctly divided by the number of packets 

sent. The BER is the number of incorrect bits divided by the total of bits sent over a certain period. 

 

 

Figure 2 – Wi-Fi quality evaluation metrics according to [10]. 
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According to [10] none of these metrics are accurate enough to calculate the Wi-Fi QoS by itself. The 

RSSI can’t grasp interference fluctuations. The SINR is accurate, but extremely hard to measure. The 

PDR is a good metric, but depends on the packet size and transition rate. The BER is a better metric, 

but to use it, it’s necessary to compute it several times along the process. Because of this, it’s 

recommended to use a method that combines these metrics to reach an accurate solution.  

[11] tries to assess the Wi-Fi signal by detecting and measuring its interferences (audio/video, 

microwave and Bluetooth). The assessment of the Wi-Fi QoS is done with a measurement tool of 

influences and known interferences in the physical and link layers. It monitors and analyzes the RS (in 

the 2.4GHz) for congestion, usage and interferences, and performs packet sniffing. The analysis of the 

link layer (packet sniffing) is an advantage because it assesses the types and subfields of received 

packets, analyzing more than the error rate and throughput. 

The best way to collect many value samples of these metrics is by using sensing approaches, like the 

one described in [5]. This system develops a hybrid combination of sensing nodes, because some are 

stationary (Raspberry Pi) and others mobile (smartphones). The sensor nodes collect information about 

the RSSI from surrounding APs and collect information about packet loss or latency from the AP to 

which they are connected. The information collected is processed and represented into a heat map of 

the building, showing the areas with better Wi-Fi connectivity (in terms of RSSI, packet loss and latency). 

7 Signal [12], a Wi-Fi performance company, analyzes the network QoS and monitors it for any problems 

or threats (like RAPs). It uses both predictive site survey and Wi-Fi metrics assessment to analyze the 

QoS. The company’s system offers platforms to implement optimization plans before the deployment of 

a network and to analyze several performance key indicators. After the network is deployed, the system 

continuously verifies the performance results through end-user experiment testing. The system monitors 

all the network and gives alerts when there are potential problems. The end-user experience testing is 

measured with a Mobile Eye App running on the users’ cellphones. They also integrate sensors in the 

network called Sapphire Eyes, that measure connectivity and test the Wi-Fi performance when 

connected to the facilities APs. 

 

2.2 Dealing with Unauthorized APs 

Regarding the problem of appearance of Unauthorized APs, or RAPs, several systems were developed 

to prevent and/or detect them, called Wireless Intrusion Prevention Systems (WIPS). These have many 

operation modes, also called Wireless Intrusion Detection Systems (WIDS), Intrusion Detection 

Systems (IDS), Network Intrusion Detection Systems (NIDS), Intrusion Prevention Systems (IPS) or 

Intrusion Detection and Prevention Systems (IDPS). Several network vendors [1], [2], [3] also 

implemented methods in their devices to scan the network and detect RAPs. Some not only detect RAPs 

but also implement techniques attempting to contain or reduce its interference in the network [1], [3]. 

There are different types of procedures that providers of WLANs can use to deal with RAPs. Some of 

the most common include: 

- Detection and Alert; 

- Detection and Containment; 

- Detection and Physical Localization. 
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The detection methods above can be applied in three types of networks: wired, wireless or hybrid (that 

is, a network both wired and wireless).  

Detection and alert methods focus only on detecting RAPs and generating warnings, some of them are 

[13], [14], [15], [16] and [17]. It is of notice that, in this method, the attempt to contain the RAP is carried 

entirely by the network administrator and not by the system.  

Detection and containment methods not only detect RAPs, but also implement techniques or 

countermeasures to contain them without the need of a network administrator intervention, like the ones 

in [1], [3], [18].  

Detection and Physical Localization methods, as the one in [19], detect RAPs in the network and then 

use localization procedures to find those devices in the facilities, so that they can be removed by an 

authority.  

The methods mentioned can be classified in three kinds according to [20]:  

- on the Client or User Side; 

- on the Server or Administrator Side; 

- or it can be a Hybrid approach that combines both the client and server sides. 

The next section, will analyze all the types of existing approaches to deal with RAPs according to the 

categories above and following the scheme on Table 1. 

 

Table 1 – Taxonomy table for the existing solutions of dealing with RAPs. 

 

 

2.2.1  Client or User Side Approach 

The client or user side approaches only apply methods of Detection and Alert. Their objective is to 

prevent the user/client from connecting to a RAP. This approach is used mostly by mobile devices such 

as smartphones and laptops. 

According to the systems already existing, like the ones in [13], [14], [15], [16], for detecting RAPs this 

approach normally uses statistical or comparison based techniques. The comparison based techniques 

use timing based techniques, packet comparison, RSSI values measurement and statistical anomaly 

detection by comparing properties of known fundamental communications. Timing based techniques 

like the ones in [13] use the Round-Trip Time (RTT) values between the client and the Domain Name 

System (DNS) server to determine if that AP is a rogue or not. Packet comparison techniques like the 
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ones in [14] compare the APs Service Set Identifiers (SSIDs), Media Access Control (MAC) address, 

Internet Protocol (IP) address and traceroutes of the packets with the ones of the legitimate APs to warn 

the client if it is safe to connect to that AP. 

Other techniques that use RSSI values are based on the distance between the client and the AP. The 

ones that measure and compare these values, like [15], are based on profiles broadcasted by the 

legitimate APs. When a client receives a beacon frame from an AP, it checks if it has a profile attached. 

If the packet has the profile, then the user can securely connect to the AP because it is legitimate. 

Statistical anomaly detection techniques by comparison of fundamental communications properties, like 

[16], create detection algorithms based on RSSI and Inter-Packet Arrival Time (IAT) values and other 

network properties. Then they compare them to the values of the AP to which the client is trying to 

connect. If those values don’t match the average values expected, the AP is classified as a rogue and 

the user is alerted not to connect to it. 

The major disadvantages of these techniques are that most of them need to analyze network packets 

in mobile devices, that takes time and resources (battery) from the user. It takes time on the user to 

connect to an AP because they must first guarantee that it’s not a rogue. It also needs to know the 

standard RTT values for that network making it necessary to collect samples and gather information of 

the legitimate network beforehand. 

 

2.2.2  Server or Administrator Side Approach 

The server or administrator side approaches can apply three methods that broadly classify as detection, 

alert, containment and physical localization. This is the most common approach applied. It’s used on a 

network administrator’s centralized server with the help of the existing network elements (the facilities’ 

APs, switches, …) and/or with the use of and add-on passive network composed by monitoring nodes.  

Most of the companies selling networking products have APs that can be switched into scanning modes 

making it easier to implement the detection of RAPs on the server side. 

 

2.2.2.1 Detection and Alert 

Juniper Networks APs scan the network for RAPs, and if they discover a device which the MAC address 

is not in their database, a series of rules are applied to classify that device as shown in Figure 3 [17]. 

When a network AP performs a scan the detection algorithm characterizes each AP scanned. It starts 

by comparing the AP scanned SSID with the ones already in the rogue list and if it finds a match the AP 

is marked as RAP. If not, the AP is compared to the mobility domain (where all the legitimate APs are 

registered) and if a match is found then the AP is a domain member. Then it compares it with the 

neighbors list (a list of the closest APs to the one who performed the scan) and if it finds a match it’s 

marked as neighbor. If until this point the scanned AP still hasn’t been marked, the algorithm attempts 

to discover if it is masquerading its SSID. If yes, the AP is marked as rogue, but if not, the algorithm 

compares it with the network clients and if it matches one, the AP is marked as suspect. Then there’s 

an attempt to determine if the AP is offering ad-hoc service and if it does, it’s marked as rogue. Finally, 

if the AP’s SSID is used in the SSID list then it means that he is a member of the legitimate network 

APs. 
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If the AP is classified as “Rogue” or “Suspect”, a warning is generated. These Juniper AP’s 

configurations don’t locate the RAP in the building nor try to counterattack them. The network 

administrators are the ones responsible for deciding what to do to contain the RAP. 

 

 

Figure 3 – Juniper Networks set of rules to classify detected APs [17]. 

 

2.2.2.2 Detection and Containment 

The largest network hardware producer, Cisco, has a Meraki’s Air Marshal platform [1] where normal 

APs can perform scans of the network or even be placed in WIPS sensor dedicated mode. This platform 

creates scanning reports, detects RAPs and attempts to contain them. 

The scanning depends on the APs radios, if the AP has dual-radio (2.4 and 5 GHz), it will scan the 

network in both for RAPs while serving clients. The most recent APs have a third radio dedicated to 

scanning without any extra configurations. The network administrators can also configure an AP to 

perform predefined scans at a specific time of day for a given duration. The Meraki APs scan the network 

channels building a list of RAPs, then they send alerts to the network administrator (according to the 

defined parameters by them), and finally try to counterattack them. The counterattack consists of 

generating a very big number of 802.11 frames in a technique called spoofing. Those frames are the 

following:  

- the first is to use 802.11 broadcast de-authorizations frames with the source MAC address being 

the rogue Basic Service Set Identifier (BSSID);  

- the second is to use 802.11 de-authorization message frames with the source MAC address 

being the rogue BSSID and the destination MAC address of the client (connected to the rogue);  
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- and the third is to use 802.11 de-authorization and disassociation messages with the source 

MAC address of the client and the destination MAC address of the rogue. 

These APs can also find rogues in the wired network, by scanning the traffic of its own wired port, 

building a second list of rogues for the wired local area network (LAN). 

Aruba Networks’ APs can be configured to detect and interfere with RAPs [3]. The interference goal is 

to try to disconnect the clients from the RAP. This can be done with two methods: de-authenticate only 

mechanism, where there is an attempt to dissociate the clients from the RAP, or the “trapit containment” 

mechanism, where an AP on the same channel as the RAP will try to lure its rogue clients to connect 

with him instead. There is also a wired containment mechanism where rogues are contained with the 

generation of Address Resolution Protocol (ARP) packets by normal APs trough the wired network. 

The disadvantages with these platforms is the absence of a constant scanning of the network. It’s very 

expensive to buy new or more APs and requires a large amount of time programming the several APs 

according to different needs, one by one. For example, Cisco’s Hybrid APs only scan the entire network 

once a day or when there are no clients associated to them. This means that most of the scans will be 

performed at hours when there are less clients in the network (for example, at lunch time or late 

afternoon) so these scans won’t be 100% useful. Also, most of the RAPs detected can only be partially 

contained, because when normal APs detect a rogue in a different channel while scanning the network, 

they cannot contain them. Because of this, Cisco recommends turning an AP into a dedicated WIPS 

sensor or to switch to the newer APs that have three radio channels. This is an expensive solution that 

takes resources from the network. It’s also extremely difficult to apply these platforms and configurations 

to heterogeneous networks with different types of APs (different AP brands, and different AP models of 

the same brand). 

 

2.2.2.3 Detection and Localization 

Detecting a RAP and locating it in the building allows for a more drastic countermeasure, to physically 

encounter it and shut it down. This method is mostly applied in institutions that have security policies 

prohibiting the use of unauthorized APs. Therefore, there’s an internal policy that allows the enforcement 

of this by locating the RAP and removing it. 

This is the method applied by [19] where after RAPs are detected, it is tried to physically locate in the 

facilities to remove the threat. The localization techniques used will be analyzed further in section 2.3. 

 

2.2.3  Hybrid Approach 

The Hybrid approach combines both the client/user side and server/administrator side approaches when 

tackling the problem of detecting RAPs. The advantage of this approach is that, because it is a 

combination of the other two, it can take advantage of all the mentioned methods: detection, alert, 

containment and physical localization. Also, if one of the methods fails to detect a RAP, the other might 

still detect it. 

In [18] two methods used for the hybrid approach are analyzed, the Multi-Agent Sourcing and the Covert 

Channel. In the multi-agent sourcing method, a master agent on the server side generates slave agents 

that are sent to the active APs in the network. The APs clone the slave agents and send them to their 
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clients. When a client’s slave agent detects a new active AP, it sends a packet containing the new 

unauthorized AP information (SSID, MAC address, vendor’s name and channel used) to the clone agent 

in to the AP to which the client is associated. That slave agent then sends the information collected to 

the master agent who passes it to the server. The server analyzes and compares the information with 

the one stored from all the other APs, and categorizes it as RAP or not. In the Covert Channel method, 

it is used a comparison of timestamp fields in Beacon frames. The AP sends an authentication string to 

the client and if it matches the one that he’s received in the Beacon frame this means that the AP is 

legitimate and the client can connect to it. If not, the AP is a rogue and the client doesn’t connect to it. 

 

2.3 Dealing with Indoors Localization 

Indoors localization must be performed for both concepts mentioned before (the Wi-Fi QoS assessment 

and RAPs detection). The Wi-Fi QoS must be analyzed according to certain locations, and if the RAP 

policy requires the threat to be physically removed, the position of RAPs needs to be known. 

Localization technologies can be divided in outdoor and indoor, as shown in Table 2. The most 

commonly used outdoor localization technologies are the Global Positioning System (GPS) and the 

Global System for Mobile Communications (GSM) or Long-Term Evolution (LTE). Indoors localization 

technologies are infra-red, ultrasound, use of Radio-Frequency Identification (RFID), use of WLAN and 

use of Bluetooth. 

 

Table 2 – Main localization technologies according to their environment. 

 

 

GPS is only effective in an outdoor environment without tall buildings in the surroundings. GSM, used 

by mobile companies, is not an accurate method because the system is divided in cells with large 

diameters. Even though LTE is much more effective than GSM in providing positioning, it doesn’t 

maintain the effectiveness when used indoors. Infra-red, although used in indoors environments, is also 

not very efficient because it needs line of sight. Ultrasound is more accurate but is not very scalable 

because of dense sensors infrastructures for the location method. The use of RFIDs has the 

disadvantage that each user or object needs to have an RFID and it’s also necessary to have a large 

infrastructure of RFID readers. The use of WLANs has a good range, is easy and cheap to use. The 
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fact that it uses radio waves still has disadvantages in precision because it undergoes many degrees of 

attenuations due to interference with other radio waves and physical obstacles. The use of Bluetooth is 

also easy and cheap but it has a smaller range than the use of WLAN and has more latency. It’s also 

necessary to build an infrastructure of Bluetooth transmitters to perform localization. 

The use of WLAN technology is the most common because these networks exist almost anywhere and 

they can extend through large areas. It’s also the one that gathers the best properties for localization 

purposes, because it gives a physical position with absolute coordinates, with the good accuracy and 

precision, maintaining the scalability and flexibility of the system. Localization with WLAN can follow two 

approaches:  

- Signal Propagation Model (SPM) approach; 

- Location Fingerprinting (LF) approach.  

The SPM estimates the positions by measuring the RSS and the Angle of Arrival or Time Difference of 

Arrival using mathematical models. The LF calculates a device’s positioning by comparing the 

coordinates with RSS values on previously measured positions. 

 

2.3.1  Location Fingerprinting Approach 

The system built in [21] uses the LF approach that, as mentioned above, is a method of indoors 

localization using WLAN. The main objective is to filter the noise signal to obtain more precise locations. 

To do this they created an Orientation Filter (OF) and a Newton Trust Region algorithm (NTR). The first 

step of the work was to gather, a-priori, the signal strength along the building and store it in a database 

with the respective coordinates (site survey). The collection of information was made with the use of the 

orientation function of the digital compass of Google’s Nexus One. The second step was to correct the 

location’s fingerprints using the OF. Finally, it was applied the NTR algorithm to adjust the estimations 

of the position. The position is then estimated by measuring RSSI and finding a nearest match in the 

database. Because of this there’s no need to know the APs positions. 

Further development of the previous system [22] tried to increase the accuracy of the positioning by 

displaying the distribution of the Wi-Fi signal in a colored heat map. The new process consisted in 

gathering the signal strength in the building and storing it in a database with its coordinates. This 

information would then be displayed in a heat map to allow an easier extraction of the fingerprints. The 

heat map was used to adjust the accuracy of the position algorithm and after that the OR and the NTR 

algorithm would be applied to calculate the estimated location. 

Microsoft’s RADAR [23] is a good example of the LF approach. RADAR analyzes the signal strength 

values when users walk around a building. The system keeps a table of several signal strength 

measurements taken prior that are then used as a comparison to the ones taken during the user’s 

movement. RADAR also uses the user’s movement history, the environment’s temperature, number of 

devices in the surroundings and other factors that affect the RS to determine a more accurate position. 

In [24] the Magnetic Matching (MM) method is used as a positioning technique. It’s based on the idea 

that a magnetic field can be used as a fingerprint for each location inside a building. The biggest 

advantage of MM is that it is independent from infrastructures, meaning there is no need for anchored 

devices. Magnetic fingerprint abnormalities are collected into a database creating profiles with 
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coordinates. The profiles are then matched with the ones extracted from the devices (using the devices’ 

sensors) to locate them. Even though in some occasions this technique may result in small errors, it still 

suffers from significant mismatches making it a less suitable technique than Wi-Fi fingerprinting. A better 

approach is to use it along the latter to improve results. 

 

2.3.2  Signal Propagation Model Approach 

Some location estimation studies use a Gaussian process to generate a signal strength-based location 

estimation (SPM approach) [25], that is also a method of indoors localization using WLAN. This process, 

instead of using trilateration (the most common SPM technique for localization) uses a notion of distance 

from the RSSI. What it does is to create a probabilistic map of the signal strength along a room using 

training points and a 3D representation of the room and its objects. The training points have many RSSI 

coordinates associated to them. The 3D model is used to represent furniture and other objects. Stairs 

and elevators are straight lines and each floor is a plane. The Gaussian positioning method generates 

a RSSI map for each AP and then estimates devices locations with the received signal in each AP. 

A research that obtains high accuracy in their positioning method is described in [26]. The system is 

composed of Semidefinite Programming (SDP) relaxation methods to solve the positioning based 

distances making use of anchor points (a) and unknown points (x). It uses a collaborative approach, 

which means that it not only depends on the distance to the anchors, but also uses the distance between 

unknown position nodes. The work proposes different variations of the original formulation according to 

the level of signal noise. If the two values where the distance is contained are know the results are far 

better. For example, if it’s known that the distance is between 1 and 2 meters its final position will be 

more accurate. The research also achieved very good results in the presence of noise because it uses 

the gradient to perform a fine-tuning of the positions (an adjustment in the precision) after getting its 

initial estimate. The work also made some considerations on how the positioning of the anchors affects 

the localization result, saying that close anchors localized in the center are worse than far away anchors 

in the corners. The disadvantage of this system is the use of unknown position nodes, because by 

making users locate each other, it will increase the use of battery of their mobile devices, and this also 

creates positioning errors due to uncertainties during their movement.  

Another SPM positioning method is using trilateration with the Friis formula in free space (1), like in [27] 

and [28]. This formula is used for telecommunications in transmissions between antennas, in these two 

cases ([27] and [28]) between the AP’s antenna and the mobile device antenna. The formula allows to 

determine the distance between two wireless antennas by knowing the power of the emitting antenna, 

pe , the power of the receiving antenna, pr, the antenna gains, ge and gr, of the emitter and the receiver 

respectively and the wavelength of the electromagnetic wave, . 

 

𝑝𝑟

𝑝𝑒
= 𝑔𝑒 ∙ 𝑔𝑟 ∙ (

𝜆

4𝜋𝑑
)
2

     (1) 
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Where pe is the emitted power (W), pr, is the received power (W), ge and gr are, respectively, the antenna 

gains of the emitter and the receiver,  is the wavelength of the electromagnetic wave and d is the 

distance between the emitter and the receiver, in meters.  

In free space the Friis equation (1) has an exponential of 2, this is the decay parameter of power for 

open spaces. However, on other environments this model is unreliable due to effects such as multipath, 

scattering and diffraction [29]. To make this equation applicable to other environments, an adaptation of 

the Friis formula (2) to take into consideration the decay parameter of power for is using the path loss 

exponent (PLE) n [29]. 

 

𝑝𝑟

𝑝𝑒
= 𝑔𝑒 ∙ 𝑔𝑟 ∙ (

𝜆

4𝜋𝑑
)
𝑛

     (2) 

 

Where pe and pr are the emitted and received power respectively; ge and gr are the antenna gains of the 

emitter and receiver, respectively;  is the wavelength of the electromagnetic wave; d is the distance 

between the emitter and the receiver antennas; and n is the decay parameter of power also known as 

free path exponent or PLE. Table 3 lists typical values for the PLE on different environments. 

This formula in logarithmic units can be expressed as: 

 

𝑃𝑟 − 𝑃𝑒 = 𝐺𝑒 + 𝐺𝑟 − 𝐿     (3) 

 

Where L represents the path losses in the transmission as follows: 

 

𝐿 = −10 log [(
𝜆

2𝜋𝑑
)
𝑛
]     (4) 

 

Trough deduction we obtain the following expression for the path losses: 

 

𝐿 = 𝐿0 + 10𝑛 ∙ log(𝑑)     (5) 

 

Where L0 is the attenuation with the distance of one meter between the two antennas: 

 

𝐿0 = −10𝑛 × log (
𝜆

2𝜋
)     (6) 

 

By substituting L in (3) and trough deduction it’s then possible to calculate the distance between the 

antennas showed in (7).   

 

𝑑 = 10
𝑃𝑒+ 𝐺𝑒+𝐺𝑟−𝑃𝑟−𝐿0

10𝑛      (7) 
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The problem with this method of discovering the distances between the APs and mobile devices is the 

value of the free path exponent, n. This value changes within the buildings therefore it’s necessary to 

perform site surveys to find an average value for it and that usually causes precision errors. To obtain 

good estimations of the distances, the PLE can often be obtain by on-site tests or site surveys to 

determine a more precise value for that specific environment. 

 

Table 3 – Average values for PLE depending on the environment [29]. 

 

 

After calculating the distances, the trilateration method is applied to find the user’s mobile device 

location. To do this, calculations are based on a set of APs with known locations, which will be referred 

to as anchors. Having (𝑥𝑢 , 𝑦𝑢 , 𝑧𝑢) as the unknown coordinates of the user, (𝑥𝑖 , 𝑦𝑖 , 𝑧𝑖) the coordinates of 

the ith anchor, and 𝑑𝑖 the distances between the unknown point and each anchor (calculated with (7)), 

trough the Pythagoras theorem we have the following: 

 

(𝑥1 − 𝑥𝑢)
2 + (𝑦1 − 𝑦𝑢)

2 + (𝑧1 − 𝑧𝑢)
2 = 𝑑𝑖

2
,  𝑖 = 1,… , 𝑛   (8) 

 

Then this equation can be written as an equation system (9), and solving it will determines the area 

where the user’s located as shown on Figure 4.  

 

 

Figure 4 – Position area calculated by trilateration [30]. 
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2 × [

𝑥𝑛 − 𝑥1 𝑦𝑛 − 𝑦1 𝑧𝑛 − 𝑧1

⋮ ⋮ ⋮
𝑥𝑛 − 𝑥𝑛−1 𝑦𝑛 − 𝑦𝑛−1 𝑧𝑛 − 𝑧𝑛−1

] [

𝑥𝑢

𝑦𝑢

𝑧𝑢

] = [
(𝑑1

2 − 𝑑𝑛
2) − (𝑥1

2 − 𝑥𝑛
2) − (𝑦1

2 − 𝑦𝑛
2) − (𝑧1

2 − 𝑧𝑛
2)

⋮

(𝑑𝑛−1
2 − 𝑑𝑛

2) − (𝑥𝑛−1
2 − 𝑥𝑛

2) − (𝑦𝑛−1
2 − 𝑦𝑛

2) − (𝑧𝑛−1
2 − 𝑧𝑛

2)
]  (9) 

 

The system, in the form of 𝑀𝑥 = 𝑦, can be solved using the Cramer’s rule if n is such that M is a square 

matrix. In that case, only the four most suited anchors’ coordinates are used. If more anchor coordinates 

are used, then the system becomes overdetermined. To solve an overdetermined system a least 

squares approach can be used [27]. 

Another problem with trilateration is the accuracy in determining the floors location. In fact, if a building 

has more than one floor, it’s hard to know the floor where the devices are. Even though the z-axis is 

used, errors are very significant. A solution to this problem was found in the already mentioned system 

[14]. In it, the sensing nodes (mobile phones and Raspberry Pi devices) have a Quick Response (QR) 

code scanner, and in each floor, there is a QR code to identify the floors coordinates. Users can scan 

the QR code to identify the floor where they are. As obvious, the problem with this solution is the fact 

that the process is not automated because the users must perform a scan each time they change floors. 

Even though the trilateration errors caused by the value of n and z-axis can be mitigated, this method 

has always an uncertainty area for the position [30], [31] (Figure 5 and Figure 7).  

In theory, for trilateration to be performed in R2, it’s only necessary to have three known anchor points 

to find a position (as showed on Figure 5(1) and Figure 6). But this isn’t exactly right, because three 

know points can only provide us with an area where the unknown point is (Figure 5(2)). And even if it 

was possible, in perfect scenario, that three known locations could find a single point for the position, 

we would still have an uncertainty area around it, as Figure 7 demonstrates, due to range measurement 

and precision errors [31]. To avoid the uncertainties of the location, more known points are added to 

limit the area and increase precision.  

 

 

Figure 5 – Trilateration in theory (1) and in real world (2) [30]. 



18 

 

 

Figure 6 – Trilateration in R2 with two (A) and three (B) anchor points [31]. 

 

 

Figure 7 – Uncertainty area of the distances due to range and precision errors [31]. 

 

The same happens in performing trilateration in R3. It will be necessary four known anchor points, or 

more to decrease the error (Figure 8). The first point will give us the area of a sphere (grey sphere of 

Figure 8(A)). Adding the second point will introduce a new sphere (blue sphere of Figure 8(A)) that 

reduces the positioning area to a plane (red circumference in Figure 8(A)). The intersection with the 

third point introduces another sphere (blue sphere of Figure 8(b)) that narrows it to two pints (two yellow 

points in the red circumference in Figure 8(B)). Finally, the fourth point intersection will give us a fourth 

sphere (blue sphere of Figure 8(C)) that identifies the unknown position (indicated (x, y, z) yellow point 

on the red circumference in Figure 8(C)) [31]. 
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Figure 8 – Trilateration in R3 with two (A), three (B) and four (C) anchor points [31]. 
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Chapter 3 

 

System Design and Architecture 

 

In this section it’s described the architecture and design of the proposed solution, the ENDScanning 

System. Unlike any system existing today, the ENDScanning system fills the need of a solution that 

monitors the Wi-Fi network for both signal quality and detection of RAPs and that also crossmatches 

information between both. With the ENDScanning system it’s possible to monitor Wi-Fi signal quality 

and coverage of an area and assess the interference in the same RS by any presence of RAPs detected. 

The ENDScanning system is also much easier, simple and adaptable than others available nowadays, 

being quickly and easily deployed in any other building and network.  

The system’s architecture (Figure 9) can be divided in two major parts: Nodes and Server. The Nodes 

have two types: the Crowdsensing Nodes and the Monitoring Nodes. Crowdsensing Nodes are the type 

of nodes responsible for collecting information on the Wi-Fi network signal. They consist in users’ 

smartphones, connected to the Wi-Fi, running a background APP. Monitoring Nodes are responsible for 

scouting the Wi-Fi network for any RAP. They are devices that act as constant sniffers of the Wi-Fi 

network. This means that they constantly scan the network to detect RAPs that might appear. These 

nodes don’t interfere in the legitimate network and are independent from it. 

 

 

Figure 9 – ENDScanning system’s architecture. 
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The Server can be sub-divided in Core System and Control Registries. The Core System is where all 

data is analyzed, where all calculations are made and where the results are processed. It consists in 

three services: one to receive the data from the Crowdsensing Nodes, the QoS Assessor; a second one 

to receive the RAPs data collected by the Monitoring Nodes, the Rogue Fighter; and a third one that 

calculates the locations of RAPs and smartphones that collected signal quality along the network, the 

Positioning. The three mentioned services coexist together in the system server, performing its own 

functionalities and sharing results with each other for a better network monitorization. Even though these 

three services work together inside the system, there are two of them that can work independently from 

each other (in case one of them doesn’t get implemented by the network manager): the QoS Assessor 

and the Rogue Fighter. The QoS Assessor service doesn’t require the Rogue Fighter service to work 

and vice versa. If one of them isn’t working the other can still be efficient in fulfilling its purpose, whether 

it is monitoring the network’s signal quality or detecting RAPs. On the other hand, the Positioning service 

is required for either one of the two other services to function. The QoS Assessor needs the Positioning 

service to localize each data extraction area performed by the Crowdsensing Nodes to associate the 

signal quality to a certain location. The Rogue Fighter needs the Positioning to be able to localize the 

RAPs detected by the Monitoring Nodes. 

The Control Registries is where all the results are logged and stored for further analysis of a network 

manager. The system doesn’t offer a graphical interface to present the processed results, but this 

module facilitates the results representation on an external graphical interface (network weather maps, 

network behavior time maps, …). 

The QoS Assessor receives the collected Wi-Fi signal information from the Crowdsensing Nodes and 

analyzes it to determine the Wi-Fi signal quality in that physical region. Therefore, the Crowdsensing 

Nodes and the QoS Assessor are the modules of the system’s architecture responsible for monitoring 

the Wi-Fi network signal. The Rogue Fighter receives information from the Monitoring Nodes regarding 

RAPs that they have detected in the Wi-Fi network. Then it oversees the RAPs location and performs 

containment techniques. Thus, the Rogue Detector and the Monitoring Nodes are the modules of the 

system’s architecture responsible of detecting RAPs. The Positioning performs calculations to locate 

the Wi-Fi signal information sent by the Crowdsensing Nodes and assists in locating the detected RAPs. 

 

3.1 Functional Requirements 

The functional requirements of the system are the specific functions that it implements. They are the 

following: 

a. The Crowdsensing Nodes and the Monitoring Nodes work separate from each other; 

i. It’s only on the Core System that the information from both types of nodes 

is cross matched to assess interferences in the Wi-Fi signal. 

b. Crowdsensing Nodes must send Wi-Fi signal information to the server periodically, every 

three minutes;  

c. The Crowdsensing Nodes only collect information about the Wi-Fi signal if the mobile 

devices aren’t moving. This allows the information collected to be reliable, because in 

movement the devices connect and disconnect from the APs; 
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d. Crowdsensing Nodes send the data to the server through an HTTP POST request. They 

connect to the server to send the information and immediately disconnect from it; 

e. The system should be able to support a minimum of 1100 Crowdsensing Nodes sending 

samples at the same time; 

i. Because 1100 is the average number of mobile devices connected daily to 

the Eduroam Wi-Fi network, so this should be the minimum number of 

Crowdsensing Nodes supported by the system. 

f. The Monitoring Nodes have known fixed positions in the building; 

g. Monitoring Nodes don’t interfere with the network and are independent from it. For this 

reason, they can be added, removed or relocated easily; 

h. Monitoring Nodes are always connected to the server using TCP connections; 

i. When the Monitoring Nodes first connect to the server, the Rogue Fighter must send them 

a DB of all the authorized APs; 

j. Monitoring Nodes only send information to the server when one or more RAPs are detected; 

k. The Rogue Fighter must know which Monitoring Node sends the information about a RAP; 

l. The RAPs locations are calculated using the information sent from all the Monitoring Nodes 

that have detected it; 

m. When RAPs are detected and reported to the Rogue Fighter the process of containment 

must be initiated; 

i. The RAP must be localized in the building. 

ii. A warning must be generated by the systems with the location and 

information about the RAP. 

iii. Measures to counterattack the RAP must be applied automatically by the 

Rogue Fighter. 

n. The calculated RAPs position should be the most exact as possible; 

o. The Wi-Fi signal information sent by the Crowdsensing Nodes must be located by 

positioning the users in the building. This is necessary to know to associate the signal quality 

calculated to that specific area; 

p. The calculated position of each Crowdsensing Node doesn’t need to be extremely precise. 

Because the signal quality is calculated for specific area and not a specific point; 

q. All the results processed by the server should be logged and stored; 

i. Making them available for assessment and verification. 

ii. To generate warnings with useful information. 

iii. Allowing, in the future, it’s representation in graphical interfaces. 

r. The system must be adaptable, flexible and expandable. To be able to support any changes 

in the network infrastructure, and support the addition of both types of nodes. 

i. To support the addition of Nodes (Crowdsensing or Monitoring). 

ii. To be adaptable to another network in another building. Being only 

necessary to change the Authorized APs DB and AP’s monitoring points. 

iii. Making it able to add more buildings to the monitorization. 
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3.2 Non-Functional Requirements 

The non-functional requirements are the conditions, outside of the system, needed for it to work. They 

are the following: 

a. For the system to be properly tested it must comprise at least one Crowdsensing Node, at least 

four Monitoring Nodes and one Server with two of its services activated (where one of the 

services is obligatorily the Positioning). 

b. The system must operate in a Wi-fi network; 

i. Both types of nodes use Wi-Fi to communicate with the server. 

ii. The users’ mobile devices must have Wi-Fi turned on to run the Crowdsensing 

Nodes’ APP.  

iii. The raspberry pi devices, running the JAVA APP, must have a wireless LAN 

interface. 

c. The system can operate with all its elements or with only half of them. This means that the 

system is still functional if one type of nodes is not present;  

i. If the Crowdsensing Nodes are not present, the system won’t perform the 

assessment of the Wi-Fi network quality. But it will still perform RAPs detection, 

localization and launch countermeasures, because the Monitoring Nodes are 

still present. 

ii. If the Monitoring Nodes are not present, the system won’t preform the RAPs 

detection but will still perform the assessment of the Wi-Fi network quality, 

because the Crowdsensing Nodes are still functioning. 

d. For the Crowdsensing Nodes to perform reliable scans each smartphone needs to have Google 

Play services installed;  

e. The ENDScanning Smartphone APP requires Android 4.1 (Jelly Bean) or an earlier version. 

This version was chosen because it covers over 90% of android smartphone devices. 

f. The server needs to have an IP address known by the Crowdsensing Nodes such that they can 

be able to connect to it. 

 

3.3 System Specifications 

As shown in Figure 9, the Crowdsensing Nodes module send, through the ENDScanning smartphone 

APP, periodic Wi-Fi signal scans to the Core System. In the Core System, the QoS Assessor receives 

that data and analyses it to perform a quality inspection of the Wi-Fi signal. Then the QoS Assessor, 

together with the Positioning service, locates the place from where the Wi-Fi signal data was collected. 

The positioning is performed to associate the Wi-Fi signal strength and coverage to different areas in 

the building. At the end of this process, the Wi-Fi quality results from the different areas are logged on 

the Control Registries module. To enable this system function, it’s necessary that the system modules 

mentioned perform the interactions represented on the diagram of Figure 10. As the figure illustrates, 

the Crowdsensing Nodes run the ENDScanning APP that allows smartphones to scan the Wi-Fi network 

RS that they are receiving. After collecting scans and processing it, they connect to the server via HTTP 
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connection sending an HTTP POST with the collected Wi-Fi information. This process is repeated 

periodically by these nodes while they are connected to the Wi-Fi network. 

 

 

Figure 10 –Crowdsensing Nodes interaction diagram with the Core System. 

 

Also shown in Figure 9, the Monitoring Nodes module is composed of several Sniffers. The Sniffers are 

devices spread throughout the building scanning the Wi-Fi network for RAPs. When Sniffers detect a 

RAP, they collect information about it and report it to the Rogue Fighter in the Core System. The Rogue 

Fighter receives the information of the detected RAP from one or more Sniffers and uses it to locate it 

in the building with the help of the Positioning service. The Rogue Fighter also implements containment 

measures to fight the RAP influence. To make this possible it’s necessary that the system modules 

mentioned perform the interactions represented on the diagram of Figure 11. As the figure illustrates, 

the Monitoring Nodes run the ENDScanning JAVA APP that connects them via TCP to the server. 

Immediately after they connect to it, the Rogue Fighter sends them the DB with the authorized APs. 

Then each sniffer starts scanning the Wi-Fi network for RAPs. If, during a scan of the network, a RAP 

is detected, its information is collected and added to the RAPs list that will be sent to the Rogue Fighter. 

Once the Rogue Fighter starts receiving RAPs lists from various sniffers, it processes the information 

separately and stores them all organized locally in a Log. It then sends all the combined information of 

each RAPs to the Positioning service to obtain their locations. After obtaining the location, a warning is 

generated and the complete RAP’s information is stored. Finally, the Rogue Fighter starts 

countermeasures trying to incapacitate the RAP. Because the presence of RAPs “pollutes” the radio 

spectrum it causes signal interference to the Wi-Fi network. Thus, the Rogue Fighter shares the RAPs 

information and location with the QoS Assessor, so it can calculate a better signal quality in that location. 
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Figure 11 –Monitoring Nodes interaction diagram with the Core System. 
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Chapter 4 

 

Implementation 

 

As mentioned in the previous chapter, the ENDScanning System was developed, implemented and 

tested in the IST Taguspark Campus facilities, in association with DSI, to monitor the EDUROAM 

network. In this section, the details of the system’s implementation are described. 

Before implementing the essential components of the system, it was necessary to gather all the 

information necessary to create the baseline for monitoring the network. This involved site surveys, 

collecting the APs information and creating the authorized APs DB. Then the architectural modules and 

components could be developed in groups according to the system’s functionalities: positioning method, 

Wi-Fi QoS assessment, RAPs detection, location and containment. 

 

4.1 Information Gathering and Site Surveys 

The authorized APs BD is the basis information of the system and is the only part of it that might suffer 

changes over time. For example: if new APs are removed, added or relocated in the network; if the 

buildings suffer from constructions, remodulations or expansion; or if the system is to be implemented 

on a completely new environment, on a different network in new buildings. Each time the network 

architecture changes, the Authorized APs DB needs to be updated. It’s very important that network 

administrators tune the system and perform the necessary AP’s configurations (channels, emission 

powers, Dynamic Host Configuration Protocol (DHCP) IPs, etc.) each time that the network 

infrastructure changes. 

The first implementation steps were to obtain all the information about the network and its infrastructure, 

to create the authorized APs DB. The DB of Authorized APs, that would be used by all components of 

the system, is organized according to the fields in Table 4. 

 

Table 4 – Authorized AP database fields descriptions. 

 



29 

 

Connected by Ethernet and with the use of Simple Network Management Protocol (SNMP) and Network 

Mapper (NMAP) tools it was possible to collect all the information about the Campus Eduroam network 

and APs: the AP’s names, and MAC addresses, IPs and BSSIDs. Finally, by accessing the APs through 

telnet, it was possible to collect their antenna gains and emission power. After obtaining the network 

and AP’s information, site surveys were performed to create a map of the network infrastructures, i.e., 

the APs localizations together with the channels and frequencies that they operate in.  

For the AP’s positions, the z coordinate was obtained by measuring the building’s floor heights and the 

distances that the APs were from the floor, Figure 12.  

 

 

Figure 12 – Floor heights for the Z coordinate. 

 

The AP’s (x, y) coordinates where obtained using Google Earth and the Campus schematic plans. After 

adding the plans by each floor and the referential origin on Google Earth, the APs where marked in their 

locations, as shown in Figure 13. The coordinates are obtained by extracting the kml file from Google 

Earth containing all of the APs positions in geodesic coordinates. Then, to obtain the (x, y) coordinates 

in meters in reference to the selected origin (the red mark in Figure 13), it was necessary to apply the 

following coordinate transformations:  

- Geodesic World Geodetic System 1984 (WGS 84) coordinates to Cartesian WGS 84 

coordinates (Figure 15) [31]; 

- Cartesian WGS 84 coordinates to East North Up (ENU) coordinates (Figure 16) [31].  

Geodesic WGS 84 coordinates are standard to represent 3D points using, as base, an ellipsoid 

approximated of the Planet Earth shape. In this coordinate representation, the following three 

coordinates are used to represent a point: latitude, longitude and altitude. Latitude and longitude are 

relative to the reference meridian and to the Equator line. The ellipsoid is defined by two parameters a 

and b, where a is the distance from the major axis to the ellipsoid center, and b is the distance from the 

minor axis to the ellipsoid center, as shown on Figure 14. 
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Figure 13 – IST Taguspark Campus and Residence AP’s locations on Google Earth. 

 

 

Figure 14 – Ellipsoid defining parameters. 

 

Any point in the ellipsoid obeys the following equation: 

 

𝑥2

𝑎2 +
𝑦2

𝑏2 = 1     (12) 
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However, in Geodesic WGS 84, the parameters commonly used to define the ellipsoid are a and 
1

𝑓
, 

where: 

 𝑓 =
𝑎−𝑏

𝑎
     (13) 

 

To convert from Geodesic WGS 84 to Cartesian WGS 84, (x, y, z), according to Figure 15, the 

transformations [31] are the following: 

 

{

𝑥 = (𝑅𝑛 + ℎ) ∙ cos 𝜑 ∙ cos 𝜆

𝑦 = (𝑅𝑛 + ℎ) ∙ cos𝜑 ∙ sin 𝜆

𝑧 = ((1 − 𝑓)2 ∙ 𝑅𝑛 + ℎ) ∙ cos 𝜑 ∙ sin 𝜆

    (14) 

 

 

Figure 15 – Geodesic WGS 84 to Cartesian WGS 84 coordinates transformation representation [31]. 

 

The x axis points to 0o degrees longitude, the y axis points to 90o degrees longitude, the z axis points to 

90o latitude and the origin of the referential is the center of planet Earth. 

Given a point is Cartesian coordinates chosen to be a new referential origin, Õ, any other point can be 

described relatively to its position east, north and up of Õ, as demonstrated in Figure 16. This 

coordinates system is called East North UP (ENU). To describe a point in ENU coordinates the following 

process is applied: first the orthonormal base is found (𝑒𝑒⃗⃗⃗⃗ , 𝑒𝑛⃗⃗⃗⃗ , 𝑒𝑢⃗⃗⃗⃗ ), from the origin Õ: 

 

{

𝑒𝑒⃗⃗⃗⃗ = 𝑒𝑒𝑥 ∙ 𝑒𝑥⃗⃗⃗⃗ + 𝑒𝑒𝑦 ∙ 𝑒𝑦⃗⃗⃗⃗ + 𝑒𝑒𝑧 ∙ 𝑒𝑧⃗⃗⃗⃗ 

𝑒𝑛⃗⃗⃗⃗ = 𝑒𝑛𝑥 ∙ 𝑒𝑥⃗⃗⃗⃗ + 𝑒𝑛𝑦 ∙ 𝑒𝑦⃗⃗⃗⃗ + 𝑒𝑛𝑧 ∙ 𝑒𝑧⃗⃗⃗⃗ 

𝑒𝑢⃗⃗⃗⃗ = 𝑒𝑢𝑥 ∙ 𝑒𝑥⃗⃗⃗⃗ + 𝑒𝑢𝑦 ∙ 𝑒𝑦⃗⃗⃗⃗ + 𝑒𝑢𝑧 ∙ 𝑒𝑧⃗⃗⃗⃗ 

    (15) 

 

(Õ𝑥, Õ𝑦, Õ𝑧) + 𝑃𝑒 × 𝑒𝑒⃗⃗⃗⃗ + 𝑃𝑛 × 𝑒𝑛⃗⃗⃗⃗ + 𝑃𝑢 × 𝑒𝑢⃗⃗⃗⃗ = (𝑃𝑥 , 𝑃𝑦 , 𝑃𝑧)   (16) 
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Figure 16 – Cartesian WGS 84 to ENU coordinates transformation representation [31]. 

 

The second step is to calculate the vector 𝑠 − 𝑟 ≡ 𝑑 , therefore, the ENU coordinates will be: 

 

 𝑒 = (𝑑 ∙ 𝑒𝑒⃗⃗⃗⃗ ); 𝑛 = (𝑑 ∙ 𝑒𝑛⃗⃗⃗⃗ ); 𝑧 = (𝑑 ∙ 𝑒𝑢⃗⃗⃗⃗ )    (17) 

 

However, another way to obtain the ENU coordinates is by applying a rotation to vector �⃗� , defined by 

the position of the point of origin Õ in the following way: 

 

(𝑒, 𝑛, 𝑢) = 𝑑 ∙ 𝑅𝑜𝑡𝑧 (𝜆 +
𝜋

2
) ∙ 𝑅𝑜𝑡𝑥 (

𝜋

2
− 𝜑)    (18) 

 

Where 𝑅𝑜𝑡𝑧 and 𝑅𝑜𝑡𝑥 are defined by the following matrixes: 

 

𝑅𝑜𝑡𝑧(𝛼) = [

1 0 0
0 cos(𝛼) − sin(𝛼)

0 sin(𝛼) cos(𝛼)
]    (19) 

 

𝑅𝑜𝑡𝑥(𝛼) = [
cos(𝛼) − sin(𝛼) 0

sin(𝛼) cos(𝛼) 0
0 0 1

]    (20) 

 

Even though it’s necessary to perform coordinate transformations, the use of Google Earth to extract 

coordinates makes it adaptable to any other building in the world, because it’s only necessary to mark 

the APs in the plans and extract the (x, y) coordinates with the kml file. This allows the system to be 

expandable and completely adaptable, because it’s quick and easy to add more APs and new buildings, 

without altering the system’s code or its behavior. It is important to notice that, if the system is 

implemented in an exaggerated large surface (many buildings or a very long building), the 

transformation of the coordinates would need to consider the curvature of the earth in the calculations. 
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4.2 System Modules and Communication Protocol 

The system implementation can be divided in five parts, that correspond to each architecture 

component: Crowdsensing Nodes, Monitoring Nodes, QoS Assessor, Rogue Fighter and Positioning. 

The ENDScanning System communication protocol between the five components can be represented 

by the Sequence Diagram of Figure 17, that represents the already described interactions between 

Nodes and the Serve’s Systems in figures 10 and 11 of chapter 3.  

 

 

Figure 17 – Sequence diagram of the system. 

 

4.2.1  Positioning 

The Positioning is the system module where the localization method is implemented to locate 

smartphones and RAPs. The solution for the positioning method conjugates the SPM approach with the 

LF approach. Fingerprinting was done to collect more accurate data for the PLE used by the trilateration 
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algorithm (similar to [22]), so that the positioning could be more precise. The propagation based 

approach uses trilateration and anchor coordinates (APs/ sniffers coordinates) for the location algorithm. 

The system uses two different positioning algorithms, one is used for the QoS Assessor and another 

used for the Rogue Fighter. To find the positions of users that collect and send information to the Core 

System, the location algorithm is a Weighted Average (WA) of the position [32]. To locate the detected 

RAPs, the location algorithm is Trilateration and WA. The WA is used to locate RAPs when the number 

of anchor points, in this case the sniffers, is not enough to perform the positioning by Trilateration (as 

explained further in section 4.2.11).  

Both positioning algorithms use the Friis formula adaptation (2), described in section 2.3.2, to calculate 

distances between anchors (APs or Sniffers) and the unknown position (smartphone or RAP), as 

expressed by (7), also described in section 2.3. 2.. To calculate good values for the distances with the 

Friis formula, it was necessary to find the best PLE, n, possible for the environments inside the Campus 

and student residence. Through deduction of the expression (2) in section 2.3.2, it’s possible to 

determine the value of n if the distance is the known variable (21). 

 

𝑛 =
𝑃𝑟−𝑃𝑒−𝐺𝑒−𝐺𝑟

10 log10(
𝜆

4𝜋𝑑
)
     (21) 

 

To find the best n using (21), several measurements in many different locations (with the distance 

between the both points known) were performed to find the average n for closed and open space 

environments. With this the final results obtained for n were 𝑛 = 2.54 for open spaces and 𝑛 = 2.76 for 

closed spaces. Due to the Campus being mostly open space environments, the most common n used 

by the system is 𝑛 = 2.54. In contrary, the IST Taguspark Student Residence is mostly a closed space 

environment, therefore the n used for it is 𝑛 = 2.76. To find these two values for the PLE, a small 

environment for tests was implemented by developing the positioning algorithms (trilateration and WA) 

to run on two different laptops. The laptops would scan the Wi-Fi network and collect information from 

the APs to determine the laptop’s own position. All the variables were known ( 𝑃𝑟 , 𝐺𝑟 , 𝑃𝑒 and 𝐺𝑒) and it 

was possible to determine an n for that specific position. Both laptops scanned the network and 

performed the two positioning algorithms in the same positions ten times (the PLE was calculated for 

each one). This was performed for the main four types of environment in the building: outdoors, in rooms 

surrounded by glass surfaces, indoors without obstacles, and indoors with many obstacles. 

Using both the n values found for the environments where the system is implemented, it’s then possible 

to obtain better estimations for the distances. Those distances are calculated using a deduction of the 

expression in (7) as follows: 

 

𝑑 = √
(
𝑐

𝑓
)
𝑛
×𝑝𝑇×𝑔𝑇×𝑔𝑅

𝑝𝑅×4𝜋𝑛

𝑛

      (22) 

 

The values for all the variables that are used in the expressions are indicated ahead in Table 5. 
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Table 5 – Variable values for the system. 

 

 

After using (22) to determine the distance between the unknown point (smartphones or RAPs) and the 

anchors (APs or Sniffers), the positioning algorithm could take two different approaches: in R3, using 

three coordinates, (x, y, z), or in  R2, using only two coordinates, (x, y). Using three coordinates would be 

a similar method to [27] and [28], that consists in solving the same equation system in (9). Using two 

coordinates would consist in first finding a suited value for the z coordinate, and then solving the value 

of ρ, demonstrated on Figure 18 and 19.  

 

 

Figure 18 – Distance calculation between RAPs and Sniffers in R2. 
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Figure 19 – Distance calculation between devices and APs in R2. 

 

Looking at both Figures 18 and 19, through the Pythagoras theorem, the following is obtained:  

 

𝜌 = √𝑥2 + 𝑦2 = √𝑑2 − 𝑧2     (23) 

 

Not letting the z coordinate be a variable is an advantage for the system, because this coordinate has a 

much smaller range (form 0 m to m 7,50 m) and usually the RAPs and user’s smartphones are closer 

to the height of a table. Therefore, it makes sense to take a different approach to determine z. 

Determining the z coordinate a priori eliminates the biggest cause of errors and uncertainty in the 

positioning. Also, using only two coordinates makes the positioning computation much lighter, because 

the matrixes are smaller, thus this approach makes the system more scalable. 

The unknown z coordinate is then determined by choosing the z of the anchor with highest received 

power and use it as the z coordinate of the unknown point. This way both the positioning algorithms 

determine localization in R2. 

 

4.2.1.1 Positioning using Trilateration 

The Trilateration is used to locate RPAs that were seen by more than three sniffers. As mentioned in 

section 2.3.2, similar to [27], the trilateration algorithm determines the location of the RAP by solving the 

system (24), similar to (9) but without the z coordinate. 

 

2 × [

𝑥2 − 𝑥1 𝑦2 − 𝑦1

⋮ ⋮
𝑥𝑛 − 𝑥1 𝑦𝑛 − 𝑦1

] [
𝑥𝑢

𝑦𝑢
] = [

𝜌2
2 − 𝜌1

2

⋮
𝜌𝑛

2 − 𝜌1
2
]    (24) 
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This system is in the form of 𝑀𝑥 = 𝑦. If n is such that M is a square matrix, then the system can be 

uniquely solved as follows:  

𝑥 = 𝑀−1 𝑦      (25) 

 

However, since n can be large, this system easily becomes an overdetermined set of equations. In 

this case, the least mean squares solution that minimizes ‖𝑦 − 𝑀𝑥‖2 is used. It can be calculated as 

follows: 

 

𝑥 =  (𝑀𝑇𝑀)−1𝑀𝑇𝑦      (26) 

 

The least mean squares method has the objective of minimizing the distance errors between the 

measured distance using (22), d, from the sniffers to RAPs and the calculated distance, D’, from the 

estimated point to the sniffers, as demonstrated in (27) and Figure 20.  

 

∑(𝑑𝑖 − 𝐷′𝑖)
2

, 𝑖 = 1,… , 𝑛     (27) 

 

 

Figure 20 – RAP’s real distance and calculated distance differences. 
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4.2.1.2 Positioning using WA 

To determine the location of the user’s smartphones that scan the network, a WA algorithm was used. 

This algorithm is also used to locate RAPs that were detected by less than three sniffers. This algorithm 

was used instead of the trilateration because users don’t need to be localized with the same high 

precision as RAPs. The Wi-Fi signal quality calculated is associated to a certain area and not to a single 

point. This also made the system much lighter in terms of computation. 

The WA [32] algorithm is an estimation of the user’s position presented in (25). It’s based on the fact 

that higher SSID values received by users means that those APs are most likely the closest ones to 

them, therefore, have the least error when calculating the distance (22). So, the method uses the inverse 

of the distance value as a weight to calculate the average. Therefore, closer APs have a higher influence 

in the end value result. Being 𝑃𝑢 = (𝑥𝑢 , 𝑦𝑢) the user’s position vector,  𝑃𝑖 = (𝑥𝑖 , 𝑦𝑖) an AP’s position vector 

and 𝑤𝑖 =
1

𝑑𝑖
 where 𝑑𝑖 comes from (22), it’s possible to obtain 𝑃𝑢 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑑

, the estimate of the user’s 

position: 

      

𝑃𝑢 𝑒𝑠𝑡𝑖𝑚𝑎𝑡𝑒𝑑
=

𝑃1∙𝑤1+𝑃2∙𝑤2+⋯+𝑃𝑛∙𝑤𝑛

𝑤1+𝑤2+⋯+𝑤𝑛
    (25) 

 

The problem with this algorithm is that the user’s position will always be confined to the area where the 

AP’s locations are, as exemplified in Figure 21. But as mentioned before, this doesn’t present a 

disadvantage to the system because the Wi-Fi QoS is calculated by area and does not require an exact 

position, so we don’t need to have a very exact position of the users (Crowdsensing Nodes). Also, most 

of the unknown positions of smartphones are usually confined to the area between the APs seen with 

higher RSSID values (Figure 21). 

 

 

Figure 21 – Area where the unknown position will obligatorily be located. 

 

The implementation of the Positioning service, made in JAVA coding language, is represented by the 

UML structure diagram in Figure 22. 
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Figure 22 – UML of the Positioning service. 

 

4.2.2  Monitoring Nodes 

The Monitoring Nodes is the module responsible of detecting RAPs in the network and collecting 

information to locate and counter-attack them. These nodes are composed of several sniffers that 

passively scan the Wi-Fi network, comparing the authorized APs information with the information of 

scanned APs. 

Sniffers implemented using Raspberry Pi devices strategically placed in fixed locations of the building 

running a JAVA APP. Each Sniffer is identified by an ID (its name: sniffer_1, sniffer_2, … sniffer_n), an 

IP address, its fixed location (x, y, z) and antenna gain. For the implementation in the Eduroam network, 

sniffers were placed in VLAN 15, that was the DSI’s private VLAN with privileged access. Every time a 

sniffer activated, the sniffer would connect to the Rogue Fighter through TCP in port 11117. After the 

connection establishment, the Rogue Fighter sends the updated Authorized APs DB to the sniffer, which 

then starts to scan the network every 5 minutes. In each network scan, the sniffer compares the 

authorized APs information with the one from the scan. Then if there is a non-matching AP, the sniffer 

tags it as RAP, adds its information to the RAPs list and sends it to the Rogue Fighter. 

As mentioned in section 4.2, to obtain an accurate position of the detected RAP, it’s necessary to have 

at least four active sniffers connected to the system. Each one of them sending information about RAPs 

that they have detected. The sniffers fixed positions are used as anchor locations to localize the RAP 

using the positioning method in (17). 

The implementation of the Monitoring Nodes, made in JAVA coding language, is represented by the 

UML structure diagram in Figure 23. 
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Figure 23 – UML of the Monitoring Nodes. 

 

4.2.3  Rogue Fighter 

The Rogue Fighter is the module responsible for dealing with all things concerning RAPs. It performs 

three main tasks: sending the authorized APs DB to each sniffer; receiving all the detected RAPs data 

and organize it; and counterattack the RAPs. 

As mentioned in section 4.3, when a sniffer connects to the system’s, the Rogue Fighter sends them 

the authorized APs DB, and then waits for reports of any detected RAPs. When a sniffer detects one or 

more RAPs, send its information on a RAPs list to the Rogue Fighter. The Rogue Fighter receives 

several lists of RAPs from different sniffers. So, the Rogue Fighter organizes the information form the 

several lists in a local Log sorted by RAP. He then sends each RAP information to the Positioning to 

locate it and generate a warning. After knowing the RAP position, the Rogue Fighter shares its location 

and information with the QoS Assessor so that it can assess the RAPs interference in the Wi-Fi network. 

Finally, the Rogue Fighter attempts to contain the RAP by sending it a large amount of 802.11 broadcast 

de-authorization frames with the RAP’s BSSID. This way the Rogue Fighter performs a sort of a denial 

of service (DoS) leaving the RAP overwhelmed with 802.11 broadcast de-authorization frames making 

it unable to serve clients. 

If a RAP is detected by more than one but less than three sniffers, its position won’t be reliable, so the 

positioning algorithm applied is the WA, due to the lack of information to perform trilateration. And if only 

one sniffer detects the RAP, no positioning algorithm is implemented, due to the lack of information. The 

system will only generate a warning that a RAP was detected, and presents the position of the sniffer 

that detected it. 
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The implementation of the Rogue Fighter service, made in JAVA coding language, is represented by 

the UML structure diagram in Figure 24. 

 

 

Figure 24 – UML for the Rogue Fighter service. 

 

4.2.4  Crowdsensing Nodes 

The Crowdsensing Nodes is the module responsible for collecting information about the Wi-Fi signal 

through the network over time. These nodes are composed of the Wi-Fi network user’s smartphone 

devices that scan the network to collect signal information from it. 

The users’ smartphones are spread throughout the building and moving naturally in it. During this 

routine, those can easily collect data from the APs signals surrounding them. They do it through the 

ENDScanning smartphone APP. The APP runs on Android smartphones collecting Wi-Fi signal 

information and every three minutes sends its information to the system to be assessed. The APP only 

sends data to the server every three minutes as a compromise between the battery usage of the 

smartphone and the performance of the system in keeping updates of the signal quality. The application 

is also context-aware avoiding sending information when it detects the user is moving. This is done 

using a third-party service from Google, “Google Play Location Service”, which performs user activity 

recognition. The information collected during the three minutes period is sent all at once through an 
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HTTP POST to the server. Sending a large amount of data all at once decreases the APP’s battery 

consumption and decreases the number of HTTP POSTs received by the server. In the HTTP POST 

body there’s the list of network scan results in JSON format. Each list element has the AP’s BSSID, 

frequency and emission power. 

To find out the minimum number of Crowdsensing Nodes (smartphones) that the system had to support 

the DHCP pool usage history for the EDUROAM network at Taguspark was analyzed. Through it was 

determined that, at most, there are about 1100 mobile devices connected to the Wi-Fi network, 

Therefore, the system needed to be able to support at least 1100 smartphones sending data to it. 

The Crowdsensing Nodes implementation and behavior, (made in Android), followed the diagram of 

Figure 25. 

 

Figure 25 – Operational diagram of the Crowdsensing Nodes software. 

 

4.2.5  QoS Assessor 

The QoS Assessor is the module responsible for monitoring the signal quality of the Wi-Fi network. It 

does this by analyzing the data sent by the Crowdsensing Nodes. The QoS Assessor receives the HTTP 

POSTs sent by the smartphones and processes them. It starts by translating the body of the message, 

which is in JSON format, and then sends the information to the Positioning. The Positioning uses the 
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information to localize the position from where the data was collected using the WA algorithm and after 

that it sends the position back to the QoS Assessor.  

The QoS Assessor service calculates the signal quality using raw signal measures: the frequency, 

latency (Round Trip Time, RTT) and signal strength received from each AP (BSSID), sent from the 

Crowdsensing nodes. The QoS Assessor detects what should be the closest AP by picking the strongest 

signal and then classifies the signal strength quality according to Table 6 [33]. If the average power falls 

below -69 dBm the quality won’t be the best that the network should offer and if the average power falls 

below -79 dBm it means that the quality of signal in that location is extremely low and this problem needs 

to be fixed quickly [33]. For these two cases, a warning is generated to alert about the poor Wi-Fi signal 

quality.  

 

Table 6 – ENDScanning system classification for the average received signal strength. 

 

 

The received frequencies allow the system to evaluate the possibility of interference in certain areas. 

For every position, the system gathers information about channel usage counting how many APs are in 

the same or overlapping channels for that area. Each frequency corresponds to a different channel as 

shown on Table 7. The QoS Assessor after getting the position of the device also determines client 

density in the area by keeping track of how many client devices are in proximity. 

 

Table 7 – Frequency channels. 

 

 



44 

 

The channels that don’t interfere with each other are channels 1, 6 and 11, that have 20 MHz range 

(and the a 2MHz gap for guard band) [33] (Figure 26). Therefore, the Eduroam network APs work in 

these frequency channels, by following the Cisco’s diagram of channel planning best practices [33] in 

Figure 27. So, if the information sent by the Crowdsensing Nodes shows APs working in frequencies 

that interfere with the neighbor APs (in the same channel or in an overlapping one), the system will 

generate a warning because this decreases the Wi-Fi signal quality received by the users. 

 

 

Figure 26 – Frequency channels’ ranges [33]. 

 

 

Figure 27 – Cisco’s channel planning best practices to avoid channel overlap [33]. 

 

The implementation of the QoS Assessor service, made in JAVA coding language, is represented by 

the UML structure diagram in Figure 28. 
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Figure 28 – UML for the QoS Assessor service. 

 

4.3 Hardware and Software 

The ENDScanning system takes advantage of smartphone devices connected to the Wi-Fi to obtain 

most of the system’s raw information. Therefore, to collect RS information no additional hardware is 

required. To scan the network for RAPs the system uses passive nodes that are Raspberry Pi devices 

with access to the wireless network. The system’s server is a computer with wireless and Ethernet 

interfaces. This way the server can receive information from the nodes through the wireless network, 

and still collect information settings and architecture through the wired network. 

The ENDScanning System is composed of the following software: 

- The ENDScanning Smartphone Android APP; 

- The ENDScanning JAVA APP; 

- And the ENDScanning JAVA Server (that composes the Core System). 

The android APP runs on the users’ mobile devices, i.e., the Crowdsensing Nodes. The JAVA APP runs 

on the sniffers, i.e., the Monitoring Nodes. And the JAVA Server is the code composing the Core System. 

 

4.4 Real World Implementation 

The IST Taguspark Campus offers to its students, teachers, employees and some visitors access to the 

Wi-Fi EDUROAM network. It’s one of the IST’s policies, implemented by its IT services department 

(Direção dos Serviços de Informática, DSI), that no other APs be deployed or used in its facilities. It is 
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also in the best of interest for the IST that users have a good quality of Wi-Fi signal. The ENDScanning 

service will be implemented, as proof of concept, to address these two problems that concern the IST’s 

IT department. The system uses the user’s smartphone devices to collect data from the Wi-Fi. The 

several smartphone devices send throughout the day, from all over the Campus, data about the Wi-Fi 

signal. Because there are many smartphone devices moving around the buildings, mostly all areas of 

the Wi-Fi network range can be analyzed by the data extracted by the users. The system receives the 

Wi-Fi data from the users and processes it, to determine the signal quality for each area where the 

information was collected. This way is possible to know the signal quality of the network in the entire 

building and take measures to address the areas that have a low quality. There are also several devices 

(sniffers) spread throughout the Campus that monitor the Wi-Fi network to detect if any new APs, that 

weren’t authorized, appear in the facilities. If someone, anywhere in the building, decides to turn on an 

unauthorized AP, the system sniffers will detect it and report it. Then the unauthorized AP is localized 

to know where the device is and if possible remove it. The system uses that location to assess the 

unauthorized AP interference in the EDUROAM Wi-Fi network. 

The system works inside and outside (in the surroundings) of the Campus and residence. A small 

example of the system is exemplified on Figure 29. 

 

 

Figure 29 – ENDScanning system working example in IST Taguspark Campus. 
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Chapter 5 

 

Evaluation 

 

In this chapter all the tests performed on the ENDScanning System individual modules and on its overall 

behavior are described. All tests were performed in several different scenarios to ensure the systems 

well-functioning: different areas of the building; different hours of the day; several different week and 

weekend days. 

The ENDScanning system was deployed and tested in the IST Taguspark Campus and student 

residence on the Eduroam network. Initially, tests focused on each module independently 

(Crowdsensing Nodes, Monitoring Nodes, QoS Assessor, Rogue Fighter and Positioning), then focused 

on each system functionality (Assessing the Wi-Fi QoS and Detection of RAPs) and finally on the overall 

system operation. 

The initial tests of each independent module were basically debugging to ensure the system was 

working as intended. For the Crowdsensing Nodes the tests were mainly to assess if the smartphones’ 

APP was collecting information only on the Eduroam network and to make sure it wasn’t collecting while 

the smartphone was moving (when the user is walking). For the Monitoring Nodes tests were performed 

to determine whether they were receiving the DB of authorized APs from the Rogue Fighter and that 

we’re able to detect RAPs even when these are masquerading their SSIDs. The Rogue Fighter tests 

were more extensive because they needed to correctly process and organize all the RAPs information 

sent by several sniffers and with this information, it needed to attempt to invalidate it by sending them 

several 802.11 broadcast de-authorization frames. The QoS Assessor tests were also more extensive 

because these had to transform the HTP POST’s body in JSON, then it needed to assess the signal 

quality by the average power that reached the smartphone and finally by assessing any frequency 

interferences by the network APs or any RAPs. The Positioning was the module of the system that 

needed the most testing for the localization algorithms used for both the QoS Assessor and Rogue 

Fighter services. 

 

5.1 Positioning Tests 

To test the Positioning module positioning tests were performed using the WA (localization of 

smartphones and RAPs) and Trilateration (localization of RAPs) algorithms, described in chapter 4.  

After performing the initial site surveys, to discover the proper value of the PLE, it was possible to identify 

three different types of environments, according to attenuation phenomena, to classify the Campus 

areas (Figure 30): open spaces, closed space and multi/open spaces. The student’s residence building 

had only closed space of environments. 

Open spaces are outdoors areas and large indoors areas with fewer obstacles. Closed spaces are 

rooms with several obstacles (walls, cabinets, doors, etc.). Multi/Open spaces are sparse indoors areas 

covered with large glass surfaces.  
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Figure 30 – Types of environments present in the IST Taguspark Campus. 

 

All the tests were performed in each of the three different environments described below. Because the 

Positioning is used by both the Rogue Fighter service and the QoS Assessor service, the positioning 

tests were also tested each one of these services. 

 

5.1.1 Rogue Fighter and RAPs’ Positioning 

The tests to assess the performance of the Rogue Fighter and Positioning of RAPs are described below.   

As mentioned before on section 4.2.1.1, the trilateration algorithm is used to determine the positions of 

RAPs through the system sniffers, but if there is not enough information to perform trilateration, the WA 

algorithm is used to estimate a position. Coordinates (x,y,z) are the ENU coordinates in reference to a 

respectively marked origin. The errors were the difference between the real position and the calculated 

ones. 

The tests were performed under the following conditions: 

- Performed in closed, open and multi space environments of the IST Taguspark Campus;  

- Four Raspberry Pi 3 Model B with Wireless LAN as the system sniffers;  

- One portable 3G Wi-Fi router as RAP;  

- The coordinates of the four sniffers where changed to different locations three times;  

- For each different location five measurements of the RAP position where made and its position 

calculated. 

Conditions for Test 1: Closed space environment with obstacles in rooms 1.46 and 1.56 on the 1st floor. 

The RAP and sniffers’ positions are shown in Figure 31, and their coordinates in Table 8. The five results 

for the calculated position are in Table 9 and marked on the building’s floor plan on Figure 32. 
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Figure 31 – RAP and sniffers’ positions on Google Earth for Test 1 

 

Table 8 – Sniffers and RAP position for Test 1. 

 

 

Table 9 – Results of the localization for the five measurements of Test 1. 

 

 

 

Figure 32 – Calculated position results for Test 1 on the building’s floor plan. 

 

Conditions for Test 2: Closed and open space environments on the 2nd, 1st and ground floors. The RAP 

and sniffers’ positions are shown in Figure 33, and their coordinates in Table 10. The five results for the 

calculated position are in Table 11 and marked on the building’s floor plan on Figure 34. 
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Figure 33 – RAP and sniffers’ positions on Google Earth for Test 2. 

 

Table 10 - Sniffers and RAP position for Test 2. 

 

 

Table 11 - Results of the localization for the five measurements of Test 2. 

 

 

 

Figure 34 – Calculated position results for Test 2 on the building’s floor plan. 

 

Conditions for Test 3: Multi/Open space environment in rooms 1.46 and 1.56 on the 1st and 2nd floors. 

The RAP and sniffers’ positions are shown in Figure 35, and their coordinates in Table 12. The five 

results for the calculated position are in Table 13 and marked on the building’s floor plan on Figure 36. 
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Figure 35 – RAP and sniffers’ positions on Google Earth for Test 3. 

 

Table 12 – Results of the localization for the five measurements of Test 3. 

 

 

Table 13 - Results of the localization for the five measurements of Test 3. 

 

 

 

Figure 36 – Calculated position results for Test 3 on the building’s floor plan. 

 

In the tests the RAPs were always detected, even if only by one sniffer. The trilateration algorithm had 

very good results in calculating the RAPs positions, having error values of 2.6866 m for closed spaces, 

2.673 m for open spaces and 2.2453m for multi/open spaces. These values of errors are perfectly 

acceptable, given all the system is required to do is to find the RAPs. To note that the Z coordinate was 
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always the one with the least amount of error, meaning that when finding a RAP there’s a low likelihood 

that a wrong floor is reported.  

When the RAP was far away from the sniffers, and only one or two detected it, the system still calculated 

an average position (WA algorithm) for its most likely position. This happened for RAPs that weren’t part 

of the test environment. The calculated position error was higher when the sniffers where further apart 

from each other, due to their lack of range. The greatest problem that happened when performing the 

tests was that the RAP containment mechanism (by sending 802.11 broadcast de-authorization frames) 

wasn’t working because the raspberry pi devices didn’t have a wireless interface that supported 

monitor/promiscuous mode. 

To calculate the distance between a RAP and a sniffer, the emission power had to be input. In a real-

life situation this parameter is not available, and since its relationship with the distance is not linear, tests 

were performed to evaluate how the system reacts by overestimating or underestimating this parameter. 

It was found that using lower values yields much better results.  

 

5.1.2 QoS Assessor and Crowdsensing Nodes’ Positioning  

The tests to assess the performance of the QoS Assessor and the Positioning of Crowdsensing Nodes 

are described below.  

As mentioned before on section 4.2.1.2, the WA algorithm is used to localize the Crowdsensing Nodes 

through the network APs. 

Tests description: 

- Performed in closed, open and multi space environments of the IST Taguspark Campus;  

- Three mobile devices connected to the Wi-Fi (one Samsung Tablet; one Alcatel Android 

Smartphone; one Motorola Android Smartphone). 

- The mobile devices moved in the building to different locations;  

- For each different location five measurements were collected and located.  

The mobile devices real and estimated positions (using WA) are shown in Figure 37 and the error values 

for these positions are in Table 14. 

 

 

Figure 37 – Real and calculated positions for the mobile devices. 
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Table 14 – Error values obtained after testing the positioning of mobile devices. 

 

 

The system behaved as desired by having the mobile devices only send information about the Wi-Fi 

signal if they were motionless.  The WA algorithm had also good results in calculating positions, with 

average error values of 3.1 m. The quality was assessed through the latency, RSSID values and 

frequency interferences between APs. The quality results where overall good inside the campus 

building, and as expected, worse outside of it. RAPs interference was also assessed to which the quality 

decreased slightly when the rogue was in an interfering frequency. 

Same as in the previous tests, the Z coordinate was always the one with the least amount of error, 

meaning that when finding the mobile device’s floor position there’s a low likelihood that a wrong floor 

is reported. Closed spaces had the biggest average error values for x and y coordinates because of the 

architectural design of the building. For example, some rooms have the ceiling made of plie wood but 

others have aluminum sheets over the ceiling to contain the air conditioning conducts. This caused a 

difference in the number of APs “seen” by the mobile device, and the fewer APs the worst the positioning 

precision will be.  
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Chapter 6 

 

Conclusions 

 

The ENDScanning system showed to be easy to use, simple to deploy, adaptable and expandable, 

because it was implemented in the IST Taguspark Campus at first and later in the work was quickly 

added to the student’s residence building without having to alter any module of the system. 

Tests have shown the system had very good results in detecting RAPs and assessing the Wi-Fi RS 

quality. The positioning of both types of nodes had low error values and the z coordinate, used to 

determine the floors always had the correct position. 

 

6.1 Discussion 

The biggest issues with the system is the indoors localization of Crowdsensing Nodes and RAPs 

because positioning of the users’ smartphones and RAPs have always certain error associated to it. 

This is due, in the case of Crowdsensing Nodes, mostly because of the physical barriers of the building 

(glass surfaces, the material of ceilings, thicker wall, …) 

The test results showed that the z coordinate was correct for every measurement. Although the values 

for x and y coordinates had (for both positioning methods) very good results with small errors, these 

were higher in closed spaces with many obstacles and architectural barriers. For example, some rooms 

have the ceilings made of plie wood but others have aluminum sheets to contain the air conditioning 

conducts; some rooms have glass on the doors lateral and others do not. This deteriorated the RSSI 

values obtained from anchor points (APs and sniffers). With more obstacles, RSSI values become less 

reliable and therefore the positioning precision will be worse. This problem can be dealt with by 

calculating even more precise PLE values, for example, a value for each room, and then the system 

would determine which better n to use. The positioning of RAPs suffered errors when the distances 

between sniffers were very large due to the small number of sniffers (only four) and the Raspberry Pi’s 

small range. This problem is easily overcome by simply adding more sniffers to the system. 

For sniffers to perform containment of RAPs in the future, they will need to have an additional wireless 

interface that supports monitor/promiscuous mode (maybe by simply adding a dongle with this 

interface). 

 

6.2 Future Work 

The Crowdsensing Nodes service has the future objective of being integrated in the Técnico Lisboa 

APP, a mobile device’s APP of IST, which most of the Eduroam network users have already installed in 

their smartphones. This will increase the number of Crowdsensing Nodes allowing more data to 

calculate the Wi-Fi QoS from more locations along the building.  

To improve the Crowdsensing Nodes positioning accuracy the APP running on the users’ smartphones 

could try to obtain the device’s emission power and antenna gain. If this was not possible, a calibration 
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procedure to determine each device’s emission power and antenna gain could be implemented. To do 

so, the Wi-Fi network users would have to calibrate themselves by standing a few seconds in a specific 

point of the building. Another way to improve the Positioning service (for Crowdsensing and Monitoring 

Nodes) will be to calculate even more precise PLE for every small area of the building. For example, 

calculate different PLE values for each room and then the system would choose the most suitable one 

to apply according to the received APs signal in the surroundings. This would require more site surveys 

and creating a linear regression algorithm to calculate a value of n for each AP. This would also involve 

creating another algorithm just to determine which PLE value should be applied in the distance 

calculations. 

To improve the Rogue Fighter service is very important to use sniffers with a wireless interface that 

supports a monitor or a promiscuous to try to contain the impact of RAPs by performing DoS attacks 

against them. In the future, it would also be good to add the network APs as scanning nodes, but only 

when a rogue is detected. By programming the network APs to turn on the scanning mode when the 

Monitoring Nodes closest to them detect a RAP. The APs would only have the scanning mode on, after 

a RAP close to them is detected by a sniffer. This way, more data is provided to locate the RAP and 

APs do not need to be in constant scanning mode to detect RAPs. Alternatively, if the network APs have 

a dedicated scanning channel, use them together with the monitoring nodes to detect and locate RAPs 

in synchronization with each other. 

For better access, visualization and assessment of the system results in the future, a graphic interface 

with the building plans by floors where all the information is displayed should be created. The Wi-Fi 

signal quality should be displayed as a weather map in real time for all the areas of the building where 

Crowdsensing nodes are sending Wi-Fi information. Detected RAPs should also be displayed in the 

graphic interface and by clicking on them, their collected information should be shown. It would also be 

of importance that the interface could create statistic charts and reports weekly or monthly about the 

signal quality, number of RAPs detected and containment efficiency. The system warnings could also 

include sending emails to the responsible network managers about very low Wi-Fi quality and RAPs. 

If in the future the system becomes more robust by having many Crowdsensing an Monitoring nodes 

sensors, the system would need to use Datamining and Big Data capabilities due to the large amount 

of data collected. This would lead to other techniques such as statistic adjustment to assess the system’s 

information. 
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