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Abstract: Organisations are not immune to information security incidents regardless how much they spend 
in information security (IS). Considering this, it is fundamental to ensure that organisations learn 
from the past incidents and perform corrective actions to avoid future related incidents. However, 
organisations have difficulty performing these actions. In this research, we propose a 
methodology that uses Enterprise Architecture (EA) to support systemic corrective actions in 
Information Security Incident Management (ISIM). To achieve this, we also propose the 
extension of ArchiMate’s metamodel to include IS incidents, and the usage of EAMS as an EA 
management tool. To demonstrate this proposal, a field study was performed. To evaluate, the 
proposed methodology was compared to the process that the analysed organisation currently 
follows. With this evaluation, it was possible to identify relative advantages to the current ISIM 
process in medium and long term. The proposed methodology provides a new approach to fulfil 
organisational needs by describing how to obtain relevant views of the assets using EA to 
improve organisation’s corrective capabilities, and supporting ISIM learning and communication 
with other interested parties. 

 

1 INTRODUCTION 

The world is facing the information age which 

means an economy based on information that is 

supported by computers and networks (Castells, 

2010). In the current economy, information and 

knowledge distribution is the major source of wealth 

(Laudon and Laudon, 2016), therefore, it is 

important to understand the related challenges, 

particularly regarding information security (IS).  

IS is commonly addressed considering 

confidentiality, integrity and availability, known as 

the CIA Triad. When an event with a negative 

impact affects at least one of the CIA properties, this 

event is considered an IS incident. According to 

Ahmad et al. (2012) “it is inevitable at some stage 

that organisations will suffer an IS incident. Such an 

incident may result in multiple negative impacts, 

such as loss of company reputation and customer 

confidence, legal issues, a loss of productivity and 

direct financial loss”. Considering this, it is 

fundamental to have adequate Information Security 

Incident Management (ISIM), to reduce the impact 

of those incidents by reducing their probability and 

consequences. To do so, a possible approach is to 

use the information obtained from IS incidents and 

perform corrective actions in the system that will act 

as measures to prevent future IS incidents, these 

corrections are called systemic corrective actions. 

Despite the value of systemic corrective actions 

being perceived by organisations, they have 

difficulty performing these actions in the context of 

IS incidents (Ahmad et al., 2015, 2012). Not 

performing these actions may lead to an inefficient 

and ineffective ISIM due to the inexistence of 

continuous improvement. 

To solve this problem, we propose to use a 

methodology supported by enterprise architecture 

(EA) to improve learning capabilities regarding 



 

ISIM and support systemic corrective actions. To 

achieve this, we also propose the extension of 

ArchiMate’s metamodel to include IS incidents, and 

the usage of EAMS as an EA management tool. 

To evaluate this proposal, the methodology was 

tested with the data of an organisation, designated as 

DemoCorp in this document from now on. This 

organisation is currently facing issues both learning 

from incidents and performing systemic corrective 

actions related with IS incidents. The proposed 

methodology was tested to understand its usability 

as well as the benefits that it brings. 

This document has the following structure: 

Section 1 (Introduction), Section 2 (Research 

Methodology), Section 3 (Research Problem), 

Section 4 (Theoretical Backgroung), Section 5 

(Related Work), Section 6 (Solution), Section 7 

(Demonstration), Section 8 (Evaluation), Section 9 

(Conclusion). 

2 RESEARCH METHODOLOGY 

To have some guidance along the research process, 
the research methodology used was the Design 
Science Research Methodology (DSRM) (Hevner 
and Chatterjee, 2015; Peffers et al., 2007; Vaishnavi 
and Kuechler, 2004). DSRM is a set of research 
techniques that aims to produce artefacts capable of 
improving information systems that present some 
innovation. The solutions produced tend to have a 
pragmatic nature in the sense that they can be 
applied to solve real-world problems (Hevner and 
Chatterjee, 2015). Considering this, this 
methodology is adequate for this research since the 
problem is related with information systems and the 
idea is to bring innovation regarding ISIM. The 
pragmatic nature can be confirmed by the fact that 
this research was tested in an organisation to 
improve their practices regarding ISIM.  

3 RESEARCH PROBLEM 

Despite recognizing the value of the systemic 
corrective actions in the context of ISIM, the 
identified problem was that organisations have 
difficulty performing systemic corrective actions in 
the context of ISIM (Ahmad et al., 2015, 2012). This 
problem leads to the following research questions: 

• Is it possible to define a methodology to 
support systemic corrective actions in ISIM? 

• How can systemic corrective actions 
regarding ISIM be used by Information Security 
Risk Management (ISRM)? 

Systemic corrective actions imply the correction 
of system’s vulnerabilities at their different levels. 
Not performing these actions may lead to an 
inefficient and ineffective ISIM due to the 
inexistence of continuous improvement. Performing 
only direct corrective actions instead of systemic 
corrective actions, limits not only ISIM capabilities 
but also IS as a whole, since the continual 
improvement would be limited in terms of input 
information, affecting also ISRM for example. 

4 THEORETICAL BACKGROUNG 

In this section ISIM is introduced as presented in 
literature, according to the major standards, 
frameworks and academic papers that are relevant 
for ISIM, computer security incident management, 
and incident management in general. 

4.1 Information Security Incident 
Management 

There are two standards that are particularly relevant 
for ISIM, ISO/IEC 27035 and NIST 800-61. 
ISO/IEC 27035 provides guidelines for ISIM, while 
NIST 800-61 is focused on computer security 
incident management, which can be viewed as part 
of ISIM. Considering these two standards it is 
possible to identify five distinct phases in ISIM that 
form a cycle: i) Plan and prepare, ii) Detection and 
reporting, iii) Assessment and decision, iv) 
Responses, and v) Lessons learnt (Cichonski et al., 
2012; ISO/IEC, 2011a). 

ISIM activities are well defined and both 
standards ISO/IEC 27035 and NIST 800-61 identify 
the need for learning and state that there should be a 
relation with risk management and even identify 
some of the activities that should be performed. 
These activities include the identification of trends 
and patterns, and the analysis of possible preventive 
actions that could be taken (ISO/IEC, 2011a). 
However, these standards do not provide insight 
regarding which tools may be used to support these 
actions or how the resulting lessons could be 
effectively communicated between ISIM and risk 
management teams as advised in (ISO/IEC, 2011a).  

4.2 Information Security Risk 
Management 

Risk is the “effect of uncertainty on objectives” 
(ISO, 2009). It may be expressed through the 
combination of the probability of an event and its 
consequence (ISACA, 2012; ISO, 2009). Risk 
management is a set of coordinated activities to 



 

direct and control an organisation regarding risk 
(ISO, 2009). 

Incidents can be seen as the output of risk 
management (Cooke and Rohleder, 2006) in the 
sense that an incident results from inappropriate or 
lack of controls for a risk.  The focus of this research 
is how to learn from IS incidents and consequently 
how to support systemic corrective actions. 
However, other stakeholders may benefit from it 
such as ISRM teams. ISRM addresses IS risks which 
are expressed in term of the combination of the 
consequence of an IS event and the likelihood of its 
occurrence (ISO/IEC, 2011b). ISRM lifecycle is 
composed by the context establishment, risk 
assessment, risk treatment, risk acceptance, risk 
communication, and risk monitoring and review 
(ISO/IEC, 2011b). Two of these steps have 
particular value for this research due to the existing 
relationship with IS incidents, i) risk assessment and 
ii) monitoring and review.  Risk assessment requires 
the threats obtained from incident review with the 
objective of using internal experience from incidents 
(ISO/IEC, 2011b) but the methodology to obtain 
these threats is not clear and it requires some insight 
of the ISIM. Monitoring and review is performed to 
the risks and their components to identify if there are 
changes. One of the mentioned aspects that should 
be continually monitored are the IS incidents (ISO, 
2009).  

Despite the fact that ISO/IEC 27005, the 
standard that provides guidelines for ISRM, states 
the need for monitoring IS incidents and IS incidents 
importance in risk assessment, the methodology to 
enable their usage for ISRM is not defined. In this 
research, considering the needs of ISRM, it is useful 
to have a common terminology between ISIM and 
ISRM to enable a more effective and efficient 
communication between these teams, and 
consequently improve what can be learned from IS 
incidents, as well as improve ISRM by ensuring that 
ISRM team knows what is done in terms of ISIM 
(e.g., which incidents occurred, how they impacted 
the organisation, how they were solved). 

5 RELATED WORK 

In this section, previous research that may be used to 
solve the identified problem and answer to the 
research questions, is analysed.  
 
 

5.1 Eramba 

Eramba is a web-application that is used for IT 
governance, risk management, incident management 
and compliance. Eramba offers a set of automatisms 
that helps ISIM and ISRM. Eramba is a good start 
point regarding which information an organisation 
should monitor to be able to manage IS as it has 
default data fields that are important in the context 
of IS and IS certifications. Eramba is a useful tool 
for IT security governance, however, it does not help 
with systemic corrective actions and it lacks 
flexibility in the sense that it does not allow 
customization on how the stored information is 
showed. Considering this, eramba does not provide a 
solution for the identified problem as it does not 
offer a way to be adapted to solve it. 

5.2 Double-loop Learning 

Double-loop learning aims on the reflection on 
whether the rules should be changed to achieve more 
efficient processes. To achieve this learning, it is 
necessary to evaluate multiple solutions and 
understand which one will work better (McNamara, 
2006). Double-loop learning enables organisations 
to learn effectively with the incidents and mistakes 
from the past and avoid their repetition. By doing 
that, double-loop learning provides a strategic and 
competitive benefit in the longer term (Ahmad et al., 
2012). 

5.3 Enterprise Architecture 

EA is the logical organisation between business 
processes and IT infrastructure. EA, benefits an 
organisation in five main areas: IT costs, IT 
responsiveness, risk management, managerial 
satisfaction, and strategic business outcomes (Ross 
et al., 2006). In the context of this research the main 
focus is IT responsiveness to IS incidents and risk 
management that is indirectly affected. IS incidents 
may be considered as part of IT responsiveness since 
some of them are unexpected technical problems. 

With EA, it is possible to produce architecture 
views according to the stakeholder’s concerns 
(ISO/IEC/IEEE, 2011). These views improve the 
systemic corrective actions support since they are 
able provide a holistic view. The holistic view helps 
to understand the connections between elements 
related to a concern (ISO/IEC/IEEE, 2011) which is 
also be useful to communicate the lessons learnt for 
example between ISIM and ISRM teams. 



 

There is research performed that aimed to 
connect risk management and enterprise architecture 
(Band et al., 2014; Innerhofer-Oberperfler and Breu, 
2006). EA supports the creation of a roadmap for 
more efficient and cost-effective usage of 
information technology it also provides a common 
language for discussing risk management issues 
related to missions, business processes, and 
performance goals (National Institute of Standards 
and Technology, 2011). By combining enterprise 
architecture and risk driven security management it 
is possible to do a systemic elicitation and analysis 
of IS in an organisation. EA also helps to reduce the 
complexity of security management by modelling 
the relevant artefacts with an enterprise architecture 
(Innerhofer-Oberperfler and Breu, 2006).  

In the context of this research EA is useful to 
enable the organisation to understand which were 
the assets affected by incidents, the root causes, 
better understand what will be affected by a given 
systemic corrective action, and what are the known 
risks for a given asset as well as to support ISIM and 
ISRM to communicate more efficiently. 

5.3.1 ArchiMate 3.0 

ArchiMate is a modelling language with a set of 
iconography used to address concerns related with 
EA (The Open Group, 2016). In ArchiMate there are 
rules regarding which relationships can be used 
between elements which are defined in ArchiMate 
metamodels. 

ArchiMate allows element customization to 
support elements beyond the ones defined in its core 
(The Open Group, 2016). One of the mechanisms to 
customize elements is specialization. Specialization 
allows an element to inherit parent’s properties and 
the relations of the general element and to change 
the graphical.  

ArchiMate allows also relationship 
specialization which can be useful when modelling a 
narrow context such as ISIM by allowing the 
definition of more meaningful relationships between 
elements instead of the generic ones.  

In the context of this research, there is an 
ArchiMate extension for mapping enterprise risk and 
security concepts that is useful. The extension 
models: vulnerabilities, threat events, loss events, 
risks, control objectives, control measures, security 
principles, and other security related information as 
shown in Figure 1. By using this idea as a starting 
point and by proposing missing elements to the meta 
model it is expected that it can be used with ISIM to 
plan systemic corrective actions and improve the 
value obtained from ISIM’s lessons learnt phase. 

 5.3.2 Enterprise Architecture Management 
System 

Enterprise Architecture Management System 
(EAMS) is a software tool used for EA. It eases the 
burden of keeping architectural representations up-to 
date since it generates views, which are called 
blueprints in EAMS, automatically using the rules 
defined by the user. 

EAMS also allows Meta-model definition, 
which means that it is possible to define the relations 
between the concepts. Defining the meta-model 
gives flexibility to adjust the tool to the needs. In the 
context of this research it presents an advantage 
since the extension of existing meta-models, such as 
ArchiMate meta-model, is necessary.  

EAMS has mechanisms that allow data 
importation from other sources such as spreadsheets 
or relational databases, this means that information 
can be uploaded in batches reducing the effort in 
situation that the information to be used is already 
available in another format. However, some changes 
may be needed since the defined meta-model may be 
different from the dataset that will be imported. It 
also takes some effort regarding data quality since if 
for example database normalization rules are not 
respected, EAMS will not normalize data 
automatically, despite having mechanism that 
simply merging instances.  

EAMS is valuable to understand which 
elements are connected in complex architectures 
since it enables the user to see relationships in views 
based on rules defined using queries, this 
automatically generated visual element gives EA 
flexibility to the views which makes complex 
scenarios easier to interpret. In the context of this 
research it will be valuable to analyse the 
architecture from different perspectives (e.g., events, 
risks, vulnerabilities, assets or combinations between 
them) as so a tool such as EAMS, that allows the 
creation of views with less effort than when just 

Figure 1- Mapping of Enterprise Risk and Security 

concepts to the ArchiMate Language (Band et al., 2014). 



 

using a modelling tool such as ArchiMate, is 
beneficial. 

6 SOLUTION 

Considering the research problem identified, the 
main objective of the proposal is to use EA to 
support systemic corrective actions in ISIM. The 
research aims also to: 

• Improve learning capabilities in 

organisations. 

• Use a common language (i.e., EA) in ISIM 

and ISRM within the organisation to 

support for ISRM teams to use as input the 

knowledge produced along the ISIM, 

particularly in the lessons learnt phase.  

• Find an appropriate tool to support 

systemic corrective actions in ISIM. 

6.1 Metamodel 

To address the research objective that refers to the 
use of a common language to improve 
communication and represent IS incidents and other 
IS security related concepts in ArchiMate, we 
decided to use Figure 1 as the base metamodel and 
to adapt it from the context of this research. 

We decided to specialize business event concept 
as can be seen in Table 1. The IS incidents were 
represented as ArchiMate’s business events since 
they are events that potentially affected the business, 
however they were represented in red to highlight 
the negative impact associated with it. These 
incidents have an impact value associated with them 
for each of the CIA properties and a relation with 
one or more risks that may or not exist in the 
organisation’s IS risk database. 
 

Table 1 – IS incident specialization 

Parent 

Concept 

Specialized 

Concept 

Description Graphical 

notation 

Busines

s Event 

IS  

Incident 

Event with 

negative 

impact 

towards an 

asset. 
 

6.2 Methodology 

Considering the research objectives, we propose a 
methodology supported by EA to support systemic 
corrective actions and double-loop learning in ISIM, 
as illustrated in Figure 2. 

6.2.1 Phase A – Define/Update Scope 

Understand the limits on which the ISIM is relevant 
and identify the assets that have known IS risks. It 
should be defined by security management and 
senior management. Senior Management should be 
responsible for understanding organisation’s 
purpose, context, and defining/redefining 
boundaries. While the Security Manager should be 
responsible for defining/ redefining security 
objectives.  

6.2.2 Phase B – Establish/Update EA 

Using the defined scope, in the first iteration the EA 
is developed and in following iterations the EA is 
updated if necessary. The EA should contain 
elements related with IS risks, IS incidents as well as 
the core elements related to business, information 
systems, and technology. EA should be defined 
incrementally according to the needs. In this phase, 
an EA architect should be responsible for adjusting 
the meta model. Then the IS risk manager should be 
responsible for identifying the assets, 
identifying/updating the asset’s relations, relating 
assets with IS risks, and relating control measures 
with IS risks. In the end of this phase, the IS incident 
manager should be responsible for relating IS 
incidents with the other elements. 

6.2.3 Phase C – Perform Double-loop 
Learning 

Understand how the control measures used to 
respond to incidents can be generalised to be 
applicable to other vulnerabilities of the company 
and disseminate the knowledge obtained with the 
incident (e.g. incident impact, new risks, controls 
implemented) with the relevant stakeholders 
particularly with the security management, and 
senior management but also ISRM team in order to 

Figure 2 - Methodology to support ISIM’s lessons learnt 

phase and systemic corrective actions using EA. 



 

enable them to be aware of what have changed and 
how it is expected to reduce the impact or likelihood 
of some risks. In this phase, the IS incident manager 
should be responsible for identifying incident 
trends/patterns, identifying the best control 
measures, and proposing systemic corrective actions. 
Then, the EA architect should be responsible for 
modelling the proposed corrections. 

6.2.4 Phase D – Perform Systemic 
Corrective Actions 

Use EA and the knowledge from phase C to enable 
the evaluation of possible solutions to address the 
root cause found. Examples of these solutions are 
the change of policies, change of processes, and 
change in the technology and applications used. In 
this phase, the senior management should evaluate 
the proposed corrections, including the EA models, 
and decide and justify which are the best options for 
the organisation. Then the security manager should 
be responsible for implementing the systemic 
corrective actions decided by the senior 
management. After the implementation, the EA 
architect should be responsible for updating the 
organisations EA. After this, the security manager 
should promote a risk assessment. 

6.2.5 Phase E – Perform IS Risk Review 

According to what was learned in phase C and based 
on the systemic corrective actions performed in 
phase D, the IS risk manager should be responsible 
for analysing EA, identifying new IS risks, and re-
evaluate the previously identified ones. 

6.3 Supporting Tool 

To be able to perform this methodology more 
efficiently it is recommended to use a tool that can 
be used along all the methodology. Using EAMS it 
is easier to identify the relations with assets than 
with ArchiMate in complex scenarios. When 
compared with spreadsheets EAMS avoids errors in 
the data provided or lack of data due to the difficulty 
in finding or understanding what is required by the 
ones responsible for IS incident reporting within the 
organisation.  

EAMS also works in cooperation with tools that 
are already used by organisations such as 
spreadsheets for registering assets, IS risks and IS 
incidents in the sense that what currently exists in 
these spreadsheets can be imported to EAMS using 
its embedded data integration mechanisms and the 

data added in EAMS may also be exported to a 
spreadsheet.  

Considering this, we configured EAMS to 
support this methodology. This configuration 
consists in defining the metamodel, importing the 
data into EAMS (data instances), defining the 
relations between instances, and defining 
appropriate views for the stored data (blueprints) 
using a query language. 

7 DEMONSTRATION 

7.1 Phase A – Define/Update Scope 

Step 1 - Understand organisation’s purpose: 
DemoCorp purpose is to produce a set of physical 
products that have security mechanisms. 

Step 2 - Understand organisation’s 
context:  Regarding the context, this company has 
some international competition for part of its 
products and no competition for other products. The 
security of these products is a key property and it 
must be ensured. Most of the products need to 
follow international standards to be produced and 
delivered and have certified processes. Additionally, 
since DemoCorp already has ISRM and ISIM 
processes it is important to understand them as part 
of the internal context of this organisation. These 
two processes are relevant to this research since they 
explain how the data used in the demonstration was 
obtained and who were the providers and the 
validations that it has. 

Step 3 - Define organisation’s boundaries: 
The scope considered may initially consist in the 
assets that are directly related with the products that 
are forced to have ISIM and ISRM by the 
international standards. Then, it may expand to other 
assets as the ISIM process and ISRM is applied and 
other relations among assets are identified and 
classified as relevant. 

Step 4 - Define security objectives: The 
security objectives for these products are also 
detailed in international standards which include, for 
example, network segregation, high security areas, 
and immediate incident report. 

7.2 Phase B – Establish/Update EA 

Step 1 - Adjust meta model: To be able to relate 
the concepts related with IS, the meta-model in 
Figure 3 was used. Note that, for the purpose of this 
research, these were the necessary elements to 
model DemoCorp’s reality. 



 

 
Step 2 - Identify assets: in DemoCorp, asset 

identification is already performed as a part of risk 
analysis as so this information is available to be used 
in the context of this research. However, some 
transformations and additions were still necessary in 
terms of connections between assets, language and 
also asset abstraction to maintain the confidentiality 
of DemoCorp. 

Step 3 - Identify asset relations: DemoCorp’s 
information was generally incomplete in terms of the 
relationships among assets, incidents, and risks due 
to the fact that identifying this relation for each 
event/incident is time consuming and not a 
straightforward process, since it currently involves 
looking through the entire list of identified risks in a 
spreadsheet. Furthermore, sometimes the IS risk list 
did not contain the risk associated with the occurred 
incident and the bureaucracy involved to its addition 
leads to empty cells in the spreadsheet used for 
monthly reports. This is problematic since it 
restrains automation mechanisms to help in further 
analysis regarding ISRM. These relations were 
therefore reviewed and completed to allow a deeper 
analysis. Relations were then validated by the 
domain experts to assure their correctness. 

Step 4 - Relate assets with IS risks: IS risks 
were obtained through DemoCorp’s current ISRM 
process. The relations between risks and assets were 
then added in EAMS, as can be seen in Figure 4.  

Step 5 - Relate control measures with IS 
risks: The control measures were obtained through 
DemoCorp’s current ISIM and ISRM processes. In 
Figure 4, it is possible to see the relation between the 
risk and the associated control measures. 

Step 6 - Relate IS incidents with other 
elements: IS incidents were obtained through 
DemoCorp’s current ISIM process. However, the 
relations between assets and IS incidents and other 
elements were not yet thought of (e.g., the relation 
between IS incidents and existing controls measures 

or IS risks). The measures used or planned to handle 
the IS incidents were described, however there was 
no linking mechanism, such as an ID, to relate 
control measures and IS incidents. These relations 
were required for this research therefore they were 
identified and validated by the domain experts in 
DemoCorp. EAMS interface to relate IS incidents is 
similar to the interface shown in Figure 4. 

7.3 Phase C – Perform Double-loop 
Learning   

Step 1 - Identify incident trends / patterns: To be 
able to identify incident trends, it was necessary to 
normalize the existing data since some attributes 
were originally in human language (i.e., sentences 
were used instead of using only the necessary 
concepts, with different words/strings for the same 
concept) furthermore in some cases a spreadsheet 
cell contained more than one concept. Having 
multiple concepts in a cell implies that the 
information was not in the first normal form (1NF), 
which says that each attribute contains only atomic 
values. Normalizing information in this context is 
particularly important since the objective is to be 
able to understand which control measures can be 
generalized to perform systemic corrective actions. 

To support this phase EAMS was used. This 
software allows to merge imported instances and 
consequently improve and ensure data quality as 
well as to support knowledge management within 
the organisation. Queries were performed in EAMS 
using its own query language ERML which has a 
logic similar to SQL. In this research, the queries 
were used to obtain the relevant elements for each 
view (Blueprint) and also to define connections 
between these elements in the form of arrows 
(Figure 5). Considering the trend analysis in Figure 
5, it is possible to observe that eight incidents are 
related with network equipment which leads to a 
reflection on how can the network be improved to 
avoid damaging the network equipment and/or to 
reduce the negative effects of problems with the 

Figure 3 - Information Security Management used Meta-

model 

Figure 4 - EAMS interface to introduce and update IS risk 

relationships. 



 

network equipment when an incident occurs. Note 
that the data set used did not provide the root cause 
of the incidents which means that there is no 
information to clarify if the network equipment 
failure caused the incident or if the incident caused 
the failure in the network equipment. 

Step 2 - Identify the best control measures:  
Considering the trend observed in Figure 5, the 
control measures regarding this equipment type 
would be for example to use redundancy in the 
network equipment and an uninterruptible power 
supply (UPS) for the network equipment and to 
change the maintenance contracts to increase the 
frequency with which the equipment is reviewed. 
Notice that the incidents in green represent incidents 
that were already treated while incidents in red 
represent incidents not solved yet. 

 
Step 3 - Propose systemic corrective 

actions: Considering that electric power shortage is 
a threat and may stop network equipment and since 
the objective is to perform a systemic corrective 
action, it is important to understand which are the 
other assets that are exposed to electrical power 
shortage. As so, by clicking in electric power 
shortage incident, it is possible to see which were 
the assets affected by the last electrical power 
shortage. With this observation, it is possible to 
understand that the datacentre and the safety systems 
use backup power systems. Considering this the 
proposed corrective action is to equip the machines 
type A, B and C and the network equipment with 
UPSs, and acquire a power generator or find a 
redundant power supplier. 

Step 4 - Model the proposed corrections: 
Figure 6 presents the proposal described in the step 3 
of this phase. To achieve this, it is only necessary to 
introduce which are the proposed systemic 
corrections related with the particular IS incident. 
Note that the blueprint needs to be designed but this 
is only performed once and can later be used for all 
incidents. 

7.4 Phase D – Perform Systemic 
Corrective Actions 

Step 1 - Evaluate the proposed corrections: EA 
provides the support needed for planning since it 
allows the responsible for control definition to 
understand which assets should be included to 
correct the problem in the system instead of 
independent local solutions. 

Step 2 - Choose and justify the decision: 
Considering the costs and the benefits of the 
systemic corrective action we will consider that due 
to budget constraints DemoCorp opted to buy a 
power generator just to support type A machines and 
network equipment since with this option it will be 
possible to ensure the delivery in time unless the 
power shortage fails for more than 10 hours in a 
week, which only happened once in the last twenty 
years. 

Step 3 - Implement systemic control 
measures: To monitor control implementation, it is 
possible to use the time functionality which allows 
to see which controls are planned and which are 
already implemented. EA also helps in complex 
corrections however in this example it is not 
necessary to use it. 

Step 4 - Update organisation’s EA: In this 
example, this consists in introducing the two 
instances in EAMS, the UPS and the power 
generator and associating it he the respective risk. 

Step 5 - Promote Risk assessment: After 
updating the EA, the security manager should 
promote the risk assessment and provide access to 
the blueprints of the risks that have changes (e.g., 
new control measures associated or new assets 
associated). 

Figure 5 - Information Security Incident Overview – 

Showing the relations of a particular asset. 

Figure 6 - Blueprint with the systemic corrective action 

proposal in EAMS. 

 



 

7.5 Phase E – Perform IS Risk Review 

Step 1 - Analyse EA: Considering the corrections, it 
is important to re-evaluate the risk levels. The risk 
level may change due to the implementation of 
control measures or due to acknowledging the real 
impact of a risk, having into account the incidents 
that occurred related to the identified risk.  

Step 2 - Identify IS risks: These risks can be 
better related with incidents when a visual support 
exists, in this case EAMS blueprints that allow to 
both see the connections between the represent 
components as well as navigate between blueprints 
similar to a drilldown function. With the correct 
configuration, it can provide support for ISRM. In 
this example the implementation of two new 
controls, brings new risks related with the UPS 
batteries and the power generator since they may fail 
UPS. Therefore, a periodic UPS review of this 
equipment should be implemented. The risk of 
unavailability due to electric power shortage of the 
machines type B and type C should also be added as 
a separate risk since its probability and 
consequences will be different from the risk in 
machines of type A and network equipment due to 
the controls implemented.  

Step 3 - Evaluate IS risks: Using EAMS 
blueprints to see the related incidents provides 
important feedback regarding the real impact of an 
IS incident that is no more than the materialization 
of an identified IS risk. Considering this the ISRM 
team should be able to calculate more accurately the 
risk impact. 

8 EVALUATION 

This evaluation consists in analysing the benefits 
that the proposed methodology brings to DemoCorp 
comparing the advantages and disadvantages the 
current process of ISIM and the proposed 
methodology. 

8.1 DemoCorp Identified Benefits 

Using the proposed methodology, it was possible to 
rapidly identify that despite the existence of control 
measures for some IS risks, related IS incidents still 
occurred. This implies that these control measures 
must be revised and indicates that it is easier to 
analyse using the proposed methodology and tools 
than the ones being used at DemoCorp.  

The controls are implemented over time, being 
able to see when the controls were implemented or 
when they are planned to be implemented helps to 
avoid redundant controls or conflicts between them, 

as mentioned by a member of DemoCorp’s ISRM 
team. 

8.2 Comparison between Solutions 

To be able to understand the value of the proposed 
solution, in this section it is compared with the 
currently used solution (i.e., multiple spreadsheets); 
eramba (community version); and ArchiMate with a 
modelling tool such as Archi. The criteria used 
correspond to the list of identified aspects that differ 
between the different approaches, these criteria are: 
the capacity to represent attack vectors, the 
automatisms offered by the tool, the support 
provided to ease the communication, the supported 
connections types between IS incidents and IS risks, 
the costs associated with software licenses and 
human resources, the support provided to normalize 
data, the support provided to ensure data quality, the 
necessary effort to ensure that the information is 
updated, the support provided to abstract irrelevant 
information for a given analysis, the support 
mechanisms provided to be aware of the whole 
organisation, the effort necessary in the first iteration 
of the methodology, the support provided to retain 
relevant information in a format that is easy to 
consult, the support to analyse the lifecycle of the 
ISIM concepts, the support to produce different 
views of the same reality, and the support to analyse 
time intervals.  

Using the criteria previously described, 
different approaches to support systemic corrective 
actions were analysed to understand how they may 
support these actions and enable efficient 
communication between ISIM and ISRM teams. In  
Table 2 there is a summary that overviews the 
advantages and disadvantages of each approach.  

 
Table 2 - Comparison between the proposed methodology 

and existing approaches, using the following 

classification:1-very bad; 2-bad; 3-good; 4-very good.  

 



 

9 CONCLUSION 

In this research, we used a new approach that makes 

use of existing tools and techniques to support ISRM 

and ISIM in an integrated way providing additional 

capabilities in terms of analysis as well as reduced 

efforts in medium and long-term, due to the pre-

configuration of necessary views. This research 

resulted in a methodology that uses EA to support 

ISIM learning phase and with that help to implement 

control measures within the right scope and able to 

avoid incidents related with the ones that happened 

in the past. 

The main contributions of this research are the 

proposed methodology to support systemic 

corrective actions, the EA metamodel that includes 

IS incidents, and the proposed configuration of 

EAMS that enables it to be used as a ISIM tool with 

benefits regarding analysis capabilities and 

communication between different teams. 

The main limitations of this research are the fact 

that the demonstration was performed only in one 

organisation, and the detail of the data used. The 

data used was generic to avoid confidentiality issues.  
In future work, it would be useful to use the 

proposed methodology in an organisation that 
currently uses another approach to manage IS 
incidents to understand how flexible the proposed 
solution is. Another possibility is to use the proposed 
meta-model to help in the evaluation of an incident 
impact by understanding the affected assets and the 
value of each one which can be associated with 
them. The proposed methodology scope is within the 
IS scope, therefore, not all incidents contributed to 
improve the risk model and only security related 
risks were identified. In the future, it would be 
interesting to extend the scope of the incidents and 
risks to enterprise risks and the incidents to other 
types of incidents (i.e., other than IS incidents). 

REFERENCES 

Ahmad, A., Hadgkiss, J., Ruighaver, A.B., 2012. Incident 

response teams - Challenges in supporting the 

organisational security function. Comput. Secur. 31, 

643–652. 

Ahmad, A., Maynard, S.B., Shanks, G., 2015. A case 

analysis of information systems and security 

incident responses. Int. J. Inf. Manage. 35, 717–

723. 

Band, I., Engelsman, W., Feltus, C., Paredes, S.G., 

Hietala, J., Jonkers, H., Massart, S., 2014. Modeling 

Enterprise Risk Management and Security with the 

ArchiMate Language. Open Gr. 40. 

Castells, M., 2010. The Rise of the Network Society: The 

Information Age: Economy, Society, and Culture 

Volume I. Wiley-Blackwell. 

Cichonski, P., Millar, T., Grance, T., Scarfone, K., 2012. 

Computer Security Incident Handling Guide: 

Recommendations of the National Institute of 

Standards and Technology, 800-61. Revision 2. 

Cooke, D.L., Rohleder, T.R., 2006. Learning from 

incidents: from normal accidents to high reliability. 

Syst. Dyn. Rev. 22, 267–271. 

Hevner, A.R., Chatterjee, S., 2015. Design Science 

Research in Information Systems. Assoc. Inf. Syst. 

1–9. 

Innerhofer-Oberperfler, F., Breu, R., 2006. Using an 

enterprise architecture for IT risk management. Issa 

1–12. 

ISACA, 2012. COBIT 5 for Information Security. 

ISO, 2009. ISO 31000: Risk management - Principles and 

guidelines. 

ISO/IEC, 2011a. ISO/IEC 27035: Information technology 

- Security techniques - Information security incident 

management. 

ISO/IEC, 2011b. ISO/IEC 27005: Information technology 

— Security techniques — Information security risk 

management. 

ISO/IEC/IEEE, 2011. ISO/IEC/IEEE 42010: Systems and 

software engineering -- Architecture description. 

Laudon, K., Laudon, J., 2016. Management Information 

Systems. 

McNamara, C., 2006. Field Guide to Consulting and 

Organizational Development: A Collaborative and 

Systems Approach to Performance, Change and 

Learning. Authent. Consult. 

National Institute of Standards and Technology, 2011. 

Managing Information Security Risk. NIST Spec. 

Publ. 800-39. 

Peffers, K., Tuunanen, T., Rothenberger, M., Chatterjee, 

S., 2007. A Design Science Research Methodology 

for Information Systems Research. J. Manag. Inf. 

Syst. 24, 45–78. 

Ross, J.W., Weill, P., Robertson, D.C., 2006. Enterprise 

Architecture as Strategy - Creating a Foundation for 

Business Execution, Center for Infor mation 

Systems Research, MIT. 

The Open Group, 2016. ArchiMate 3.0 Specification. 

Vaishnavi, V., Kuechler, B., 2004. Design Science 

Research in Information Systems. Assoc. Inf. Syst. 

 


