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Resumo
A governação apropriada da tecnologia da informação (IT) é fundamental para aproveitar plenamente
os benefícios dos investimentos em TI nas organizações. Governação Empresarial de TI (EGIT) pode
ser implementado usando uma mistura de várias estruturas, processos e mecanismos relacionais.
Exemplos de mecanismos de processo são frameworks e standards ISO, como COBIT 5 e ISO
27001.
No entanto, apesar da disponibilidade de padrões e marcos bem definidos, práticas efetivas de EGIT,
as organizações enfrentam grandes desafios ao adotar essas boas práticas para a melhoria de
processos, ainda mais ao usar múltiplas práticas ao mesmo tempo.
A fim de reduzir a complexidade perceptível dessas práticas e seu uso complementar, é proposta uma
representação de metamodelo de arquitectura empresarial (EA) para ISO 27001 e seu mapeamento
com COBIT 5 usando ArchiMate como linguagem de modelação de EA.
Para permitir a integração do metamodelo, o ISO 27001 é estendido com as Especificações Técnicas
ISO 33052 e 33072 que propõem um Modelo de Referência de Processo e um Modelo de Avaliação
de Processo, respectivamente.
Posteriormente, a proposta de pesquisa foi demonstrada pela aplicação do metamodelo de
mapeamento ISO 27001 e COBIT 5 para um processo COBIT 5. Para demonstrar como esta
pesquisa ajuda a reduzir a complexidade perceptível das avaliações simultâneas, o estudo de campo
foi conduzido em uma organização real para um processo COBIT 5 específico.
Finalmente, a proposta de pesquisa foi avaliada através de uma comunicação revista por pares das
primeiras iterações da proposta e entrevistas com especialistas em campo com base em critérios de
avaliação genéricos de acordo com a Metodologia de Pesquisa em Ciência do Design (DSRM).
Palavras-Chave: ArchiMate, COBIT 5, Arquitectura Empresarial, Governação Empresarial de
Tecnologias de Informação, ISO 27001, ISO Especificação Técnica 33052, ISO Especificação Técnica
33072.
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Abstract
Appropriate governance of information technology (IT) is critical to fully harness the benefits of IT
investments in organizations. Enterprise Governance of IT (EGIT) can be deployed using a mixture of
various structures, processes and relational mechanisms. Examples of process mechanisms are
frameworks and ISO standards, such as COBIT 5 and ISO 27001.
Yet, despite the availability of well-defined standards and frameworks as effective EGIT practices,
organizations face a great deal of challenges when adopting these best-practices for process
improvement, even more so when using multiple practices simultaneously.
In order to reduce the perceived complexity of these practices and their complementary use, an
Enterprise Architecture (EA) metamodel representation of ISO 27001 and its mapping with COBIT 5
was proposed using ArchiMate, an EA modeling language.
To enable the completeness of the metamodel, ISO 27001 is extended with the ISO Technical
Specifications 33052 and 33072 which propose a Process Reference Model and a Process
Assessment Model respectively.
Afterwards, the research proposal was demonstrated by applying the ISO 27001 and COBIT 5
mapping metamodel to a COBIT 5 process. To demonstrate how this research helps reduce the
perceived complexity of simultaneous assessments, a field study was conducted in a real organization
for a specific COBIT 5 process.
Finally, through peer-reviewed communication of early iterations of the proposal and interviews with
field experts, the research proposal was evaluated based on generic evaluation criteria according to
Design Science Research Methodology (DSRM).
Keywords: ArchiMate, COBIT 5, Enterprise Architecture, Enterprise Governance of Information
Technology, ISO 27001, ISO Technical Specification 33052, ISO Technical Specification 33072.
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1. Introduction
1.1. Motivation
IT has the potential to support both existing and new business strategies, and as such it has moved
from being a commodity service to be a strategic asset within today's digital enterprises (De Haes &
Van Grembergen, Enterprise Governance of Information Technology: Achieving Strategic Alignment
and Value Featuring COBIT 5, 2015). Given this relatively new-found importance of IT, Enterprise
Governance of IT (EGIT) has also gained new focus (De Haes & Van Grembergen, Enterprise
Governance of Information Technology: Achieving Strategic Alignment and Value Featuring COBIT 5,
2015).
EGIT can be defined as "an integral part of corporate governance and addresses the definition and
implementation of processes, structures and relational mechanisms in the organization that enable
both business and IT people to execute their responsibilities in support of business/IT alignment and
the creation of business value from IT-enabled business investments" (De Haes & Van Grembergen,
Enterprise Governance of Information Technology: Achieving Strategic Alignment and Value Featuring
COBIT 5, 2015).
Examples of process mechanisms are EGIT frameworks, Best Practices and ISO standards. The term
EGIT Practices is used throughout this paper to refer to all standards and frameworks described.
While there is no single, complete, off-the-shelf EGIT Practice, there are several EGIT Practices
available that can serve as useful starting points for developing a governance model (Symons, 2005).
Researchers agree that COBIT, ITIL, and ISO 27000 family are the most valuable and popular
practices currently being adopted (Sahibudin, Sharifi, & Ayat, 2008) (Coleman & Chatfield, 2011)
(Debreceny & Gray, 2011).
However, a recent study highlighted the fact that, despite acknowledging the importance of adopting
EGIT Practices, many organizations have not adopted them (IT Governance Institute, 2011). Also,
Winniford points out that less than half of the US companies surveyed had implemented any type of IT
service management practice (Winniford, Conger, & Erickson-Harris, 2009).
Thus, the main goal of this research is to reduce the perceived complexity of COBIT 5 and ISO 27001
by designing visual models of these EGIT Practices, facilitating in this way their understanding and
mapping. Therefore, we propose to use ArchiMate, as the Enterprise Architecture (EA) language, to
model COBIT 5 and ISO 27001 metamodels, enabling in this way the mapping of these EGIT
Practices.
To enable this mapping, we also present a modeled extension of ISO 27001 with the recent ISO
Technical Specification (TS) 33052 – Process Reference Model (PRM) and ISO TS 33072 – Process
Assessment Model (PAM) as these documents define relevant concepts that may be matched to
1

COBIT 5 concepts. Figure 1 presents an overview of the steps taken in this research to map these
EGIT Practices.
The focus of this research thesis will be the creation of models and instantiation of those models for a
specific COBIT 5 process within a real organization. In support of the creation of these models,
ontological constructs are also assembled as to bridge the gap between different concepts.

Figure 1: EGIT Practices Mapping Overview (See Appendix C for Enlarged Version)

1.2. Research Methodology
Two paradigms characterize much of the research in the Information Systems (IS) discipline:
behavioral science and design science. The behavioral-science paradigm seeks to develop and verify
theories that explain or predict human or organizational behavior. The design-science research
paradigm seeks to extend the boundaries of human and organizational capabilities by creating new
and innovative artifacts (Hevner, March, Park, & Ram, 2004).
As such, the goal of design-science research is utility, achieved through building and evaluating
artifacts design to meet identified business needs, while behavioral-science research achieves its
goals through development and justification of theories that explain or predict phenomena related to
the identified business needs.
A key difference of Design Science Research Methodology (DSRM) from other research paradigms is
that it tries to develop and reach artifacts that can be proven effective in real world scenarios (Peffers,
Tuunanen, Rothenberger, & Chatterjee, 2007). DSRM artifacts fall into broad categories, of which
relevant to this research’s context are:
•

Constructs: provide the language in which problems and solutions are defined and
communicated (vocabulary and symbols);

•

Models: use constructs to represent a real-world situation - the design problem and its
solution space (abstractions and representations);
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•

Methods: provide guidance on how to solve problems (algorithms and practices);

•

Instantiations: show that constructs, models or methods can be implemented in a working
system (implemented and prototype systems).

This research follows the design-science process which is a sequence of expert activities that produce
an innovative product (Watts, Shankaranarayanan, & Even, 2009). Producing the artifact enables a
better grasp of the problem, and the evaluation of the problem improves the quality of the design
process, thus constituting an iterative design cycle. There are six steps to this process as shown in
Figure 2:

Figure 2: DSRM Process Model (Peffers, Tuunanen, Rothenberger, & Chatterjee, 2007)

1. Problem identification and motivation: Define the specific research problem and justify the
value of a solution. It may be useful to atomize the problem conceptually so that the solution
can capture its complexity.
2. Definition of the objectives for the solution: Infer the objectives of a solution from the
problem definition and knowledge of what is feasible. Can be either quantitative or qualitative.
The objectives should be inferred rationally from the problem specification.
3. Design and development: The creation of the artifact that supports the defined objectives.
This activity includes determining the artifact's desired functionality and its architecture and
then creating the actual artifact.
4. Demonstration: The actual proof that the artifact developed solves the problem. To do so, the
artifact is used to solve one or more instances of the problem. This can be a achieved by
experimentation, simulation, case study or other appropriate activity.
5. Evaluation: Measurement of how can the artifact produced be an effective solution to the
problem. The initial objectives of the solution are compared to the actual results obtained from
the demonstration using knowledge of relevant metrics and analysis techniques. After
evaluation, the process can be iterated back to activity 3 (to improve the effectiveness of the
artifact) or to continue to communication.
6. Communication: The communication step is fundamental since the feedback of experts is
required to assess that the problem and the proposed solution artifacts are important, useful,
3

novel, rigorous and effective. Usually this step is accomplished with the submission of
scientific papers.
The following chapters follow the methodology’s steps: “Literature Review” and “Problem” cover the
problem identification, motivation and solution objective’s definition steps from a state of the art review
which highlights the issues that must be addressed. Afterwards, the “Proposal” chapter presents a
solution proposal which tentatively solves the previously described issues. Next, we present the
“Demonstration” followed by the “Evaluation” chapters, comparing the results with the research
questions and our proposal applicability. Finally, in “Conclusion” we state the main benefits and
shortcomings observed of our proposal as well as related themes and issues for future work.

2. Literature Review
In this chapter we present a literature review of the topics related to this research. We start by
describing COBIT 5, ISO 27001 and ISO Technical Specifications 33052 and 33072 and their
alignment. Next, we review Enterprise Architecture and address ArchiMate – an EA modeling
language – and their relevance for our solution proposal.

2.1. Enterprise Governance of IT Practices
Enterprise Governance of IT can be deployed using a mixture of various structures, processes and
relational mechanisms (De Haes & Van Grembergen, Enterprise Governance of Information
Technology: Achieving Strategic Alignment and Value Featuring COBIT 5, 2015) that enable both
business and IT experts to execute their responsibilities in support of business/IT alignment and the
creation of business value from IT-enabled investments (De Haes & Van Grembergen, Analyzing the
Relationship Between IT Governance and Business/IT Alignment Maturity, 2008).

2.1.1. COBIT 5
According to ISACA (ISACA, 2012), COBIT 5 is “a comprehensive framework that assists enterprises
to achieve their objectives for the governance and management of enterprise IT. […] COBIT 5 enables
IT to be governed and managed in a holistic manner for the whole enterprise, taking in the full end-toend business and IT functional areas of responsibility, considering the IT-related interests and external
stakeholders”.
COBIT 5 is a good-practice framework that provides enterprises with guidance on how to achieve their
objectives for governance and management of enterprise IT. It helps enterprises to create optimal
value from IT by maintaining a balance between realizing benefits and optimizing risk levels and
resource use (ISACA, 2012). It is based on five principles (Figure 3): meeting stakeholder needs;
covering the enterprise end-to-end; applying a single, integrated framework; enabling a holistic
approach; and separating governance from management (ISACA, 2012). Together these principles
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enable enterprises to assemble and deploy an effective EGIT and management framework and thus
support striking balance between benefits realization, risk management and resources.
COBIT 5 evolution unified ISACA's three frameworks: Val IT, a value delivery focused framework; Risk
IT, a risk management focused framework and previous COBIT versions. Hence this allowed COBIT 5
to cover the lifecycle of governance and management within the scope of enterprise IT (De Haes &
Van Grembergen, Enterprise Governance of Information Technology: Achieving Strategic Alignment
and Value Featuring COBIT 5, 2015). COBIT 5 also introduced a new process reference model
(PRM), new processes, updated and expanded goals and metrics, and alignment with the ISO 15504
(now ISO 330XX:2015 family on standards) process-capability-assessment model (ISACA, 2012).

Figure 3: COBIT 5 Principles (ISACA, 2012)

Figure 4 presents the COBIT 5 PRM, successor of the COBIT 4.1 process model, with the RISK IT
and Val IT process models integrated as well.

5

Figure 4: COBIT 5 Process Reference Model (ISACA, 2012)

Figure 5: COBIT 5 Governance and Management Fundamental Areas (ISACA, 2012)

One of the guiding principles of COBIT is the distinction made between governance and management
(ISACA, 2012). As such, the COBIT 5 PRM subdivides the IT-related practices and activities of the
enterprise into two fundamental areas (Figure 5) – governance and management – with management
further divided into domains of processes:
6

•

The governance domain contains five governance processes; within each process, evaluate,
direct and monitor (EDM) practices are defined.

•

The four management domains are in line with the responsibility areas of plan, build, run and
monitor.

2.1.2. ISO 27001
The ISO 27000 standard family is known as the “Information Security Management System (ISMS)
Family of Standards”, providing best practice recommendations on information security management
within the context of a broad ISMS (International Standard Organization, 2014). Providing a model to
follow in implementing and run a management system, it enables organizations to assemble a
framework for managing the security of information assets. Independent assessment of implemented
ISMS is also covered in these standards.
ISO 27001 provides requirements for implementing, maintaining and improving ISMS (International
Standard Organization, 2014) (International Standard Organization, 2016). Organizations implement
this standard to address security requirements in a consistent, repeatable and auditable manner
(Nicho & Muamaar, 2016). ISMS provide risk management processes such that it preserves
confidentiality, integrity and availability of information. It is of importance that this risk management
process is integrated with the organization's processes and information security is included in a holistic
manner within the scope of process design, information systems and controls.

2.1.3. ISO Technical Specifications 33052 and 33072
Published in 2016, ISO TS 33072 (International Standard Organization, 2016) is an International
Standard Technical Specification that proposes a Process Assessment Model (PAM) enabling the
assessment of processes based on the ISO 27001 requirements statements. To be able to perform an
assessment, ISO TS 33072 presents “Base Practices” and “Information Items” which compose the
processes defined in ISO TS 33052 Process Reference Model (PRM) (International Standard
Organization, 2016). Conceptually, these “Base Practices” and “Information Items” are similar to
COBIT 5 own “Practices” and “Inputs/Outputs” and can be shown to be related as COBIT’s holistic
nature provides coverage over the domain of information security.
These ISO Technical Specifications are related to ISO 27001 and structured according to the ISO
33000 family PRM and PAM constructs as per Figure 6.
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Figure 6: Relationships between ISO TS 33052/33072, ISO 27001 and PRM/PAM definition standards
(International Standard Organization, 2016)

2.1.4. Aligning COBIT 5 and ISO 27001
The core difference between COBIT 5 and ISO 27001 is that the ISO is only focused on ISMS,
whereas COBIT 5 is focused on more general IT controls. Thus, COBIT 5 has a broader coverage of
general IT domains, but does not have as many detailed ISMS requirements as ISO 27001
(Sheikhpour & Modiri, 2012).
Alignment between COBIT and ISO 27001 has been approached by several researches (Aaen, 2003),
(Sahibudin, Sharifi, & Ayat, 2008), (Sheikhpour & Modiri, 2012), (Haufe, Colomo-Palacios, Dzombeta,
Brandis, & Stantchev, 2016) but these researchers either mapped EGIT Practices at a very abstract
level, matching process similarity criteria (Nicho & Muamaar, 2016) (Haufe, Colomo-Palacios,
Dzombeta, Brandis, & Stantchev, 2016), or have mapped previous versions that have been
superseded by newer versions such as COBIT 4.1 and ISO 27001:2005 (Aaen, 2003), (Sahibudin,
Sharifi, & Ayat, 2008), (Sheikhpour & Modiri, 2012).
Despite these obstacles, such researches provide valuable guidance regarding the alignment of the
current versions of COBIT and ISO 27001. One such case is the choice of which process is most
adequate for a mapping demonstration. A sought for trait is a high degree of similarity between
corresponding processes described by the EGIT Practices. For this issue, Haufe (Haufe, ColomoPalacios, Dzombeta, Brandis, & Stantchev, 2016) provides a process level method for analysis
between ISO 27001 and COBIT 5.

2.2. Enterprise Architecture
Lankhorst et al. (Lankhorst, 2009) defines EA as "a coherent whole of principles, methods, and models
that are used in the design and realization of an enterprise’s organizational structure, business
8

processes, information systems, and infrastructure". EA captures the essentials of the business, IT
and its evolution. It offers a holistic perspective of the current and future operations, and on the
actions, that should be taken to achieve the enterprise’s goals, thus facilitating the translation from
corporate strategy to daily operations.
There is a vital connection between EA and EGIT, as EA delivers the analysis and planning support
that is indispensable for an effective EGIT (Niemann, 2006). Authors recognize the relevance of
models for the representation of the essence of an EA in an unambiguous form (Lankhorst, 2009),
(Niemann, 2006), (Johnson, Ekstedt, Silva, & Plazaola, 2004).
A model is an abstract and unambiguous conception of a domain, built to fulfill a purpose and meant to
answer questions (Lankhorst, 2009). It is rarely the case in which a stakeholder has interest in the full
scope and detail of models representing EA. As such views over such models are required to address
specific stakeholder’s concerns. A view is specified by means of a viewpoint, which in turn prescribes
the conventions for constructing and using a view. A viewpoint must contain the necessary concepts
and relations to address the specific concerns (Lankhorst, 2009), (Johnson, Ekstedt, Silva, & Plazaola,
2004).
The value of an EA model increases if it can be used to support the decision-making process
(Lankhorst, 2009). EA model analysis is an activity in which enterprise models are examined in order
to extract meaningful information to support the assessment, optimization and adaptation of
organizational systems (Lankhorst, 2009), (Niemann, 2006), (Johnson, Ekstedt, Silva, & Plazaola,
2004).

2.3. ArchiMate
The goal of the ArchiMate language is to provide well-defined relationships between concepts in
different architectures, the detailed modeling of which may be done using other, standard or
proprietary modeling languages. Concepts in the ArchiMate language cover the business, application,
and technology layers of an enterprise and provide an extended layer that represents the motivation.
Services offered by one layer to another play an important role in relating the layers (Lankhorst, 2009).
As such, the approach for this research is to use an EA modeling language because it specifies a
formal representation of EA for organizations where the business model is the management of IT
services.

2.3.1. ArchiMate Metamodels
The ArchiMate framework (Figure 7) enables the modeling of organizations from different viewpoints,
where the cross-sections within the framework highlight concerns of the stakeholder. The stakeholder
can typically have concerns that span multiple layers and/or aspects (The Open Group).
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Each layer corresponds to each of the three levels at which an enterprise can be modeled: business,
application and technology layers.

Figure 7: ArchiMate Core Framework (The Open Group)

The three aspects that compose ArchiMate’s core metamodel are described as (The Open Group):
•

Behavior Element: A behavior element is defined as a unit of activity performed by one or
more active structure elements.

•

Passive Structure: A passive structure element is defined as an object on which behavior is
performed.

•

Active Structure: An active structure element is defined as an entity that can perform
behavior.

As the core concepts of ArchiMate focus on describing the architecture of systems that support the
organization, the elements that describe the motivation of the architecture’s design and operation are
out of scope. To address this, ArchiMate also has a Motivation extension (Figure 8) that adds the
motivational concepts used to model the underlying design drivers, such as goal, principles and
requirements which addresses the way EA is aligned to its context (The Open Group).

Figure 8: Full ArchiMate 3.0.1 Framework (The Open Group)

This extension also recognizes the concepts of stakeholders, drivers and assessments. Stakeholders
are people or organizations that influence, guide or constrain the drivers of the enterprise. Drivers are
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internal or external factors that influence the direction of an enterprise. Assessments enable the
evaluation of what degree the goals are being, or will be, achieved.
ArchiMate 3.0 also introduced the Strategy Layer, which introduces three new concepts (The Open
Group):
•

Resource: represents an asset owned or controlled by an individual or organization.

•

Capability: represents an ability that an active structure element, such as an organization,
person or system, possesses.

•

Course of Action: is an approach or plan for configuring some capabilities and resources of
the enterprise, undertaken to achieve a goal.

These concepts are then realized by behaviour, passive or active structure elements, which in turn
may realize or influence motivational elements.

2.3.2. Why ArchiMate
Lankhorst (Lankhorst, 2009) enumerates several languages for IT and business modeling. Business
Process Modeling Notation (BPMN) scope is restricted to process modeling; Unified Modeling
Language (UML) is appropriate for software systems modeling; Architecture of Integrated Information
System (ARIS) is a business modeling language (supported by a dedicated software tool) focused on
event-driven process chains; Testbed is a business modeling language that recognizes the domains
actor, behavior and items.
However, Lankhorst identifies issues common to these languages, such as poorly defined domain
relationships, models not integrated, weak formal basis and unclear semantics. Furthermore, all these
languages’ scope is restricted and so miss the holistic architecture vision, being confined to either
business, application or technology layers.
ArchiMate however, provides uniform representation for models that describe EAs. It offers an
integrated architectural approach that describes and visualizes the different architecture domains and
their underlying relations and dependencies (The Open Group). On top of this, ArchiMate is a formal
visual design language, supports different viewpoints for selected stakeholders and is flexible enough
to be easily extended (The Open Group). Thus, ArchiMate is adequate where the other languages
present weaknesses, standing out as the most appropriate to model holistic EGIT approaches.

2.3.3. ArchiMate and EGIT Practices
There are few approaches that propose to map and model EGIT Practices using ArchiMate as the
architecture’s modeling language, enabling the integration of these EGIT Practices in a standardbased EA representation. We highlight three of them:
Almeida et al. mapped, modeled and integrated COBIT 5 and COSO in ArchiMate (Almeida, Pinto, &
Mira da Silva, Using ArchiMate to Integrate COBIT 5 and COSO Metamodels, 2016). Another research
(Almeida, Pinto, & Mira da Silva, Using ArchiMate to Assess COBIT 5 and ITIL Implementations, 2016)
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proposed a model that uses TIPA for ITIL, COBIT PAM and ArchiMate to analyze the impact of ITIL
implementation on COBIT 5 processes performance, and vice-versa.
Also, a technical report from the Luxembourg Institute of Science and Technology (LIST) presents the
whole outputs of the conceptual alignment between concepts used to model EA (based on ArchiMate,
TOGAF, IAF and DoDAF) and concepts of the Information System Security Risk Management domain
model (Mayer, Aubert, Grandry, Feltus, & Goettelmann, 2016).
Considering the parallels of using ArchiMate to produce the proposed models in these researches, we
adapted some artifacts to our research, such as Almeida et al.’s ontological mapping between COBIT
5 concepts and ArchiMate concepts and thus the resulting COBIT 5 metamodel representation in
ArchiMate (Figure 9).

Figure 9: COBIT 5 Metamodel in ArchiMate (Almeida, Pinto, & Mira da Silva, Using ArchiMate to Integrate COBIT
5 and COSO Metamodels, 2016)

2.4. Modeling Techniques and Principles
While there are several EGIT Practices well established to support management and Enterprise
Governance of IT, there is a lack of theoretical foundation (Goeken & Alter, 2009), which can
contribute to the evolution and adaptation of said EGIT Practices.
To support and enable these evolutions it is common to use models as a form of abstraction from real
world scenarios. If the object of research is an abstraction and as such, already a model, then we
create models of models, or so-called metamodels as per the defined model stack (Hinkelmann) in
Figure 10.
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Figure 10: Model Stack (Hinkelmann)

Metamodels provide concepts, properties, operations, and relations needed to design any kind of
model (Roux-Rouquié & Soto, 2005), enabling the integration of multiple models into a single model
by establishing well-defined relationships.
In order to develop high quality models, (Schutte & Rotthowe, 1998) proposed the so-called guidelines
of modeling, which propose six principles to raise the quality of information modeling. Since our
metamodels are models of models, these principles are applicable and are described as:
1.

Principle of construction adequacy states that the quality of a model depends on the

representation of reality, the designer viewpoint and context of modeling;
2.

Principle of language adequacy is related to the adequacy of the chosen modeling language.

In our case, ArchiMate is adequate to model and integrate the structural components of COBIT 5 and
ISO 27001;
3.

Principle of economic efficiency suggests restriction on economic factors, meaning that the

organization should consider the cost-benefit of modeling;
4. & 5. Principles of clarity and systematic design are in regard of the comprehensibility of the model.
Systematic design requires consistency and comprehensiveness of the models. These are important
for metamodel integration as they directly contribute to the goal of this research of reducing perceived
complexity;
6.

Principle of comparability is also of importance in the metamodel level as metamodels are

often used to compare different instances at an abstraction level.
Goeken (Goeken & Alter, 2009) propose that these principles must be extended with three other
guidelines to be applicable to metamodeling. The first guideline is “A metamodel has to reveal its
principle of metaization” meaning that there must be an ontological metamodel which forms the base
of the developed metamodels – this is covered by the ontological mapping in the proposal.
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The second guideline states that the metamodeling should be clear in “mapping between a concept
and its meaning in the scope of the metamodel”. This translates to minimizing or removing linguistic
defects such as synonyms or homonyms, where components in different EGIT Practices might have
the same name with different semantic meanings. For this research, the ArchiMate metamodel bridges
the gaps between concepts.
The third guideline proposed is the “use of semantically rich connections”. This is since EGIT Practices
relationships such as ‘is created by’ or ‘contains’ are not elementary and/or ambiguous. Thus, a
language with semantically rich connections, such as ArchiMate, should be able to provide the
designers with the necessary tools to express such relationships.

3. Problem
IT organizations are facing the challenging, but necessary, transition to manage IT based on business
priorities. They are looking for Enterprise Governance of IT mechanisms, such as ISO 27001 and
COBIT 5, to help them meet the challenge (Hill & Turbitt, 2006). In fact, their adoption and practice is
argued to be the most effective approach and guidance for organizations first considering proper
implementation of EGIT (Wilson & Pollard, 2009).
Moore (Moore, 1999) identified approximately 315 standards, guides, handbooks, and other
prescriptive documents which were taken as reference models and maintained by 46 different
organizations. This number of models has now increased, as have their application areas which
provide best practices for different needs, e.g. Information Security Management System (ISMS) such
as ISO 27001 Information Technology Governance Processes (IT Governance Institute, 2011) and
Services Management such as COBIT, ITIL, among others.
Organizations can benefit from the numerous models and standards when assessing and
institutionalizing new or improved processes, thus becoming more competitive and producing high
quality products (Oud, 2005). Independently of the model to be used, its implementation requires
specific experience and knowledge, along with a high degree of effort and investment, as key factors
for it to be successful. All this signifies that the task is not easy and there is a significant risk of failure
(Aaen, 2003).
For example, there is no fully complete EGIT Practice to be used as a comprehensive off-the-shelf
solution to ensure the alignment between service management and the organization’s concepts and
artifacts (Gama, Sousa, & Mira da Silva, 2012). In fact, different EGIT Practices are often used as
complementary and, most of the times, simultaneously too. Parallel projects imply a duplication of
investments and costs, and even with shared infrastructures we cannot avoid a duplication of data
repositories, procedures and human resources, being hard to define a way for teams not to compete
or maintain different efforts aligned (Gama, Sousa, & Mira da Silva, 2012).
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Since many EGIT Practices overlap, using them independently prevents organizations from asserting
full IT management and governance because each practice has limitations in its application to the
management of specific IT areas (Gehrmann, 2012).
The implementation of EGIT Practices should be consistent with the enterprise’s risk management and
control framework, appropriate for the enterprise, and integrated with other methods and practices that
are being used (Nastase, Nastase, & Ionescu, 2009). Therefore, management and staff must
understand what to do, how to do it and why it is important to do it (Nastase, Nastase, & Ionescu,
2009). However, there seems to be some confusion regarding EGIT Practices and how best to use
them (Hill & Turbitt, 2006).
The heterogeneity of models is positive for organizations as it allows them to choose the best models
which satisfy their goals. However, each model defines its own characteristics such as: structure,
terminology, scope, approach and level of abstraction or detail, domain and size of the organization
(Biffl, Winkler, Horn, & Wetzel, 2006). This situation has led to certain problems in the use of the
models, e.g. ambiguity, instability, subjectivity, incompatibility, amongst others (Liao, Qu, & Leung,
2005).
Individually, it has been stated that COBIT cannot work alone as it is not very detailed, and shows
what to do but not how to do (Mataracioglu & Ozkan, 2011). Moreover, its implementation was found to
be difficult as it is too generic, and thus requires expert knowledge (Pereira & Mira da Silva, 2008).
Regarding ISO 27001 many organizations find it difficult and challenging to implement this practice
along with other information security management practices (Susanto, Almunawar, & Tuan, 2011).
Being employed as a standalone guide and not being integrated into a wider practice for EGIT makes
it difficult for organizations that adopt ISO 27000 family standards to implement other EGIT Practices
(Von Solms, 2005). Therefore, in a time when organizations strive to be efficient and effective, it
seems counter-intuitive to be wasting resources by having different organizational departments
handling both approaches independently (Vicente, Gama, & Mira da Silva, 2013).
The adoption of COBIT 5 in organizations is widely described as challenging due to the high perceived
complexity of COBIT 5 (De Haes & Van Grembergen, Enterprise Governance of Information
Technology: Achieving Strategic Alignment and Value Featuring COBIT 5, 2015). In contrast to
objectively measurable complexity, perceived complexity results from the distinctions made by a
subjective observer (Schlindwein & Ison, 2004).
In sum, the problem that this research intends to help solve is that organizations struggle with
the perceived complexity and difficulty of understanding different EGIT Practices, and thus
adopting these practices simultaneously needs large resource commitments, posing higher
risk that may even prevent their adoption altogether.
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4. Proposal
4.1. Solution Objective
The purpose of the proposed mapping is to provide an integrated way for complementary use of
COBIT 5 and ISO 27001. COBIT 5 is well structured in domains, processes and other components
and, therefore, closed and self-contained. Also, COBIT is holistic and represents (nearly) all tasks and
processes an IT organization should perform (Goeken & Alter, 2009). ISO 27001 was chosen because
it is a security standard for Information Security Management System (ISMS) that is a highly dynamic
and complex task due to constant change in the IT domain (Milicevic & Goeken, 2010).
As stated, there are in the literature some mappings regarding these EGIT Practices (Sheikhpour &
Modiri, 2012) (Haufe, Colomo-Palacios, Dzombeta, Brandis, & Stantchev, 2016). However, as the
authors are aware, none of the researches use the latest version of both COBIT 5 and ISO 27001
(meaning that they map older versions of these mechanisms). Moreover, they do not use an EA
representation such as ArchiMate visual models.
Therefore, we propose to use ArchiMate, as the EA language, to model COBIT 5 and ISO 27001
metamodels, enabling in this way the mapping of these EGIT Practices.

4.2. Mapping COBIT 5 Processes to ISO 27001
Controls
To achieve this mapping, for each COBIT 5 process we looked for every related ISO 27001 control
category. Upon assessing the applicability of each mapping, we mapped each individual ISO 27001
control to COBIT 5 processes. Appendix A shows a subset of the full COBIT 5 to ISO 27001 mapping
which forms the core of our EGIT Practice mapping and integration.
We found that every control in each category was related to the process, meaning that once we found
matching process and control categories, none of its controls were irrelevant. To enable a consistent
and comprehensive model, all related concepts must be mapped, including COBIT 5 Practices and
Inputs/Outputs. Although the ISO 27001 does not describe equivalent concepts, the recent ISO TS
33052 and ISO TS 33072 do so.
Furthermore, Appendix B presents the extended subset of ISO 27001 controls by mapping the ISO TS
33072 “Base Practices” and “Information Items”. This mapping is adapted from the ISO TS 33072
book (International Standard Organization, 2016) which describes the activities to be performed for
each “Base Practice” and their relationship to ISO 27001 controls.
A document with the full mapping can be found in a referenced web page (Lourinho, 2017) for
consultation.
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4.3. Ontologically Mapping ISO 27001 to ArchiMate
To develop a metamodel for ISO 27001 using ArchiMate, we first mapped the main ISO 27001 and
ArchiMate concepts, as shown in Table 1.
Each ISO 27001 concept and its description is quoted from the ISO 27001 requirements book
(International Standard Organization, 2014), likewise for the ArchiMate concepts and their descriptions
are extracted from the ArchiMate 3.0.1 Specification document (The Open Group).
ISO 27001

ISO 27001 Concept

ArchiMate

ArchiMate Concept

ArchiMate

Concept

Description

Notation

Description

Representation

Need that is stated,
Requirement

generally implied or

A statement of need
Requirement

obligatory.

that must be realized
by a system.

Statement describing
Control
Objective

what

is

to

be

achieved as a result
of

An end state that a
Goal

implementing

stakeholder intends to
achieve.

controls.
A

behavior

element

that groups behavior
Control

Measure that is

Business

modifying risk.

Process

based on an ordering
of

activities.

It

is

intended to produce a
defined set of products
of business services.

Person or group of

An entity that performs

people that has its
Organization

own functions with
responsibilities

to

achieve

its

Business
Actor

Person or group of
Management

people who directs
and

controls

an

organization at the

in

an

organization such as
business processes or
functions.

objectives.

Top

behavior

The
Stakeholder

role

individual,

of

an

team,

or

that represents their
interests

in,

or
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highest level.

concerns relative to,
the outcome of the
architecture.

Person or entity with
Risk Owner

the

accountability

and

authority

A

specific

Business

behavior of a business

Role

actor participating in a

to

manage a risk.

given context.

Policies

A driver is defined as

Information
Security

named

something
Information Needs

Driver

Needs

creates,

that
motivates,

and fuels the change
External Context

in an organization.

Table 1: ISO 27001 and ArchiMate Ontological Mapping

ISO TS
33052/33072

ISO TS 33052/3072 Concept

ArchiMate

ArchiMate Concept

ArchiMate

Description

Notation

Description

Representation

Concept
Set
Process

of

interacting

interrelated
activities

or
which

transforms inputs into outputs.
Activity
Base

consistently

Practice

contributes

that,

Process

As per Table 1.

when
performed,

to

Business

achieving

a

Business
Process

As per Table 1.

specific process purpose.
A business object is
Information
Item

Observable

result

of

the

successful achievement of the
process purpose.

defined as a passive
Business
Object

element

that

relevance

has

from

a

business
perspective.

Table 2: ISO TS 33052/33072 and ArchiMate Ontological Mapping
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As this research extends the ISO 27001 metamodel with ISO TS 33052 and 33072 concepts, these
were also ontologically mapped with ArchiMate in Table 2.

4.4. ISO 27001 Metamodel
Based on the ontological mappings presented in the previous section, we propose the metamodel as
shown in Figure 11.
ISO 27001 presents a set of normative requirements, including a set of controls for management and
mitigation of the risks associated with the information assets which the organization seeks to protect.
This motivation – Driver in the ArchiMate language – influences which requirements the organization
should implement, whether they are security, legal or business requirements.
Thus, as the organizational needs influence the general requirements, so does the choice of those
general requirements influence the set of controls (or control categories) and other specific
requirements to be implemented.
Also, it is important to note that while ISO TS 33072 “Information Items” are conceptually equivalent to
COBIT 5’s “Work Products” as they follow the same logic and metamodel defined in the ISO 15504
standard – which is the reference model for maturity/capability models such as the ISO TS 33072, now
superseded by the ISO 330XX family – we keep the “Information Items” terminology throughout this
paper to distinguish the COBIT 5 and ISO TS 33072 “Input/Output” concepts.

Figure 11: ISO 27001 and ISO TS 33052/33072 Metamodel

4.5. ISO 27001 and COBIT 5 Metamodel
In Figure 12 we propose a metamodel that encompasses COBIT 5, ISO 27001 and ISO TS
33052/33072 using ArchiMate. Some considerations regarding this model are:
•

COBIT 5 processes and ISO 27001 controls are related by structural association, meaning
they can be mapped from one to another and vice-versa;
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•

A COBIT 5 process is composed by one or more ISO 27001 control categories. Each category
contains a single control objective and one or more controls.

This model is based on the mapping between COBIT 5 processes and ISO 27001 controls shown in
section 4.2. By semantically assessing the descriptions of both processes, control objectives and
controls, it was found that when a COBIT 5 process matches one or more ISO 27001 control
categories, all the controls pertaining to that set are relevant to the COBIT 5 process. Thus, we
consider a direct structural association between ISO 27001 controls and a COBIT 5 process due to the
more generalized scope of COBIT 5 where its processes, in some way or another, relate to an
information asset which can be protected.

Figure 12: ISO 27001 – ISO TS 33052/33072 – COBIT 5 Metamodel
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Regarding the relationships between Practices, while some ISO 27001 controls map exclusively to
some ISO TS 33052 process and vice-versa, and therefore its related Practices, this is not always the
case and thus we cannot state that all controls map directly to these processes; but all controls map to
one or more Practices in an ad-hoc relation. Consequently, the same reasoning applies to COBIT
Inputs/Outputs and Information Items.
Regarding the responsibility assignment relationships between the business layer concepts of actors
and roles and the motivational layer concepts of drivers, requirements and goals which are influenced
by decision makers, while ISO 27001 is not as encompassing as COBIT 5’s RACI (Responsible,
Accountable, Consulted, Informed) tables, it establishes that the adoption of risk modifying measures
(controls) and the motivational rationale behind that adoption must be accountable by certain
organizational roles. Thus, it is semantically sound to match ISO 27001 and COBIT 5 at this level.
A similar rationale applies to COBIT 5’s stakeholder drivers and ISO 27001 information security needs.
As COBIT is the broader EGIT Practice and includes to a certain degree the information security
domain, it is also sound to establish a relationship between these motivational concepts.

5. Demonstration
This chapter is the “Demonstration” step of the DSR Methodology. Peffers et al. (Peffers, Tuunanen,
Rothenberger, & Chatterjee, 2007) states that this step should demonstrate that the artifact solves one
or more instances of the problem. As such, we present two demonstration cases. First, we present an
ArchiMate viewpoint that maps a chosen COBIT 5 process assessment to a subset of ISO 27001
controls as a proof-of-concept of the reduced perceived complexity of such a mapping.
Afterwards we present the ArchiMate viewpoint corresponding to the same mapping assessed in a
real-world organization.

5.1. Modeling the COBIT 5 Service Requests and
Incidents Management Process Assessment
After mapping COBIT 5 concepts to the ISO 27001 and ISO TS 33072 counterparts it was important to
demonstrate how the proposed models could be applied in practice to assist organizations
simultaneously assess COBIT 5 process performance and ISO 27001 control checklist.
We only considered modeling the Process Capability Level 1 since it covers all the concepts required
(i.e. deliverables such as COBIT 5 “Inputs/Outputs” and “Base Practices”) defined as the minimum
requirement to successfully perform the process (Figure 13). If the assessment determines that these
management/governance practices are performed and deliverables are produced, our metamodel is
applicable and thus we are able to find the respective ISO 27001 controls from the COBIT 5
assessment and vice-versa.
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For this first viewpoint we focus only on a directional assessment from the COBIT 5 PAM to ISO 27001
controls.
We chose the COBIT 5 process “DSS02 - Manage Service Requests and Incidents” for this
instantiation, which per (Haufe, Colomo-Palacios, Dzombeta, Brandis, & Stantchev, 2016) is
representative of a strongly related COBIT process to ISO 27001 controls.

Figure 13: COBIT 5 Process Capability Model (ISACA, 2012)

Figure 14 represents a bottom-up viewpoint of the Process Capability Level 1 assessment as per
COBIT 5 PAM. This model asserts the structural relationships between the hierarchic concepts
needed to assess the process at the Capability Level 1.
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Figure 14: COBIT 5 “DSS02 - Manage Service Requests and Incidents” Capability Level 1 Assessment Model
(adapted from (Cadete & Mira da Silva, 2017)) (See Appendix C for Enlarged Version)

Figure 15 below zooms in the relevant concepts for our mapping. At the finest granularity level, the
“Manage Service Requests and Incidents” Process Capability Level 1 is assessed by the existence (or
lack thereof) of executed activities, and thus their parent “Management Base Practices” and the
related output deliverables for this process. If these are assessed to fully comply with the COBIT 5
process “Outputs”, then we can assert that the process “Outcomes” are performed and thus the
process achieves a Process Capability Level 1.

Figure 15: Capability Level 1 Assessment Model Zoom-in
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By considering and assuming the requirements for a successful Process Capability Level 1
assessment are realized, we can instantiate a theoretical assessment mapping between COBIT 5 and
ISO 27001 (Figure 16).
Note that the colour of the relations between the ISO TS 33072 practices and corresponding ISO
27001 controls has no additional semantic value other than to improve readability.

Figure 16: Instantiation of a COBIT 5 process “Outputs” with ISO controls, “Base Practices” and “Information
items” (See Appendix C for Enlarged Version)

Note that some COBIT 5 process “Outputs” show no existing relationship to ISO TS 33072, because
either they map to an ISO TS 33072 “Information Item” from another control or have no relation at all
since COBIT 5 is a wider coverage EGIT Practice than the domain of information security
management. The COBIT 5 and ISO TS 33072 “Base Practices” show no relations for readability
reasons, but follow the same reasoning as the “Work Products” relationships.
This theoretical demonstration attempts to show the reduced perceived complexity of mapping and
connecting different EGIT Practices’ concepts through a visual representation. In this subset mapping
notice the numerous and complex relationships between different concepts, yet easily traced through
visualization. Missing relationships are quickly noticeable, thus enabling focus on the process “Base
Practices” (for both COBIT 5 and ISOs) as well as “Outputs” and “Information Items” relevant to the
implementation.
Also in this subset, we can notice how COBIT 5 “Outputs” such as “Approved service requests” or
“Fulfilled service requests” are not relevant to the ISO 27001 control “16.1 – Management of
information security incidents and improvements” as service continuity is not within the scope of this
control.
These EA models should then be suitable to establish an overview of the “as-is” situation of
organizations and their EGIT Practices implementation as well as facilitating the understanding,
planning and communication of the “to-be” future situation.
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5.2. Assessing the Service Requests and Incident
Management Process in the Portuguese Navy
This section describes the assessment performed for the COBIT 5 process “DSS02 – Manage Service
Requests and Incidents” in a real organization, the Portuguese Navy’s IT Oversight division
(Superintendência de Tecnologias de Informação – STI), specifically in the Computer Incident
Response Capability Core (Núcleo CIRC – NCIRC) responsible for Information Security Management
(ISM) and the IT and Communications Administration (Direção de Tecnologias de Informação e
Comunicação – DITIC) which houses the service requests and incident Service Desk.

5.2.1. STI Motivation and Strategy Model for Service Requests and
Incident Management Process
In order to properly assess the process in an unfamiliar organization, it was relevant to first establish
the context of the process performed in a top-down perspective, as to enable us to describe holistically
the “as-is” state of the process.

Figure 17: Motivational and Strategic ArchiMate Model for STI’s Service Requests and Incidents Management
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In 2015, the Navy’s STI compiled an Administrative Directive (Directiva Sectorial da STI, 2015)
document describing, within STI’s scope, future goals and lines of action to achieve those goals. From
this document we could establish the relevant Strategic Goals (modeled by a Goal concept in
ArchiMate), Lines of Action (modeled as the homonym concept in ArchiMate 3.0 Strategic Layer) and
from these, establish which STI competencies (modeled as Capability concept in ArchiMate 3.0
Strategic Layer) and actual resources (modeled as Resource concept in ArchiMate 3.0 Strategic
Layer) are relevant (DITIC and NCIRC) to drill-down and assess the process in question (Figure 17).
A motivational and strategic model is also valuable to quickly recognize which organizational
capabilities and assigned resources realize which lines of action and indirectly, realize a strategic goal.
It also allows us to specify which capabilities cooperate and serve each other through the ArchiMate
“Serving” relationship as shown in Figure 17.
While the demonstrated case is a simple one, broadening the scope of the assessment would develop
more intricate and complex relationships between the strategic concepts and thus, a visual aid
reduces the perceived complexity of manually tracing these mappings.

5.2.2. Service Request and Incident Management Process Model
With the relevant resources established, we modeled the contextual organizational viewpoint of the
process. Its utility is to understand at a glance which functions and internal processes are triggered by
incident or service request events, what roles and actors are assigned to those functions, and what
applications and applicational data are involved in this management process.
Figure 18 shows a detail viewpoint. Service requests and generic incidents are registered in an
applicational service (EasyVista platform). In case of information security incidents, it is handed over to
the Request Tracker for Incident Response (RTIR) platform and then managed by the NCIRC.
These platforms keep a register of all occurred incidents records and change request records in the
case of the EasyVista platform. These registers are then modeled as “Data Object” concepts (in light
blue).
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Figure 18: STI’s Service Request and Incident Management Process Viewpoint (See Appendix C for Enlarged
Version)

“Business Object” concepts are the Service/Incident Catalog and Information Security Incident Catalog
which are knowledge databases for the management of the process. There are also SLA’s and OLA’s
which are process inputs for incident event resolutions.
Figure 19 further details the Service Desk’s incident management process. This viewpoint formalizes
the current “as-is” procedure for an incoming incident treatment which is accompanied by a ticket
(modeled as a “Data Object” in Figure 18) which registers and keeps track of the incident life-cycle.

Figure 19: Service Desk Incident Management Process Detail

This model is also useful to highlight the external applicational collaboration required in certain events
such information security incidents which trigger a hand-over of the incident to the RTIR platform
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managed by the NCIRC. There is also an applicational service for Military Message Handling System
(MMHS) which is the Navy’s formal intra-communication system that within the scope of the Service
Desk is used to formalize all kinds of escalations (i.e. financial budget uses, high-risk urgent
incidents).

5.2.3. COBIT 5 Process Assessment Deliverables Identification
To enable the process capability assessment, it was then required to assess the existence of process
deliverables as outputs and match them to COBIT 5 “Output” definitions.
To this end, we compiled an interview questionnaire with a set of questions for each “Base Practice”
(An example for “Base Practice 1 – Define incident and service request classification schemes and
models” presented in Table 3, with the corresponding assessment in Table 4).
Question 1: Are the different categories/classifications known and understood by all staff?
Question 2: What are the different incident description categories?
Question 3: Is there a tool or software platform to help categorizing or classifying the incidents?
Question 4: Are there incident domain classifications? If yes, what classifications types are there?
Table 3: DSS02 - Base Practice 1 Output Assessment Questionnaire

ID
DSS02-WP1
DSS02-WP2
DSS02-WP3

Process Output Work Products – DSS02 Base Practice 1
Name
Used (X)
Name in the Organization
Incident and service request
X
Incident Catalog
classification schemes and models
Service Instructions & Initial
Rules for incident escalation
X
Diagnosis
EasyVista Platform has a
Criteria for problem registration
X
classification field in the submitted
ticket which is then investigated
Table 4: DSS02 - Base Practice Outputs Assessment Example

5.2.4. Modeling the COBIT 5 Mapping to ISO 27001
Once the process was assessed and found to be at Capability Level 1 and thus the “DSS02 – Manage
Service Requests and Incidents” “Outputs” are largely defined and produced, we can assert that the
process “Outcomes” are realized. We can then map the assessed COBIT 5 process “Outputs” to their
ISO TS 33072 counterparts and then trace back to the mapped ISO 27001 controls.
Figure 20 shows the resulting ArchiMate viewpoint of the mapped concepts. The “incident and service
request classification schemes and models” output is marked as orange because while it was
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assessed to be defined and used, it was also assessed to not be properly managed (a requirement for
further Process Capability Level achievement). Thus, we cannot assert that the mapped ISO 27001
control is completely executed. As such, it becomes an identified “pain point” of the “as-is” process
and a target for process improvement.
The COBIT 5 process outputs “fulfilled service requests” and “approved service requests” are marked
blue and show no relation to ISO TS 33072 Information Items (and so they are unable to trace back to
ISO 27001 controls) since COBIT 5 framework has a broader coverage of EGIT domains than ISO
27001, so they fall out-of-scope for ISO 27001 controls.
The ISO 27001 controls within the “17.1 – Business Continuity” control group are marked red as they
are related to COBIT 5 process inputs and as such, they are to be assessed and mapped from the
outputs of COBIT 5 another process.
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Figure 20: Instantiation of the COBIT 5 to ISO 27001 Mapping from the Performed Assessment
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6. Evaluation
This chapter refers to the “Evaluation” step of the DSRM process (Hevner, March, Park, & Ram,
2004).

6.1. Evaluation Criteria Hierarchy
Existing frameworks for evaluation in DSR characterize evaluation strategies along two dimensions,
naturalistic versus artificial, and ex-ante versus ex-post. Ex-post evaluates instantiation classed
artifacts while ex-ante evaluation assesses an uninstantiated artifact (Prat, Comyn-Wattiau, & Akoka,
2004). Naturalistic evaluation explores the performance of a solution technology in its real
environment. Artificial evaluation includes laboratory experiments, field experiments, simulations,
criteria-based analysis, theoretical arguments and mathematical proofs (Venable, Pries-Heje, &
Baskerville, 2012).
With these evaluation strategies in mind, this research was evaluated in a two-fold manner: in earlier
iterations the evaluation was on an ex-ante, artificial based evaluation through the theoretical
instantiation presented in Chapter 5 as well as criteria-based analysis and peer-reviews. More recent
iterations were evaluated on an ex-post and combination of naturalistic and artificial evaluation
strategies through an instantiation in a real organization and by interviewing our point-of-contact
practitioners in the Portuguese Navy with a criteria-based questionnaire as to assess the applicability
of our models.
For this questionnaire we used the evaluation criteria hierarchy recommended by Prat et al. (Prat,
Comyn-Wattiau, & Akoka, 2004) described in Figure 21, which highlights in blue the criteria selected
for the earlier – ex-ante, artificial – evaluations and in red the criteria relevant for the later – ex-post,
naturalistic – evaluation.
The goal dimension is characterized by efficacy: evaluation of the degree to which the proposed
models reach the desired effect (Venable, Pries-Heje, & Baskerville, 2012); validity: evaluates the
degree to which the proposed models correctly and reliably reach their desired effect (Gregor &
Hevner, 2013); generality: the level of genericness of the goal, the broader the goal, the more generic
the proposed model (Aier & Fischer, 2011).
The environment dimension asserts criteria to evaluate the proposed models as to their context:
people, organization and technology (Hevner, March, Park, & Ram, 2004). Utility measures the quality
of the artifact in practical use and is relevant to both people (practitioners) and the organization (Prat,
Comyn-Wattiau, & Akoka, 2004). Understandability and ease of use is relevant to people (March &
Smith, 1995). Fit with organization assesses the alignment of the proposed models with its
organizational context (Hevner, March, Park, & Ram, 2004).
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Figure 21: Evaluation Criteria Hierarchy (Prat, Comyn-Wattiau, & Akoka, 2004)

The structure dimension is assessed by completeness, simplicity, clarity and homomorphism with the
first three being proposed as general model criteria by March and Smith (March & Smith, 1995), with
completeness in this scope being the fitness of ArchiMate concepts to completely model our
architectures. Clarity and simplicity are criteria by which we measure qualitatively the ArchiMate
models. Homomorphism is the correspondence of models to other models or fidelity to the modeled
scenario.

6.2. Ex-Ante Criteria-Based Evaluation
While there are several EGIT Practices well established to support management and Enterprise
Governance of IT, there is a lack of theoretical foundation (Goeken & Alter, 2009), which can
contribute to the evolution and adaptation of said EGIT Practices.
In order to develop high quality models, (Schutte & Rotthowe, 1998) proposed the so-called guidelines
of modeling, which propose six principles to raise the quality of information modeling. Since our
metamodels are models of models, these principles are applicable and as such we evaluated our
proposal model regarding the fitness to these principles.
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1.

Principle of construction adequacy - This principle judges the adequacy of the model to the

reality, the designer’s viewpoint and modeling context. Context wise, the models in this proposal are
fundamentally theoretical, and as such they have been developed based on the EGIT Practices’
documentation and the related literature.
Accordingly, the designer’s viewpoint is also theoretical and thus the models are focused on
abstracting the concepts and establishing the existing relationships between the determined concepts.
As the models strictly follow the architectures described in the EGIT Practices’ documentations, we
consider the models to fit adequately for the intended purposes.
2.

Principle of language adequacy - The ArchiMate core language provides the basic concepts

and relationships to fulfil the general EA modeling needs. It offers an architectural approach that
describes and visualizes the different architecture domains and their underlying relations and
dependencies.
As such, ArchiMate fits the purpose of our metamodels which is to compare, map and integrate
different EGIT Practices at a component level. As this principle also includes consistency and
completeness, meaning that our models do not include any symbol that is not present in the language
metamodel, our ontological mapping between ISO 27001, ISO TS 33052/33072 and COBIT 5 (in the
related literature) shows that ArchiMate is adequate as our modeling language.
3.

Principle of economic efficiency - As our goal is to develop a metamodel from a theoretical

perspective, this principle is in a sense, not applicable to the development of our models, although in
practice reducing the perceived complexity of mapping COBIT 5 and ISO 27001 promotes economic
efficiency within an organization as an outcome of this research.
4. & 5. Principle of clarity and systematic design - This principle is assured by the modeling language
ArchiMate, as a visual architectural language, and our ontological mapping between its concepts and
the EGIT Practices concepts, since we include all relevant concepts for the scope of this research,
thus obtaining a comprehensive metamodel which fulfils the systematic design principle.
6.

Principle of comparability - As the goal of this research is to compare and map the COBIT 5

and ISO 27001 metamodels, this principle is fulfilled by bridging semantical discrepancies through the
ArchiMate metamodel. Moreover, as COBIT 5 is a comprehensive EGIT Practice that also provides
coverage of the ISM domain, many concepts are semantically compatible and therefore comparable.

6.2.1. Modeling Principles Fitness and the Evaluation Criteria
Hierarchy
The fitness of our proposed models with the modeling principles enables us to qualitatively draw
parallels with the criteria hierarchy established by Prat et al. (Prat, Comyn-Wattiau, & Akoka, 2004).
For the ex-ante, artificial evaluation the relevant criteria to evaluate are validity, generality,
completeness, simplicity, clarity and homomorphism.
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The principles of construction adequacy (1st) and language adequacy (2nd) support the models’ validity
and generality. Construction adequacy establishes the context of the proposed models and fitness to
that context, thus establishing the goal validity and generality. Language adequacy with ArchiMate
supports the goal validity of our proposed models by offering an architectural and visual approach.
The principles of language adequacy (2nd), clarity and systematic design (4th and 5th) and
comparability (6th) support the criterion for clarity, simplicity, completeness and homomorphism. Again,
language adequacy with ArchiMate concepts ensures that we are able to model all aspects and
viewpoints of our architectures, thus supporting the completeness criteria. The visual model approach
also supports the clarity and simplicity criteria, combined with the clarity and systematic design
principles realized by the ontological mappings to ensure clear relationships between concepts and
ensure that all relevant concepts are covered.
Finally, the homomorphism criteria evaluation is supported by the principles of language adequacy and
comparability by bridging the conceptual gap between EGIT Practices using the ArchiMate
metamodel.

6.3. Ex-Post Field Study Evaluation
To assert the process assessment models’ and EGIT Practices mapping (defined in Sections 4.3, 4.4
as metamodels and instantiated in Sections 5.1 and 5.4.1) goal, environment and structure
dimensions’ criteria-based evaluation in an ex-post, naturalistic format it was essential to meet,
present and discuss with the relevant IT department team leaders (STI, DITIC and NCIRC), our
modeled architectural viewpoints and the resulting mapping from the assessed field study process
(see Section 5.2).
To this end, a general interview was conducted where we presented our research and our field study
findings and through open-ended dialogue we received valuable feedback and were able to observe
the experience and feelings that cannot be easily observed or described through questionnaire
responses (Oates, 2006).
However, some structured quantitative data would also be useful to evaluate our proposal so each
department team leader that attended our presentation filled a short survey based on the relevant
evaluation criteria defined in Section 6.1. The interviewees were experienced IT personnel with
extensive knowledge within the scope of service request and incident management, as well as
information security system and incident management.
The survey was composed of five short questions as shown in Table 5. They were asked to each
answer in a six point scale where “0 – Completely Disagree” and “5 – Completely Agree”, except for
question number 5 where each interviewee selected a feature of the given list.
1. Do you consider that the proposed artifacts are generic enough that they can be easily
adapted to any kind of IT oriented organization and/or IT function (other than incident and
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service request management)?
2. Do you consider that the proposed artifacts can be easily refined and used in Service Desk
functions of different organizations?
3. Do you consider that the proposed artifacts to be useful to support decision-making and
process improvement recommendations in your organization?
4. Do you consider that by applying these artifacts to IT transformation based on Enterprise
Governance of IT (EGIT) Practices (such as COBIT, ITIL, ISOs) would they be useful in
clarifying stakeholders about IT functions performed (description of “as-is” state)?
5. What feature, listed below, do you consider the most important/useful regarding the proposed
artifacts?
a. The proposed artifacts assist in clearly understanding the current (“as-is”) state of IT
functions and identify organizational “pain points” to be transformed;
b. The proposed artifacts assist in clearly understanding the transitional changes from a current
(“as-is”) state to a future (“to-be”) state supported by EGIT Practices guidance;
c.

The proposed artifacts are easily understandable by stakeholders;

d. The proposed artifacts facilitate communication between stakeholders of the organizational
situation;
Table 5: Interview Survey

In Figure 22 we present the average rating for each question.

Figure 22: Interview Survey Scores

Question 5 was answered unanimously with “a. The proposed artifacts assist in clearly understanding
the current (“as-is”) state of IT functions and identify organizational “pain points” to be transformed” as
the most useful feature of our proposal.
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From the open-ended discussion and feedback received we also noted some comments such as “the
models contain the primary modules that enable the clear description the organization’s functions”,
“the models contain information relevant to support IT transformation” which indicate that the utility
goal is achieved, but as our interviewees did not have a strong familiarity with the ArchiMate
metamodel we also noted some improvement comments such as “the models require a clear
explanatory session for the practitioner that is unfamiliar with ArchiMate” and that “the models in this
demonstration are quite narrow in scope (a single process) and would be more supportive of IT
transformation when applied to a broader organizational scope”.
This feedback is not unexpected, as these ArchiMate models are targeted at EA practitioners with
some level of familiarity of ArchiMate so they can, in turn, communicate more clearly the current “as-is”
state of organizational processes and the direction of IT processes improvement towards a “to-be”
state to higher-level governance and management stakeholders.
As such, depending on the stakeholder, these models might prove to be a useful tool when improving
processes towards COBIT 5 and ISO 27001 best-practices. The greatest added value of this research
is the enablement of simultaneous assessment of COBIT 5 processes and ISO 27001 controls.

7. Conclusion
In this thesis, we identified the problem at hand as the perceived complexity when implementing more
than one EGIT Practice in parallel within organizations. While the heterogeneity of EGIT Practices is
good for organizations as it presents multiple options for different governance and management needs
(Biffl, Winkler, Horn, & Wetzel, 2006), there is often an overlap of respective domains which cause
problems in the organizational models such as ambiguity, instability, subjectivity, incompatibility of
concepts and existing artifacts (Liao, Qu, & Leung, 2005).
A visual notation was proposed for the mapping and integration of the COBIT 5 and ISO 27001
metamodel, the latter being extended with the ISO Technical Specifications 33052 Process Reference
Model and 33072 Process Assessment Model concepts that enable the mapping at a finer granularity
than processes and controls.
Using the ArchiMate modeling language, we address the issue of the perceived complexity of
understanding and communicating EGIT Practices, specifically COBIT 5 and ISO 27001, and what
relationships exist between metamodels providing a visual notation that describes how they fit
together.
Thus, we believe the visual representation of COBIT 5 and ISO 27001 metamodels facilitate
knowledge sharing, understanding and communication of these EGIT Practices.
The proposal was then demonstrated by first instantiating a theoretical approach to a specific COBIT 5
process assessment and producing a visual notation that presents the mapping to ISO 27001 controls

36

in a clearer way. This assessment was then re-tried in a real organization field study, within the scope
of the same process as to confirm its goal utility. This assessment was performed in a top-down
process, first establishing motivational and strategic context, followed by modeling the organizational
structure surrounding the service request and incident management process and then assessing
through COBIT 5 PAM the current “as-is” state of the process. Finally, from the assessed process
performance we identified the outputs generated and were able to map these outputs to the
corresponding ISO 27001 controls, thus simultaneously assessing these EGIT Practices.

7.1. Contributions and Limitations
Therefore, the main contributions of this research are:
•

Discussion and analysis of the challenges of simultaneous assessment of COBIT 5 and ISO
27001;

•

Update deprecated COBIT and ISO 27001 mappings between the respective processes and
controls;

•

Conceptually mapping COBIT 5 “Processes”, “Base Practices” and “Work Products” to ISO
27001 “Controls” through ISO TS 33072 “Base Practices” and “Information Items”;

•

ArchiMate metamodels that describe the relationships between ISO 27001 and ISO TS
33052/33072 concepts;

•

ArchiMate metamodels that describe how COBIT 5 and ISO 27001 are conceptually related
through the EA domain;

•

Help specific stakeholders realize what architectural elements are relevant to achieve process
purpose and assess that process, from a COBIT 5 to ISO 27001 viewpoint, thus improving
understandability and communication of the current “as-is” state and what are the missing
links that enable higher process maturity, thus supporting the transformation to a “to-be” state.

Yet, this research also has some limitations. EA models size, level of detail and complexity can make
its analysis by human means only a hard task (Lankhorst, 2009). Moreover, as ArchiMate is a
graphical language, it is not prone to automatic analysis. From our evaluation interviews we also noted
that ArchiMate models heavily depend on the stakeholder analyzing the architecture. As such, the
required knowledge of the ArchiMate core framework and metamodel is also a limitation.

7.2. Future Work
For future work, several paths can be taken related to this research.
Implementation of these EGIT Practices models in a EA management software that allow us to answer
to questions such as: “Attending to the allocated resources, within the different EA layers, what is the
cost of maintaining a given COBIT 5 process in my organization?” or “How many resources do we
have allocated to comply with a given ISO 27001 control?”. This would enable organizations to
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manage and govern their IT with finer granularity, providing significant business information to support
IT improvement.
Using the ArchiMate metamodel to bridge conceptual gaps is also useful to broaden the scope of EGIT
Practices integration. As we considered COBIT 5’s broad coverage that acts as an “umbrella”
framework due to its holistic nature that encompasses ISO 27001’s ITSM, other best-practices may
also fall into a role of detailing a domain that COBIT 5 might not be as comprehensive. Ultimately, the
product would be an off-the-shelf EGIT best-practice guidance tool that is more detailed than COBIT 5
while retaining its wide coverage.

7.3. Research Communication
To communicate our work, we have published two articles, one in an international B-level conference
and one in an international IT governance and management journal:
•

Almeida, R., Pinto, P. L., Lourinho, R., & da Silva, M. M. (2017, March). Using Visual Models
for Adopting IT Governance Practices. ISACA COBIT Focus Journal.

•

Lourinho, R., Almeida, R., da Silva, M. M., Pinto, P., & Barafort, B. (2017, September).
Mapping of Enterprise Governance of IT Practices Metamodels. In European, Mediterranean,
and Middle Eastern Conference on Information Systems (pp. 492-505). Springer, Cham.
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Appendixes
Appendix A: Mapping COBIT 5 Process to ISO 27001
Controls
COBIT 5

COBIT 5 Process

Process ID

Name

DSS02

Manage Service

ISO 27001 Control Objective

ISO 27001
Control ID

8.2 Information Classification

A.8.2.1

Requests and Incidents
A.8.2.2
A.8.2.3
16.1 Management of Information Security

A.16.1.1

Incidents and Improvements
A.16.1.2
A.16.1.3
A.16.1.4
A.16.1.5
A.16.1.6
A.16.1.7
17.1 Information Security Continuity

A.17.1.1
A.17.1.2
A.17.1.3

Table 6: Mapping COBIT 5 Process to ISO 27001 Controls
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Appendix B: Mapping ISO 27001 Controls to ISO TS
33072 Base Practices and Information Items
ISO 27001

ISO TS 33072

ISO TS 33072 Base Practice

Control ID

Base Practice ID

Name

A.8.2.1

ORG.1.BP.2

Related Information Item

Classify assets

08-33

Information

asset

classification record
A.8.2.2

COM.08.BP.1

Identify

process

needs

and

requirements

06-07

Information

handling

and

labeling,
storage

procedure
COM.02.BP.7

COM.09.BP.3

Archived,

or

disposed

of

08-39 ISMS Implementation

documented information

log

Perform process activities

08-39 ISMS Implementation
log

A.8.2.3

COM.08.BP.1

Identify

process

needs

and

requirements
COM.02.BP.7

COM.09.BP.3

Archived,

06-01

Asset

management

procedure
or

disposed

of

08-39 ISMS Implementation

documented information

log

Perform process activities

08-39 ISMS Implementation
log

A.16.1.1

COM.08.BP.5

Identify

the

competencies

and

required
roles

for

03-31

Process

roles

and

responsibilities

performing the process
COM.08.BP.3

A.16.1.2

TEC.04.BP.1

Determine the set of activities that

06-08

Information

transform the inputs into outputs

incident response procedure

Record incidents

08-64

Security

security

incident

request record
A.16.1.3

TEC.04.BP.1

Record incidents

08-64

Security

incident

request record
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A.16.1.4

TEC.04.BP.2

Analyse incidents

08-63 Security incident impact
evaluation result

A.16.1.5

TEC.04.BP.3

Resolve incidents

08-62

Security

incident

disposition record
COM.02.BP.1

COM.08.BP.1

A.16.1.6

COM.10.BP.5

Identify documented information

06-14

to be managed

management procedure

Identify

process

needs

and

Security

06-14

Security

incident

incident

requirement

management procedure

Analyse the collected data

09-08

Information

security

incident report
A.16.1.7

COM.02.BP.1

COM.08.BP.3

COM.09.BP.3

Identify documented information

06-05 Evidence collection and

to be managed

preservation procedure

Determine the set of activities that

06-05 Evidence collection and

transform the inputs into outputs

preservation procedure

Perform process activities

09-08

Information

security

incident report
A.17.1.1

TEC.07.BP.1

Identify

service

continuity

requirements
A.17.1.2

COM.08.BP.1

Identify

COM.09.BP.3

Archived,

Business

continuity

requirements

process

needs

and

requirements
COM.02.BP.7

12-01

06-02

Business

continuity

procedure
or

disposed

of

08-39 ISMS Implementation

documented information

log

Perform process activities

08-39 ISMS Implementation
log

COM.02.BP.1

COM.02.BP.3

Identify documented information

06-02

Business

to be managed

procedure

Identify documented information

06-02

content status

procedure

Business

continuity

continuity
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A.17.1.3

COM.09.BP.4

Review process activities

08-40 ISMS Implementation
review record

TEC.07.BP.3

Test service continuity

08-05 Business continuity plan
test result

COM.08.BP.8

Plan

the

process

deployment

of

the

04-08

Information

security

control verification schedule

Table 7: Mapping ISO 27001 Controls to ISO TS 33072 Base Practices and Information Items
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Appendix C: Improved Readability ArchiMate Models

Figure 23: Enlarged EGIT Practices Mapping Overview
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Figure 24: Enlarged COBIT 5 “DSS02 - Manage Service Requests and Incidents” Capability Level 1 Assessment
Model (adapted from (G. R. Cadete, 2017))
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Figure 25: Enlarged Instantiation of a COBIT 5 process “Outputs” with ISO controls, “Base Practices” and
“Information items”
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Figure 26: Enlarged STI’s Service Request and Incident Management Process Viewpoint
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