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Abstract

Two quantum bit string commitment protocols are proposed, both built upon the assumption of the
existence of an EPR pair trusted generating source. The first one, similar to the Superdense Coding
protocol, is shown to be non-composable, and further analysis is made in the stand-alone setting. We
then present yet another entanglement-based protocol, whose composability is proven in the random
oracle model. This last protocol has the additional property of preserving the privacy of the committed
message. Even though this property is not resilient against man-in-the-middle attacks, this threat can
be circumvented by considering that the parties communicate through an authenticated channel.
Keywords: quantum information, quantum cryptography, quantum bit commitment, entanglement

1. Introduction
One of the most basic building blocks of complex
cryptosystems is commitment schemes. A commit-
ment scheme is a protocol that allows two mistrust-
ful parties to interact in order to communicate some
information that is set up a priori by the sender and
that the receiver can only unveil at a later stage. In
other words, it is just as if the message was sent in-
side a locked box which can only be opened after the
sender hands the key over to the receiver. The pro-
tocol is secure if the receiver cannot learn the mes-
sage before the sender wishes to unveil it, and the
sender cannot change the message after committing
to it. Commitment schemes are used in several pro-
tocols, such as coin flipping, zero-knowledge proofs,
and secure multiparty computation [4, 6, 10]. Since
any weakness in the building blocks affects the secu-
rity of the overall system, it is important to ensure
that they are highly reliable.

Unfortunately, classical bit commitment (BC)
schemes cannot be simultaneously unconditionally
secure against a corrupted sender and a corrupted
receiver, and Canetti and Fischlin proved that uni-
versally composable BC is impossible in the plain
model [8]. In 1996, Lo and Chau [15] and inde-
pendently Mayers [18] proved a no-go theorem for
unconditionally secure quantum BC in the standard
non-relativistic quantum cryptographic framework.
Since then, many protocols relying on additional
assumptions have been presented. Although secure
commitment schemes can be obtained through ex-
ploitation of relativistic constraints, these types of
protocols are difficult to implement.

In this thesis, we propose two quantum bit string

commitment protocols relying on the existence of an
EPR pair trusted source. By assuming the existence
of this source, we hope to circumvent Mayers’ im-
possibility theorem and thus obtain unconditionally
secure commitment schemes. The first protocol uses
EPR states in a similar fashion to the superdense
coding protocol. The second one is built upon the
additional assumption of the existence of random
oracles, resulting in a private commitment scheme
(meaning that the sender does not need to publicly
reveal the message when unveiling for the security
conditions to hold). Since commitment protocols
are mostly used as cryptographic primitives, it is
of the utmost importance to study their security in
different computational environments. As such, a
strong emphasis is placed on the composability of
these new protocols.

2. Preliminaries
We assume the reader is familiar with the funda-
mental concepts of quantum mechanics and quan-
tum computation (for a complete study of these top-
ics we refer to [19]) and provide a brief introduction
to some quantum information techniques and their
application to quantum commitment schemes.

While analysing quantum protocols, we will fre-
quently encounter a hybrid setting, where the state
ρxB of a quantum system HB depends on the value
of a classical random variable X with probability
distribution PX . The joint state of the system is
called a classical-quantum state, or cq-state, and is
given by

ρXB =
∑
x∈X

PX(x) |x〉 〈x| ⊗ ρxB .
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Usually, x will represent some classical string to
be transmitted during the protocol, and ρxB some
quantum information that an attacker may have
and which may be correlated with the string x.

Definition 2.1. Let ρXB =
∑
x PX(x) |x〉 〈x| ⊗ ρxB

be a cq-state classical on HX . Then, the maximal
probability of decoding X from B is

pguess(X|B)ρ := max
{ExB}x

∑
x

PX(x) Tr(ExBρ
x
B), (1)

where {ExB}x is a POVM on HB.

Calculating the guessing probability can be done
by hand when there are only two states to distin-
guish. More complex cases, for which there is in
general no closed-form solution, can be solved effi-
ciently in the dimension of ρxB by expressing the op-
timization problem in (1) as a semidefinite program.
There is also a simple measurement that frequently
achieves results close to the optimum. This mea-
surement is called the pretty-good measurement [12].

Definition 2.2. For a collection {ρx} of quantum
states, each occurring with probability PX(x), the
associated pretty-good measurement (PGM) is the
POVM with elements

Mx = PX(x)ρ−1/2ρxρ
−1/2,

where ρ =
∑
x PX(x)ρx and the inverse is the

Moore-Penrose pseudo-inverse (i.e., where the con-
vention 0−1 = 0 is used).

The pretty-good measurement does not do as well
as the optimal measurement (the optimal guessing
probability is at most the square root of the pretty-
good guessing probability), but it has a very simple
form and can therefore be used to bound the op-
timal probability of distinguishing quantum states
with quantum side information.

The distinguishability of quantum states condi-
tioned on a classical variable can also be analysed
using the conditional min-entropy defined in [20].
It has been shown in [14] that, when (quantum)
side information B is available and using an opti-
mal strategy, the probability of correctly guessing
the value of a classical random variable X can be
determined by considering the min-entropy of ρXB
conditioned on B,

pguess(X|B)ρ = 2−Hmin(X|B)ρ .

Theorem 2.3 ([14]). Let ρXB =∑
x PX(x) |x〉 〈x| ⊗ ρxB be classical on HX . Then

Hmin(X|B)ρ = − log pguess(X|B)ρ.

If the side information B is independent of X, we
have 2−Hmin(X|B)ρ = ‖ρX‖∞ = maxx PX(x), which
is trivially true by definition.

The min-entropy is discontinuous, and small
changes to the system’s state might have a large
impact on its entropy. Yet, due to imperfections in
algorithms and physical devices, we are often unable
to produce the desired state ρ and end up producing
a state that is close to ρ instead. For this reason, it
is frequently more relevant to consider the smooth
conditional min-entropy, also developed in [20] and
further refined in [22].

Definition 2.4 (Smooth min-entropy). Let ρAB
be a bipartite density operator and let ε ≥ 0. The
ε - smooth min-entropy of A conditioned on B is
given by

Hε
min(A|B)ρ := sup

ρ′
Hmin(A|B)ρ′ ,

where the supremum ranges over all density opera-
tors ρ′ ε-close to ρAB in terms of the purified dis-
tance, which corresponds to the minimum trace dis-
tance δ(·, ·) between their purifications and is upper
bounded by

√
2δ(ρAB , ρ′).

The concept of smooth min-entropy together with
the notion of permutation-invariant states (Defini-
tion 2.5) were used in [20] to obtain the quantum
version of de Finetti’s theorem presented in Theo-
rem 2.6.

Definition 2.5 (Permutation-invariant state).
Let ρn be a density operator on H⊗n. Then ρn is
called permutation-invariant if πρnπ† = ρn, for all
π ∈ Sn.

Theorem 2.6 (Quantum de Finetti’s repre-
sentation theorem [21]). Let the density opera-
tor ρn ∈ H⊗n be the partial trace of a permutation-
invariant operator ρn+k on n + k subsystems, for
some fixed k ≥ 0, i.e., ρn = Trk(ρn+k). Then, ρn
is close to a mixture of states with almost product
form (σ⊗(n−r) ⊗ ρ̃r, up to permutations of the sub-
systems). The error of this approximation decreases
exponentially fast with N .

The fact that we can approximate subsystems of
permutation-invariant states to mixtures of states
with almost product form is very useful for the
study of the security of quantum key distribution
(QKD) protocols. Typically, QKD begins with two
parties sharing N entangled pairs, to which they
apply operations and measurements in order to get
a common key (see, for example, [11]). Even though
the analysis of general attacks is very hard because
of the amount of possible resulting states, there
are some results concerning collective attacks, i.e.,
cases where the adversary applies the same oper-
ation to each of the particles [3]. If the parties
randomly permute their entangled particles at the
beginning of the protocol, the resulting state will
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be permutation-invariant and hence all its n-partite
subsystems will be close to almost product form.
As a consequence, protocols that are secure against
collective attacks also become secure against gen-
eral attacks by adding an initial permutation step.
This type of reasoning could prove to be useful also
in the context of commitment schemes.

2.1. Bit commitment protocols
A bit commitment protocol starts with a commit-
ment phase, during which Alice chooses the value (0
or 1) of the bit b she wants to commit to, and gener-
ates the pair (c, d). c is the commitment, which she
immediately sends to Bob (who outputs a receipt
message), and d is the decommitment, which she
keeps to herself. In the opening phase, Alice sends
(b, d) to Bob, who can either accept or reject. The
protocol is said to be concealing if Bob cannot learn
Alice’s committed bit b before the opening phase,
and binding if Alice cannot change her committed
bit b after the commitment phase. To be secure,
the protocol must be both concealing and binding.

An important characteristic of quantum com-
mitments is that Alice can always commit
to a superposition of strings. For the case
of bit commitment, she prepares the state
1√
2

(|0〉X′ |ψ0〉X + |1〉X′ |ψ1〉X). Then she honestly
commits using the second half of the state (system
X), while keeping system X ′ to herself. Later, be-
fore opening, Alice measures X ′ and executes the
opening phase with the measurement result. Since
this enables the sender to make commitments where
the probabilities of revealing each bit are uniformly
distributed, it is impossible to satisfy the binding
condition generally used for classical commitments,
where the probability of revealing one of the bits
should be close to 1 and the probability of reveal-
ing the other should be negligible. This motivates
the following definition of bindingness for quantum
protocols:

Definition 2.7. A quantum bit commitment proto-
col is ε-weakly binding if, for all possible cheating
strategies for the sender, we have p(0)+p(1) ≤ 1+ε,
where p(x) is the probability of Alice successfully re-
vealing x in the opening phase.

As it has been noted in [23], this definition of se-
curity is not composable. The concealing property
for quantum protocols is defined as follows:

Definition 2.8. A quantum bit commitment pro-
tocol is δ-concealing if, for all possible cheating
strategies for the receiver, the probability that he
guesses the committed message before the opening
phase is pguess(X|B)ρ ≤ 1

2 + δ, where ρXB =∑
x PX(x) |x〉 〈x|⊗ρxB is a cq-state classical on HX ,

X is a classical register in Alice’s possession in-
dicating which bit she has committed to and B is

Bob’s quantum side information.

The security of bit commitment protocols can
be studied from a stand-alone perspective, with
the requirements of concealingness and bindingness.
However, since bit commitment is generally used
as a subroutine of more complex tasks, it becomes
mandatory for protocols to be secure in any com-
putational environment. In a composable security
proof, the parties running the protocol are consid-
ered as a single big party which must be indis-
tinguishable from a simulated machine running an
ideal functionality for commitment (Figure 1).

A general methodology for the analysis of the
composable security of classical cryptographic pro-
tocols, called the Universal Composability (UC)
framework, was introduced by Canetti in [7]. This
framework has a bottom-up approach, introducing
first the computational model (Interactive Turing
Machines) and only later stating the composition
theorem. Interactive Turing Machines are naturally
unfit for dealing with quantum systems, where it is
possible to have, for example, messages in superpo-
sition and also messages in a superposition of differ-
ent orders. To overcome this problem, Maurer and
Renner proposed the Abstract Cryptography frame-
work [17]. This new framework is independent of
particular models of computation, communication
and adversary behaviour. Its top-down approach
allows us to instantiate it according to the charac-
teristics of our system without affecting the validity
of the composition theorem. Other existing frame-
works (such as Canetti’s UC framework discussed
earlier) can be explained as special cases of the Ab-
stract Cryptography framework.

There are multiple commitment schemes using
EPR pairs [13, 1]. Possibly the four most impor-
tant quantum states in quantum information, the
EPR states (also known as Bell states), represent-
ing the simplest examples of quantum entanglement
are:

|Ψ00〉 =
1√
2

(|00〉+ |11〉), |Ψ01〉 =
1√
2

(|01〉+ |10〉),

|Ψ10〉 =
1√
2

(|00〉 − |11〉), |Ψ11〉 =
1√
2

(|01〉 − |10〉).

All the EPR states are orthogonal to each
other and hence perfectly pairwise distinguishable.
Therefore, these states constitute an orthonormal
basis for the two-qubit space. It is possible to trans-
form each Bell state into any other Bell state by
applying the operators X, iY and Z (where X, Y
and Z are the Pauli gates) to one of the qubits:

(X ⊗ I) |Ψ00〉 = |Ψ01〉 , (Z ⊗ I) |Ψ00〉 = |Ψ10〉 ,
(iY ⊗ I) |Ψ00〉 = |Ψ11〉 .

Note that the existence of an EPR trusted source
is a very reasonable assumption since entanglement
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Functionality FCOM

Parameters:

• Parties: Alice and Bob.

• Commitment size: k (for bit commitment, k = 1).

1. Upon receiving a commitment b ∈ {0, 1}k from Alice, it records b and sends a receipt to Bob.
Subsequent committed messages are ignored.

2. Upon receiving the message ‘open’ from Alice, it proceeds as follows: If a message b is recorded, then
send b to Bob. Otherwise, halt.

Figure 1: Commitment functionality.

distribution has already been successfully imple-
mented [24]. Before the beginning of the proto-
col, Alice and Bob can additionally sacrifice a small
number of entangled pairs to estimate their correla-
tion by using an algorithm such as the one described
in Section 6.2 of [20]. Even if noisy quantum chan-
nels result in a loss of entanglement, the parties can
run an entanglement distillation protocol and trans-
form non-maximally entangled shared pairs into a
smaller number of maximally entangled ones by us-
ing only local operations and classical communica-
tion [2].

The protocols in this work are built upon the as-
sumption of the existence of an EPR trusted source,
and we expect to achieve unconditional security not
only in the stand-alone setting but also in the com-
posability setting. The EPR trusted source in our
protocols is modelled by the functionality in Fig-
ure 2.

3. Superdense quantum bit string commitment

This protocol can be thought of as a version of
the superdense coding protocol with one extra step.
When running the superdense coding protocol, Bob
can read the message as soon as he receives Al-
ice’s qubits. In a commitment protocol, however,
Bob should only be able to read the message in the
opening phase. To enforce it, we add a secret per-
mutation π ∈ Sn chosen uniformly at random by
Alice, who will apply it to her n qubits before send-
ing them to Bob as a commitment. At the end of
the commitment phase, Bob is hence in possession
of all the EPR pairs but he does not know which
odd qubit is entangled with each of his even qubits.
He has to wait until the opening phase, when Alice
sends him the permutation and the message, so that
he can finally measure the system. It is clear that
this protocol has the disadvantage of relying on sta-
ble quantum memories that at the time of writing
are not commercially available.

Protocol 1 Superdense Quantum Bit String Com-
mitment

Message to be shared: m = m1...m2n.
Setup: Alice chooses a message size 2n and sends
the value n to FEPR. The functionality prepares
the state |ψ〉 =

⊗n
i=1 |Ψ00〉 and sends the odd

qubits to Alice and the even ones to Bob.

Commitment phase:

1. To commit to a message m, Alice applies to
each of her qubits i the following operations:

I if mimi+1 = 00

X if mimi+1 = 01

Z if mimi+1 = 10

iY if mimi+1 = 11

and then chooses a random permutation π ∈
Sn to shuffle the indexes of the qubits. She
finishes the commitment phase by sending the
shuffled qubits to Bob.

Opening phase:

2. Alice sends the messagem and the permutation
π to Bob.

3. Bob uses π−1 to unshuffle the qubits and mea-
sures the pairs in the EPR basis. If the result of
every measurement matches the message sent
by Alice in the previous step, he accepts. Oth-
erwise, he rejects.

3.1. Composable security

In quantum commitment protocols, the sender can
always (with the exception of protocols in the noisy
or bounded storage model) commit to a superpo-
sition of messages without the receiver distinguish-
ing it from an honest commitment. This protocol
is no exception. This means that we can only hope
to achieve the weaker binding security presented in
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Functionality FEPR

Parameters:

• Parties: Alice and Bob.

1. Upon receiving a value n as input from one of the parties, it generates n EPR pairs |Ψ00〉 and sends
the first qubit of each pair to Alice and the second one to Bob.

Figure 2: EPR pair source functionality.

Definition 2.7, and therefore Protocol 1 is not com-
posable.

The same result should be obtained by analysing
this protocol in the Abstract Cryptography frame-
work instantiated with quantum Turing ma-
chines [16].

3.2. Stand-alone security
We have shown that Protocol 1 is not composable.
In order to further determine its security, we now
turn to the stand-alone setting, i.e, we consider the
soundness, concealingness and bindingness proper-
ties of the protocol without taking into account its
computational environment.

Soundness

Before analysing the security of the protocol, we
must show that if both Alice and Bob are honest,
then Protocol 1 is indeed a bit string commitment
protocol, i.e., it reaches the end and Bob accepts
the message m.

Let |ψ〉 be the overall state of the system after the
Setup, ρ =

⊗n
i=1 ρi be the corresponding density

matrix and ρA Alice’s part of the system (obtained
by taking the partial trace over Bob’s part of the
system). Notice that (ρA)i = 1

2 (|0〉 〈0|+ |1〉 〈1|) for
every i, i.e., each of Alice’s qubits is a complete
mixture of |0〉 and |1〉.

After the first part of Step 1, the overall state |ψ〉
becomes

|ψ′〉 =

n⊗
i=1

|ϕi〉 ,

where each |ϕi〉 = |Ψmimi+1〉. Let ρ′A be the result-
ing state of Alice’s system. Each (ρ′A)i will still be
in a complete mixture. Let π be the permutation
applied by Alice in the second part of Step 1. Then
the state received by Bob will be described by the
following density matrix:

ρ′′A =

n⊗
i=1

(ρ′A)π(i).

During the opening phase, where Alice provides
Bob with π and m, Bob can unshuffle ρ′′A, thus
obtaining ρ′A. After this, Bob will have the state
|ψ′〉 =

⊗n
i=1 |ϕi〉, through which he can recover

the message m by measuring each pair in the EPR
basis. Since this is a complete measurement in an
orthogonal basis, the recovered message will always
be the one encrypted by Alice.

Concealingness

In Protocol 1, the global state at the end of the
commitment phase is

ρMPAB =
∑
m

(∑
π

1

n! 22n
ρπ,mAB ⊗ |π〉 〈π|

)
⊗|m〉 〈m| ,

where M and P are classical registers containing
the message m and the permutation π, respectively.
Since Alice sends her Bell pair qubits to Bob, his
partial state is

TrMP (ρMPAB) =
∑
m

(∑
π

1

n! 22n
ρπ,mAB

)
.

In order to determine whether the protocol is δ-
concealing, we consider Bob’s maximal probability
of guessing the state of M with side information
AB, obtaining a generalization of Definition 2.8 for
the δ-concealingness of a 2n-bit string commitment:

pguess(M |AB)ρ ≤
1

22n
+ δ. (2)

The guessing probability is expected to decrease
as the length of the message and hence the number
of possible permutations grow. However, there is no
general closed-form expression for pguess(M |AB)ρ
and, since the dimension of the matrix ρπ,mAB grows
exponentially, using a semidefinite program to cal-
culate the exact value of the guessing probability or
considering the pretty-good measurement to obtain
an upper bound will only work for relatively small
message sizes. Computational results for the guess-
ing probability using the pretty-good measurement
and the corresponding upper bounds for the guess-
ing probability using the optimal measurement and
for the value of δ (Equation 2) for messages with
up to 10 bits (5 EPR pairs) were calculated using
Python and are presented in Table 1.

We can also use the relation between
pguess(M |AB)ρ and Hmin(M |AB)ρ given by
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PGM(M |AB) (PGM(M |AB))1/2 1/22n (PGM(M |AB))1/2 − 1/22n

n = 2 0.625 0.791 0.063 0.728

n = 3 0.310 0.557 0.016 0.541

n = 4 0.140 0.375 0.004 0.371

n = 5 0.060 0.245 0.001 0.244
Table 1: Computational results for the δ-concealingness of Protocol 1 for messages with up to 5 EPR pairs. The first
column contains the guessing probability using the PGM, the second column the upper bound for the guessing probability
using the optimal measurement, and the third one the guessing probability for δ = 0. In the last column, the upper bound
for δ is presented.

Theorem 2.3 to obtain the necessary lower bound
on the min-entropy in order for the protocol to be
δ-concealing:

pguess(M |AB)ρ ≤
1

22n
+ δ ⇐⇒

2−Hmin(M |AB)ρ ≤ 1

22n
+ δ ⇐⇒

Hmin(M |AB)ρ ≥ log

(
22n

1 + 22nδ

)
. (3)

Expressing the concealingness condition in terms
of conditional min-entropy does not change the fact
that the solution can only be obtained computa-
tionally through a semidefinite program. Yet, there
are some properties of the min-entropy (see, for ex-
ample, Chapter 3 of [20]) that could be used to
provide a lower bound for Hmin(M |AB)ρ using the
min-entropy of a simpler state. Unfortunately, all
the considered possibilities would invariably lead
to the trivial case where no permutation is ap-
plied and Bob can perfectly guess the message, with
Hmin(M |AB)ρ = 0.

Another possibility would be to add a public ran-
dom permutation of the EPR pairs at the beginning
of the protocol in order to make the resulting ini-
tial state permutation-invariant. Then we could use
de Finetti’s representation theorem (Theorem 2.6)
and proceed as in the proof of security of quantum
key distribution presented in [20] to obtain a lower
bound on Hε

min(M |AB)ρ. There is, however, a sig-
nificant difference between our protocol and the one
analysed in [20]. In the QKD protocol, the initial
shared entangled pairs are submitted to a sequence
of CP operations, at the end of which the regis-
ters A (in Alice’s possession) and B (in Bob’s pos-
session) contain some classical string x (the key).
Because the action of a quantum operation cannot
increase the trace distance between two density op-
erators, this final state will still be very close to
a mixture of states with almost product form, for
which a lower bound on the smooth min-entropy is
known [20, Theorem 4.4.1]. In our protocol, how-
ever, the message m exists from the beginning of
the protocol in its own classical register M , and
AB can be seen as the side information used by

Bob to try to guess m (recall that Alice sends her
system A to Bob during the commitment phase).
Since ρMAB cannot be made permutation-invariant
(the bits of the message must be in a certain or-
der), Theorem 2.6 cannot be directly applied to our
system.

Bindingness

The aim of a cheating Alice is to postpone her com-
mitment decision to the opening phase. Since we
assume that during the execution of the whole pro-
tocol Alice has no access to Bob’s laboratory and
the opening phase consists only in sending the mes-
sage m and the secret permutation π, the most gen-
eral cheating strategy for Alice is as follows:

1. Entangle the system sent to Bob with an an-
cillary system kept at her laboratory;

2. Upon deciding on the message m′ she wants
to open to, perform an operation followed by a
measurement on the ancillary system and ob-
tain a result r;

3. Send π(r) and m′ to Bob.

Remark 3.1. Alice could also naturally follow the
protocol and then simply send a different message
m′ and different permutation π′ in the opening
phase, with π′i 6= πi whenever m′im′i+1 6= mimi+1.
The probability of such decommitment being ac-
cepted by Bob is however very low. Individual EPR
qubits are maximally mixed, and hence any two
qubits that do not form a pair have the form I4/4.
When Bob measures two such qubits in the EPR
basis, each outcome has probability 1/4, and there-
fore Alice’s probability of successfully revealing m′
is 1/4k, where k is the number of mispaired EPR
qubits. This means that the probability of changing
arbitrarily her commitment with this strategy will
succeed with negligible probability with the number
of changed bits.

Consider for example the following attack. First,
Alice selects a set X0 ⊆ {0, 1}2n and commits
to a superposition of the strings in X0 by run-
ning the protocol on the second half of the state
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1√
|X0|

∑
m∈X0

|m〉M ′ |m〉M . Then, she applies a lo-

cal transformation E on her part of the system,
M ′MP , to try to map the current state ρX0

M ′MPAB

to ρX1

M ′MPAB , where X1 ⊆ {0, 1}2n is disjoint from
X0. A necessary condition for the protocol to be
ε-binding is therefore given by the inequality

min
X0,X1

min
E
δ((E ⊗ IAB)ρX0

M ′MPAB , ρ
X1

M ′MPAB)

≥ 1− ε. (4)

To analyse the effectiveness of this attack we will
need the following theorem, presented in [25] as a
consequence of the leftover hash lemma with quan-
tum side information [20, Corollary 5.6.1.].

Theorem 3.2 ([25]). For any cq-state

ρXB =
1

2l

∑
x∈{0,1}l

|x〉 〈x| ⊗ ρxB, there is a func-

tion f : {0, 1}l → {0, 1} such that

δ(ρf,X0

B , ρf,X1

B ) ≤ 2γ + 2
1
2 (1−H

γ
min(X|B)ρ),

where ρf,XzB =
1

|f−1(z)|
∑
x∈f−1(z) ρ

x
B.

Now let |φ0〉AB and |φ1〉AB be the pure states
corresponding to the joint system of Alice and Bob
when Alice commits to ‘0’ and ‘1’, respectively. We
know from [18, 15] that, when Bob’s part of the sys-
tem is almost the same for both commitment values,
then there is a unitary UA on Alice’s part of the sys-
tem such that (UA⊗IB) |φ0〉AB ≈ |φ1〉AB . This can
be generalized for states ρbY AY B that are pure condi-
tioned on all the classical information Y available to
both Alice and Bob [25]. If δ

(
ρ0Y AY B , ρ

1
Y AY B

)
≤ γ,

then there is a unitary UY A such that

δ(UY A ρ
0
Y AY B U

†
Y A, ρ

1
Y AY B) ≤

√
2γ. (5)

We would like to use this last result to see how ef-
fectively Alice can preform her attack. However, the
joint system of Alice and Bob when Alice commits
to a superposition of messages, ρXzM ′MPAB , is only
pure conditioned on the permutation π stored in P ,
which is not available to Bob. To circumvent this
problem, Alice can commit to both a superposition
of messages and a superposition of permutations,
resulting in the following pure state:

|φXz 〉M ′MP ′PAB =
1√
|Xz|

∑
m∈Xz

|m〉M ′ |m〉M

⊗
( 1√

n!

∑
π∈Sn

|π〉P ′ |π〉P |Ψ
π,m〉AB

)
.

Since we have that

ρMAB = TrM ′P ′P (ρM ′MP ′PAB)

=
1

22n

∑
m

|m〉 〈m| ⊗ ρmAB ,

Theorem 3.2 tells us that there is a function f :
{0, 1}2n → {0, 1} such that

δ(ρf,X0

AB , ρf,X1

AB ) ≤ 2γ + 2
1
2 (1−H

γ
min(M |AB)ρ), (6)

where ρf,XzAB =
1

|f−1(z)|
∑

m∈f−1(z)

ρmAB . Plugging the

distance between Bob’s marginal systems given by
Equation 6 into Equation 5, we obtain that there
is a unitary UM ′MP ′P on Alice’s part of the system
such that

δ(UM ′MP ′P ρ
X0

M ′MP ′PAB U
†
M ′MP ′P , ρ

X1

M ′MP ′PAB)

≤
√

2
(
2γ + 2

1
2 (1−H

γ
min(M |AB)ρ)

)
. (7)

Once again, we do not know the value of
Hε

min(M |AB)ρ). Nonetheless, we can obtain
a relation between the δ-concealingness and ε-
bindingness of a general 2n-bit string commit-
ment protocol by setting γ = 0 and combining
the min-entropy condition for δ-concealingness in
Equation 3 with the necessary condition for ε-
bindingness in Equation 4:

1− ε ≤
√

2 · 2 1
2 (1−Hmin(M |AB)ρ)

=⇒ 1− ε ≤
√

2 · 2
1
2

(
1−log

(
22n

1+22nδ

))
=⇒ 1− ε ≤

(
23

2
log
(

22n

1+22nδ

))1/4

=⇒ 1− ε ≤
(

23(1 + 22nδ)

22n

)1/4

=⇒ ε ≥ 1−
(

23(1 + 22nδ)

22n

)1/4

.

Note that the inequality above is meaningful only
when the right-hand side is non-negative since ε is
always non-negative by definition. When n → ∞,
we get ε ≥ 1− (23δ)1/4, which gives us a lower
bound for the ε-weak bindingness when δ ≤ 1/8.
For the upper bounds for δ displayed in Table 1,
δ > (22n−3 − 1)/22n, and therefore it does not im-
ply a lower bound for ε. For a given n, the lower
bound for the value of ε grows as δ decreases, and
hence the more secure a protocol is against a dis-
honest receiver, the higher the probability of success
for an attack by a dishonest sender.

4. Private quantum bit string commitment
One of the characteristics of FCOM , the function-
ality for commitments, is that the message is never
publicly announced. In most of the existing com-
mitment protocols, nonetheless, the opening step
includes sending the message over a public channel.
Here we propose a protocol (Protocol 2) that is not
only composable but also preserves the privacy of
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Functionality FRO

Parameters:

• List L, initially empty.

• Range {0, 1}k.

1. Upon receiving a query q, it checks whether there is a pair (q, h) ∈ L. If so, it returns h.

2. If there is no pair (q, h) ∈ L, it chooses h ∈ {0, 1}k, stores the pair (q, h) ∈ L and returns h.

Figure 3: Random oracle functionality.

the message. We note that the privacy property
is vulnerable to man-in-the-middle attacks: a third
party, Eve, can pretend to be the EPR pair trusted
source and send different sets of EPR pairs to Alice
and Bob and then forward any received message.
This can be prevented by adding an authenticated
channel between Alice and Bob.

In addition to the EPR pair trusted source func-
tionality (Figure 2), this protocol will also use as a
resource the random oracle functionality presented
in Figure 3. It needs two instances of FRO: H1

with range {0, 1}2n and H2 with range {0, 1}n. Note
that, unfortunately, we cannot use the weaker ver-
sion of the ROM, the global ROM [9], since the
programmability of the oracle is a key point of our
security proof.

Protocol 2 Private Quantum Bit String Commit-
ment

Message to be shared: m = m1...m2n

Setup: Alice chooses a message size 2n and sends
the value n to FEPR. The functionality prepares
the state |ψ〉 =

⊗n
i=1 |Ψ00〉 and sends the odd

qubits to Alice and the even ones to Bob.

Commitment phase:

1. To commit to a message m, Alice gen-
erates an uniformly random basis string
b ∈ {{|0〉 , |1〉}, {|+〉 , |−〉}}n, where |+〉 =
|0〉+ |1〉√

2
and |−〉 =

|0〉 − |1〉√
2

, and measures

each of her qubits i in the basis bi, obtaining
outcomes O ∈ {0, 1}n. She then sends Bob the
strings c1 = m⊕H1(b|O) and c2 = H2(b), where
b|O is the concatenation of b and O.

Opening phase:

2. Alice sends the bases b to Bob.

3. If H2(b) = c2, Bob accepts the opening, mea-
sures each of his qubits i in the basis bi, ob-
taining outcomes O ∈ {0, 1}n, and calculates
m = c1 ⊕ H1(b|O). Otherwise, he rejects.

4.1. Composable security
We proceed now to prove the security of Protocol 2
in the Abstract Cryptography framework instanti-
ated with quantum Turing machines.

Theorem 4.1. Protocol 2 constructs from FEPR
and FRO a resource that is within a negligible
distance from the resource FCOM for simulators
and distinguishers modelled as quantum Turing ma-
chines.

Proof. This proof will be divided into three parts,
one for each of the required equivalences.

Soundness

Let |ψ〉 be the overall state of the system after
Step 1. Note that

|Ψ00〉 =
1√
2

(|00〉+ |11〉) =
1√
2

(|++〉+ |−−〉),

so when Alice measures each of her qubits, the cor-
responding EPR pair will collapse to either |00〉
or |11〉 (for bi = {|0〉 , |1〉}), or to either |++〉
or |−−〉 (for bi = {|+〉 , |−〉}). Therefore, when
Bob measures each of his qubits i in the basis
b′i = bi he received from Alice in the opening phase,
he will get exactly the same outcome as Alice,
O′i = Oi, implying that H1(b′|O′) = H1(b|O). Bob
will then retrieve the message successfully, since
c1 ⊕ H1(b′|O′) = m⊕ H1(b|O)⊕ H1(b′|O′) = m.

Concealingness

Given any behaviour of a dishonest receiver, we
have to construct a simulator σB that simulates H1,
H2, and FEPR and provides the receiver with a com-
mitment that can later be opened to the message in
FCOM . Consider the following program for σB :

• Simulation of H1: Whenever σB receives the
query b|O to H1, it answers with h = m ⊕ c1.
In all other cases it returns a value h as the
ideal functionality would do and keeps (q, h)
on a list of queries and respective answers.

8



• Simulation of H2: Whenever σB receives
queries q to H2, it returns a value h as the ideal
functionality would do and keeps (q, h) on a list
of queries and respective answers.

• Simulation of FEPR: During the setup phase,
σB generates the state |ψ〉 =

⊗n
i=1 |Ψ00〉,

sends the even qubits to the corrupted receiver
and keeps the odd ones to itself.

• During the commitment phase, upon receiving
the receipt from FCOM , σB chooses two uni-
formly random strings, c1 ∈ {0, 1}2n and b ∈
{{|0〉 , |1〉}, {|+〉 , |−〉}}n, and measures each of
its qubits i in the basis bi, obtaining outcomes
O ∈ {0, 1}. It then sends c1 and c2 = H2(b) to
the corrupted receiver.

• During the opening phase, upon receiving the
message m from FCOM , σB sends the bases b
to the corrupted receiver.

The behaviour of σB is the same regardless of the
message that was sent to FCOM , and hence there is
no algorithm for the dishonest receiver allowing him
to guess the committed message with probability
greater than 1/22n.

Bindingness

Given any behaviour of a dishonest sender, we have
to construct a simulator σA that simulates H1, H2,
and FEPR and retrieves the message m from the
sender’s commitment values and sends it to FCOM .
It must also be able to detect when the sender is
cheating and, whenever that happens, not send the
opening message to FCOM . Consider the following
program for σA:

• Simulation of H1 and H2: Whenever σA re-
ceives queries q to H1 or H2, it returns a value
h as the ideal functionality would do and keeps
(q, h) on a list of queries and respective an-
swers.

• Simulation of FEPR: During the setup phase,
σA generates the state |ψ〉 =

⊗n
i=1 |Ψ00〉,

sends the odd qubits to the corrupted sender
and keeps the even ones to itself.

• During the commitment phase, upon receiving
the commitment strings c1 and c2 from the cor-
rupted sender, σA sends m = c1 ⊕ H1(b|O) to
FCOM .

• During the opening phase, upon receiving the
basis string b′ from the corrupted sender, σA
sends the message ‘open’ to FCOM if b′ = b.
Otherwise, it does not open the commitment.

The real world receiver outputs error whenever
the string b′ sent by the sender is such that H2(b′) 6=
H2(b). From the soundness property, we know that
when b′ = b the receiver correctly retrieves the mes-
sage. We are interested in the situation where b′ 6= b
(in which case the commitment will not be opened
in the ideal world) and H2(b′) = H2(b). Since FRO
is collision resistant, this can only happen with neg-
ligible probability.

The addition of an authenticated communication
channel makes this protocol a private and com-
posable commitment protocol, which is yet to be
achieved by classical cryptography based on the
same assumptions.

5. Conclusions
The first protocol was found to be non-composable.
In terms of stand-alone security, even though we
could not get an expression quantifying the con-
cealingness and bindingness properties for general
messages, we obtained an upper bound for the δ-
concealingness for messages with up to 10 bits which
rapidly decreases with the increase of the message
size. By obtaining an upper bound for the conceal-
ingness for larger messages we could further anal-
yse the acquired relation between concealingness
and bindingness, and then study how to obtain the
optimal trade-off for our needs by controlling the
message size and the available permutation space.
It could also be of interest to approach different
(weaker) versions of the composability property to
better understand the possibilities and shortcom-
ings of this scheme.

For the second protocol, a proof of its composable
security was presented. This protocol has the dis-
advantage of relying on an additional assumption:
the existence of a random oracle. It is impossible
to weaken this assumption by considering a global
random oracle since our composability proof relies
on the programmability of the oracle. Nonetheless,
with this work, we achieved a commitment protocol
that is not only composable but also private, since
the message is never publicly announced. Man-in-
the-middle attacks can be prevented by adding an
authenticated channel. We suggest the use of the
NIST standard cryptographic hash functions SHA
to model random oracles. The understanding of the
composable security of this protocol could be im-
proved by considering that the random oracle can
answer to a quantum superposition of queries. Since
we are handling a protocol where the parties deal
with quantum information, it is naturally important
to analyse it in the quantum-accessible random or-
acle model [5].

Additionally, it is also of interest to further study
how to obtain composable commitments while using
the minimum possible assumptions, and which of
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these assumptions are needed to achieve privacy.
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