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Abstract 

Risk matrices are adopted and recommended by many organizations, but risk analysis literature has shown that the 

way they are usually constructed violates some basic theoretical principles, giving rise to inconsistent risk ratings. 

This article studies ways in which multiple criteria and portfolio decision analyses can improve the design and the 

deployment of risk matrices. Firstly, it introduces ‘value risk-matrices’, built with the MACBETH multicriteria 

method in three modeling steps: (1) building a value measurement scale on each impact dimension and 

constructing of a subjective probability scale, (2) additive aggregation of the value scales into a cumulative value 

scale, and (3) design of the value risk-matrix based on the cumulative value scale, the subjective probabilities scale 

and the identification of risk categories. The rating of risks by risk managers, using risk matrices, is the basis for 

the identification of risk mitigation actions. The prioritization of actions in face of limited resources is addressed in 

the last part of the article, making use of the recent portfolio decision analysis component of the MACBETH 

decision support system. Taken all together, the article sketches a new modeling approach for Improving Risk 

Matrices (IRIS), which is illustrated with data from a case study developed at ALSTOM Power. 
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1.	 INTRODUCTION	

Organizations have been looking for processes to prevent risks that threaten the goals of their projects. This is 

important from a broad level, given the increase of extreme and unexpected events on a global scale in recent 

years (Bertsch 2008) (Chapman and Ward 2004), to the level of a specific investment project. Project managers 

are increasingly recognizing the need to determine the relative significance of hazards or different sources of risk, 

being this required to guide their cost effective risk management (Bertsch 2008). This topic is even more critical in 

the context of tighter resource constraints (Dillon, Pate-Cornell et al. 2003). Risk managers very often make use of 

risk matrices (RMs) in the definition of risk management priorities. In RMs individual sources of risk are typically 

characterized in terms of risk probability and impact (Williams 1996) – more generally, with ‘probability’, 

‘likelihood’ or ‘frequency’ crossed with ‘impact’, ‘consequences’ or ‘severity’ (Cox Jr 2009) and RMs also appear 

in the literature under other designations, such as, ‘probability impact graph’ (Vose 2008), ‘probability and impact 

matrix’ (Project Management Institute 2004), ‘probability impact grid’ (Ward 1999), ‘risk maps’ (Alexander 

2000) or, even, ‘decision matrix’ (Marhavilas and Koulouriotis 2008).  

RMs can be applied at a company-wide or at a project specific level (Murray, Grantham et al. 2011) and their 

use has been recommended by professional organizations and national agencies – such as by the Project 

Management Institute (Project Management Institute 2004) to manage risks in project management, by the United 

States Department of Defense to manage risks encountered in the development, test, production, use and disposal 

of defense systems, equipment and facilities (U.S. Department of Defense 2000), by the National Patient Safety 

Agency in the United Kingdom to assist risk managers in the National Health Service in implementing an 

integrated system of risk assessment (National Patient Safety Agency 2008), or by British Standard BS 8800:2004 

for evaluating occupational health and safety risks (Technical Committee HS/1 2004). The use of RMs is rather 

appealing because they are easy to handle, demand for limited expertise, have a straightforward interpretation and 

allow for performing a quick analysis. Moreover, the use of RMs has spread also because of their incorporation in 

several popular software packages for project management – e.g. SAP (SAP AG 2012), Active Risk Manager 

(ARM) (Microsoft Pinpoint 2012) or Primavera (Oracle Primavera Systems 2010), and the development of 

specific RM software, such as MITRE’s RM tool (The MITRE Corporation 1999). 

In the simplest form of RMs, risk probability and impact are qualitatively assessed and combined to decide 

about risk level, often using some coloring scheme for the cells in the RM (see example in Table 1); risk 
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evaluation then consists in locating each risk source (or hazard or threat) in one cell. In this way, qualitative RMs 

quickly provide “a rough discrete (ordered categorical) approximation to a more detailed – but not readily 

available – underlying quantitative relation” (Cox Jr 2009) (pg. 501). More formally, it is usually assumed that risk 

can be measured by its probability (likelihood) times its impact. For instance, in the quantitative RM in Table 2, 

the Health Service Executive of Ireland defined three risk categories by applying that expected risk measure upon 

two 5-level rating scales, as follows (Health Service Executive 2008) (pg. 9): “The high risks are scored between 

15 and 25 and are colored Red” (dark grey in Table 2); “Medium risk are scored between 6 and 12 and are colored 

Amber” (middle grey in Table 2); “Low risks are scored between 1 and 5 and are colored Green” (light grey in 

Table 2). When converting a qualitative RM into a quantitative RM, scoring methods that rate likelihood and 

impact on an ordinal numerical scale “are widely used and frequently perceived by users to have value” (Hubbard 

and Evans 2010) (pg. 2:1). However, one should be aware that the numerical scores for probability and impact, 

associated with the assessed qualitative levels, should have cardinal properties so that their product is 

quantitatively meaningful. Said in another way, in the example in Table 2, the 1 to 5 rating scale should be an 

interval scale such that the difference in attractiveness between two consecutive impact levels is always the same; 

so as for the rating scale of likelihood that, additionally, should have a fixed zero (therefore being a ratio scale). 

This requires the use of adequate methods for the elicitation of cardinal value judgments (we will recall this as 

Problem 1). This will also enable us to address the frequent pitfall of defining discrete rating categories upon a 

continuous dimension of quantitative impact. Using discrete categories for both impact and probability, as 

exemplified in Table 3, violates the principle of translation invariance (Artzner, Delbaen et al. 1999) (Cox Jr. 

2008) and gives rise to common misuses of RMs (Aven 2008). 
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Table 1: Example of a qualitative RM (adapted from (Md-Nor, Kecojevic et al. 2008)) with four risk categories (The original 

source uses a red, orange, yellow, green colouring scheme). 

P
P 
R 
O 
B 
A 
B 
I 
L 
I 
T 
Y 

Almost 
certain 

   

Very likely    

Likely    

Possible    

 High Medium Low 

SEVERITY 

 
 

 

Table 2: Example of a quantitative RM (adapted from (Health Service Executive 2008)), with three risk categories. 

Likelihood  
Impact 

Negligible (1) Minor (2) Moderate (3) Major (4) Extreme (5) 

Almost Certain (5) 5  10  15  20  25  

Likely (4) 4  8  12  16  20  

Possible (3) 3   6  9  12 15  

Unlikely (2) 2  4 6  8  10  

Rare/remote (1) 1  2 3 4  5  

 

Table 3: Example of rating categories based upon a continuous impact scale (adapted from (Aven 2008)) 
 Consequence – number of fatalities 
  ≤ 5 ≤ 6-50 ≤ 51-300 ≤ 301-1000 > 1000 
 Category 1 2 3 4 5 

P
ro
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bi

li
ty

 

> once per 
year 

5 5 10 15 20 25 

1-3 times per 
10 years 

4 4 8 12 16 20 

1-3 times per 
100 years 

3 3 6 9 12 15 

1-3 times per 
500 years 

2 2 4 6 8 10 

< once every 
500 years 

1 1 2 3 4 5 

 

Very High 
Risk 

High 
Risk 

Medium 
Risk 

Low 
Risk 
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Risk impact can be assessed in a single dimension or in multiple dimensions (Vose 2008) – for example, on 

cost, time and quality (the Iron Triangle in project management (Atkinson R. 1999)) or on cost, schedule and 

technical consequences as in the NASA GOES-R Series Risk Management Plan (RMP) (Geostationary 

Operational Environmental Satellite R-Series 2010). This RMP adopts the most common formulation of a RM 

when multiple impact dimensions are present. It consists in using always the same qualitative impact scale and to 

characterize each source of risk only by the worst impact level across all the dimensions. However, it is far from 

being acceptable to ignore the cumulative effects of multiple impacts (Problem 2). 

Besides Problems 1 and 2 (misuse of rating scales and disregard of cumulative effects), available studies also 

identify other problems in use of RMs as a method for the evaluation of risks (Aven 2008) (Cox Jr. 2008) (Cox Jr 

2009). Namely, we will address the problem of improper selection and rating of risk mitigation measures based on 

inefficient allocation of resources (Problem 3). However, in spite of an increased interest from academia and 

organizations in risk management (Dillon, Pate-Cornell et al. 2003) (Kwak and Anbari 2009), major limitations of 

RMs are still unsolved (Ni, Chen A. et al. 2010). This is a key motivation for the research behind this article and to 

address the challenge raised by Tony Cox in the conclusions of his study about what’s wrong with risk matrices 

(Cox Jr. 2008): “(…) Yet, the use of risk matrix is too widespread (and convenient) to make cessation of use an 

attractive option. Therefore, research is urgently needed to better characterize conditions under which they are 

most likely to be helpful or harmful in risk management decision making (…) and that develops methods for 

designing them to maximise potential decision benefits and limited potential harm from using them”. 

The high potential of multicriteria and portfolio decision analyses (Edwards, Miles et al. 2007) to improve the 

design and deployment of such a popular and widespread tool as RMs has already been well highlighted in (Cox 

Jr. 2008) and in several risk management contexts (see, for example, (Linkov, Satterstrom et al. 2006) or (Castillo, 

Baldwin et al. 2012)). In the next sections, we will discuss how Problems 1, 2 and 3, above identified, can be 

addressed with the multicriteria value method MACBETH (“Measuring Attractiveness by a Categorical Based 

Evaluation Technique”) (Bana e Costa and Vansnick 1994) (Bana e Costa, De Corte et al. 2012) and using M-

MACBETH (Bana Consulting 2005), a decision support system (DSS) that implements MACBETH. In particular, 

we introduce ‘value risk-matrices’ (VRMs), in which risk impacts are replaced by multicriteria value scores, and 

we propose the use of MACBETH to build VRMs in three modeling steps: (i) building a value measurement scale 

on each impact dimension and a subjective probability scale (a step to directly address problem 1); (ii) additive 
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aggregation of the value scales into a cumulative value scale (addressing problem 2); and (iii) design of the VRM 

based on the cumulative value scale, the subjective probabilities scale and the identification of risk categories. The 

value scales convert the qualitative or quantitative impacts of a given hazard on the multiple dimensions into value 

scores, and the cumulative value scale enables to associate a cumulative value score with the hazard. The product 

of the cumulative value score of the hazard by its likelihood score (given by the subjective probability scale) 

permits to locate the hazard in the VRM. Moving a step forward in the risk analysis, the classification and rating of 

hazards present in the VRM are the basis for the identification of mitigation actions, i.e. actions to reduce risk 

probabilities and impacts. Finally, addressing Problem 3 also with the M-MACBETH DSS, the identified actions 

can be prioritized and a portfolio decision analysis can be performed in order to inform on how to best apply 

available resources to mitigate risks. Taken all together (see Fig. 1), these modeling activities constitute our 

approach to Improving Risk Matrices (IRIS). The practical use of IRIS will be illustrated with data adapted from a 

case study developed at ALSTOM Power (Switzerland) (Figueiredo and Oliveira 2009) (Figueiredo and Oliveira 

2009) to assess construction-related risks (activities 2.1, 2.2 and 2.3 of Fig. 1). Similar to other multinational 

companies, ALSTOM Power has been using a methodology based on RMs to assess risks in construction projects. 

The starting point for the evaluation of risks is to consider how risk events can generate deviations to expected 

consequences of an approved project industrial plan (a plan which contains detailed information on all the relevant 

components of the project), as well as implications due to eventual violations of previous contractual agreements. 

This article is organized in the sections underlined in Fig. 1, and finishes with a discussion on key issues 

related with the application of IRIS and on topics for further research. 
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group of experts, stakeholders, risk managers or deciders that may be involved in the different phases of designing 

a VRM. 

2.	 BUILDING	A	VALUE	RISK	MATRIX	

2.1	 STRUCTURING	ACTIVITIES	

The first modeling activity in building a VRM consists in identifying the value dimensions in which the impacts of 

unexpected events (risks) in the project performance should be assessed. Fig. 2 shows the value tree of the 

ALSTOM example case, constructively (Bana e Costa and Pirlot 1997) structured with the risk management 

group, in decision conferences, so that the six key dimensions (in italics) agreed upon are additively independent 

(Von Winterfeldt and Edwards 1986). Note in the tree that four of these six key dimensions are clusters of a few 

bottom level dimensions found judgmentally dependent; whereas the other two key dimensions specify the upper 

level area of concern of quality. Later in the modeling process, the key dimensions will be taken as criteria on 

which risk mitigation actions are to be evaluated. 

 

  

Figure 2: Value tree in the M-MACBETH DSS (adapted from (Figueiredo and Oliveira 2009)). Key dimensions (criteria) are in 

italics and their abbreviations in brackets. 
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The next structuring activity consists in modeling how to appraise the extent to which risk events impact on the 

key dimensions, by associating with each of them an attribute or descriptor of impacts (Keeney 1992) (Bana e 

Costa, Ensslin et al. 1999). Impacts are meant as potential deviations to the status quo (SQ). In the context of 

project management, the SQ is characterized by the expected performance of the project in each dimension if no 

risk event occurs. Accordingly, the attribute is a descriptor of the extent to which the expected performance of the 

project (in the respective dimension) may not be accomplished due to the occurrence of risk events, ranging from a 

plausible worst (negative) impact on the SQ to a best one – often, but not necessarily, “null” or no impact on the 

SQ. In the context of evaluating project risks at ALSTOM, while for the financial dimension a quantitative 

descriptor based on monetary value was adopted, the other key dimensions were described with constructed 

qualitative scales, with the common modeling concern of making them measurable, operational and 

understandable (Keeney 1992). A constructed scale allows describing multidimensional impacts, linking 

interdependent lower level dimensions (Bana e Costa and Beinat 2005) (Bana e Costa, Lourenço et al. 2008) 

(Sanchez-Lopez, Bana e Costa et al. 2012). 

For example, regarding the Schedule key dimension, ALSTOM managers were concerned not only with delays 

in the project in days, but also with consequences to the Master Time Schedule (MTS) agreed with the client and 

which usually entails contractual milestones for payments, and to the internal schedule (STS) defined within 

ALSTOM (note that the MTS and STS were adopted by ALSTOM so as to manage float and to minimize risk 

exposure). These three dimensions – designated by “critical path” (CP), “time delay” (TD) and “contractual 

milestones” (CM) in the value tree of Fig. 2 – are interdependent and consequently should be appraised together. 

During the discussion of the relevant scenarios, the scheme in Fig. 3 was used: first, it was relevant to consider 

whether the risk creates a marginal delay that is not sufficient to impact the internal critical path (in the STS). If 

this critical path is affected, it was pertinent to distinguish whether the delay would impact on the contractual 

milestones of the MTS (that in most projects imply the payment of Late Deliveries (DLs)). If these contractual 

milestones were not impacted, the duration of the delay in the internal critical path should then be accounted for. 

The ordered set of the impacts of all the relevant cases were then discussed, leading to the five-level constructed 

scale in Table 3. 
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Figure 3: Elementary dimensions within the Schedule key dimension (Figueiredo 2008). 

 

Table 3: Constructed attribute for the Schedule key dimension (adapted from (Figueiredo 2008)) 
Impact levels Description 

No effect No impact on the schedule of the project (depicting no changes to the Status Quo) 

Effect TD Impact on the schedule of the project, but not affecting the internal critical path 

+ Small CP Impact on the internal critical path less than 10 days, but no impact on contractual milestones 

+ High CP Impact on the critical path equal or higher than 10 days, but no impact on contractual milestones 

+ CM Impact on critical path and on contractual milestones (implying the payment of Late Deliveries) 

 

In the ALSTOM case, 16 construction-related sources of risk (A to P) were identified and the respective 

profiles were determined, by assigning to each risk in each key dimension one impact level of the respective 

descriptor. In general, the higher the accuracy in the definition of the source of risk, the less uncertain that 

assignment will be (this is an important structuring issue that is not addressed in this article). A risk may impact 

one or several dimensions simultaneously and have null impacts on the other ones. For example, risk C, which 

impacts’ profile is drawn in Fig. 4, was appraised as provoking the worst impacts on “System Requirements” and 

“Schedule” and intermediate “Equipment Integrity” and “Financial” impacts. 
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Figure 4: Profile of impacts of a risk event 

2.2	 IMPACT	VALUE	MEASUREMENT	

One thing is to appraise risk impacts and quite another is to measure how much unattractive they are. One can 

think of the value of a risk impact on a given dimension as the attractiveness of fully mitigating that impact, i.e., of 

reinstating the SQ on that dimension. Take Risk C, for example, which as the worst “Schedule” impact: “Payment 

LDs” (see description in Table 3). ALSTOM project managers were asked about how attractive would be an action 

that could fully mitigate this impact: very weak, weak, moderate, strong, very strong or extreme. Note that this is 

to ask for a qualitative judgment about the difference of attractiveness between the worst and the best impact 

levels of the “Schedule” descriptor. Similar non-numerical judgments were asked between each intermediate level 

(described in Table 3) and the SQ, and also between every two intermediate levels – for example, which is the 

difference of attractiveness between two actions reversing (or cancelling out) the impact of two risks in the 

internal critical path by less than 10 days, and by more or equal than 10 days (and with no impact on contractual 

milestones). The answers are shown in the matrix of judgments of Fig. 5. This is the questioning-answer non-

numerical protocol of the MACBETH technique for value elicitation, which is based on seven semantic categories 

C0 to C6 of difference in attractiveness: Is there no difference (C0), or is the difference very weak (C1), weak (C2), 

moderate (C3), strong (C4), very strong (C5), or extreme (C6)? 

MACBETH follows the same principals of value-difference measurement (Von Winterfeldt and Edwards 

1986) as the commonly used numerically based direct rating technique (Edwards 1977), although avoiding the 
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“difficulty” (Von Winterfeldt and Edwards 1986) of expressing value judgments numerically (Fasolo and Bana e 

Costa (Fasolo and Bana e Costa 2013) concluded experimentally that the two techniques are not psychologically 

equivalent, “that is, they are not perceived and experienced in the same manner by decision makers”). 

The M-MACBETH DSS assists in testing the consistency of the qualitative judgments of difference in 

attractiveness and, when consistency is achieved, proposes numerical value scores for the impact levels which are 

compatible with the set of judgments, by solving the linear programming problem LP-MACBETH presented in the 

appendix. One key concern behind the formulation of the LP-MACBETH was that the basic MACBETH scale that 

resolves the problem should necessarily respect the order relationships between scores and between differences of 

scores implied by the judgments.  As emphasized in (Bana e Costa, De Corte et al. 2012), the respect for the EG’s 

judgements, as modelled by these “conditions of order preservation” (COP), is the foundation stone of the 

MACBETH constructive approach to decision-aiding. The scale proposed by MACBETH is afterwards 

graphically presented in a vertical axis by the software (see Fig. 5), to ease the EG in validating the differences 

between the proposed scores, and adjusting them if necessary, within the interval displayed for each score in the 

axis (see detailed descriptive example in (Bana e Costa and Chagas 2004)). The final output of this process, in 

ALSTOM, for the “Schedule” dimension, is the impact value scale in Fig. 5. Each value score measures the value 

(attractiveness or desirability) of an impact level as the value of a mitigation action that can fully mitigate it (and, 

therefore, reinstate the SQ in the dimension) and the difference between two value scores reflects the difference of 

attractiveness between fully mitigating two impact levels. 

 

  

Figure 5: MACBETH matrix of judgments for the Schedule dimension (adapted from (Figueiredo 2008)). The judgments 
“weak-ext” and “mod-strg” are abbreviations of “weak or extreme”, “moderate or strong”, respectively, and depict cases of 

differences in opinion or hesitation among ALSTOM risk managers.  
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2.3	 MEASURING	CUMULATIVE	VALUE	

A risk event impacting several dimensions will have a cumulative severity that can be appraised by summing up 

the value scores of those impacts, in this way measuring the global attractiveness of fully mitigating all of them. 

This requires adequate re-scaling of value scores to make them commensurate across all the key dimensions. Let 

1, … , j, … , n  represent the profile of impacts of a risk event x on the n key dimensions, with impacts on each 

key dimension j (j	 	1,…,n) ranging from j j (null impact on the SQ) to j  (the worst plausible impact 

level). Let vj j  be the value score of x on j, with vj j 0 and vj 100, for all j (j = 1, …, n), as 

exemplified in Fig. 5. Finally, let kj represent the weight assigned to j (j = 1,…,n). Then a cumulative value score 

CV 1, … , j, … , n  can be calculated for each risk x as 

CV 1, … , j, … , n ∑ kj ∗ vj j   (1) 

Technically, the weights in an additive model (1) are scaling constants that set the correspondence between 

value units on one key dimension compared to another, as emphasised by Phillips and Bana e Costa (Phillips and 

Bana e Costa 2007) (p.7): “A major error in multi-criteria modelling is the attempt to assign weights that reflect 

the ‘importance’ of the criteria without reference to any considerations of ranges on the value scales and how 

much each one of those ranges matters to the decision maker (Keeney 1992).” This critical misunderstanding, also 

common in the risk management framework (Khan, Sadiq et al. 2004) (Jarrett and Lin 2009) (Törnqvist, 

Öfverström et al. 2009) can be clarified by reflecting on the substantive meaning of the overall values given by the 

additive model (1) to reversing the worst impacts on two dimensions r and j ( ), that is, 100 kr kj .		This 

implies that, if the EG judges that reversing the worst impact on r is more important than on j, then kr kj. “The 

point should now be clear”, paraphrasing Ralph L. Keeney (1992, p.148): “It is necessary to know how much the 

change in (…)” one dimension will be and how much the change in the other dimension will be “in order to 

logically discuss and quantify the relative importance of the two objectives” (dimensions). Complementarily, it is 

also interesting to observe that fixing the sum of the weights equal to 1, as it is usually done, would give rise to the 

interpretation of the result of the additive model as an average (overall) score (Correa-Henao, Yusta et al. 2013). 

This can be psychologically misleading for risk managers, because a low impact in one dimension could be 

disturbingly seen as compensating for a severe impact in another dimension, whereas it should be properly taken 
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as a cumulative aggravation. This can be avoided advantageously by adopting the technically equivalent 

formulation of fixing equal to 1 the weight of one reference dimension, instead of their sum (Bana e Costa and 

Vincke 1995). Among all of the key dimensions, we propose to choose as reference the dimension with the highest 

weight, that is, the one on which reversing the worst impact to the SQ is, for the EG, the most attractive change. 

Formally, 0	 kj 	kr 	 1 (j = 1,…,n) with kr 	Max k1, … , kj, … , kn . Therefore, each weight enables to convert 

value scores on the respective dimension into corresponding value scores of the reference dimension. Then, the 

output of the additive model (1) will be a cumulative value score, expressed in units of value of the most important 

change from worst to null impact, thus offering an intuitive interpretation (and communication) of the 

attractiveness of reversing multiple risk impacts (across key dimensions).  

Under the particular conditions of the cumulative additive model (1) discussed above, proper weighting of the 

key dimensions should be based upon the comparison of the respective impact ranges. One option would be to 

adopt the swing weighting technique (Von Winterfeldt and Edwards 1986) (Edwards and Barron 1994), which 

would basically consist in numerically direct rating the changes (“swings”) from worst to null impacts. 

Alternatively, and in coherence with the behavioral arguments exposed in section 2.2, we propose to use the 

qualitative swing weighting procedure of MACBETH, which is based upon the elicitation of non-numerical 

pairwise comparison judgments of the same swings. Let [all SQ] represent the profile of null impacts in the SQ on 

all key dimensions and , … , , … ,  the single-swing profiles, i.e., the profiles of n hypothetical risk 

events each one with the worst plausible impact on the respective dimension and null impacts on the other n-1 

dimensions. Note that 	 100. kj (j = 1,…,n). Therefore, in order to set the weights it is 

sufficient to elicit cardinal information concerning the relative attractiveness of mitigation actions that would 

swing to the SQ each one of the worst plausible impacts. The most attractive of these swings for the EG indicates 

the reference dimension r, i.e., the one with the highest weight kr 1. After ranking those n swings, the EG is 

asked for a MACBETH judgment about the attractiveness of each of them and also to pairwise compare them. The 

outputs of the sequence of weighting steps of the ALSTOM case are visually displayed in Fig. 6: 

a) The group ranked the six swings as shown in Fig. 6(a), with [HSaf] ranked first; this is to say that the 

preferred swing was to avoid the occurrence of (at least one) “fatality” – the worst plausible impact in terms of 

Health and Safety (Figueiredo 2008). 
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Figure 7: “Balance-beam” validation test of MACBETH weighting. 

 

Model (1) helps to interpret the swing weights as follows: being 100 the value of an action that enables to 

avoid fatalities, the value of an action that simultaneous avoids fatalities and environmental disruption is 181. In 

this way, a (perhaps unrealistic) action [all Worst] able to fully mitigate all of the worst plausible impacts would 

be worth (CV([all Worst]=328) at least two times more than avoiding fatalities only. These examples highlight 

how problematic is to ignore cumulative effects, as done when evaluating a risk event solely by its most 

unattractive impact across dimensions (designated in section 1 as Problem 2 in the construction of RMs). 

Fig. 8(a) presents the value scores of 16 construction-related risks at ALSTOM (A to P) on the six key 

dimensions and the respective cumulative values (column “overall) resulting from applying model (1). In words, 

the M-MABETH DSS automatically multiplied the value scores assigned to reversing the impacts of each risk on 

all dimensions by the respective weights assigned to the dimensions and summed those products across all the 

dimensions. The M-MACBETH DSS offers several features that facilitate the visual analysis of the model results. 

For example, the bar chart in Fig. 8(b) enables a direct visual comparison of the attractiveness of reversing the risk 

impacts shown in Fig. 4. 

 

[SReq]
[EqIn]

[Sche]
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(a) 

 

 
(b) 

Figure 8: MACBETH screenshots: (a) Value scores for ALSTOM case risks; (b) Weighted profile of a risk event. 

 

It is worthwhile to note that, later in the risk management process, the plausible impact range initially defined on 

each key dimension may turn out to be too narrow in face of new findings. On the one hand, risk managers may 

afterwards identify new risk events or mitigation actions eventually improving the SQ. On the other hand, the 

worst plausible impact levels are often defined in practice within the set of risk events so far identified and, hence, 

some new events with even worst impacts can occur if more severe risks emerge. Both situations can be easily 

accommodated in the MACBETH additive value model constructed, by extending the impact value scales of the 

affected dimensions to scores lower than 0 and/or higher than 100, while keeping unchanged the scaling constants. 

 

2.4	SUBJECTIVE	PROBABILITIES	WITH	MACBETH	

 
Qualitative levels of subjective likelihood of risk events, often used in RMs (see section 1), may be relatively 

easy to assess, but technical and behavioral inconsistencies in associating numerical probabilities to verbal 

expressions about uncertainty have been pointed out (Hubbard and Evans 2010) (Lichtenstein and Newman 1967) 

(Kahneman, Slovic et al. 1982; Hubbard and Evans 2010). On the other hand, asking directly for numerical values 

of probability has the potential to minimize ambiguities, but “accurate subjective probability judgments cannot be 
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obtained by asking someone to provide a probability number” (Merkhofer 1987) (p. 741, recalling (Kahneman, 

Slovic et al. 1982)). And, it has been observed that a majority of individuals prefers conveying probabilities in a 

verbal form but a majority also prefers to receive information about uncertainty numerically (Wallsten, Zwick et 

al. 1993). Having all this in mind, a MACBETH questioning mode can be useful to associate qualitative levels of 

likelihood with probabilities numbers, by asking the EG for verbal judgments about differences of likelihood 

between risk events, grounded on: 

 The concept of probability judgments: anchored on Savage’s personal theory of probability (Savage 

1954), probability can be seen as “a personal judgment of the likelihood of a proposition or event rather 

than an objective fact” (Baron 2008) (pg. 109) or, said in another way, “a specification of an individual’s 

degree of belief that an uncertain event will occur” (Kirkwood 1997) (p. 109); 

 A constructive view of probabilities: individuals do not have a probability in their heads a priori (Von 

Winterfeldt and Edwards 1986) and “good thinking about probability judgments can help us both with 

forming beliefs consistent with our evidence and with assigning numerical probabilities to those beliefs” 

(Baron 2008) (pg. 109). Adopting a constructive view helps to counteract the many biases that may affect 

intuitive judgments of uncertainty, as “a reflective elicitation protocol can be used by the analyst to 

challenge the decision-maker’s judgments gently, helping her to construct coherent judgments that 

represent her belief” (French, Maule et al. 2009) (p. 248); 

 Deriving subjective probabilities from qualitative paired comparisons of events in terms of their 

likelihood: this idea is not new, for instance, several authors have used it in the framework of AHP’s 

paired comparison process (Saaty 1987) (Riggs, Brown et al. 1994) (Monti and Carenini 2000) (Szwed, 

van Dorp et al. 2006) to construct a scale of “relative probabilities” (Millet and Wedley 2002). In a 

different setting, MACBETH was used to appraise the doability of public policy programs, i.e., if policy-

makers “envisaged, or not, significant difficulties or obstacles to the implementation of each programme” 

(Bana e Costa, Lourenço et al. 2013), there being an analogy between the concepts of relative probability 

and doability. 

 The measurement of subjective probabilities as absolute probabilities: following the modeling of 

doability, which is closely related to the probability of implementation and is anchored on the references 

of “fully implementable” and “not implementable” (Bana e Costa, Lourenço et al. 2013), probability is 
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inherently anchored on the intuitive references of a “certain event” and of an “impossible event” and, 

accordingly, should be measured in a numerical (absolute) scale from 0 to 1, with 0 being the probability 

of an “impossible event” and 1 the probability of a “certain event”. Rather than privileging comparisons 

between risk events, which is more compatible with the notion of relative probability (i.e. the likelihood 

of occurrence of a risk event being higher, equal, or lower than the likelihood of occurrence of another 

risk event), we suggest to base the elicitation primarily on qualitative judgments about the difference in 

likelihood between each risk event and an impossible event, on the one hand, and between each risk event 

and a certain event, on the other hand, in coherence with the notion of absolute probability. 

 The respect of COP-type conditions (Bana e Costa and Vansnick 2008): we regard the preservation of the 

order between judgments expressed by the EG as a key property of the MACBETH constructive process 

to build subjective probabilities with experts. 

In coherence with the elicitation method used in Sections 2.2 and 2.3 to derive scoring and weighting scales 

from qualitative judgments, we will keep using MACBETH pairwise comparisons, with questions close to those 

usually answered by risk managers (or experts in the assessment of risks) when they define qualitative levels of 

subjective probability (see Tables 1 and 2). The proposed protocol is hereafter described in the three steps a) to c). 

To ease the reading, Fig. 9 displays M-MACBETH screenshots of these model building steps, based on ALSTOM 

case , using hypothetical judgments between pairs of risk events A to P. To save space, the MACBETH categories 

“very weak” (C1), “weak” (C2), “moderate” (C3), “strong” (C4), “very strong” (C5), or “extreme” (C6) are 

represented in the matrices of Fig. 9 by the respective indices “1” to “6”. 

a) Firstly, for each risk event x, answer to the following two questions, by selecting one of the MACBETH 

semantic categories and having in mind that the difference of likelihood between the “certain” and the 

“impossible” reference events is naturally “extreme”: Q1) ‘How likely is risk event x to occur?’ This is 

identical to ask which is the difference in likelihood between x and an impossible event, or to which 

extent is x likelier to happen in comparison to an impossible event. Q2) ‘How unlikely is x (to occur)?’ 

This is identical to ask which is the difference in likelihood between a certain event and event x, or to 

which extent is a certain event likelier to happen in comparison to event x. The judgments expressed are 

used by the assessor to populate the first row and the last column of a MACBETH matrix, as exemplified 
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in the top-left of Fig. 9. For example, the ‘5’ inserted in the cell comparing the ‘certain’ event with ‘risk 

P’ designates that risk P is very strongly unlike to occur. 

b) Secondly, the assessor can ease the process by using a feature in-built in the M-MACBETH DSS to 

automatically populate as much as possible the matrix of judgments by transitivity. This feature makes 

use of the information available from the answers to Q1 and Q2 to identify the ordinal paired 

comparisons that they imply and the software fills with a ‘P’ the respective cells of the matrix of 

judgments. Each P in a cell, suggesting that the risk event in the respective row is likelier to occur than 

the risk event in the respective column, should be validated by the EG. For example, risk A is extremely 

likely to occur whereas risk K is very strongly likely to occur, therefore the software concluded by 

transitivity that A is more likely than K; if the EG does not agree, at least one of the two judgments 

should be revise to keep judgmental consistency. Running this M-MACBETH feature, the software also 

pre-orders the risks accordingly to the detected transitivity relations, as in the top-right of Fig. 9. In some 

cases, additional questions regarding pairwise ordinal comparison between risk events are required. For 

example, risk events B, L and M are moderately likely to occur and moderately unlikely to occur, but 

there is no information regarding the extent of the moderate judgments, and therefore nothing can be 

inferred regarding the relative likelihood of the three risks (because no condition is imposed in 

MACBETH for judgments of a same category – see the Appendix). Therefore, some ordinal judgments 

need to be elicited between judgments of the same category. In the bottom-left of Fig. 9, one can observe 

that B, L and M are taken as equally likely to occur. Similarly, ordinal paired comparisons are needed for 

other subsets of risks. For example, A and O are both very strongly likely to occur and very weakly 

unlikely to occur, so the EG should have to compare them; it is assumed in the matrix that the answer is 

that A is likelier to occur O. Also, the need for ordinal judgments between risk H and I, between risks G, 

J and P, and between C, D and N can be read in the top-right of Fig. 9 and illustrative answers are 

registered in the bottom-left of Fig. 9. 

c) Thirdly, the M-MACBETH in-built feature to complete the MACBETH matrix of judgments by 

transitivity should again be used, leading to the matrix of judgments in the bottom-right of Fig. 9, and in 

Fig. 10. M-MACBETH then assists in proposing a scale of subjective probabilities consistent with those 

qualitative judgments (using the algorithm described in the Appendix), as exemplified in the right side of 
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Figure 10: MACBETH matrix of judgments for a set of risks (P stands for Positive (difference)); in the right, probabilities for 

risks derived from qualitative judgments; in the bottom, category ranges.  

One distinctive feature offered by the M-MACBETH DSS, shown in the window at the bottom left of Fig. 10, 

is the display of the numerical range that results for each semantic category from the probability elicitation 

process. This may be used to highlight two important pitfalls in building RMs: firstly, how improper can be to 

associate qualitative levels of likelihood with single probability numbers; secondly, that, if intervals of probability 

numbers are associated to the qualitative levels, setting the same length for all intervals may not be compatible 

with experts’ opinions. Nevertheless, risk managers may insist in using the process to which they are habituated, 

for example, often they define simultaneously a few likelihood levels and scores – such as impossible event=0, 

very rare event=1, rare event=2, etc. In such cases, one can ask for MACBETH judgments between consecutive 

levels and test if they are compatible with equal spaced levels and use the software to adjust the scores to respect 

the judgments. Examples of the use of a procedure of this kind in different risk and decision analysis contexts can 

be found in (Morton, Airoldi et al. 2009) and (Bana e Costa, Carnero et al. 2012). 

2.5	CLASSIFICATION	PROCEDURES	AND	VALUE	RISK	MATRIX	

The proposed methods ease the need for using rating scales for impacts and for probabilities, as (cumulative) value 

scores and subjective probabilities are numerically defined. Thus, a new RM can be designed, for which we call 



23 
 

Value Risk-Matrix (VRM), as depicted in Fig. 11(a). A VRM is defined in a continuous space, and contained 

values scores rather than impacts/consequences.  

The classification of risks in the RM framework still requires the definition of levels of criticality for different 

combinations of probability and impact value. In fact, these categories allow users to observe whether a certain 

risk is seen as critical to the organization and may require specific managerial attention. Studies describing RMs 

usually do not make explicit the procedures used to build categories of risk and/or use ad-hoc procedures. 

Any classification system for risks needs to consider: the choice of risk categories (for example, levels of ‘very 

high’, ‘high’, ‘medium’, ‘low’ and ‘no’ managerial concern); the methods used to generate the classification 

system and the limits between risk categories (in the probability and impact plane); and the validation of the 

classification system. Regarding the methods used to generate the classification system, within MCDA literature, 

on the one hand, utilities (and lotteries) can be used to build risk categories (Belton and Stewart 2002). On the 

other hand, the concept of risk adjusted cumulative value has been used in many studies (following the concept of 

risk adjusted benefit used in other contexts, such as in (Phillips and Bana e Costa 2007)), with that value – 

Risk adjusted CV  – being the result of adjusting cumulative value by probability p , as defined in equation 

(2). Given that risk events, as sources of risk, cannot be chosen by the EG, we propose using a simple 

classification procedure based on the concepts of risk adjusted value and of indifference curves. Note that we do 

not claim this to be an appropriate procedure for all decision contexts, but consider it a simple helpful process that 

may adequate for many decision contexts. 

 

Risk adjusted CV CV 1, … , j, … , n ∗ p                (2) 

 

Consider a 5-level risk category system based on the ‘very high’, ‘high’, ‘medium’, ‘low’ and ‘no’ managerial 

concern categories (e.g., inspired in the coloring scheme from Table 1). Indifference curves are required to 

separate zones between consecutive categories, through the use of iso-risk thresholds, and have inherent a 

compensation between probability and impact (more rigorously, the impact value), being similar in terms of 

structure to the risk-return indifference curves defined in optimal portfolio theory (Francis and Kim 2013). If one 

accepts the risk adjusted value score concept, all the combinations of (cumulative) value scores and probabilities, 

which multiplied generate a certain risk adjusted value score, form an indifference curve (see examples in 
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(Pickering and Cowley 2010)). Then, one needs to use a method to define the indifference curves that separate the 

consecutive risk categories. One alternative is to adapt the procedure proposed by Keeney (Keeney 1992) (p. 106), 

using a protocol such as: i) departing from a certain event with the worst impact on each key dimension (which is 

of ‘very high’ concern), the EG is asked to consider how much the probability should decrease so that the risk 

event should start being seen as of ‘high’ concern; ii) that probability, multiplied by the (cumulative) value score, 

is used to draw the iso-threshold that separates the ‘very high’ and the ‘high’ categories. If the answer is 70%, then 

the indifference curve at the top right of Fig. 10b) can be drawn. These questions can be done by adjusting 

probability or by adjusting impacts, and should be repeated until all indifference curves are drawn. An alternative 

procedure to classify risks, similar in spirit and scope and described in (Bana e Costa and Oliveira 2002) and also 

applied in (Bana e Costa, Carnero et al. 2012), could also be used. The difference would be in making questions 

regarding alternative profiles of risks. 
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(c) 

 

(d) 

Figure 11: (a) Value Risk-Matrix without colouring scheme; (b) Iso-risk thresholds to separate risk categories (from light grey 

to dark grey, by increasing level of managerial concern); (c) Illustrative VRM with categories of risk; (d) Illustrative VRM with 

a representation of the set of risks. 

 
If the EG also wants to define rating scales for probabilities and for impacts, two modeling strategies can be 

explored. For impacts, the use of references of intrinsic value (for instance, acceptable impact and bad impact) can 

help building meaningful categories of impact (value). For probabilities, the use of a wide set of representative 

risks would allow for fixing the probability scores for the semantic categories, and thus attach quantitative 

probabilities to qualitative categories for probability. If the use of the risk adjusted value is considered to be 

inappropriate, the appropriateness of other standard curves may be analysed (for example some authors claim that 

hyperbolic curves are appropriate for certain cases (Ni, Chen A. et al. 2010)) or other MCDA tools can be used to 

design individually the shape of the indifference curves.  

In some contexts, risk managers also want to classify risk events by level of acceptability that are defined 

“recognizing the fact that not every failure will lead to serious consequences, and similarly incidents of very 

serious consequence may occur with a very low likelihood” (Khan, Sadiq et al. 2004) (recalling (API 2002)) and 

that acceptable risks do not require further concern beyond “current control” (Berg 2010). Depending on the 
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decision context, two approaches using distinct decision rules can be followed. A first approach defines 

acceptability levels in the VRM, by defining levels of acceptability in each risk dimension and for probability, by 

aggregating the respective value scores into a combination of cumulative value and adjusting it by the probability, 

and then by defining an iso-risk level of acceptability. This iso-risk curve is similar to the ones depicted in Fig. 

11(b), can correspond to one of the thresholds defined on that figure, as well as can be build using the procedures 

above described to build indifference curves. In case a risk is located above or below that threshold, it will be 

classified as unacceptable or acceptable. A second approach can be seen as a complement to the first approach – it 

can be relevant for a risk manager to ensure not only that its overall acceptability level is observed, but also a 

minimal acceptable level in each risk dimension should be ensured. This case requires an additional analysis of 

acceptability for each risk (not depicted in the VRM) and risk mitigation measures will also consider whether 

these acceptable levels are reached. While we do not pursue this line in the examples provided in this article, the 

setting of these acceptable levels can be defined when building each descriptor of impact, for instance making 

explicit an acceptable level in Table 3 (for each risk dimension) and Fig. 4 (for all the set of risk dimensions). 

 

3.	Resource	Allocation	Model	

The exploration of RMs and the classification of risks by risk managers is the basis for the identification of risk 

mitigation actions. Optimal risk management demands for the choice of those actions and previous studies have 

shown that RMs do not provide structured methods to ensure optimal allocation of available resources – for 

example, hazards classified as having high risk typically receive higher priority for treatment and mitigation, 

which might be inadequate (Cox Jr. 2008). Furthermore, optimal resource allocation demands for the quantitative 

information beyond the qualitative information that conventional RMs provide (Cox Jr 2009). Multicriteria 

resource allocation models (from portfolio decision analysis) ((Salo, Keisler et al. 2011) can assist the systematic 

analysis of the most effective set of actions to reduce risk (by decreasing cumulative value and/or decreasing 

probabilities), while taking into account of costs and other constraints. 

 There are many issues related with the development of multicriteria resource allocation models to select risk 

mitigation actions, for instance, the choice of multiple criteria to evaluate the portfolios of actions, which might (or 

not) coincide with the criteria used to evaluate risks; the aggregation of cumulative value and probabilities into a 

single objective function; the choice of baseline (see (Clemen and Smith 2009) for that discussion); and the 
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action has negative action value, it should be regarded as globally unattractive and therefore excluded from the 

analysis (as in (Oliveira, Rodrigues et al. 2012)).  

 

Table 4: Illustrative set of risk mitigation actions belonging to an action plan, and their overall benefits and costs 
Risk Mitigation 

Actions 

Risk adjusted value score 

before mitigation 

Risk adjusted value score 

after mitigation 

Action Value Cost (in thousand 

€’s) 

Risk Mit A 125 97 28 4 

Risk Mit B 110 85 25 10 

Risk Mit C 100 85 15 8 

Risk Mit D 80 70 10 16 

Risk Mit E 115 35 80 30 

Risk Mit F 50 23 27 20 

Risk Mit G 90 85 5 5 

 

Then, two complementary approaches can be used to assist the allocation of scarce resources to mitigations 

actions– a prioritization approach and an optimization approach (Lourenço, Morton et al. 2012) – with both of 

them having been recently implemented in the M-MACBETH DSS. The prioritization approach is a practical 

selection strategy in which mitigation actions are prioritized in decreasing order of benefit-to-cost ratios (in our 

case benefit being what has been defined as action value), with mitigation actions being selected until the available 

budget is exhausted; and should be adopted when there are no interactions between mitigation actions and hence it 

is meaningful to assess costs and benefits for each mitigation action. Fig. 13 displays how M-MACBETH DSS can 

be used to assist a decision-maker for selecting the mitigation actions from Table 4 when a budget of 70 (thousand 

€’s) is available, and by using a prioritization approach. While at the left of the screen from Fig. 13 mitigation 

actions are ordered by decreasing ratio of benefit to cost ratio, the graph in the right provides information 

regarding the cumulative cost versus the cumulative benefit by the benefit-to-cost ratio approach. Thus, given a 

budget of 70, risk mitigation actions A, E, B and C should be selected, leading to a total benefit (or action value) 

of 148,34 and using 52 (thousand €’s). 
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Figure 13: Outputs from the MACBETH DSS using the prioritization approach module. 

 

The portfolio of mitigation actions selected by the prioritization approach produces the highest benefit for the 

money spent, but not necessarily delivers the maximum benefit for the money available (Lourenço, Morton et al. 

2012). This is why it is useful to use an optimization approach, in which the portfolio with the highest benefit for 

the budget available would be found by solving a (knapsack) mathematical programming problem that maximizes 

cumulative benefit without exceeding the budget constraint (Lourenço, Morton et al. 2012). That is, for selecting 

mitigation actions out of k mitigation actions and with l  being a dummy decision variable indicating whether a 

mitigation action k should be selected (with a value of 1 if the action is selected and 0 otherwise), the following 

mathematical formulation can be used: 

 

maximize AV k l  (5)

subject	to
c l B,

l ∈ 0,1 , k 1, … ,m
and other linear constraints

 (6)

 

Eq. (5) operationalizes the aim to maximize the sum of benefit (as measured by action value), while eq. system 

(6) defines the constraints for the resource allocation ‘problem’: a maximum budget B to be spent when taking into 

account the cost ck of intervention action k; and other linear constraints to be considered, for example, capturing 
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interdependencies between mitigation actions (for instance, the selection of one mitigation action precludes the 

selection of another mitigation action).   

The M-MACBETH DSS can then assist computing and visualizing the portfolio of actions that delivers the 

maximum benefit for the money available – Fig. 14(a) shows the results for the same problem dealt with the 

prioritization approach, being read that: for a budget of 70 (thousand €’s), now risk mitigation actions A, B, E, F 

and G (in bold) should be selected, corresponding to a spending of 69 and a total value of 165,45. This portfolio 

differs from the one depicted in Fig. 13 with the prioritization approach (risk action C is out and risk actions F and 

G are in the portfolio), ensuring that a higher benefit is obtained (but of course, with an extra cost).  

While the prioritization approach cannot be applied when there are constraints to the selection of options, the 

optimization approach within the M-MACBETH DSS allows for including some types of constraints. Such a case 

is exemplified in Fig. 14(b), with the selection of risk mitigation A demanding for the selection of risk mitigation 

H. Such a constraint implies a change in the best portfolio, with (A,B,C,E,H) replacing (A,B,E,F,G).   

 

 

(a) 

 

(b) 

Figure 14: Outputs from the M-MACBETH DSS using the optimization approach module (selected mitigations 

actions in bold): (a) single constraint related to the budget; (b) two constraints, related to the budget and to the fact 

that selecting risk mitigation A demands for also selecting risk mitigation H.  
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4.	 CONCLUDING	REMARKS	

This article proposes the IRIS approach which illustrates how MCDA methods and techniques can be used to 

improve the use of RMs and assist organizations in risk management within the current RM framework. In 

particular, the methods discussed are built to help assessing risks in a VRM and prioritizing risk reductions and 

answer to the methodological pitfalls detected in RMs. Naturally, further research work needs to, at first, adapt, 

apply and test these and other MCDA methods to real risk management contexts.  

Second, the application of methods should pay attention to the social component of risk management. On the 

one hand, risk management stakeholders have an opportunity to participate in the process of building RMs (Cox 

Jr. 2008). On the other hand, when building a RM it is a challenge to generate a compromise when there are 

disagreements between stakeholders. We believe that complementary facilitation techniques, such as decision 

conferencing (“a socio-technical process composed of a series of ‘decision conferences’ – that is, intensive ‘face-

to-face’ facilitated group-working sessions  intermediate with ‘off-line’ data gathering and processing” (Bana e 

Costa, Corrêa et al. 2002)), can help in dealing with the social component of the development of RMs. This social 

component is an essential step and decision conferencing has been applied in many real world situations – see for 

example (Phillips and Bana e Costa 2007) and (Phillips 1984). The decision conferencing process allows the EG to 

develop a shared understanding of the issues, generate a sense of common purpose, and gain commitment in the 

way forward and confidence in model results (Phillips and Bana e Costa 2007). When used together decision 

conferencing, the MACBETH approach has shown in many applications to be able to promote a compromise 

between stakeholders. As pointed out by Merkhofer: “Inconsistencies, when pointed out to the subject, may be 

turned to advantage by providing the subject with insights and by prompting more careful thinking” (Merkhofer 

1987) p.746. In cases in which the EG is a group, to ease the interactive generation of group compromise 

judgments, it can be adapted the MACBETH version enhanced with a voting procedure, as detailed and applied in 

(Bana e Costa, Lourenço et al. 2013) (Bana e Costa, Angulo-Meza et al. 2013).  

Third, concerning the technical component of VRM, research is needed to develop MCDA methods to account 

for other features relevant when evaluating risks, for instance: 



32 
 

 in cases in which there are dependencies between risks (cases discussed in (Kwan and Leung 2011)); a 

wide range of project risks is summarized in (Murray, Grantham et al. 2011)), and one might explore 

methods to define which risks should be considered as inputs of a RM; cascade effects between sources 

of risk have been addressed by Szwed et al. (Szwed, van Dorp et al. 2006);  

 in cases in which there is no preferential independence between criteria, alternative multicriteria methods 

dealing with (preference) dependencies should be investigated – cf. (Clivillé, Berrah et al. 2007) and 

(Berrah and Clivillé 2007); 

 for some risk evaluation problems it might be worth investigating the appropriateness of non-

compensatory multicriteria models and classification procedures, for instance exploring techniques 

described in (Linkov, Satterstrom et al. 2006); also, for evaluation problems with impact to be measured 

in a single criterion (such as in (Woodruff 2005)), MCDA can assist in building descriptors of 

performance which distinguish between risk causes and consequences and in building value scores for 

each level of the descriptor (see techniques used in (Morton, Airoldi et al. 2009) (Bana e Costa, Carnero 

et al. 2012)); 

 despite in this study it was use the worst plausible and the SQ as reference points, other references of 

intrinsic value could be explored (such as the good and the neutral (Bana e Costa, Corrêa et al. 2002) 

(Bana e Costa and Beinat 2005)). The use of such references would allow for building a ‘worry’ scale in a 

risk ‘problematique’ of assignment to risk categories (Bana e Costa 1996), as impacts of intrinsic value 

could enable the construction of natural categories, for instance categories of manageable, distressing and 

terrifying risk impacts. 

 in cases in which mitigation actions might have an effect on impacts and/or probabilities of several risks, 

one might need to use structuring methods to map those contributions and to calculate individual and 

aggregate impacts from actions. Furthermore, it is relevant to research on whether the same multicriteria 

model should be used to evaluate both risks and mitigation actions, or on whether some phenomena (e.g. 

high or additional synergic effects) justify the use of a different multicriteria structure within the portfolio 

resource allocation model; 

 for the portfolio resource allocation model, alternative objective functions to consider both effects on 

impacts and on probabilities might be analyzed (vide eq. (5));  
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 the evaluation of risks and of mitigation actions needs to take into account several types of uncertainty, 

such as uncertainties regarding the measurement of risk impacts (e.g. imprecise measurement), of 

probabilities, of EG preferences and of the costs of mitigation actions (which might include non-

controllable random components). Thus, questions regarding the modeling of uncertainty sources and the 

robustness in the evaluation should be addressed, with a research agenda aiming at integrating robustness 

analysis within the evaluation process and methods. For instance, the PROBE decision support system 

(Lourenço, Morton et al. 2012) can assist in the choice of mitigation actions when there is uncertainty in 

impact measurement and in valuing related preferences. 

Finally, developing tools to enhance better decision support for risk managers are required, namely, integrating 

the evaluation of risks and mitigation actions. This can depart from improving the link between the M-

MACBETH, PROBE and Excel DSS to build VRMs. Such a framework could be of great assistance to help 

managers to understand the trade-offs involved in adopting different risk strategies and making justified, informed 

decisions in risk management. 

APPENDIX	

The basic MACBETH scale suggested by M-MACBETH for a matrix of judgments (see Fig.s 3, 4 and 6) is 

obtained by linear programming (Bana e Costa, De Corte et al. 2012), as follows. Let: 

 , 0,… ,6, be the seven MACBETH categories of difference in attractiveness (value, importance, 

likelihood): “null”,  “very weak” , “weak” , “moderate” , ‘strong’ , “very strong” 

	and “extreme” ; 

  be a finite set of elements (impact levels, references, swings, risk events); 

  and  be the most and least preferred elements of , respectively; 

  and  be two elements of  such that  is at least as attractive as ; 

 , 	  0,… ,6  be a MACBETH judgment of the difference in attractiveness between  and  

expressed by the single category ; 
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 ,  U…U  , 1, … ,6	with	  be a MACBETH judgment of the difference in attractiveness 

between  and  expressed by a subset of categories from 	to  (in cases of judgmental hesitation or 

disagreement). 

The “basic MACBETH scale” is obtained by solving the following linear program (LP-MACBETH), where 

 is the score assigned to element : 

minimize  

subject to 

(1) 0 

(2)  ,  :	 – 0 

(3)  ,  U…U 	with	 ,  1,2,3,4,5,6  and	  :	 –   

(4)  ,  U…U 	and	 ,  	U…U  

with	 , , ′, ′ 1,2,3,4,5,6 , 		 , ′		s’	and	 ′:	 

– – – ′ 

Conditions (2), (3) and (4) are “conditions of order preservation" (COP) (Bana e Costa, De Corte et al. 2012) 

(p. 366): (2) and (3) ensure the preservation of the order in the EG ranking of the elements and (4) ensures the 

preservation of the order between differences of attractiveness implicit in the qualitative judgments of different 

categories expressed by the EG (note that no condition is imposed for judgments of a same category). 

When linear program LP-MACBETH is infeasible, the set of judgments is inconsistent. When it is feasible, the 

optimal solution may not be unique. If multiple solutions exist, there is more than one possible score for at least 

one element X\ , , in which case their average is taken to ensure the uniqueness of the basic MACBETH 

scale (see details in (Bana e Costa, De Corte et al. 2005)). In the process of choosing the values, the M-

MACBETH software assists in displaying the range within which a selected value can be adjusted, keeping 

unchanged the remaining values, without violating the consistency of the matrix of judgments – the range limits 

are determined by mathematical programming (details available in (Bana e Costa, De Corte et al. 2005)). 
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