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Abstract

Nowadays, computers are exposed to a wide range of attacks. Individuals with high responsibility jobs,
such as government officials and top company executives are high profile targets. Successful attacks
can compromise communications and leak sensitive information. Passwords and cryptographic keys are
essential to the security of communications. The goal of this work was to isolate the user’s computer
from the system responsible for storage and management of keys. This was achieved by introducing
a low cost, secure and portable Hardware Security Module (HSM). This work studied and evaluated
the services of the SmartFusion2 System-on-Chip (SoC), as a HSM. The SmartFusion2 provides a
robust set of security services: symmetric key encryption, a hashing function, authentication, public-
key cryptography primitives, a true random number generator, tamper detection and zeroization. The
performance and limitations of these services were evaluated and modelled. A proof of concept was also
developed on the device, focused on providing authentication and confidentiality to communications. The
device continuously encrypts and authenticates communications as an intermediary between the owner,
and other communicating users. A key management service is also provided, which takes advantage of
the secure storage, given the device limitations, and allowing for regular key updates. The developed
system also provides shared key generation. The board is well-equipped to function as a HSM, but has
some feature, memory and performance limitations herein analysed. This work provides the necessary

groundwork and analysis for future work, using the SmartFusion2 as a HSM.
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Resumo

Hoje em dia, computadores estdo expostos a uma variedade de ataques. Individuos com cargos de
grande responsabilidade, como membros do governo ou executivos de empresas, sao alvos valiosos.
Ataques bem sucedidos podem comprometer a seguranca das comunicagdes e levar a fugas de da-
dos. Chaves criptograficas sao essenciais para a seguranca das comunicagoes, e sao normalmente
guardadas no computador do utilizador. O objetivo deste trabalho é separar o computador do sistema
responsavel pelo armazenamento de chaves. Este objetivo foi alcangado utilizando um médulo de hard-
ware (HSM), seguro, portatil e de baixo custo. Este trabalho estudou e analisou os servigos da placa
SmartFusion2 SoC, como o HSM deste sistema. A placa providencia uma gama robusta de servigos
de seguranca: cifra simétrica, uma fungao de hash, autenticagéao, chaves assimétricas, um gerador de
numeros aleatorios, protegoes fisicas contra ataques e zeroization. A performance e limitagoes destes
servicos foi avaliada e modelada. Além disso, um protétipo foi desenvolvido no dispositivo, que protege
as comunicagoes. O dispositivo cifra e autentica as comunicagdes continuamente, e funciona como um
intermediario entre o dono e outros utilizadores. Um servigo de gestao de chaves também é providenci-
ado, que tira partido da memdria protegida da placa, e permite a atualizagao de chaves regularmente. O
sistema também permite a geracao de chaves partilhadas. A placa esta bem equipada para ser utilizada
como HSM, no entanto foram identificadas algumas limitacdes nos seus servigos, meméria e desem-
penho. Este trabalho fornece a andlise essencial e um sistema base para a utilizagao da SmartFusion2
como HSM.

Palavras Chave

Médulo de Segurancga; Comunicacdes Seguras; SmartFusion2 SoC; Confidencialidade; Autenticacao.
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In the modern world, most people access a computer for their everyday tasks such as, web browsing,
chatting, entertainment, among many others. There is no limit to what you can achieve with the Internet,
using just a computer. For this reason, computers have a wide range of attacks potentially exploitable
by hackers, by taking advantage of software vulnerabilities or user mistakes. Suffering an attack on a
personal computer can be highly damaging, as it can carry severe consequences for companies and
countries. This is of great concern to people with high responsibilities, who may deal with sensitive
information, such as government officials, military or top level company executives. These people have

a higher profile, and are more likely to be targeted by hackers.

1.1 Problem

New attacks targeting computers are discovered daily. They can originate from zero-day vulnerabilities,
phishing scams and many other sources. Attackers have endless opportunities, so it is extremely difficult
to predict and protect against all threats. Communications security depends on the cryptographic keys
and passwords used. These are usually stored, along with other sensitive information, in the user’s
computer. Instead of storing this information in the user’s computer, a more hardened and secure
solution is to separate the computer used by the user for communications, and the device responsible
for managing keys and passwords. This device would bear the burden of securing communications and
storing its sensitive data. The goal is to add another layer of security, to make it difficult to compromise
communications, even if the user's computer is attacked. A secure and independent solution is needed
to establish secure channels of communication, store keys and perform critical operations. A possible
approach is the utilization of a personal and physical device, responsible for the storage of digital keys
and all security critical operations. These devices need to be highly secure, independent and support a

robust set of security services.

1.2 Requirements

In order to address the problem using the discussed approach, the implemented solution has several
requirements to allow secure communications between multiple entities, with a security focused physi-
cal device. The solution developed on the device should perform all critical operations to the security of
communications, as well as store all relevant passwords and keys which safeguard its security. Another
requirement for this system is for it to be easy-to-use for the average user, with no technological exper-
tise. The system must be relatively efficient to allow communications in an acceptable time frame and

also be relatively low cost.



1.3 Document Structure

This document is composed of seven chapters, including the introduction. The second chapter covers
the technical background needed to understand the solution and state of the art. Chapter 3 defines the
existing problem, its devices, the necessary requirements for the solution, and possible use case sce-
narios. Chapter 4 covers the developed solution architecture, including its components, communication
protocol and services. Chapter 5 presents the implementation details more specific to the hardware de-
vice. This includes the tools used, the implemented services, system details and potential feature trade
offs. Chapter 6 evaluates the system’s performance, capabilities and fulfilled requirements. The last

chapter summarizes the developed prototype, its evaluation, and provides guidelines for future work.
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This chapter details the technical concepts required to understand the problem, the proposed solu-
tion and the rationale behind it. It starts by providing an overview of cryptographic services, primitives
and protocols. Then, it presents several general purpose computing systems which offer cryptographic

services, and ends by presenting other relevant components.

2.1 Cryptography and Other Concepts

There are four important cryptographic services relevant for this work. Confidentiality is used to scramble
information and hide the content from unauthorized entities. Integrity protects data from unauthorized
modification. Authentication ascertains the origin of a message. Non-Repudiation prevents an entity
from denying the authorship of a document or message. To guarantee these services, two types of key
infrastructure exist: symmetric and asymmetric. Symmetric keys are shared by two or more communi-
cating parties. The same key is used to encrypt and decrypt data, or for other services. The keys are
generally smaller and the operations faster than with asymmetric keys. Asymmetric keys constitute a
pair for each side, a private and a public key. The private key is personal and should never be shared.
The public key may be shared widely.

There are two types of ciphers: stream and block ciphers. Stream ciphers usually process 1 bit of
data at a time. Stream ciphers are usually faster than block ciphers, have lower memory requirements
and thus are more suitable to embedded devices with limited memory. Block ciphers encrypt fixed-
length groups of bits, called blocks. They have a higher memory usage, in order to keep the blocks in
memory. The processed data needs to be padded to a multiple of the block size. This can introduce
problems if not done correctly. Another caveat of block ciphers is they are more susceptible to noise in
transmissions. If a bit is flipped in a stream cipher, only the corresponding bit is affected, while with a

block cipher, more than 1 bit can be affected.

2.1.1 Hash Functions

A cryptography hash function generates a fixed dimension value (digest) based on input texts, such as
messages or files. Secure hashes provide message integrity by comparing digests, calculated before
and after transmission, to determine if the message was modified. The same message always generates
the same digest. To achieve this, hash functions must have several properties. The same input value
always results in the same hash. Very different outputs must be generated from very similar inputs.
It should be hard to find two messages which generate the same hash and it should be hard to find
an input that produces a given hash. Popular and recommended hash functions include Secure Hash
Algorithms (SHA)-2 and the newer SHA-3 [1]. Both versions have variants. For example, the SHA-256
function produces a 256 bit digest and SHA-512 a 512 bit digest.



2.1.2 Symmetric Encryption

Symmetric ciphers are frequently used to provide authentication and confidentiality, using symmetric
keys. Advanced Encryption Standard (AES) is one of the most popular symmetric-key algorithms. It has
multiple block and stream cipher modes, which offer confidentiality. It uses 128-bit blocks and keys can

have 128, 192 or 256 bits. Some relevant AES encryption modes are presented next.

Electronic Codebook (ECB) is the simplest mode. It is a block cipher and works by encrypting each
block with the symmetric key. If the same key is used for equal plaintext blocks, the result will always be

the same. For this reason, patterns are easily seen and the mode is considered insecure.

Cipher Block Chaining (CBC) is another block cipher mode. It combines the first block of plaintext
and an Initialization Vector (IV) with the XOR operator and encrypts the result. For the subsequent
blocks, the previous ciphertext is used instead of the IV. The message needs to be padded to a multiple
of the block size. If done incorrectly, the mode is vulnerable to padding oracle attacks [2]. Implementing

ciphertext stealing, which avoids padding, is recommended for the security of CBC [3].

Output Feedback (OFB) mode repeatedly encrypts the IV for each block, xoring the result with the
plaintext block. The encryption and decryption processes are exactly the same. The block cipher is only
used in the encryption direction, which means the message does not need to be padded. Therefore, it

is a stream cipher.

Counter (CTR) mode concatenates an IV with a counter beginning at 0. This sequence is encrypted
and applied to the xor operation with the plaintext block. For each block the sequence is incremented by
1. This mode is comparable to OFB, as it is also a stream cipher and the encryption operation is exactly

the same as the decryption.

The |V needs to be sent along with the ciphertext to the receiver, or the receiver will not be able to
retrieve the entire message. There is no need for the IV to be kept secret. CBC, OFB and CTR modes
are proved secure, assuming the IV is random and unique, meaning it is only used once for each key
and message. Regarding performance, [4] states CBC is slower than CTR mode, and OFB is even
slower. When efficiency characteristics matter, nothing comes close to CTR: it has better performance

characteristics, compared to CBC and OFB.

All these cipher modes are malleable, meaning an attacker can modify a ciphertext C, to create
ciphertext C’ which will decrypt to plaintext P’ that is similar to the original plaintext. Malleability is
connected to message integrity. This is not considered a relevant weakness since these modes are
only designed to offer confidentiality. If integrity is needed, one of these modes should be paired with
a Message Authentication Code (MAC), or instead use a dedicated authenticated-encryption mode like
Counter with CBC-MAC Mode (CCM) or Galois/Counter Mode (GCM) (discussed in Section 2.1.4),

which guarantee both confidentiality and integrity.



2.1.3 Message Authentication Code

MAC is a value, also called tag, used for authenticating a message. A MAC algorithm generates a
tag from a message and symmetric key. Unlike digital signatures, MAC does not offer non-repudiation
since it uses a symmetric key, which is shared among all users. Anyone in possession of the key can
generate a MAC for a message, as well as, verify a MAC generated with the same key. On the contrary,
digital signatures utilize the private key of an asymmetric pair to generate, and public key to verify.
Several techniques exist to construct a MAC. One is Cipher Block Chaining Message Authentication
Code (CBC-MAC), which utilizes the CBC block cipher to encrypt data. A chain of blocks is generated,
and the last block is the tag. CBC-MAC also has similar caveats to CBC, it is only secure for fixed-length
messages [4] and different keys have to be used for CBC encryption and tag generation.

Hash-based Message Authentication Code (HMAC) is different, it uses a cryptographic hash func-
tion, such as SHA-2, and a symmetric secret key to construct a tag. HMAC is secure, as long as the
underlying hash function used is secure. Therefore SHA-2 is a good option. HMAC does not have the
security problems of CBC-MAC. It is a popular and well-designed construction, but it is not the most

efficient approach [4].

2.1.4 Authenticated Encryption

Authenticated Encryption with Associated Data (AEAD) schemes assure confidentiality and authenticity
using symmetric keys. They may be more efficient than combining separate encryption and authentica-
tion techniques, such as the ones discussed in earlier sections, and are less likely to be used incorrecitly.
AEAD schemes also allow associated data to be included in the message, which is authenticated but
not encrypted. This feature is useful for network packets. The header is visible but is authenticated,
while the payload is encrypted and authenticated. AES has several of these schemes.

CCM is an AEAD mode that combines CBC-MAC for authentication with CTR for confidentiality. CCM
uses a MAC-then-Encrypt approach. First, the MAC is computed from the message. Then the message
and the tag are encrypted with CTR mode. Due to performing two encryption operations, CBC-MAC
and then CTR, the mode is not as efficient compared to others such as GCM, which only performs one
encryption operation. It is not an online mode, meaning it needs to know the message and Associated
Data (AD) length beforehand. Therefore, AD cannot be preprocessed. Despite being a slower mode,
it is secure and widely supported. It is included in Internet Protocol Security (IPsec), Transport Layer
Security (TLS) and Bluetooth low energy.

GCM utilizes an encrypt-then-MAC approach. It first encrypts with CTR mode, then uses Galois
mode of authentication to generate the tag. The Galois field multiplication supports parallel computa-

tion, making this mode faster than CCM. Beyond being parallelizable, it is online and the AD can be



preprocessed. For security reasons, authentication tags should be at least 96 bits, even though the
mode allows smaller tags. One limitation of GCM is, it can encrypt a maximum of 64 gigabytes of plain-
text. Security analysis of several modes decisively states that GCM in hardware is unsurpassed by any

authenticated-encryption scheme [4].

2.1.5 Asymmetric Encryption

Asymmetric cryptography uses public and private keys. It is commonly used to provide confidentiality,
data integrity, authentication and non-repudiation. The private key must always remain secure with the
owner. Public keys may be distributed. Encrypting a message with the public key provides confidentiality,
since only the owner who possesses the private key can decipher the message. On the other hand,
private key encryption provides authentication, since only the owner is in possession of the private
key. These two different concepts can be combined to provide confidentiality, authentication and non-
repudiation to a message, through digital signatures.

Compared to symmetric keys, asymmetric keys are less risky to distribute, as the public key can be
viewed by anyone. However, there is the problem of validating public keys, which consists of guarantee-
ing a public key is owned by the correct identity. Once two parties have traded public keys, asymmetric
and symmetric keys can be combined in a hybrid encryption scheme. It takes advantage of the faster
symmetric encryption to cipher the data, and the asymmetric encryption to encrypt the symmetric key,
and provide authentication. Alternatively, it can be used to share symmetric keys for usage with an
authenticated-encryption scheme.

There are two popular algorithms for public-key encryption, Rivest-Shamir-Adleman (RSA) and Elliptic-
Curve Cryptography (ECC) [5]. RSA has been used for decades, is well established and widely used.
It is based on the difficulty of factoring the product of two large prime numbers. ECC is a more recent
algorithm, based on the Elliptic Curve Discrete Logarithm Problem. The main advantage of ECC is it
offers the same level of security, with a smaller key size. According to Gupta & Silakari, 2011 [6], a
160-bit ECC private key has similar security to a 1024-bit RSA key. ECC operations are potentially
faster with smaller key sizes, so this makes elliptic curve based schemes more suited for less powerful
and memory constrained devices [7]. With the threat of quantum computers, both ECC and RSA could

become obsolete in the future, as they are vulnerable to brute force attacks from such devices.

2.1.6 Diffie-Hellman

The Diffie-Hellman (DH) key exchange algorithm allows two parties to agree on a shared secret, which
can be used to derive a symmetric key. Both parties compute the secret from publicly exchanged

integers, and private integers. Attackers listening on the exchanged public integers cannot compute the
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same secret, since both sides’ private integers are never shared.
Elliptic-Curve Diffie-Hellman (ECDH) key exchange is similar, it computes the shared secret from
ECC private and public keys, instead of integers. Incorporating ECC keys provides the same level of

security compared with integers, but with a smaller bit size [8].

2.1.7 Digital Signatures

Signatures are a standard scheme for authenticating digital messages and ensuring the signer cannot
repudiate the signature. A digital signature is generated by combining asymmetric cryptography and a
hash function. A digital signature is generated by first computing a hash of the message, then signing
the hash with the author’s private key. The message is not directly signed, since public-key encryption
is slow and messages are most likely bigger than the hash of a message, which has a fixed size. Third
parties can validate the signature using the author’s public key. Only the author, in possession of their
private key, could have generated the signature. Digital signatures are a digital version of handwritten
signatures [9], commonly used anywhere forgery detection is essential, for instance in financial trans-
actions or software distribution. A popular digital signatures algorithm with ECC keys is Elliptic Curve
Digital Signature Algorithm (ECDSA).

Qualified signatures are a special type of signatures where the private keys are generated and stored
inside a device, such as a Smart Card, and are never exposed to the outside. For the owner to sign
a document, the Smart Card is needed (something owned) and a Personal Identification Number (PIN)
(something known). This strong signature legally represents a person or a group. This type of signatures

are used in the Portuguese Citizen Card.

2.1.8 Transport Layer Security

TLS is a cryptographic protocol that aims to provide confidentiality and data integrity, during transmis-
sion, over the Transmission Control Protocol (TCP). It uses symmetric cryptography to encrypt data. A
new set of symmetric keys is generated for each connection. TLS supports asymmetric cryptography
which authenticates the identity of the communicating parties. TLS is widely used in web browsing,
e-mail and instant messaging. The protocol can provide perfect forward secrecy, assuring any past

connections are secure, if in the future encryption keys are compromised.

2.1.9 Public Key Infrastructure

Asymmetric cryptography needs a secure mechanism to validate public keys, achieved by guaranteeing

a public key is owned by a certain identity. A Public-Key Infrastructure (PKI) is a central database of

11



public-key certificates. It is responsible for managing, distributing, storing and revoking digital certifi-
cates. Digital certificates map public keys to identities, and are used to verify that a specific public key
belongs to a given identity. A PKI has several components, e.g., a registration authority, a certification
authority and a central database of stored keys. A user can submit other entities’ public keys. Entities
that trust the user responsible for the submission can use the public keys. There are alternative ap-
proaches to PKI, such as a web of trust. This mechanism uses self-signed certificates and third parties

attest these certificates. This approach is implemented in Pretty Good Privacy (PGP) [10].

2.1.10 Random Number Generators

A True Random Number Generator (TRNG) can generate a sequence of numbers that cannot be pre-
dicted. Generating random numbers is a common and critical requirement for most cryptographic al-
gorithms. Pseudo-random number generators are frequent in software approaches and are not truly
random. They depend on an algorithm and initial conditions (seed) to generate random numbers. If
the seed is known, the numbers are predictable. TRNG are hardware devices that generate numbers
from unpredictable physical conditions. For this reason, TRNGs are perfect for use in cryptography and

secure cryptoprocessors.

2.1.11 Public-Key Cryptography Standards #11

Public-Key Cryptography Standards (PKCS) #11 are a group of cryptographic standards, published
by RSA Laboratories, which describe guidelines to manipulate common cryptographic objects. The
standards define an Application Programming Interface (AP1) designed to interface between applications
and cryptographic devices, such as smart cards or Hardware Security Module (HSM) [11]. Applications
can use, create and modify objects, without exposing them to the application’s memory. The standard
has been widely used, promoting interoperability between devices. By using the same standard, devices
can take advantage of another’s API. Applications can access cryptographic devices through slots. The
slots represent a socket or device reader. A session can be established through a slot, which represents
a socket or device reader. The application can authenticate itself to a token with a default PIN. The
token holds private and public objects, which can be keys or certificates, among other objects, and can

be accessed by the application.

2.2 Secure Cryptoprocessors

In this section we discuss some computing systems that are relevant to this work. Secure cryptopro-

cessors are dedicated physical computational devices for performing operations, such as cryptography.
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Among them, Smart Cards and HSM, which are frequently used to offer cryptography services, will be

discussed next. Then, the SmartFusion2 System-on-Chip (SoC) board is presented.

2.2.1 Hardware Security Modules

A HSM is a high grade computational device, responsible for storage, management, generation of cryp-
tographic keys, and cryptographic operations. Keys never leave the device and all operations are
performed inside the HSM. These devices have physical security mechanisms to achieve tamper-
resistance, random number generators, support several cryptographic algorithms and have fail-safe
mechanisms in place, in case of an attack, e.g., deletion of keys. Some devices have Central Processing
Unit (CPU) optimizations to improve the performance of operations. These modules are much costlier

than other computational systems but are more powerful in processing power and available services.

2.2.2 Smart Cards

Smart Cards are a type of HSM, credit card-sized with an embedded microchip and provide secure,
tamper-resistant storage. These devices have a low price for manufacturing, which allows for bulk pro-
duction and easy replacement if needed. They have a low computing power, and small memory which
allows storage of a small amount of data. To be used, the cards need either contact or contactless
readers. These characteristics make them extremely popular, used in many industries, such as retail,

healthcare, communication and government.

2.2.3 Field-Programmable Gate Array System-on-Chip

A Field-Programmable Gate Array (FPGA) is an integrated circuit designed to be programmed and
configured after manufacturing. FPGAs are often used to prototype and for highly specialized systems
produced at low scale. One of the major advantages is their agility and flexibility to be customized for
special use cases [12]. However, the reconfigurability may introduce certain weaknesses to the system.
Its bitstream is vulnerable to cloning, if no additional protection is applied. The configuration data of these
devices is stored in non-volatile memory and may be directly copied if no authentication mechanism is
implemented [13].

FPGA is composed of an array of electrically programmable logic blocks. FPGAs can provide a
cheaper and faster solution compared to other circuits [14]. These devices can be partially reconfigured
while the rest is still running, which is great for production systems. FPGAs are a good option due to
less time-to-market and lower cost. They have been used in systems targeting different areas: mul-
timedia, networking, control and bioinformatics [15]. These types of devices have also been used for
implementing cryptographic algorithms, e.g., AES and ECC [16].
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Smartfusion2 SoC

The SmartFusion2 SoC, illustrated in Figure 2.1, integrates a non-volatile FPGA with a SoC and an
internal Non-Volatile Memory (NVM) of 512 KB, for storing boot code. It has a Static Random-Access
Memory (SRAM) with 64 KB protected against Single-Event Upset (SEU) or 80 KB unprotected. The
board has an embedded ARM Cortex-M3 processor and a TRNG, which provides a quality source of

entropy, a critical part of most cryptographic algorithms. It supports multiple cryptographic functions:
AES, SHA-256, HMAC and ECC, among others.
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Figure 2.1: SmartFusion2 SoC FPGA Components

The AES system service supports encryption with 128 bit and 256 bit keys, with the following modes:
ECB, CBC, OFB and CTR. It provides a SHA-256 hashing service, and a HMAC service using the same
hashing function. The KeyTree service provides access to a SHA-256 based key-tree cryptography
algorithm. Notably, it can be used to generate a message authentication code from a hash input and
key, as a key derivation function with a key and salt as input or in challenge-response protocols. The
TRNG service provides a raw entropy source based upon a noisy ring oscillator, measured against a
system clock.

The device includes several relevant ECC accelerators, with the National Institute of Standards and
Technology (NIST) defined P-384 elliptic curve. It can generate public keys from the corresponding
private key, using its scalar point multiplication service, by multiplying the scalar (private key) with the
curve’s base point. This service also allows the generation of a shared secret with ECDH, by multiplying

the device’s private key with another user’s public key. The device also includes a point addition service,
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which allows the implementation of the ECDSA algorithm for generating digital signatures.

The board provides a SRAM-PUF service to store user supplied or randomly generated keys. It
holds up to 56 key slots with a maximum of 4096 bits each. It uses the random start-up behaviour of
a 2KB SRAM block to determine a static secret, unique to each device. There is enough repeatability
in the SRAM turn-on behaviour to reconstruct the same secret each time. This secret is used to derive
cryptographic keys with 256 bit security strength. When power is removed, the secret disappears. At
present, there is no technology able to detect the start-up behaviour of an SRAM [17]. It is determined
by atomic-scale manufacturing differences in SRAM transistors. Each enrolled key generates a key
code, required along with the secret to generate the specific key. The key codes are protected by AES
encryption and stored in a private section of the eNVM.

The eNVM is a tamper-resistant nonvolatile memory. It has a size of 512KB, with the top 64 pages
reserved for keys and passcodes, inaccessible by the user. It has a limited number of write cycles. For
a predicted life span of 20 years, there is a limit of 1000 writes per page of 128 bytes [18]. For a smaller
life span of 10 years, it has a limit of 10000 cycles per page.

The side-channel Differential Power Analysis (DPA) is an advanced power analysis technique, to
compute values from statistical analysis of multiple cryptographic operations [19]. Not all services in
the SmartFusion2 board are DPA-resistant. ECC point multiplication, Non-Deterministic Random Bit
Generator (NRBG), SRAM-PUF and KeyTree have strong resistance measures. On the other hand,
AES, SHA-256 and HMAC accelerators have very light countermeasures, and are not considered safe
to use repeatedly with the same keys, or in situations where the adversary may be able to choose the
ciphertext. For the non DPA-resistant services, there is a danger of key extraction if the same key is
used repeatedly. To extract information with this type of attack, physical access to the device is needed.
In this case, the device has tamper detection mechanisms, so its services can be blocked, or the device
is completely reset and all sensitive information is deleted. This feature is called zeroization, and can be
run when a tamper attempt is detected or manually by the user.

Secure boot

Boot code should be validated before its execution leads to potentially executing untrusted code. This
can cause problems such as malware insertion, download of intellectual property or user spying. Most
embedded processors do not validate code before it is executed. The SmartFusion2 SoC solves this
problem by using a non-volatile memory (eNVM) to store boot code, which is write protected. It authenti-
cates each stage of the boot process, to create a chain-of-trust. Other systems also implement solutions
to secure boot code. Infineon secures the boot process for ARM platforms by incorporating a Trusted
Platform Module (TPM) into the platform. The TPM operates as a root of trust, to certify the platform’s

integrity and correct system state. This prevents tampered kernels and fault attacks. Texas Instruments
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Sitara processors allow the customer to specify a public key as a root of trust, into the device. This key

is used to authenticate other keys, used to authenticate software components.

2.3 State of the Art

In general, HSM have been applied in several contexts, to exploit their cryptographic services, secure
storage and physical tamper protections.

Lesjak et al. [20] developed a system to secure remote snapshot acquisition, between the vendor
and customers, by attaching a HSM to the products distributed among customers. The messages are
protected with the authenticated-encryption scheme AES-GCM and a TLS connection. The Infineon
security controller stores the TLS keys, and protects the data with the authenticated-encryption scheme,
using its TRNG and a DH based algorithm for key establishment with ECC keys. The controller has
protections against side-channel attacks such as DPA and physical manipulation.

Seol et al. [21] proposed a system to isolate critical operations and sensitive data from cloud admin-
istrators, by implementing a HSM next to a virtual machine.

Wolf et al. [16] implemented a HSM on a 663€ Xilinx Virtex-5 FPGA to secure network commu-
nications in vehicles. The authors implemented several cryptographic algorithms on the FPGA, e.g.,
AES-128 bit and ECC point-multiplication with a 256 bit curve. The board was connected to a microcon-
troller running linux, with additional algorithms available from a cryptographic library.

An IBM 4764 PCI-X cryptographic coprocessor has been used to store and manage symmetric keys,
which encrypt biomedical data [22]. The symmetric keys, which encrypt the database, are transferred to
the device using public-key cryptography. All database queries are performed by the coprocessor, since
only it has the keys. The system uses AES with 128 bit encryption. Notably, the device has physical
measures which ensure the keys are not leaked and the data is erased upon any attack.

Wherry [23] recognizes the need for a HSM PKis to protect the cryptographic keys. Lorch et al. [24]
uses an IBM 4758 cryptographic coprocessor to protect keys in a secure online repository for PKls. The
authors were able to store more than 800 2048-bit RSA key pairs on the device’s secure storage. The
PKI system interfaces with the HSM using a PKCS#11 interface. Keys are generated in the coprocessor
and the private key is never extracted. The RSA implementation is used to sign certificates, while the
public key can be extracted to the application. A PIN is necessary to access the coprocessor.

Several protocols and HSM applications have also been proposed. Rdssler et al. [25] applied a HSM
to an e-voting electronic ballot box. The HSM is used for decrypting and verifying the signature of cast
votes. The votes decryption is done solely inside the electronic ballot box during the counting process.
Voters sign their ballot using a smart card, e.g., their citizen card. Only the HSM is capable of counting

votes, using its private key. The author recommends 1024 bit RSA or 160 bit ECC keys for an actual
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implementation.

Additionally, authors have proposed using a HSM to secure web services by providing secure storage
for keys and cryptography algorithms in the TLS protocol, but also for providing a complete security

service, not just an algorithm implementation [26], [27].

Martina et al. [28] presents OpenHSM, an open cryptographic protocol to manage private keys in an
application embedded in a HSM. The protocol was implemented with a customized FreeBSD system.
The authors introduced administrator and operator groups to manage private keys inside the HSM. The
hardware was projected to be tamper proof using a Security Unit to manage all sensors and protection
mechanisms. The OpenSSL library and SQLite database were used to provide smart card support, data

storage, secret sharing and X509v3 certificates.

Several HSMs on the market have been studied. Kehret et al. [29] studied two devices. VaultlC460, a
secure microcontroller manufactured by Inside Secure with a RISC CPU. It includes a varied offering of
cryptographic algorithms, such as, AES encryption, public-key cryptography with RSA and ECC, MAC,
SHA, SSL support, as well as a random number generator. Additionally it includes several authentication
mechanisms for users, to secure the connection between the application and device. It includes 112 KB
of tamper resistant memory for key storage. ATECC508A from Microsemi is a small security controller
with the asymmetric key algorithms: ECDSA and ECDH, along with SHA, a TRNG and storage of up to
sixteen 256 bit keys. This type of controllers, in general, are not suitable for this work. They are very
limited, with no symmetric key algorithms, preventing encryption of large amounts of data. They are

designed to be added to Internet of Things devices.

The survey [30] studies the features of four HSM on the market, Keyper v2 by AEP, nShield Connect
6000 by Thales, Safenet Luna and Utimaco CryptoServer. All devices support authentication using
smartcards, password or a PIN. The AEP and Utimaco also have additional smartcard integration, for
backing up the device’s internal keys. All devices have tamper resistant storage, a TRNG, as well as
a varied range of supported cryptographic services. Several AES encryption modes for both 128 and
256 bit keys, SHA, HMAC and public-key cryptography with RSA. ECDSA and ECDH are supported by
the devices from Safenet and Utimaco. All devices provide a PKCS#11 interface implementation for all
cryptography services. The provided API can be used to build an application adapted to each user’s
requirements. The PKCS#11 implementation does not output any unencrypted sensitive information,

such as keys.

HSMs on the market go from 650€ up to $39,000 [31], [32]. One of the smallest and cheapest de-
vices, the YubiHSM 2 by Yubico [33], is a Universal Serial Bus (USB) sized device for 650€. It supports
several SHA algorithms, RSA, the asymmetric key ECC algorithms: ECDSA and ECDH, with multiple
curves, a TRNG and the AES-CCM authenticated encryption algorithm. It provides a PKCS#11 imple-

mentation, 128KB of tamper resistant storage for keys, and an authenticated and encrypted connection,
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between the PKCS#11 API calls and the device. For comparison, a M2S090TS SmartFusion2 evalua-
tion kit is priced at 384 € [34].

Overall, the studied systems and devices are not suited for this work for one or more reasons. All
of the systems focus on a very specific context other than secure communications between entities.
The HSMs used in these systems have a high cost and are not very flexible, which prevents its use
for a low cost and portable secure communications device. Lastly, other systems use FPGAs which
are not security focused and are vulnerable to tampering. Therefore, the proposed solution intends to
use a lower cost and flexible system, such as the SmartFusion2 SoC with an integrated and secured
FPGA. All the discussed systems could potentially be implemented in such a device. For this reason, it
is important to assess the suitableness of this type of device as a HSM for this solution and potentially
others. Thus, this work will also have the objective of analysing and evaluating the chosen device

regarding its services, functionalities and performance as a suitable HSM alternative.
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This chapter defines the problem, the requirements and lists the necessary services of a potential
solution, which successfully addresses the problem. First, some context surrounding the problem is
given. Next, the profile of the target users is described and the requirements the solution must provide.

Lastly, it details some possible use case scenarios.

3.1 Context

As discussed before, the same computers commonly used for communications and information storage
are exploitable by attackers, and can cause minor inconveniences to severe repercussions, such as
losing confidential data to malicious parties. This work focuses on securing communications between
entities by using a physical device, independent of the user's computer, which is responsible for the

security of communications.

3.1.1 Entities

These security focused physical devices are designed to be used by entities, such as, government
officials, company executives and military officers. Not just individuals can have an interest in these
systems. A device can be assigned to a group of people representing an entity. For example, in the
military, a device can be assigned to the navy, one to the infantry and so on. Any ranked officer, or
person with a certain level of authority, could use the navy’s device, to communicate with other entities,

on behalf of the navy.

3.2 Requirements

To effectively address the problem, there are several high-level requirements the solution must fulfill:
+ Devices should be distributable to individuals or entities to be used by more than one person;

» The system must allow secure communications between individuals, representing themselves or

an entity;
» The device should be independent from the user’s personal computer;
 Users should be able to establish secure communications with new and existing entities;
« It should provide an easy-to-use interface for non-technical people;
+ It should have a relatively low cost, to allow distribution of several devices among multiple people;

* Only authorized individuals should be able to use the device.
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These requirements need to be translated into slightly more technical and tangible requirements.
In order to secure communications, the solution should guarantee confidentiality, integrity and authen-
tication. Additionally with asymmetric keys, the system can provide non-repudiation to documents or
files, by means of qualified digital signatures. The device must securely store all keys, and perform all
cryptographic operations pertaining to the security of communications. Keys must never be exposed

unencrypted to the outside.

Additionally, the device should have physical tamper-resistant measures and mechanisms in place,
in case of an intrusion, such as, permanent erasure of all sensitive data. This means that even if an
attacker is in possession of the physical device, it should be impossible to extract any information from
it. The solution should work with a plethora of devices, in order to increase the adoptability of the
solution among clients, or to be easily adapted in other projects. Thus, the system should be accessible
through a common interface, so it can be used by developers in their own system. The system should
provide an application on the user’s computer, which communicates with the physical device, and offers
a simple interface to its services, for the average non-technical user. The system should use a common
connection solution, e.g. USB cable, between the computer and device, to further increase adoptability.
In addition, the system should perform the services in a reasonable time, so as to enable efficient text

communications, e.g., a chat.

3.3 Use Case Scenarios

This section details use case examples the solution must cater to. Figure 3.1 will be used as an example

and illustration for the scenarios.

3.3.1 User Authentication

Every user must authenticate himself before using the device. This can be done by providing a PIN,
which the device will verify by comparing it with the one stored in its storage, before unlocking its ser-
vices. The system will be configured with a default PIN, before it is delivered to entities. The users

should be allowed to change this number.

For personal devices there is only one user, the owner, as illustrated by Bob in Figure 3.1. For
groups and entities there can be multiple users, illustrated by Alice. In this case, there is only a single
authentication PIN for the entity. All the user’s with permission to communicate on behalf of the entity,

must know the PIN. Only the entity is authenticated, the device does not authenticate itself to the user.
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3.3.2 Secure Communications

The main goal of the system is to enable secure communications. Communications can be set up
between two or more entities. For each configured communication, the same symmetric key is securely
stored in each device. One key per communication. For a user to send secure data, first he authenticates
himself to the device, then sends the data to it. The device will return it secured. The user can then send
it through a convenient offline service such as email, or an online chat service. Only a recipient with a
similar device and the same key can read the original contents.

A possible usage example of secure data exchange between two users, Alice and Bob, is depicted
in Figure 3.1. Firstly, Alice forwards the data, to be sent securely to Bob, to the device and the device
returns the data secured with an internal key. Then, Alice can forward the result to any entity with the
same internal key in their device, through a chat application, e-mail or other convenient service. Upon
receiving the secure message from Alice, Bob sends it to the device, and receives the original message
back. This service must prevent any third party from gaining access to the data, or altering the message.

The receiver can be confident of the data’s origin. It could not have been sent by any malicious entity.

Data
™M L]
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Alice's HSM @

Alice Entity

t4

. G4 y
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Bob's HSM

Secure Data

Original Data Bob

Figure 3.1: Secure data exchange service example using internal keys

Each entity, upon ordering the device, should be able to specify which entities it wants to communi-
cate with. For example, Alice can request a device which enables two separate communication channels
with Bob and Charlie, separately. Alice can also request a single channel with all three entities. In this
case, only one shared key is required for all. Before devices are delivered, the keys will be generated and

stored in the necessary device. When all involved entities receive their device, they can begin secure
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communications immediately.

The device should have a reasonable amount of key storage space, for communications with enough
different entities. If the device’s secure storage is limited, then a solution using a higher capacity non-
volatile memory must be implemented. This gives entities the flexibility needed to communicate with the
number of entities they choose.

Another possible use case scenario is the inclusion of a pair of asymmetric keys, generated inside
each device, and never exposed to the outside. This allows the generation of qualified digital signatures,
which can legally represent the entity. Then, when a user wishes to generate a signature for a piece of

data, he must send the data to the device, which computes and returns the qualified signature.

3.3.3 New Communications

The operations described so far provide a usable and functional system to organizations and users,
but it is not very flexible. It does not allow users to communicate with new entities, without returning
the device to manufacturing, to be equipped with the necessary information. To avoid this, a service
should be available to users with these systems in their possession, to securely trade data with another
entity with an identical device, which the device previously could not. It should be easy to provide the
functionality without burdening the user with additional responsibility.

A possible solution is the inclusion of a trusted entity, called a control station, where entities originally
collect their devices. Each device is delivered with its own communication channel with the control
station. This station is effectively treated as a special entity. Whenever users wish to communicate with
another user, they can send a list of entities they intend to communicate with to the station, secured
with the data exchange service. The control station subsequently supplies the user with the necessary
information, to be imported in their device.

A use case scenario of this service is depicted in Figure 3.2. Alice forwards the list with the names of
entities to the control station, which returns the key list to Alice. The list can be forwarded to the device,
where the new keys are stored. Alice can then start communications with Bob and Charlie, using the
secure data exchange service, as soon as everyone imports the list into their respective devices.

The service offers the possibility of setting up a regular communication update schedule. It grants
the flexibility of key revocation when needed, data exchange with new entities, as well as updating
communication keys, which have reached their expiration date, with no additional complexity to the user.
A regular update schedule adds longevity to the system. It avoids overuse, and reduces the possibility
of compromised connections. When keys reach the expiration date, new ones can be distributed. A less
cumbersome possibility for the user is, whenever an entity is added to the system and receives their
device, the station delivers a message to each entity, with the updated key list. The list can be imported

by each user if needed.
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Figure 3.2: Import key list to device usage example

Summary

This chapter defines the context for the addition of a device, independent of a personal computer, which
secures communications between entities, such as the military or government. The fundamental and
non-technical requirements for an adequate solution were presented, such as, its characteristics, capa-
bilities and usability. In short, the system should be composed of a user-friendly and low cost device,
easily distributed among individuals or groups, and provide secure communications between them. Pos-
sible use case scenarios for the system were identified. The system could be used to authenticate a
user to the device, to allow access to its secure communication capabilities. The system must allow
communications between entities with identical devices, by the means of a computer connected to the
device, which secures messages before transmission. The system could also allow the establishment
of communications with new entities, by employing a control station which, when necessary, distributes

the essential information among all entities, to allow new secure communication channels.
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The fundamental objective of this work is to develop a portable device, which enables entities to es-
tablish secure channels of communication. A solution was developed on a portable HSM, which secures
communications between users, stores the owner’s sensitive data, such as keys, and performs all ser-
vices critical to its security. This is an easy process for the owner, who does not need to concern himself
with any setup or management, the system is accessible and ready to use when received. This chapter
presents an overview of the developed system, its services, the protocol used for communications and

use cases, unconstrained by a specific physical device.

4.1 Overview

The system, pictured in Figure 4.1, is composed of two main components: the physical device, respon-
sible for all operations, and the application on the user’s computer, which provides a straightforward

interface to users.
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Figure 4.1: System Overview

The user's computer running the software is connected to the device, through a physical connection,
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used to send and receive data and commands. Using these tools, the user can request the device
to perform the desired services. These services are implemented inside the device, which stores and
manages keys, as well as other data. If the device is misplaced or stolen, the stored keys and documents
are not at risk of being extracted. The developed software and physical tamper measures ensure it. Upon
receiving their device, each user is only required to connect it to their computer using the appropriate
cable. The system is ready to use, through the provided interface software, which should be used in the

user’s personal computer.

4.2 Services

This section describes each system service and all its relevant information. Firstly, it presents the au-
thentication, then the secure data exchange service, qualified digital signatures and services to establish

new communication endpoints.

4.2.1 Authentication

Each entity will have its own device, which can be connected to a computer. To access the device’s
services, all users need to be authenticated to the device, through a PIN, which is securely stored inside
the device. There is only a single PIN, used to authenticate the entity to their device. Each entity can
supply this PIN to users, which will use the device on behalf of the entity. After the user sends the correct

PIN and is authenticated, the PIN can be changed.

4.2.2 Secure Data Exchange

As previously introduced, the main goal of this solution is to secure communications between multiple
entities, with identical devices. Herein defined is the secure data exchange service, responsible for
securing communications between entities. Communications are secured by providing three services:
confidentiality, integrity and authentication. This allows communicating entities to ascertain the origin of
messages and prevent unauthorized entities from reading and modifying them. To grant these services,
communicating entities must agree on a symmetric key. This key will be stored in the devices of both
entities, and is never exposed outside the device. In order for entities to agree on a key, the system
provides services which will be discussed further ahead. In order to describe the secure data exchange
service, we will assume a symmetric key has already been agreed between both entities.

As discussed in the previous chapter, and depicted in Figure 4.1, Alice’s computer will communicate
with her HSM, in order to secure data, to be sent to Bob. For this, there needs to be a communications

protocol between the computer and HSM, to define what data is sent, in what order and by who. To
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secure a piece of data sent by Alice, the device needs to receive the data, and return the data encrypted
and authenticated with an internal key, previously agreed by Bob and Alice. Thus, the communication

protocol, between the device and computer application, is illustrated in Figure 4.2.

1 Op. Code + Key ID

Y

Ok / Error
Encrypt and
2 Data Length + Data authenticate
» -
Or

Authenticate and
Decrypt

Result Length + Result

A

Figure 4.2: Communication protocol for data ciphering and authentication in the HSM with internal keys

Since the system is designed to have multiple services, and be able to store multiple keys, there
needs to be a mechanism to identify the different services and keys. Services will be identified through
an operation code, with an unique value for each service. Similarly, keys will be identified through an ID
with an unique value for each key. Alice must know the ID for every key and to what entity it was agreed
with. The ID is stored in the device along with the corresponding key.

Thus, if Alice wants to secure data, the computer must first send a message composed of a code,
identifying the secure data exchange service, and the key ID, to identify the symmetric key which will
be used to secure data. Upon receiving the message, the device will check internally if the user is
authenticated and if both the operation code corresponds with an existing service and if the key with the
corresponding ID exists. Subsequently, the corresponding success or failure status is returned by the
device.

After a successful exchange, the data can be sent to the device. Before the data is received, the
device must know the size of the data which it will receive from the computer. After the data is processed
in the device, its output is sent back to Alice, which can be securely sent to another entity, with the same
symmetric key in their device. If Bob wants to obtain the plaintext of the data sent by Alice, the same
communication process is used. Bob sends the correct operation code and key ID, receives a success
status response, then sends the secured data from Alice, and waits for the plaintext response from the

device.
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To produce the secure data, the plaintext must be encrypted and authenticated to provide the three
necessary cryptography services: confidentiality, authentication and integrity. On the other hand, there
must also be a process to authenticate and decrypt the data, in order to retrieve the plaintext. Therefore,
a protocol for encryption and encryption with authentication is needed.

As presented in Section 2.1, symmetric encryption schemes provide confidentiality to data, while
MAC algorithms provide authentication. AEAD schemes, which authenticate and encrypt messages,
such as AES-GCM, may be more efficient and are less likely to be misused, compared to combining
separate encryption and authentication schemes. Unfortunately, devices such as the SmartFusion2
SoC, do not provide AEAD schemes. These boards usually provide separate encryption and authen-
tication algorithms. Thus, to mitigate this problem, the proposed solution combines an encryption and
authentication scheme, in order to provide the necessary cryptography services. Both algorithms can be
combined in different orders. Studies recommend combining a secure encryption and secure MAC, with
the encrypt-then-MAC method [35]. This method encrypts the plaintext first, then generates the MAC
from the generated ciphertext.

From this information, the proposed encryption protocol is pictured in Equation 4.1. First, the plain-
text data is encrypted with an internal symmetric key and a randomly generated IV. Next, a MAC is
generated from the concatenated IV and ciphertext. If the IV can be modified by an attacker, the original
plaintext cannot be fully recoverable. Therefore, it is important that the MAC is generated from both the
ciphertext and IV, this way the receiver can detect if either information was altered. The output data is

the concatenation of the IV, ciphertext and MAC.
Eyey{Data, IV}, MACyey{IV + Ejey{Data,IV}} (4.1)

The decryption protocol is pictured in Equation 4.2. The protocol follows the same process as the
previous protocol, but in reverse order. First, a new MAC is generated from the received IV and cipher-
text. Then, the computed and received MACs are compared. If identical, the receiver can be sure of
the data’s origin and integrity. The ciphertext is decrypted with the same internal symmetric key used for

encryption and the received IV, to obtain the plaintext.

(MACkey{IV + Ciphertext} == MAC) => Eje,{Ciphertext, IV} => Data (4.2)

4.2.3 AQualified Digital Signatures

Digital signatures provide non-repudiation to a piece of data. This prevents an entity from denying the
authorship of a message. Qualified signatures are a special type of signatures where the private keys,

which generated them, are stored inside a device, such as a HSM, and are never exposed to the outside.
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Therefore, the signature must be generated inside the HSM, and the device should support an algorithm
for the generation of signatures. The private key, which will generate signatures, identifies the entity and
is stored inside the device. In order for the device to be ready for the generation of signatures, a private
and public key pair must be randomly generated in the device, or imported from the outside if the device

does not support this. This must be done before the device is delivered to entities.

As with the previous service, a communications protocol between the user and device must be
defined. The device must receive the data, from which it will generate the signature, while the user will

receive the generated signature. The devised communication protocol is presented in Figure 4.3.
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Figure 4.3: Communication protocol for generating digital signatures using internal HSM asymmetric key pair

In order to identify the service, the user will send the corresponding operation code, along with
the data to be signed. Upon reception of the data, the device checks if the user is authenticated and
subsequently generates the qualified signature, using its internal private key. Afterwards, the device
responds with the generated signature. Other entities can validate the signature using the author’s
public key. Only the entity, in possession of their device with its private key, could have generated the

signature.

As discussed previously, public key cryptography is slow. Therefore, a digital signature is generated
by first computing a hash of the message, then signing the hash with the private key, as shown in
Equation 4.3. In general, generating a signature from a hash is faster, since it has a small fixed size,

while the signed data can be of any size.

Signg{Hash{Data}} (4.3)
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4.2.4 Establishing New Communication Endpoints

The system provides the flexibility to establish secure communications with new entities, with identical
devices. To achieve this, entities must agree on a new symmetric key, which can be subsequently used
with the secure data exchange service, presented in Section 4.2.2, to secure communications between
them. All new keys are stored in the device’'s secure storage, along with its unique ID. Two different
mechanisms to generate and agree on new symmetric keys are presented next. The first uses public

key cryptography and the second uses symmetric key cryptography.

4.2.4.A Key Generation

As introduced in Section 2.1.6, two entities can agree on a symmetric key, using public key cryptography.
Both entities must have a private and public key pair, and share both public keys with the other entity.
Only the private key must remain a secret, the public key can be shared. Then, both entities can generate
the same key, using their private key and the peer’s public key.

Just like previous services, there needs to be a communication protocol to trade the necessary
information, and generate the key. The device must receive the peer’s public key and return its own
public key. After this trade, the key is generated and stored in the device. Following these guidelines,
the protocol to generate a shared symmetric key with another entity, using asymmetric cryptography, is
detailed in Figure 4.4.
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Figure 4.4: Communication protocol to generate a symmetric key with another entity, using an internal private key

The protocol starts with the user sending the operation code, signaling the device it wants to generate
a symmetric key. The device responds with its public key, which needs to be shared with the other entity.
After the user receives the peer’s public key, it forwards this key to the device, and waits for a response. If
successful, the device internally generated the symmetric key, which is now stored in its secure storage.

The device also returns the new key ID to the user, so the entity can keep track of the ID which it needs
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to use to securely communicate with the other entity. The internal key generation process only needs
the internal private key and the received public key.

As mentioned, both entities must share their device’s public key with the other entity. They must
do it in a way, so that they can be sure the received public key is from the actual entity they wish to
communicate with, and not an impersonator. This is usually achieved by a PKI, which is a trusted third
party which stores, validates and distributes public keys.

Instead of entities sharing public keys using an untrustworthy communication service, with no valida-
tion of the traded public keys, a PKI inspired system can be used. In this system, keys are exchanged
using an intermediary, which is a special entity, trusted by both sides. Both entities should have previ-
ously agreed keys with the special entity, so they can securely send their public key. Thus, the special
entity is responsible for distributing the public keys. Entities can trust the received keys belong to the

correct entity.

4.2.4.B Import Keys

The key importation service provides a mechanism to share and import keys to the entities’ devices using
symmetric key cryptography. This alternative provides flexibility to the system. Users are not constrained
to key sharing using public key cryptography. This service also provides a mechanism to solve another
problem. If symmetric keys are used incorrectly or for too long, attackers can collect enough data to
potentially break the security of keys. This can be mitigated by this service, since it allows updating the
existing keys, to avoid its overuse.

In order to import the keys, the device receives an encrypted and authenticated list of keys, decrypts
them with the secure data exchange service used for secure communications and overwrites the existing

internal keys in the device. The communication protocol for this service is depicted in Figure 4.5.
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Figure 4.5: Communication protocol to import encrypted and authenticated symmetric keys, and store them in the
HSM

The operation code, sent by the user, signals the device it will subsequently receive a list of keys.
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Upon receiving the keys, the device authenticates and decrypts the keys using an internal key. Each key
on the list is accompanied by 1 byte for its size and 1 byte for its ID.

As mentioned, the keys are received encrypted and authenticated. This must have been previously
processed by another special entity, using the secure data exchange service. The entity importing the
keys into their device, must have a symmetric key in their device, to communicate with the special entity.
This entity called "control station”, was introduced in the previous chapter. The sole purpose of the entity
is to act as a trusted third party, which distributes keys to the entities, through the secure data exchange
service. Each system must be delivered to entities with an internal symmetric key for communications
with the control station. Thus, entities can communicate with the control station to request keys with no
setup or key agreement necessary.

Whenever an entity wishes to communicate with others, they can send a list of entities they intend
to communicate with to the station, secured with the data exchange service. The control station sub-
sequently supplies the user with the list of keys, to be imported in their device. For example, if Alice
wants to communicate with Bob, Alice can request the key from the control station. Then, the control
station generates the key and sends it to both Bob and Alice, encrypted and authenticated with different
predefined keys for both. Alice and Bob use this service to import the key into their devices, and can

subsequently begin secure communications between each other.

4.3 Summary

This chapter presented the system’s functionalities, algorithms and communications protocols, between
a secure and portable device, and the user's computer. The system grants confidentiality and authen-
tication to communications between any number of users, as soon as they receive the device, without
overloading the users with convoluted tasks or responsibilities. It provides entities with the flexibility to
manage which entities they wish to communicate with by themselves, or by offloading the management

responsibility to a trusted control station.
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This chapter presents the details of the developed solution on the HSM, the user software and the
developed API, which accesses the HSM services. It covers the implementation details, namely the
standards and libraries, the developed services, their logic and how the device’s accelerators are lever-
aged. The main components are the communications, secure data exchange service, digital signatures,

key management solution and tamper detection features.

5.1 Libraries and Tools

The device’s implementation is running on the SoC of a SmartFusion2 board, version M2S090TS from
Microsemi, presented in Section 2.2.3. The application was implemented using the C programming
language, with the SoftConsole version 3.4 Integrated Development Environment (IDE) provided by
Microsemi. The board was configured using Libero version 12.2. The device functions as a HSM,
connected through a serial connection to a computer. This connection is only for prototyping, the board
also has a much faster USB connection. It was programmed using the external FlashPro4 programmer,

required to develop and debug embedded applications with the SoftConsole IDE [17].

A common developer interface, to access the device’s services, was implemented using the PKCS#11
standard, in order to standardize the accessibility of its services to other systems. The developed user
application has a simple Command line Interface (CLI) interface, which invokes the PKCS#11 func-
tions. Both the software and the APl were implemented in C/C++, for the open source MinGW com-
piler for Windows 10. The device implementation uses the available Universal Asynchronous Receiver-
Transmitter (UART) communication controller and corresponding drivers for communications, while the

user application uses the windows drivers to communicate with serial ports.

5.2 HSM Services

The services were implemented using the SmartFusion2 security accelerators: SRAM-PUF, AES, HMAC,
SHA, ECC, TRNG and tamper detection. All the implemented services are accessed through the devel-

oped PKCS#11 API, with the communication protocols detailed in Section 4.2.
By default, the device’s Random-Access Memory (RAM) has 64 KB for running code. For each byte

of the RAM, there are 2 bits for error detection and correction, a total of 16 KB. This feature mitigates
SEU, which can flip memory bits. It corrects 1 bit errors and detects up to 2 bit errors. If more memory is
needed for more application code, the board can be configured with this setting disabled in Libero. This
frees the additional 16 KB of memory for RAM, for a total of 80 KB.
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5.2.1 Login

Entities must be authenticated before they can access the device’s services. The login operation au-
thenticates the user, using an eight digit PIN. There is only a single PIN to authenticate the entity. The
individual users are not authenticated. The PIN is stored in the secure storage of the internal device.
The available secure storage and management solutions which can be used to store the number are

discussed ahead.

5.2.2 Secure Communications

The goal of this service is to provide authentication and confidentiality to the data being exchanged,
between entities with these devices, using internal keys. In order to provide these services, a protocol
was previously presented in Section 4.2.2, which combines a symmetric encryption and authentication
scheme. The algorithms are combined with an encrypt-then-MAC approach, meaning the plaintext is
encrypted first, then authenticated.

The SmartFusion2 SoC supports the type of algorithms needed for this protocol. For symmetric key
authentication, the board supports HMAC with the SHA-256 hash function, which uses a 256 bit sym-
metric key, to generate a 256 bit code. As discussed in Section 2.1.3, it is a well-designed construction,
even though it is not the most efficient. For confidentiality, the board provides several AES symmetric
encryption modes, with 128 bit and 256 bit keys. Among them, CBC and CTR are the most favourable
options because of their security. For every encryption operation, a random 16 byte 1V is generated,
using the TRNG service.

When choosing key sizes, and taking into account the limited storage capacity of the board, a smaller,
but still secure, key size is preferred. The AES 128 bit and 256 bit services guarantee 128 and 256 bit
security respectively. HMAC with SHA-256 provides 256 bit security, with 256 bit keys. According to the
NIST recommendations [36], algorithms which guarantee both 128 and 256 bit security, are expected to
be secure until 2031 and beyond. If storage is extremely limited, AES with 128 bit keys is a secure and
adequate option. However, with 256 bit security, the system will have a longer life expectancy.

The key used for HMAC should be different from the one used in encryption, to ensure the best
security practices, by not reusing the same key in different algorithms. So in practice, a key used for
securing communications is split in two keys, one for encryption and one for authentication.

For the implementation, AES 256 bit was used and the board was configured with its maximum of
RAM, 80 KB. With all the code needed for this implementation, a maximum of 36 KB is available for
the plaintext and ciphertext buffers. Initially, two buffers of 18 KB each were used, one for the input
data and one for the output result. This was improved to a single 36 KB buffer, where the initial input

is stored, as well as the result while it is computed. Therefore, with this protocol implementation, the
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system is limited to securing 36 KB of plaintext. In order to improve this, a continuous cipher and
authentication implementation is needed. The data would not be received in full, but instead, the data
would be divided in chunks, which are received by the device, computed and returned to the user, one
after the other. However, the board is not capable of continuous operations using the provided AES and
HMAC implementations.

To overcome this limitation, the characteristics of the AES CBC mode can be used, as illustrated in

Figure 5.1. CBC mode encrypts data one 16 byte block at a time, using an IV. The IV of the first block

Chunk 1
J

Initial IV » Block 1 Block 2 | Block 3 Block 4 Block 5 Block 6

£ Chunk 2
N =

v » Block 7 Block 8 | Block 9 | Block 10 | Block 11 | Block 12

Figure 5.1: Continuous CBC block encryption of data divided in chunks

is the randomly generated value from the TRNG. The IV of the subsequent blocks, is the previously
computed ciphertext block. If the data is received in chunks, the IV of the first chunk is the randomly
generated value, while the IV of the next chunk is the last ciphertext block of the previous chunk. This
allows continuous encryption of data divided in chunks. In order to allow continuous authentication, a
lightweight software implementation of HMAC was included [37].

Since with this approach, the full data is divided in chunks, a modified communications protocol is
necessary, so the device can receive and send the data, one chunk at a time. The developed continuous
communications protocol is depicted in Figure 5.2. For the initial API call, the operation code identifying
the service is sent, along with the key ID which identifies the internal key stored in the device. Then,
each subsequent update call, sends a chunk of data along with its length. For each chunk received, the
device adds the chunk to its buffer, encrypts it, updates the HMAC calculation, and returns the ciphertext
chunk. When there are no more chunks to receive, the board returns the remaining ciphertext and final
MAC value. The total output is composed of the initial IV, ciphertext and MAC. In order to avoid padding
and guarantee CBC’s security, ciphertext stealing was implemented.

The total data length is not sent initially, instead, the length of each chunk is sent before the chunk.
This allows for a more flexible system. User applications calling the PKCS#11 API, can send data to the

device as it is needed, even if it does not have the complete data initially. The downside of this approach
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Figure 5.2: Communication protocol for continuous data ciphering and authentication in the HSM with internal keys

is the device does not know the amount of data it will encrypt. Therefore, the internal buffer must be
managed, so it adds complexity to the implementation.

The reverse operation for authentication and decryption of data is exactly the same. The only differ-
ence is in the operation code value, so the device knows what operation to perform.

As previously introduced, the board’s AES implementation is not resistant to side-channel attacks,
such as DPA. This means attackers with physical access to the device can potentially read and com-
promise the keys stored internally. In order to mitigate this and build a more robust system, a 128 bit
AES core implemented in the board’s FPGA, resistant to side-channel attacks, was also tested with this

service. The performance of the FPGA and SoC AES cores are analysed in the next chapter.

5.2.3 Key Management

Symmetric and asymmetric keys are essential for the functionality and security of the system and its
services. Secure symmetric keys are necessary for the security of communications, while asymmetric
keys are needed for key agreement and digital signatures. All these keys are stored inside the device,
and the system is responsible for their security and management. Thus, it is essential for the system
to have a secure and flexible key management solution, which takes advantage of the device’s secure
storage.

As described in Section 2.2.3, the SmartFusion2 provides a secure storage service, the SRAM-PUF.
It has 56 available key slots, where one key can be saved in each slot with a maximum of 512 bytes for

a single key. The service uses private eNVM pages to store part of the key data, which are limited to
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1000 writes for each page, for a predicted lifespan of 20 years. Thus, there is a limit for the key storage
frequency in the PUF service. It should be used carefully, restraining how often it is written to, in order
to preserve its lifespan.

So as to mitigate the limitation of the PUF storage, an alternate solution, in which the keys are

stored in a non volatile memory was developed, as depicted in Figure 5.3. In order to securely store the
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Figure 5.3: Key management solution to store keys encrypted and authenticated in a non volatile memory using
the SRAM-PUF secure storage

keys, they must be encrypted so as to hide their contents, and authenticated to detect any unauthorized
modifications. To encrypt and authenticate keys, a symmetric key is necessary. This key is randomly
generated in the device and stored in a dedicated PUF slot, only used for storing keys in memory.
The ciphertext of the keys is stored in memory, along with the IV used for encryption. Both pieces of
information are authenticated by generating a MAC, which is stored in another dedicated PUF slot. With
this solution, a key can be accessed by generating the MAC of the stored data and comparing it to the
one stored in the PUF slot. If they match, the keys are authenticated, and can be decrypted with the IV
and dedicated PUF key.

While this solution still uses the PUF service, its usage is less frequent. By using the PUF service,
when one key is stored one slot is written to. In the case of the implemented solution, for each change
of the key list stored in memory, only the MAC slot is written to. If keys are added one at a time, the
amount of PUF slots written per key is identical for both options. However, multiple keys can be updated
at once, if for example a list of keys is imported. In this case, multiple keys can be added or updated,
with only one write to a PUF slot.

The amount of available key storage is not a problem, since the board allows for external storage
devices to be connected, where keys can be stored, encrypted and authenticated. If attackers get
access to the key storage, the encrypted keys cannot be read, without the key protected in the SRAM-
PUF.

The service, introduced in Section 4.2.4.B, for importation of keys was designed, in order to provide
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a list of keys for the key management solution. The service allows entities to receive a set of encrypted
keys from another entity, forward the list to their device, which decrypts them with the secure data
exchange service and stores them in the non volatile storage. The entity from which the keys are
received is responsible for the distribution of keys among entities. So as to communicate with the trusted

entity, all devices are delivered with a stored symmetric key for secure communications with the entity.

5.2.4 Key Generation

The goal of this service is to enable agreement of symmetric keys between entities with identical devices.
This enables entities with no previously agreed keys, to securely communicate with each other, using
internal keys stored in their devices. This service takes advantage of public-key cryptography in order to
agree on a key. The key generation service follows the protocol and guidelines defined in the previous
Section 4.2.4.A. Both entities have a private and public key pair. After sharing public keys with each
other, they can generate the same secret using their private key and the public key of the other entity.
The SmartFusion2 SoC provides the necessary ECC scalar multiplication accelerator, to generate a
shared key with the ECDH algorithm. The accelerator multiplies the 48 byte private key with a 96 byte
public key to generate a 96 byte shared value, which can be stored using the system’s key management

solution.

5.2.5 TCP Channel

With the secure data exchange service, entities can securely trade messages using an offline service
such as e-mail or an online chat service. In order to truly establish a secure communication channel, and
demonstrate the usage of the common developer interface, the secure data service was used to encrypt
and authenticate a TCP connection. A TCP implementation using Windows sockets is used to exchange
data through a channel, between a client and server, running on the same computer. As pictured in
Figure 5.4, the library was altered, to call the PKCS#11 API of the SmartFusion2 system, to encrypt the
plaintext data in each TCP packet, before it is sent. Likewise, when a packet is received, the decryption
API is called, in order to authenticate and retrieve the plaintext. Before a secure TCP connection is
established, both entities must agree on a symmetric session key, which will be used to encrypt and
authenticate the connection. This is achieved by using the previously described key generation service
with ECDH. After each side trades their public keys on the P-384 curve, they can compute the same
symmetric key. In order to emulate two communicating entities using a similar system, one side is
running a local implementation of the same cryptographic services of the proposed system, with the
mbedTLS 2.26.0 library.
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Figure 5.4: TCP connection between a server using the HSM system through PKCS#11 API calls and a client
running a MbedTLS implementation

5.2.6 Qualified Digital Signatures

The goal of digital signatures is to provide non-repudiation to messages. This prevents an entity from
denying the authorship of a message. The service was designed to provide an improved version of
signatures, called qualified digital signatures, where the private keys, which generate signatures, are
stored inside the HSM, and are never exposed to the outside. This guarantees the signature generator
is someone with access to the device with the private key.

The SmartFusion2 SoC provides ECC key support which can be used to generate signatures with
the ECDSA algorithm. However, the board does not provide an ECDSA implementation. Either the
board uses an external source for digital signature generation, which would cease to be qualified, or the
algorithm must be implemented in the board.

In general, the ECDSA algorithm is composed of two types of operations. ECC operations, e.g.,
scalar multiplication and point addition, which are supported by the board. The other is large numbers
operations, such as modular multiplications and divisions. These operations are not supported by the
board, a big numbers library is necessary. In case of the supported P-384 curve, the library should
support operations between 48 byte numbers.

Thus, a big numbers library was included in the system [38]. The library was stripped of all unnec-
essary code and headers, keeping the necessary big integer operations. The ECC primitives and true
random number generator were included in the library code. Digital signature generation was imple-
mented, without verification. The library takes up around 54 KB of RAM space, with all other services
disabled. This is an extremely limited use case, and less than ideal. Future work should revise this
functionality, by evaluating existing lightweight libraries, which provide the necessary features, or even a

custom implementation.
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5.2.7 Tamper Detection

An important part of a HSM based system is its physical protection measures against tampering and
attacks. In order to defend the system against physical threats, the tamper detection, zeroization and

secure boot functionalities of the SmartFusion2 SoC were utilized.

Tamper attacks and possible attempts can be detected by the board. When these events occur,
flags are asynchronously set, which warn the user from potential anomalies, errors and attacks. With
this information, measures, such as zeroization, can be taken to protect the system. Zeroization is a
process which erases all sensitive information from the device. This process can place the device in
three possible states. It can be rendered permanently unusable, reset to its initial state or recoverable

only with a key file supplied by Microsemi.

Another security measure of the SmartFusion2 board, is the computation of digests from the eNVM
blocks and fabric configuration, which also holds the code. Every time the board is programmed or the
configuration is changed, new digests are computed and stored in secure storage. On boot, the board
computes the digests and compares them to the stored values. This allows the board to safeguard the

integrity of its storage and configuration.

When the tamper attacks are flagged in the implemented system, the device does not accept any
more PKCS#11 calls and zeroization is performed on the device, erasing all keys, configuration and
data. Additionally, the secure boot checks are turned on. The user also has the option to manually
trigger zeroization, by pressing a button on the board. These measures can have a denial-of-service
effect on the system. Depending on the context in which the system is used, it can be a trade-off deemed
necessary. However, the system can have mechanisms to enable users to continue using the device.
For example, a user can insert a special code provided by an administrator, in order to unlock the device

after it has detected a potential tamper attack.

5.3 PKCS#11 API

In order to demonstrate the flexibility of the system, a PKCS#11 API was developed to access the HSM
services. Developers who wish to use this system for future work on a SmartFusion2 SoC can call
this API from the developed software. PKCS#11 defines two types of users, the regular user and the
security officer. The implementation does not make that distinction. Both types of user can login, and
gain access to all other services. The full list of the implemented PKCS#11 functions, their arguments

and description are listed in Table A.1.
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Summary

This chapter presented a proof of concept HSM application supported on a SmartFusion2 device, using
its security services and accelerators. It specified the used libraries and tools, all implemented services
motivation, details, advantages and drawbacks, as well as the developed PKCS#11 API to access these
services. The prototype focused on secure communications with authentication and confidentiality. It
provided improvements on the architecture baseline set in Chapter 4, using the device’s capabilities and
benefiting from software implementations. It also provided flexibility with a key management solution,
using the board’s secure storage efficiently, new key generation and qualified digital signatures using
public-key cryptography features. The work also explored the device’s drawbacks and provided possi-
ble ways to mitigate them. Lastly, it presented the available tamper detection options and zeroization

features, with implementation examples.
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This chapter presents the evaluation of the SmartFusion2 board and the developed prototype, its
services, their performance, capabilities and limitations. The system and board were also evaluated

regarding the fulfilled requirements, outlined in Chapter 3.

6.1 Performance Tests

The test objectives, configuration, results and conclusions are presented for every component tested.
The communication channel, device’s security services and implemented services were tested. Two
performance metrics are used, the average test processing time, and the tested component’s through-

put.

6.1.1 Testing configuration

The tests were all performed on a Windows 10 computer, running the user software which calls the
implemented PKCS#11 API. The software communicates with the SmartFusion2 device through a serial
port. For all tests, the connection was configured with a 115200 bit/s baud rate, with 8 data bits, no
parity bits and one stop bit. Since the board does not provide a clock and APl to measure elapsed time,
the time is measured on the computer between PKCS#11 API calls. The elapsed time was measured
using the function gettimeofday () with microseconds precision, available in the C library sys/time.h.

In order to thoroughly study the performance and scalability of each component, the transmitted data
size was varied, for components where it can potentially have a performance impact. The data size was
tested, when possible, up to 36 KB, which is the maximum buffer size, limited by the 80 KB of RAM.

The communication channel performance was measured by transmitting a certain amount of data up
to 36 KB. For each data size, the test was repeated 30 times, in order to achieve a variance below 1%.
For the remaining tested components, this test method produced unstable results due to the communi-
cations overhead on every test run. Thus, the remaining services were tested by running the service 100
times inside the device, for each API call. The measured processing time is divided by 100 to obtain the
average time. This method minimizes the communications overhead, since it is only done once, so the
isolated service can be more accurately assessed. The services were run 100 times inside the device,
since it produced below 1% variance for every test run of every service. Due to the write limitations of
the PUF and eNVM, their performance tests were performed with only 10 repetition to preserve its write
cycles.

The SmartFusion2 and implemented services were tested taking into account three different time
components Trotar = Toan + Trransmittion + TService- 1h€ Togy cOMponent is the elapsed time for
invoking the PKCS#11 API, before any data is transmitted. From the results, we can conclude that

the impact of this component on the performance is negligible, since it is practically always 0. The
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data transmission time follows the performance behaviour of the communications channel. Thus, all
service tests focused solely on measuring the performance of the isolated service on the device, with
no data transmission. To get a complete model of the overall performance of the system from the user’s

perspective, the isolated service processing time can be added to the communications time.

6.1.2 Performance models

After measuring the results for multiple services, it was observed that most followed a close to perfect
linear evolution, in function of the processed data size. In those cases, performance can be modeled
with a formula composed of two different components 6.1, a constant value independent of processed

data, and a factor dependent on the processed data size.

Trotat = Toonstant + TData * KB (61)

In those cases, in order to provide a characterization of the service’s performance, these values were
calculated. So as to assess the accuracy of the models, the median average percentage error was
calculated and is presented next to its values. Tests which always process a fixed data size, such as the

ECC and KeyTree core services, only have a constant time component.

6.1.3 Communications

In order to assess the communication channel performance, and its impact on the system, the average
time to transmit data was measured. For each test, the computer application sends data of a specific size
to the device, which returns an acknowledge message on reception. The average transmission times
for each value are displayed in Figure 6.1(a). The values range from 0.048 seconds for 0.5 KB, to 3.2
s for 36 KB. Comparing the communication channel performance to the isolated services performance,
we observe the communications channel has time values from 0 to 3.2 seconds, while with the same
data sizes, the performance of the services does not go above 1 second. Therefore, we conclude the
bottleneck of this system is located in the serial port connection. This is expected since this channel is
intended for prototyping and the board provides a much faster USB connection for production systems.

In the subsequent graphic, the throughput was calculated from the transmission results. Figure 6.1(b)
depicts the experimental throughput and theoretical throughput. The theoretical throughput was calcu-
lated from the baud rate 115200/8 = 14.06 K B/s. We can observe that the experimental throughput
starts at around 10 KB/s for smaller data sizes, and stabilizes around 11 KB/s, as size increases. We
can conclude that the practical throughput is relatively close to the theoretical, and as expected, stabi-

lizes as the data size increases. The performance of the data channel, in milliseconds, can be modelled
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Figure 6.1: Serial port data transmission results

by a linear equation 6.1, with values T;.,; = 7.281 + 88.638 * K B, and a median average percentage
error of 0.92 %.

6.1.4 SmartFusion2 Services

All the security accelerators of the SmartFusion2 SoC were tested. This includes the TRNG, the AES
SoC accelerator, SHA, HMAC, KeyTree and ECC scalar multiplication and point addition services. Ad-
ditionally, a side-channel resistant 128 bit AES core implemented in the FPGA was also tested. The
isolated service processing time and throughput results are presented in Figures 6.2(a) and 6.2(b).

The AES SoC service was tested with all possible variations. Namely, with 128 bit and 256 bit keys,
with all four available modes and with encryption and decryption. Only one result is shown, since there
was no variation among them. The AES mode, key size or encryption/decryption operation does not
impact the performance. Therefore, there is no performance advantage in choosing CTR mode over
CBC mode, or any other mode.

Overall, the SoC AES and HMAC total service time increases faster, compared to SHA, which in-
creases significantly slower. The AES core implemented on the FPGA is significantly faster than the
AES SoC core, with performance comparable to the SHA accelerator. Due to its side channel mitiga-
tions and performance advantage, the AES FPGA core is a significantly better choice than the AES SoC
core.

Figure 6.2(b) represents the throughput calculated from the processing time results previously gath-
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Figure 6.2: Security services performance and throughput evolution

ered. It shows most services throughput, shown in KB/ms, increases and eventually stabilizes at a
specific value. SHA stabilizes at around 1.2 KB/ms, and both AES and HMAC at around 0.1 KB/ms.

All data dependent services followed a near perfect linear evolution, in function of the processed data

size, as presented in Table 6.1. Analysing the calculated values can lead to further conclusions regarding

Time (ms) | AES SoC | AES FPGA | SHA | HMAC | TRNG | KeyTree | ECC Add. | ECDH

Constant 0.489 9.541 0.498 | 0.783 | 0.368 1.655 7.204 545.381

Data (KB) 11.124 0.492 0.807 | 7.815 | 0.007 - - -
MAE 0.12% 0.25% 0.84% | 0.13% | 2.29% - - -

Table 6.1: SmartFusion2 services time performance according to a linear model

the AES FPGA and SoC core. The FPGA core has a much higher constant performance compared to
the SoC core. This is relevant for smaller data sizes, where the constant value is the most relevant. Thus,
for smaller sizes, the FPGA core might not be the better choice in regards to performance. Furthermore,
we can conclude that the scalar multiplication (ECDH) is the slowest, with each run taking more than half
a second. The TRNG service was tested by generating 16 random bytes, up to the maximum allowed of
128 bytes. As expected, the performance barely increases with the data size. The error percentages are

all below 1%, except for the TRNG service, proving these models accurately predict the performance of

the services.

54



Core/Software Comparison

The SHA and HMAC SoC cores performance difference results were enigmatic. The HMAC data depen-
dent portion, 7.815 ms, is nearly 10 times higher than the SHA value, 0.807 ms. This means HMAC’s
time performance degrades nearly 10 times faster than the SHA performance. This is a surprising result,
since the HMAC algorithm is composed of two hash computations and uses SHA-256, so the results are
expected to be closer.

The software implementation, included in the previous chapter, of HMAC, SHA and AES were tested
for comparison with the SmartFusion2 SoC services. The library used for HMAC and SHA was [37], and
for AES [39].
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Figure 6.3: Performance comparison of the board’s cores and a software implementation

Analyzing the time performance results in Figure 6.3, the SHA and HMAC software results are almost
identical, the HMAC is a slightly worse performer. Compared to the software results, the SHA core is
significantly faster, and deteriorates very slowly as data size increases. The opposite happens for the
HMAC core. It is convincingly a worst performer, compared to both HMAC and SHA software imple-
mentations. This is an ambiguous result, as there is no clear reason for the HMAC core performance
degradation, compared to the SHA core and the software implementations. One could assume it is
caused by possible DPA mitigations, but it would still not explain the meaningful discrepancy compared
to the SHA core, which also includes these mitigations. This leads to the conclusion that the HMAC on
the SoC is a worst choice compared to the software implementation, for both performance and features.

The software HMAC provides continuous authentication while the SoC does not.
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The AES software implementation was tested with encryption in CBC mode and a 256 bit key. As
expected, it performs worse than the core service. CTR mode with the same configuration was also

tested, and has very similar performance to CBC.

Memory Performance

The read and write performance of the different device’s memories, along with the PUF service were
tested. Both eSRAM and eNVM memories were tested from 0.5 KB to 36 KB. The PUF performance
was tested from 16 bytes, up to its limit of 512 bytes. The performance results for the RAM, NVM and
PUF are pictured in Figures B.1 and B.2 of Appendix B.

The results show the PUF service barely fluctuates with the data size, since a slot only goes up to 512
bytes. It has an almost constant read and write performance. Regarding the eNVM, its write performance
deteriorates significantly with increasing data sizes. The RAM write performance is comparable to the
eNVM read performance. The RAM read performance was also tested, however, the results are not
shown due to its extremely negligible and erratic performance. Instead, a simple increment operation
test is presented, in order to show a benchmark for the RAM’s performance.

The linear model values were calculated and are presented in Table 6.2. From the results we can

Time (ms) | RAM Op. | Write RAM | Read NVM | Write NVM | Read PUF | Write PUF

Constant 0.085 0.012 0.01 8.03 128.49 747.84

Data (KB) 0.34 0.014 0.02 298.10 0.006 0.008
MAE 1.90% 2.76% 3.76% 0.31% 0.17% 0.06%

Table 6.2: SmartFusion2 read and write performance time values according to a linear model

conclude the volatile RAM is the faster memory, while the eNVM is slower. The SRAM-PUF has the
worst performance with smaller data sizes, since besides using the eNVM for storing part of the data, it

performs calculations for both read and write operations in order to securely generate or store the keys.

6.1.5 Implemented Services

This section presents the performance results of the implemented services from Chapter 5. Each ser-
vice’s performance depends on the used accelerator’'s, memory access and implemented logic. The
tested services were, encryption and authentication, decryption and authentication, both using the AES
SoC accelerator and the HMAC software implementation; the key import service, using the SoC AES,
HMAC and PUF cores, ECDSA and ECDH, both using the ECC scalar multiplication accelerator. ECDSA

also uses the ECC point addition core. It is worth noting that the encryption service also uses the TRNG

56



service, to generate a random IV. The continuous encryption and decryption services used a 36 KB
buffer for data.

The performance of the key import service is depicted in Figure B.2 in Appendix B. The figure com-
pares this service to the PUF read and write performance, in order to compare both key storage options.
Just as the PUF service, the key import service barely varied, due to the small data interval. Ana-
lyzing the results in Figure B.3 of Appendix B, both encryption/decryption and authentication services
have very similar values, due to being based on the same service’s and AES encryption and decryption

having no discernible performance difference.
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Figure 6.4: Continuous encryption and decryption throughput evolution for increasing input data sizes

Figure 6.4 plots the throughput (KB/s) values for the continuous encryption and decryption services.
Throughput steadily increases and stabilizes after 10 KB, at around 68 KB/s, for both services.

Similarly to the previous tests, the time performance results evolve linearly. The obtained values are
presented in Table 6.3.

Time (ms) | Encryption + MAC | Decryption + MAC | ECDSA | Key Gen.

Constant 2.556 1.557 629.434 | 578.092

Data (KB) 14.730 14.729 - -
MAE 0.18% 0.04% - -

Table 6.3: Implemented services time performance values according to a linear model

By analysing the calculated models we can detect a difference in the constant component of the
encryption service compared to decryption. This is due to the random IV generation with the board’s

TRNG on the encryption service. Key generation with ECDH performs at a constant time of 578.092 ms,
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and ECDSA at 629.434 ms. Scalar multiplication has a big impact on the performance for both ECDH
and ECDSA. The median average percentage error for the continuous encryption/decryption models is
below 0.19%, so the models almost perfectly represent its performance.

As mentioned previously, the continuous encryption/decryption with MAC implementation uses a 36
KB buffer. Thus, the service can receive chunks of up to 36 KB at a time. Since the service is continuous
and can encrypt and authenticate a limitless amount of data, the buffer does not necessarily need to
be the maximum possible value. The service might have comparable performance with a smaller buffer,
which frees up memory space for further implementation code.

In order to understand the impact of the buffer size on performance, the previous test on the en-
cryption and MAC service was repeated, with varying buffer sizes, from 0.1 KB up to 35 KB. All tests
revealed the same linear performance behaviour as the previous test with a 36 KB buffer. In order to
compare and understand the service performance for each buffer size, the maximum, minimum and av-

erage throughput are pictured in Figure 6.5. The worst performance, and therefore lower throughput, is
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Figure 6.5: Continuous encryption and MAC throughput evolution with increasing buffer sizes

achieved with the lowest data size of 0.5 KB. The throughput eventually stabilizes around its maximum
value, with data sizes higher than 20 KB. A smaller range from the minimum to maximum throughput,
for a particular buffer size, indicates the throughput increases slower, as data size increases.

Analysing the plot, the average throughput significantly increases from 0,1 KB up until 5 KB, after
which, the average throughput stabilizes around 66 KB/s and the maximum at 68 KB/s. If the goal is to
maximize throughput, there is no advantage in using a buffer bigger than 10 KB. Even a 5 KB buffer has

almost identical performance.
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The minimum throughput spikes at 49.5 KB/s with a 0.5 KB buffer, then is relatively constant. As
discussed before, the minimum throughput is achieved at the lowest processed data size of 0.5 KB.
Thus, by analysing the graphic, the minimum throughput increases until the buffer size (0.5 KB) is equal
to the amount of data being processed (0.5 KB). When this happens, the complete data can be sent
in only 1 chunk. After that, there is no benefit in having a bigger buffer size, since the lowest amount
of processed data is still 0.5 KB. Therefore, if the amount of data which will be processed is known
beforehand, the system can be configured with a buffer of equal size, so as to maximize performance

and available RAM space.

6.2 Requirements

This section lists all the fulfilled requirements of the developed system, defined in Chapter 3.2. The
SmartFusion2 SoC is a portable board, with a robust set of security services. It provides a set of secu-
rity services on the same level of higher grade HSMs on the market, presented in Chapter 2. Compared
to the existing HSMs on the market, this device is one of the cheapest, so it is adequate for distribution
among several users. Market HSMs go from 650€ up to $39,000 [31], [32]. A M2S090TS SmartFusion2
evaluation kit is priced at 384 € [34]. Therefore, this device provides the necessary services to function
as a HSM replacement, with a lower cost and the flexibility to include FPGA and software implemen-
tations to overcome its limitations. It does not offer the same performance and specialized services as

other HSMs, such as smart card support, but that is to be expected for a lower cost device.

The board provides encryption and authentication with AES and HMAC, a secure storage service
for keys, and shared key generation with ECDH. It provides tamper detection capabilities, secure boot
and zeroization. It has the necessary functionalities to provide authentication and confidentiality to com-
munications, which is the main requirement of the system. The developed prototype uses the board’s

services, except for the HMAC software implementation.

The developed key management solution allows the periodic replacement of keys. Therefore, com-
munications with new entities, with similar devices, can be established. Users must authenticate them-
selves to the device, using its authentication PIN. This way entities can manage which users have access
to the device, on behalf of the entity. Whenever a tamper attempt or error is detected, the device does
not accept any more API calls, and can be completely erased. This mitigates potential physical attacks
and data leaks. A PKCS#11 API was developed to expose the device’s functionalities and increase

device interoperability.
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Summary

In this chapter, the implemented system performance was tested. Starting with the communication
channel performance, then the SmartFusion2 security accelerators and implemented services. In order
to accurately predict the performance of the studied services, performance models were calculated from
the performance results. These models allow anyone using this device to accurately study and predict
the performance of services, implemented on the board. Thus, this chapter provides a robust study
of the SmartFusion2 board, its services characteristics, performance, as well as possible services to

implement, feature trade offs and efficiency concerns.
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This work focused on evaluating the security features of the Microsemi SmartFusion2 board, mod-
elling its performance, and developing a proof of concept system to secure communication channels

between devices.

7.1 Overview

The SmartFusion2 SoC provides a varied array of security services using symmetric keys: AES with
128 and 256 bit key encryption, SHA-256, HMAC authentication with 256 bit SHA and a SHA based key
derivation function. For asymmetric cryptography it offers ECDH for key generation, and additional ECC
primitives, with the P-384 NIST defined curve, which can be used to implement digital signatures. Lastly,
a true random number generator, a PUF based secure storage solution, tamper detection capabilities

with several detection flags, and a zeroization feature with multiple recoverability options.

The prototype implemented on the device, focused on the implementation of a service which provides
authentication and encryption to a TCP channel, using symmetric keys. The system is able to encrypt up
to 36 KB of data using the AES and HMAC accelerators, with adequate 256 bit security. This limitation
is imposed, due to the limited 80 KB of RAM. This hurdle was overcome by implementing a continuous
authenticated encryption service, using an HMAC software implementation, and taking advantage of the
characteristic of the AES CBC mode.

A key generation service using asymmetric key pairs was also implemented. It generates a shared
secret, using an internal private key and a public key. The system also has a limitation in its ECC
primitives. It does not provide an ECDSA implementation. In order to implement signatures, a big
numbers library must be included in the device. The inclusion of such a library is complex due to its
tendency to be heavy in code space and the device’s limited RAM memory, even when disabling error

correction and detection (80 KB).

Regarding key management, the PUF secure storage service is limited to 1000 write cycles for a
predicted twenty year lifespan. To mitigate this, a key management service was developed, which stores
the keys encrypted in a non volatile memory using the PUF service. This allows the update of multiple

keys with only one PUF write for each update, instead of one write per key.

This work also contributes with an extensive characterization of the SmartFusion2 device. It studied
each security service advantage and possible trade offs. Furthermore, it models the performance of
every service, providing a useful prediction of the system’s behaviour. Lastly, the implemented prototype

provides solid groundwork for a secure communications service, in a low cost HSM device.
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7.2 Future Work

This work can be improved by implementing fully working digital signatures. To achieve this, a lightweight
big integer library, with all arithmetic operations in the ECDSA algorithm is needed. It should support 48
byte integers, and have a maximum memory footprint of around 50 KB, to fit in the 80 KB of RAM with
error detection and correction disabled, while keeping the secure communication and key management
services enabled.

Another potential improvement to the SmartFusion2 is to study other software and FPGA cores,
compared to the AES, HMAC and SHA SoC cores, regarding their side-channel protection and perfor-
mance. There is potential for including other FPGA cores, with better scaling performance in regards to
increasing data sizes, which have side-channel protection.

Regarding the secure communications prototype, the data transmission performance between the
computer and the SmartFusion2 SoC can be improved by using the available USB connection which
provides a much higher throughput rate. Additionally, the secure data exchange service only acts as a
middleman to secure communications. Ideally, the secure data exchange service would secure a real
time connection between two individuals. This can be achieved, e.g., by including a TCP or TLS library

directly in the board, in order to allow two similar devices to establish a direct and secure connection.
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PKCS#11 Function Arguments Description
C_EncryptInit Key Object handle Initializes continuous AES encryption and HMAC generation
Plaintext Chunk
Chunk Length
C_EncryptUpdate Ciphertext Buffer Encrypts and generates MAC from data block
Output Chunk Length
. Buffer s . .
C_EncryptFinal Output Chunk Length Finishes encryption operation, returns the generated MAC
CDecryptInit Key Object handle Initializes continuous AES decryption and HMAC verification
Ciphertext Chunk
Chunk Length
C_DecryptUpdate Plaintext Buffer Decrypts and generates MAC from data block
Chunk Output Length
C_DecryptFinal Buffer Finishes decryption operation, returns MAC verification status

Output Chunk length

C_DeriveKey

Peer’s Public key
Salt value

Generate and derive new symmetric key, store it in device

C_UnwrapKey

Key Set
Set Size

Import set of symmetric keys into device

Table A.1: PKCS#11 API to access the SmartFusion2 implemented services
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Figure B.1: Performance comparison of RAM and eNVM read operations up to 36 KB
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Figure B.2: Performance comparison of PUF and eNVM read and writes, along with the key importation service
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Figure B.3: Performance comparison of continuous encryption and MAC and continuous decryption and MAC
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