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Abstract

In this thesis, we introduce a novel quantum key distribution protocol with classical users that is also
semi-device-independent. The protocol is based on a coherence equality (CE) game recently introduced
by del Santo and Dakic, which verifies that a source is sending a coherent quantum superposition
of communication trajectories. In the protocol, the only trusted operations occur in Alice’s and Bob’s
labs, where they use detection operators. We establish the security of the protocol via a bound on
a small-memory quantum adversary using semidefinite programming, and place the CE game in the
context of self-testing and device-independence.
Keywords: Quantum cryptography, Key distribution, Quantum coherence, Entanglement, Device-
independence.

1. Introduction
Cryptography is a set of tools that allows private
and secure handling of information. In its early
stage, it was synonymous with encryption, i.e. cod-
ifying data such that it could only be interpreted
with a secret key. Today, this field includes proto-
cols for key distribution, secure messaging, digital
currencies, electronic commerce, and secure mul-
tiparty computation. Applications of cryptography
also include military communications and all online
interactions.

Modern cryptosystems based on computational
complexity theory are particularly vulnerable to
developments in computational power and algo-
rithms, and the progress in quantum computers
[15]. As a result, the field of quantum cryptography
attempts to ensure information security based on
the laws of quantum mechanics, so that protocols
are resistant to any cryptographic attack, no matter
how much computation is allowed, a notion coined
as unconditional security by Diffie and Hellman in
their seminal 1976 paper New Directions in Cryp-
tography [4]. Unconditionally secure quantum key
distribution in combination with the one-time pad
method is information-theoretically secure based
on the laws of physics [18].

In semi-quantum protocols, there is an added in-
terest in minimising the quantum requirements of
the systems. Examples include limiting Alice or
Bob to a single measurement basis, or relying only
on detection and reflection of photons [1, 9, 5]. De-

spite having an indubitable theoretical value in ex-
ploring the real gains in using quantum technolo-
gies, semi-quantum protocols are sometimes mis-
interpreted as the most easily implementable. In
fact, single-photon detectors, despite being rela-
tively harder to implement with high efficiency, are
considered classical resources whereas rotation
gates, which are relatively easier, are strictly quan-
tum.

A more recent branch of quantum cryptography
is device-independent cryptography, where the vi-
sion is unconditional security in the context of de-
vices that are imperfect or even maliciously de-
signed. Quantum cryptography had been predi-
cated on a known internal model of the systems
being used, such as the source and detectors. This
did not account for imperfect devices, and the pro-
tocols were shown to be vulnerable in the context
of imperfect photon sources. Mayers and Yao put
forth a protocol for a 1 self-testing quantum source,
ensuring that, given the passing of certain statisti-
cal tests, the source could be guaranteed adequate
for the security of quantum key distribution [10].
More recently quantum key distribution protocols
have been proven secure with a linear key rate in
the presence of noise, where Alice’s and Bob’s de-
vices are simply taken as physically isolated black
boxes [17].

In this thesis, we propose a novel QKD proto-
col with classical users, based on the recently in-
troduced coherence equality game [3]. Its secu-
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rity proof is analogous to those typically found in
the field of device-independent quantum cryptog-
raphy, in the sense that the security fundamen-
tally stems from the upper bounds restricting the
users’ performance in a game that verifies quan-
tum behaviour [12]. The protocol is semi-device-
independent, since we only specify properties of
the detection operators used by Alice and Bob, and
the source and measurements controlled by the
outside servers remain unspecified.

2. Preliminaries
In this section we explore the basics of quan-
tum key distribution (QKD), the coherence equality
game as a verification of communication in super-
position, and provide a description of the proposed
QKD protocol as well as the basics of semidefinite
programming used in the security proof.

2.1. Min- and max-entropy
Entropy and mutual information are extremely use-
ful in cases of asymptotic cases where the rounds
of random processes are independent. However,
when these assumptions are dropped and there
is finite communication, it is necessary to turn to
the more general notions of smooth min- and max-
entropy. In this section we introduce their defini-
tions and later on in Chapter ?? we connect them
to the security of QKD.

Definition 2.1. Min-entropy
Let ρ = ρAB be a bipartite density operator. The

min-entropy of A conditioned on B is defined as

Hmin(A|B)ρ := − inf
σB

D∞(ρAB ||1A ⊗ σB),

where the infimum ranges over all normalized
density operators on subsystem B and

D∞(τ ||τ ′) := inf{λ ∈ R : τ ≤ 2λτ ′}.

Definition 2.2. Max-entropy
Let ρ = ρAB be a bipartite density operator. The

max-entropy of A conditioned on B is

Hmax(A|B) := −Hmin(A|C)ρ,

where the min-entropy on the rhs is evaluated for a
purification ρABC of ρAB .

Definition 2.3. Support
The support of a non-negative function f ∈

P(X ), denoted sup(f), is the set of values x such
that f(x) > 0.

Remark 2.4. Let PXY ∈ P(X × Y ) and QY ∈
P(Y ). Then

Hmin(PXY |QY ) = − log max
y∈sup(QY )

max
x∈X

PXY (x, y)

QY (y)

Hmax(PXY |QY ) = log
∑
y∈Y

QY (y) · | sup(P yX)|,

where P yX denotes the function P yX : x 7→
PXY (x, y). In particular,

Hmax(PXY |QY ) = log max
y∈Y
| sup(P yX)|.

Definition 2.5. ε-smooth min- and max-entropy
Let ρ = ρAB be a bipartite state. The ε-smooth

min- and max-entropy of A conditioned on B are

Hε
min(A|B)ρ := sup

ρ′
Hmin(A|B),

Hε
max(A|B)ρ := inf

ρ′
Hmax(A|B),

where the supremum and infimum range over all
density operators ρ′ = ρ′AB which are ε-close to ρ
in fidelity.

2.2. Security of QKD
Classical cryptographic protocols are secure
based on current computational power and algo-
rithms. Unconditional security is defined as being
independent of developments in those fields. The
security of these protocols are either based on our
theory of quantum mechanics or in principles of rel-
ativity.

A (quantum) key distribution protocol KD is a
two-party protocol where Alice and Bob take inputs
in their respective Hilbert spaces HA and HB and
either abort the protocol or output classical clas-
sical keys sA, sB ∈ S, where S is the key space
of KD. At the end of the protocol Alice, Bob and
Eve share a quantum state ρSASBE which encodes
Alice’s and Bob’s secret key and also Eve’s side
information.

Definition 2.6. Universal security in QKD [14]
Let {|s〉} be an orthonormal basis of a Hilbert

space HS . We say that a key S is ε-secure with
respect to HE if

1

2
||ρSE − ρU ⊗ ρE ||1 ≤ ε,

where ρU = 1
|S|
∑
s∈S |s〉〈s| is the fully mixed state

on HS .

Since the L1-distance does not increase with
quantum operations, the security of the key is not
reduced by further evolution of the system in which
it is used. This is related to the universal compos-
ability of a protocol, in which it can be used as a
subroutine of a larger protocol and still be secure.
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Quantum key distribution protocols consist of
Alice and Bob having access to shared entangle-
ment and using it in establishing a common secure
key. The following sections run through the typical
steps of a protocol, highlighting their importance
and the relevant results.

Parameter estimation
After all quantum communications, Alice and

Bob sacrifice the information of a random subset
B ∈ [m] of total rounds, of size γm, to estimate the
correlation of their subsystems and to bound the
power of any eavesdropper. By choosing the sub-
set B randomly, they can estimate the behaviour in
the remaining rounds.

Theorem 2.7. Information reconciliation
(Lemma 6.3.3 in [14])

Let α, β ∈ {0, 1}k be two random variables held
by Alice and Bob, respectively. There is an infor-
mation reconciliation protocol that is ε-fully secure
in which Bob communicates

` ≤ Hmax(β|α) + log(2/ε)

bits of information about β to Alice such that with
probability at most 1 − ε Alice and Bob both know
β at the end of the protocol.

Theorem 2.8. Privacy amplification [7]
Let `εextr(X|B) be the maximum length of a bit-

string f(X) that can be computed fromX such that
f(X) is ε-close to a string Z which is perfectly uni-
form and independent of side information B. Then

`εextr(X|B) ≥ Hε′

min(X|B) +O(log 1/ε),

where ε′ ∈ [ 12ε, 2ε].

2.3. Verification of coherence
The basis for the security of the protocol is a
method for verification of coherence introduced by
Del Santo and Dakić [3].

Consider a single particle being sent in a super-
position to Alice and Bob is represented as

|ψ〉 = s0 |1〉A |0〉B + s1 |0〉A |1〉B , (1)

with |s0|2 + |s1|2 = 1. In this case, Alice and Bob
choose to apply blocking operators BA/B that have
the intuitive behaviour

BA(ρAB) = |0〉〈0|A ⊗ TrA(ρAB), (2)
BB(ρAB) = TrB(ρAB)⊗ |0〉〈0|B , (3)

meaning that they produce vacuum in the blocked
channel and decorrelate it from the other chan-
nel. If we again associate x,y for Alice’s and Bob’s
choices respectively, we have that the state after
their choices is

ρxy = (BA)x(BB)yρAB . (4)

Instead of recombining the state to perform a
unitary operation before measurement, Alice and
Bob send their respective states to servers SA
and SB respectively, where each server performs
a measurement on each half of the state, with out-
put a for SA and b for SB , where a, b ∈ {0, 1}. The
servers are also allowed to have some previously
shared quantum resources as well.

For measurement operators Π
A/B
a/b in servers

SA and SB , respectively, the conditional outcome
probabilities are

p(ab|xy) = tr
(
ΠA
a ⊗ΠB

b ρxy
)
. (5)

We can distinguish classical from quantum be-
haviour using the distribution p(ab|xy). Suppose
Alice and Bob challenge the servers SA and SB to
a coherence game: the servers get to choose the
state; they can also perform whatever measure-
ments they wish on the states ρxy as described
above. The game consists of testing each round
for the condition

a⊕ b = x⊕ y, (6)

when Alice and Bob choose their inputs x, y uni-
formly randomly.

How successful can the servers be at this game,
using only classical strategies? In this case, a par-
ticle is either sent to Alice’s or Bob’s lab, determin-
istically. Therefore, the resulting distribution is a
linear combination of the two cases (given by the
likelihood of it being sent to either lab). We can
write

pClass(ab|xy) = λA pA(ab|x) + λB pB(ab|y), (7)

for λA, λB non-negative constants that add up to
unity. The measure of interference effects in this
case,

Iab =

1∑
x,y=0

(−1)x⊕yp(ab|xy), (8)

will necessarily equal zero in the classical case:

IClassab = 0, ∀a, b. (9)

This results in a fixed value for the classical win-
ning probability in the coherence game. We can
write

Pwin =
1

4
[p(00|00) + p(00|11) + p(01|01) + p(01|10)+

p(10|01) + p(10|10) + p(11|00) + p(11|11)]

=
1

2
+

1

4
(I00 + I11). (10)

Therefore any classical strategy succeeds half the
time, no better than just outputting random a, b:

PClasswin =
1

2
. (11)
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Can we do better using particles in superposi-
tion? Consider the following strategy. The source
emits the state ρAB = |ψ〉〈ψ| where |ψ〉 is the state
in Equation 1 with s0 = s1 = 1/

√
2. After Alice and

Bob decide their inputs x, y, the servers SA and SB
perform the following measurement, and output the
results a, b:

Π
A/B
a/b =

1

2
(1 + (−1)a/bσXA/B), (12)

where σX is the Pauli-X matrix. For this strategy,
the likelihood of winning is [3]

PQwin =
5

8
. (13)

By performing this game for several rounds, if
Alice and Bob verify that the servers win at the
game with sufficiently high probability, they can ver-
ify (within some statistical bounds) that the particle
is being sent in a superposition to their respective
labs.

Given a one-particle assumption (i.e. we can
write the state as in Equation 1), this is the best
choice for the state |ψ〉 and measurements Π

A/B
a/b ,

up to local isometries [3].

2.4. The QKD protocol
The setup

The setup consists of an untrusted source that
sends a quantum state to Alice and Bob. Alice
(resp. Bob) chooses to either attempt to detect the
particle (x = 1, resp. y = 1) or do nothing (x = 0,
resp. y = 0). Attempting to detect returns an out-
put α (resp. β) which indicates whether or not the
particle was detected. Alice (resp. Bob) then sends
their half of the state to server SA (resp. SB), which
output outcomes a (resp. b), as represented in Fig-
ure 1.

Source, |φ〉

Alice, x, α

Bob, y, β

SA, a

SB , b

Figure 1: Layout of the setup. Only Alice’s and Bob’s are
trusted, in that their operators satisfy the detector properties.

The protocol

1. Take as input parameters θ, η. For each round
i ∈ [m], Alice and Bob receive state ρi from a
source and randomly choose to either detect
or do nothing, according to their secret bits
xi, yi respectively.

2. Alice and Bob share their choices of inputs, X
and Y respectively, and the outputs A,B from
their respective servers SA and SB on a public
authenticated channel.

3. Alice chooses a random set B as a fraction γ
of the rounds in D, where D is the set of rounds
i such that xi = yi = 1, i.e. when both Alice
and Bob chose detection, and share the out-
comes α, β of their detections.

4. From their input choices and from the outputs
of SA and SB , A and B respectively, Alice and
Bob calculate the fraction of rounds winning
the CE game,

Î ≡ 1

m

∑
i∈[m]

1ai⊕bi=xi⊕yi , (14)

and the fraction of rounds not satisfying the
one photon condition, estimated from the pub-
lic results of rounds in B,

d̂ε ≡
1

|B|
∑
i∈B

1αi=βi
. (15)

If dε > η, they abort the protocol.

5. Alice and Bob perform information recon-
ciliation, where Bob communicates ` =
H(1.1η)|D|+ log(2/ε) bits of information to Al-
ice.

6. For the security parameter θ, determine
κ(Î , d̂ε, θ) such that, with probability at least
1− θ, the protocol is secure and they obtain

κ|D| − `+O(log 1/ε) (16)

bits of information (see Section 4).

2.5. Semidefinite programming
A central part of the security proof of our proto-
col involves establishing a bound on the guessing
probability of the key generating events in Alice’s or
Bob’s labs, given the behaviour exhibited by the un-
trusted servers. This problem can be stated as an
optimisation problem in semidefinite programming
and in this chapter we give a brief explanation of
the techniques used to solve this type of problem
[16]. The complete details of the approach used
here can be read in the work of Pironio et al. [13].

Definition 2.9. Positive operator
An operator V : Hn → Hn is said to be a positive

operator, V > 0, if

〈ϕ|V |ϕ〉 > 0, ∀ |ϕ〉 ∈ Hn s.t. |ϕ〉 6= 0.

Definition 2.10. Positive semi-definite operator
An operator V : Hn → Hn is said to be a positive

semi-definite operator, V � 0, if

〈ϕ|V |ϕ〉 ≥ 0, ∀ |ϕ〉 ∈ Hn s.t. |ϕ〉 6= 0.
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The most general case that the technique by
Pironio et al. solves is the following. For a set of
operatorsX and polynomials p, qi, ri, si, define the
minimum

p̃? = min(H,X,φ) 〈φ|p(X)φ〉
subject to qi(X) � 0 i = 1, . . . ,mq

ri(X)φ = 0 i = 1, . . . ,mr

〈φ|si(X)φ〉 ≥ 0 i = 1, . . . ,ms.
(17)

This optimisation problem can be turned into
a sequence of relaxed semidefinite programming
problems that result in solutions p(i), i ∈ N such
that p(1) ≤ p(2) ≤ · · · ≤ p̃? and in the case that the
constraints imply that the operators are bounded,
then the sequence converges to p̃?. The dimen-
sion of the Hilbert space is not bounded in the op-
timisation problem, as each relaxations increases
the dimension of the Hilbert space considered.

Definition 2.11. For 2k ≥
max{deg(p),deg(qi),deg(ri),deg(si)}, the re-
laxation of order k associated with the problem in
equation 17 is defined as the SDP problem

p̃k = miny
∑
w pwyw

s.t. Mk(y) � 0
y1 = 1

Mk−di(qiy) � 0 i = 1, . . . ,mq

m2k−d′i(riy) = 0 i = 1, . . . ,mr∑
w si,wyw ≥ 0 i = 1, . . . ,ms,

(18)
where di = ddeg(qi)/2e, d′i = deg(ri) and the opti-
misation is over y ∈ K|W2k|.

Definition 2.12. Positivity domain
Let Q = {qi : i = 1, . . . ,mq} be the set of poly-

nomials determining the positivity constraints in 17.
The positivity domain SQ associated with Q is the
class of tuples X = (X1, . . . , Xn) of bounded op-
erators on a Hilbert space making each qi(X) a
positive semidefinite operator.

Definition 2.13. Archimedean quadratic module
The quadratic module MQ is the set of all ele-

ments of the form
∑
i f

?
i fi +

∑
i

∑
j g

?
ijqigij where

fi and gij are polynomials in K[x, x?]. MQ is
Archimedean if there exists a real constant C such
that C2 − (x?1x1 + · · ·+ x?2nx2n) ∈MQ.

If the quadratic module is Archimedean, we are
ensured that the relaxation solutions converge to
the optimum. In fact, for a large enough order `,
the sequence is monotonically increasing, so that
there is a defined order p` ≤ p`+1 ≤ · · · ≤ p?.
Therefore, while we could run various levels until
convergence, we can also just obtain lower bounds
on the actual optimum using just the first levels.

Theorem 2.14. If MQ is Archimedean, then
limk→∞ pk = p̃?.

Proof. See Theorem 3 in [13].

Theorem 2.15. If MQ is Archimedean, the opti-
mum values pk of relaxations Rk form, for k large
enough, a monotonically increasing bounded se-
quence.

Proof. See Lemma 4 in [13]. The value of `
such that the sequence (pk)k≥` is monotonically in-
creasing is given by ` = `′ − 1 + dM , where 2`′ ≥
max{deg(p),maxi deg(qi)} and we have that dM =
maxij{deg(fi),deg(gij) + di}, for di = ddeg(qi)/2e.

Proposition 2.16. Let X = X ′∪(X ′)† for X ′ being
the set of operators in equation 24. The quadratic
module associated with the constraints in equa-
tions 26 and 28 of the operators is Archimedean.

Proof. Consider that

4−
∑
i

X†iXi = (19)

(1−
∑
α=0,1

Dα
A
†Dα

A) + (1−
∑
β=0,1

Dβ
B

†
Dβ
B) (20)

+ (1−M0
A −M1

A) + (1−M0
B −M1

B) (21)

+ (M0
A −M0

A
2
) + (M1

A −M1
A
2
) (22)

+ (M0
B −M0

B
2
) + (M1

B −M1
B
2
) = 0. (23)

Theorem 2.17. For a given pair (I, dε), let
(P (k)(I, dε))k≥3 be the sequence of solutions of
each relaxation Rk of the SDP problem defined in
Equation 42. Then for each (I, dε) the sequence is
monotonically decreasing.

Proof. From Proposition 2.16 and Theorem 2.14,
we have that the for large enough k the sequence
is monotonically decreasing. We can also verify
that, since in our case, 2`′ ≥ 6, dM = 1, we have
that the sequence (P (k)(I, dε)) is monotonically in-
creasing for k ≥ 3, according to Theorem 2.15.

3. Bounding quantum correlations in CE game
In this section we describe the application of
semidefinite programming and the convergent re-
laxations method in their application to the coher-
ence equality game.

3.1. Modelling the setup
In order to bound the correlations in our precise
scenario, we should be able to write all relevant
expressions from a finite set of operators X. Using
polynomials qi, ri, si, all properties of the problem
should be able to be written as expressions of the
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type in equation 17. In our case, the full set of
operators is X = X ′ ∪ (X ′)†, for

X ′ = (D0
A, D

1
A, D

0
B , D

1
B ,M

0
A,M

1
A,M

0
B ,M

1
B). (24)

There are two types of operators. Detection
operators, D0/1

A/B , are used in Alice’s/Bob’s labs,
where they can attempt to detect the particle.
The remaining are measurement operators, M0/1

A/B ,
which in the general case are POVMs. These two
groups have different properties, which will appear
in the constraints of the SDP problem. Another im-
mediate property of the operators is commutativity
between different subspaces.

3.1.1 Detection operators

Particle detectors function as blockers of channels,
with the added feature of outputting whether a par-
ticle was detected (“1”) or not (“0”). In either case
the resulting state is vacuum. We can then repre-
sent the operators in second quantisation as

D0
A/B = |0〉〈0|A/B , D1

A/B = |0〉〈1|A/B . (25)

The relations that these operators follow of rele-
vance to the SDP problem are, for S ∈ {A,B},

(D0
S)2 = D0

S , D0
SD

1
S = D1

S ,

(D1
S)2 = 0, D1

SD
0
S = 0,

(D0
S)†(D0

S) + (D1
S)†(D1

S) = 1S ,

(26)

as well as the commutation of operators between
Alice’s and Bob’s sides.

The value we are optimising for in the SDP prob-
lem is the probability that Alice detects the photon
in the case x = 1, which is written in the detection
operators as

P (α = 1|x = 1) = 〈φ| (D1
A)†D1

A |φ〉 . (27)

3.1.2 Measurement operators

The measurements Ma
A,M

b
B , with a, b ∈ {0, 1}

used by the servers can be said to follow the prop-
erties of projection operators:

(M
a/b
A/B)† = M

a/b
A/B , (M

a/b
A/B)2 = M

a/b
A/B ,

M0
A +M1

A = 1A, M0
B +M1

B = 1B .
(28)

The use of projections instead of the general
POVMs is justified as a POVM can be represented
by a projective measurement in a sufficiently large
Hilbert space, so no generality is lost [11].

3.1.3 Winning probability

To write the expression for the winning probabil-
ity in the coherence game, we need to write the
values p(ab|xy) in terms of expectation values for
polynomials of operators. For instance, when Alice
detects the particle and obtains a result α = 1, the
new normalised state is

|φ′〉 =
D1
A |φ〉√

〈φ| (D1
A)†D1

A |φ〉
=

D1
A |φ〉√

p(α = 1|x = 1)
.

(29)
In general, if Alice and Bob pick inputs x and y re-
spectively, obtaining outputs α, β, we have the re-
sulting state

|φ〉αβ =
(Dα

A)x(Dβ
B)y |φ〉√

〈φ| (Dα
A
†)x(Dβ

B

†
)y(Dα

A)x(Dβ
B)y |φ〉

(30)

=
(Dα

A)x(Dβ
B)y |φ〉√

p(αβ|xy)
. (31)

Therefore, the conditional probabilities can be writ-
ten as

p(ab|xy) = p(ab|αβxy) p(αβ|xy) (32)

= 〈φ|αβM
a
AM

b
B |φ〉αβ p(αβ|xy) (33)

= 〈φ| (Dα
A
†)x(Dβ

B

†
)yMa

AM
b
B(Dα

A)x(Dβ
B)y |φ〉 .
(34)

Let 1a⊕b=x⊕y be the indicator function for the co-
herence equality game, such that

1a⊕b=x⊕y :=

{
1, a⊕ b = x⊕ y,
0, otherwise.

(35)

The winning probability for the coherence equality
game,

1

4

∑
abxy

1a⊕b=x⊕yP (ab|xy), (36)

is represented as

1

4

∑
abxy

1a⊕b=x⊕y·

(37)∑
αβ

〈φ| (Dβ
B

†
)y(Dα

A
†)xMa

AM
b
B(Dβ

B)y(Dα
A)x |φ〉 .

(38)

3.1.4 One-particle condition

The probability that only one photon can be de-
tected is

1− P (α = β|x = y = 1) = (39)

1− 〈φ| (D0
A)†(D0

B)†D0
AD

0
B + (D1

A)†(D1
B)†D1

AD
1
B |φ〉 .
(40)
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Even after simplifying using the Gröbner basis,
the largest degree in all the polynomials is 6, which
means that the first allowed relaxation is of degree
3. The matrices’ dimensions run over all words
in X of size 3 and the vectors in words of size 4.
Since X is quite large (size 10 by some immediate
simplifications), this results in matrices with very
large size which is limiting in the calculation time
and only allows for the first relaxation to be com-
puted.

4. SDP Results & Security proof

The following results are obtained from the first
allowed relaxation of the method by Pironio et al.

Bound on the coherence equality game
In [3], the best strategy presented for the CE

game has success probability PQ1 = 5/8 = 0.625.
Our model contains the one used in the paper, so
we can calculate an upper bound on that probabil-
ity. The best strategy is obtained by the following
optimisation:

max
∑
abxy 1a⊕b=x⊕yP (ab|xy)

subject to P (α = β|1, 1) ≤ dε
P (a, b, α, β|x, y) =∣∣∣∣∣∣Ma

A(Dα
A)x ⊗M b

B(Dβ
B)y |φ〉

∣∣∣∣∣∣2
(41)

where a, b, α, β, x, y ∈ {0, 1}. a and b represent the
outcomes of the servers SA and SB , x and y rep-
resent the choices of Alice and Bob (Detect and
Do Nothing, respectively for 1 and 0), and α and β
are the outcomes of the detection of Alice and Bob
respectively, and ⊥ in case they chose Do Nothing.

For the setup including a guaranteed sin-
gle photon, and the relationships between all
the operators, we obtain the maximum value
PQmax ≡ I∗/4 ≤ 0.62511 in the first SDP relaxation
for dε = 0, which is close the value obtained in [3]
but is not tight, which would be improved by doing
higher-order relaxations. For higher values of dε,
we observe an increase in the winning probability,
as can be seen in Figure 3. This is expected as,
for the case dε = 1, where the server is allowed
to send two photons to Alice and Bob, the servers
can directly learn the values x and y and the game
can be won trivially by simply setting a = x, b = y.

Bound on the detection probability
The safety of the protocol is based on the fact

that a set of state and measurements (ρ,Ma
A,M

b
B)

picked by the adversary cannot simultaneously be
used to win at the CE game and allow for detec-
tion events (i.e. the outcomes α and β) to be com-
pletely predictable. This property is captured in the

Figure 2: Upper bound on the guessing probability for Alice’s
(or equivalently, Bob’s) detection outcome, for a state and mea-
surements as described in Section 2, for each interference term
I.

following optimisation problem:

max P (α = 1|x = 1)
subject to

∑
abxy 1a⊕b=x⊕yP (ab|xy) ≥ I

P (α = β|1, 1) ≤ dε
P (a, b, α, β|x, y) =∣∣∣∣∣∣Ma

A(Dα
A)x ⊗M b

B(Dβ
B)y |φ〉

∣∣∣∣∣∣2 ,
(42)

for which the first relaxation in the SDP problem
admits the solution P (3)(I, dε). We ran the opti-
misation problem on the first possible level for dif-
ferent values of I, starting at the classical value
I0 = 2, for which P (3)(I0, dε) = 1, and up to the
value I = 2.5 allowed by the strategy in [3]. Figure
2 is a graph of the relation between the guessing
probability P (3) and the CHSH expectation value I,
for different probabilities of finding more than one
photon, dε.

We verify that once we consider values for I
such that classical behaviour is not allowed, the re-
sult of the detection of a photon by Alice becomes
random, and the higher the value of I the less
predictable it is. Also, this relationship is stronger
the smaller the value of dε, the probability of not
detecting a single photon. The implication of this
bound for the min-entropy is captured by the func-
tion f(I, dε) ≡ − log2(P (I, dε)), plotted in Figure 4.

Security proof
We establish the following result

Theorem 4.1. (Informal) Let m be a large enough
integer and let ε := e−c0m, where c0 > 0 is a small
constant. The protocol described above generates
a key K of length κm, that is ε-secure: the proba-
bility that the users Alice and Bob do not abort and
any short-term memory adversary can obtain infor-
mation about the key is at most ε. Furthermore, κ
in principle does not scale with m, as it is a func-
tion of the probability of winning at the coherence
equality game, how much the devices satisfy the
one-photon condition, and the security parameter.

7



Figure 3: Best winning probability for the coherence equality
game when the one-photon condition is met with probability 1−
dε.

Figure 4: Plot of f(I, dε) ≡ − log2(P (I, dε)), where P is an
upper bound on the guessing probability for outcome α in Alice’s
lab.

Theorem 4.2. Suppose Alice and Bob do not abort
the protocol after Step 4. Let D be the set of
detection rounds. Then, with probability at least
1− 2e−γ η |D|/250,

Hmax(βD|αD) ≤ H(1.1η)|D|. (43)

Theorem 4.3. Suppose Alice and Bob do not abort
the protocol after Step 4. Then they can perform
information reconciliation on their bit strings αD, βD
sacrificing at most the following amount of bits of
information

`εleak ≤ H(1.1η)|D|+ log(2/ε). (44)

Proof. Theorems 2.7 and 4.2.

Theorem 4.4. Suppose that there is an informa-
tion reconciliation protocol requiring at most ` bits
of communication. Then, for any ε > 0, there is a
privacy amplification protocol which extracts

Hmin(αD|E ′)− `+O(log 1/ε) (45)

bits of key.

To establish how the CE game provides a bound
on the min-entropy Hmin(αD|E ′), we start by con-
sidering a property of each round of the raw key
generation, guaranteed by the SDP bound.

Lemma 4.5. Let P (3)(I, dε) be the function bound-
ing the guessing probability obtained in Section 4.
Then, for any given round i in the protocol, the fol-
lowing three conditions cannot hold at the same
time:

1. The no signalling condition is satisfied and our
assumptions about Alice’s and Bob’s labs are
correct.

2. The set Si = (ρ,Ma
A,M

b
B)i of the state and

measurements wins at the CE game with
probability Pwin ≥ I/4, and satisfies the one-
photon condition with probability at least 1−dε.

3. In the case that Alice decides to Detect (x =
1), the outcome of that detection can be pre-
dicted with likelihood P (α = 1) > P (3)(I, dε).

Proof. Bound on the detection probability obtained
in Section 4.

Lemma 4.6. Let Î be the observed value for the
CE game. Then

Pr

(
1

m

m∑
i=1

I(W i) ≤ Î − ε

)
≤ exp

{
− mε2

2(4 + Iq)2

}
,

(46)
where Iq is the largest allowed value for the CE
game.

Lemma 4.7. Let D be the set of detection rounds
used for the raw key and Î the estimated value for
the CE game. Then we have that

Pr

(
1

|D|
∑
i∈D

I(W i) ≥ (1− δ)(Î − ε)

)
(47)

≥ 1− exp

(
−mδ2

8
(Î − ε)

)
− exp

(
mε2

2(4 + Iq)2

)
.

(48)

Lemma 4.8. Let d̂ε be the observed value for the
one-photon condition, taking the detection results
of rounds in B. Then

Pr

(∣∣∣∣ 1

|B|
∑
i∈B

dε(W
i)− d̂ε

∣∣∣∣ ≥ ε
)
≤ 2 exp

{
−|B|ε

2

8

}
.

(49)

Proof. Two-sided Azuma-Hoeffding inequality.

Lemma 4.9. Let B be the subset of detection
rounds D used in estimating d̂ε, such that |B| =
γ|D| = γm/4. Then, for ε, δ > 0,

Pr

(
d̂ε + ε

1− δ
>

1

|D|
∑
i∈D

dε(W
i)

)
(50)

≥ 1− exp

{
−δ

2

8
γ2m(d̂ε − ε)

}
− 2 exp

{
−γmε

2

32

}
.

(51)
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Theorem 4.10. Bound on the min-entropy
Let θ > 0 be a safety parameter and assume

that the protocol does not abort, and let Î , d̂ε be the
observed values for the CE game and one-photon
probability. Then there exists a function f and a
choice of values Ĩ < Î, d̃ε < d̂ε such that, with
probability at least 1− θ, we have that

Hmin(αD|ABXY ) ≥ f(Ĩ , d̃ε)|D|. (52)

Proof. This proof follows along the lines of Section
A.2 of [12]. Recalling the relation between min-
entropy and guessing probability,

Hmin(X|Y ) = − log2 Pguess(X|Y ). (53)

We are interested in the min-entropy
Hmin(αD|ABXY ) of the detection results α
when of rounds in D, given that Eve has access
to the strings X,Y,A,B of inputs and outputs.
Consider the strings αd = (αi)i∈[1..d] where d
runs through the indices in the set D. Similarly,
am, bm, xm, ym where m runs through all rounds.
We have that

− log2 P (αd|ambmxmym) (54)

= − log2

∏
i∈D

p(αi|ai−1bi−1xi−1yi−1αi−1) (55)

= − log2

∏
i∈D

p(αi|W i) (56)

=
∑
i∈D

− log2 p(α
i|W i). (57)

From the semidefinite programming problem we
obtain a constraint of the type − log2 p(α

i|W i) ≥
f(I(W i), dε(W

i)) (see Figure 4). This is the case
conditioned on any measurement performed by an
eavesdropper, therefore we must assume that Eve
has measured her quantum side information before
the parameter estimation step. In that case, we can
write

− log2 P (αd|ambmxmym) (58)

≥
∑
i∈D

f(I(W i), dε(W
i)) (59)

≥ |D| f
(

1

|D|
∑
i∈D

I(W i),
1

|D|
∑
i∈D

dε(W
i)

)
. (60)

The last inequality is deduced using the convexity
of f and Jensen’s inequality for two variables.

Given a security parameter θ > 0. Using Lem-
mas 4.7 and 4.9, by sharing a fraction γ > 0 of the
results of detection rounds, for m large enough, we
can establish values ε, δ, ε′, δ′ > 0 such that, with

probability at least 1− θ,

1

|D|
∑
i∈D

dε(W
i) <

d̂ε + ε

1− δ
=: d̃ε (61)

1

|D|
∑
i∈D

I(W i) ≥ (1− δ′)(Î − ε′) := Ĩ . (62)

Since f(I, dε) is increasing with I and decreasing
with dε, we have that

Hmin(αD|ABXY ) = − log2 P (αd|ambmxmym)
(63)

≥ |D| f(Ĩ , d̃ε) ≡ |D|κ. (64)

Theorem 4.11. Let θ > 0 be a security parame-
ter and suppose that the protocol does not abort.
Then, with probability at least 1− θ, Alice and Bob
can perform information reconciliation by sharing
` = H(1.1η)|D| + log(2/ε) bits of information and
perform privacy amplification to obtain

κ|D| − `+O(log 1/ε) (65)

secure bits of information, where κ is a constant
that only depends on the values observed for Î , d̂ε
and the security parameter θ.

5. Conclusions
Using a novel verification of quantum behaviour in-
troduced in [3], we have proposed a QKD protocol
with linear key rate that is semi-device-independent
and only requires classical users, in an attempt to
expand the boundaries of the type of protocols that
exist in device-independent cryptography.

We quantified a verification of quantum be-
haviour via semidefinite programming, where we
established that the probability of guessing a parti-
cle detection is bounded from the fact that the par-
ticle is used to play a coherence equality game. To
our knowledge, this was only established for Bell-
type inequalities, and not for interference phenom-
ena such as the verification of coherence analysed
here.

We have shown the protocol to be stand-alone
secure against a short-memory quantum adver-
sary, which means that the adversary measures
their side information before the classical post-
processing part of the protocol. However, as QKD
is typically used as subroutine of larger protocols,
we would like our protocol to be universally com-
posable, a category introduced by Canetti in [2]. In
order to achieve that, the protocol should be secure
against full quantum adversaries, which is a stan-
dard of security already present in DIQKD [17], but
not yet achieved in this work.
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Lemus et al. have shown that a QKD protocol
can be used to generate oblivious keys which are
sufficient for the implementation of oblivious trans-
fer [8]. As Kilian has proved oblivious transfer com-
plete for secure multiparty computation [6], it would
be interesting to build oblivious keys with a modi-
fied version of our protocol. Semi-quantum obliv-
ious transfer would allow increased speed of the
protocols necessary for secure multiparty compu-
tation, which would also benefit from the standard
of security in quantum cryptography.
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