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Resumo

O crescimento de registos de séries temporais multivariadas em biomedicina tem impulsionado o desen-
volvimento de algoritmos para a sua clara interpretagao. As redes de Bayes dindmicas estao entre os
métodos mais populares para analisar este tipo de dados, por facilitarem a compreensao das suposicoes
subjacentes. Contudo, o desenvolvimento e utilizagdo de programas relacionados com estas metodolo-
gias nao espelham o forte progresso tedrico que se tem verificado nesta area. De facto, numa era em
que inumeros servigos estao ja disponiveis na Internet, é natural que os investigadores e profissionais
de satude estejam relutantes quanto a executar estas aplicagoes computacionalmente dispendiosas na
linha de comandos dos seus computadores. Nesta tese, desenvolveu-se uma aplicagao web, disponivel
em https://vascocandeias.github.io/maestro, que preenche esta lacuna, gracas a sua capacidade de
executar estes algoritmos exigentes e incorporar qualquer tipo de software programéavel para analise de
dados. A ferramenta proposta conta com uma arquitetura de microsservicos, implementada na nuvem,
que comprovadamente lhe permite aumentar a capacidade de forma instantanea, reduzindo, assim, os
tempos de execucdao. A sua escalabilidade é, também, garantida, ndo se tendo verificado qualquer de-
gradagdo de desempenho quando a aplicagao foi submetida a milhares de pedidos concorrentes. Além
disso, a sua versatilidade é demonstrada através do estudo de dados reais. E, ainda, distribuido em
https://github.com/vascocandeias/maestro-backend um servidor local idéntico que pode ser usado
numa rede interna, para que os dados dos utilizadores nunca saiam de uma rede restrita. Estas fer-
ramentas deverao permitir a facil e rdpida utilizagao dos mais recentes métodos para analise de dados

longitudinais.

Palavras-chave: aplicag@o web, arquitetura na nuvem, MAESTRO, redes de Bayes dinamicas,

séries temporais multivariadas
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Abstract

The surge of multivariate time series records in biomedicine has driven researchers to develop algorithms
towards their clear interpretation. Dynamic Bayesian networks are among the most popular methods,
allowing to transparently impute, classify, and make predictions on medical records while enabling users to
understand the underlying assumptions. Although significant theoretical progress has been made on these
methodologies, the development of related programs and their adoption is still far from fully accomplished.
Indeed, these packages remain as resource-intensive command-line applications that analysts are reluctant
to use. The lack of a public web application that integrates these methods is crucial in an era where
every service is quickly moving to the Internet. In this thesis, this missing website is conceptualised
and implemented as a cloud-based application that comfortably scales with the number of requests and
can be easily extended with any scriptable software for data analysis. MAESTRO (dynaMic bAyESian
neTwoRks Online), available at https://vascocandeias.github.io/maestro, relies on a microservice
architecture deployed on Amazon Web Services and can handle the most demanding tasks, with the
flexibility to readily increase processing power and reduce execution times. This application’s scalability
is proven by making thousands of simultaneous calls, which does not cause any performance degradation.
Its versatility is further conveyed through a case study with real data. Additionally, a local server to
be used in an intranet, preventing data from leaving a managed network, is proposed and distributed
at https://github.com/vascocandeias/maestro-backend. These tools should allow clinicians and

investigators to effortlessly use state-of-the-art tools for longitudinal data analysis.

Keywords: cloud architecture, dynamic Bayesian networks, MAESTRO, multivariate time

series, web application
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Chapter 1

Introduction

1.1 Motivation

Despite the increased development of machine learning (ML) techniques for automatically diagnosing
human diseases from electronic medical records (EMRs) [1, 2], there is still a lack of accessibility for the
end-user. In a world where every service is moving towards the web and people are less willing to download
and execute software on their devices, it is imperial to provide a web-based platform that integrates the
state-of-the-art methods for issues such as imputation and clustering of multivariate time series (MTS).
This system would allow such analyses to be readily available for any practitioner and let them take full
advantage of the increased availability of EMRs, which hold the patients’ clinical evaluations, and hence
originate MTS when collected over time.

Since doctors cannot just put their patients’ health in the hands of black-box solutions [3], they need
models that not only can handle problems with a vast number of attributes and extensive data sets but
are also transparent and meet the required level of accountability of the medical field [4]. By resorting to
probabilistic graphical models (PGMs), these experts may get interpretable tools that produce reliable
predictions and facilitate efficient interpretation, allowing them to improve each inference over their
patients’ EMRs.

As follows, it is no surprise that a subset of PGMs, the dynamic Bayesian networks (DBNs), are
emerging in this field, being used for tasks such as detecting outliers in MTS [5], making predictions
using these time series (TS) or grouping them into clusters [6]. As such, it would be highly beneficial
for the medical community to have a platform at their disposal that implements these already available
packages in a way that allows the understanding of the underlying algorithms and assumptions.

To fill in this gap, we studied state-of-the-art implementations of web applications and developed
MAESTRO (dynaMic bAyESian neTwoRks Online) [7]. This publicly available web tool aggregates
imputation, outlier detection, clustering and inference tools based on DBNs as well as discretisation and
visualisation capabilities that allow users to upload and analyse their MTS. Along with the minimisation
of the implementation cost, the resulting architecture should be aimed at maximising the following

characteristics:



+ Quality of service (QoS) — How well the system performs from the user’s perspective;

» Security — How the system guarantees integrity, confidentiality and availability;

» Horizontal scalability — How easy it is to add nodes to accommodate the increase of users;

« Vertical scalability — Whether it is possible to add resources to improve performance;

« Concurrency — Whether the resources can be accessed by multiple users simultaneously;

» Extensibility — How easy it is to add new functionalities;

» Transparency — Whether the user perceives the system as a whole or as distributed procedures;
« Longevity — How long the web tool will remain online.

One of these requirements is particularly challenging when trying to serve these exponentially complex
algorithms to learn DBNs online: concurrency. In fact, the one web application that makes use of these
models for outlier detection - METEOR [8] — exhibits severe concurrency issues. When a user is training
a network, the entire website becomes unavailable to others, even the landing page. As such, a crucial
objective is ensuring that not only does the website continue to operate but that simultaneous requests
will not influence one another.

Besides, while it is clear that other data-analysis software like SPSS [9] already exist, they often
require licenses that might not be affordable and do not allow research or medical teams to add custom
packages. Furthermore, even though some tools such as Weka [10] may seem to satisfy the requirements
mentioned above for being open source and extensible, they still require users to download software and
have limited extensibility by only accepting Java packages. Moreover, having to run the program locally
is not just an inconvenience, as practitioners might not even have access to computers with the necessary
hardware to rapidly make these computations and without sacrificing performance on other vital tasks.

In contrast, MAESTRO is more than a freely available service. By downloading its source code,
any medical or academic institution can have this modular microservice infrastructure running in their
intranet by solely setting some environment variables and executing a single command. Moreover, adding
custom packages has never been easier, as the developers only need to create two straightforward interface
files and copy them, along with the executables, to the server’s directory.

To face the challenges mentioned above, MAESTRO relies on a microservice architecture with a
gateway that receives the users’ requests, a message queue where workers get tasks from and a data
service to store input files and results. On top of these, an email service notifies analysts upon each task’s
completion, a log service tracks potential errors, and an authenticator ensures authorised access.

While an on-premises version of the web tool is also made available, the publicly available one — which
is the focus of this thesis — is deployed in the cloud using Amazon Web Services (AWS) and tested for
its concurrency and scalability. We will verify whether, by resorting to both serverless functions and dy-
namically allocating virtual machines (VMs), the system withstands bursts of thousands of simultaneous
requests without any performance degradation. Likewise, we intend to prove that this implementation

can vertically scale for improved computational power and reduced execution times.



1.2 Contributions

This dissertation culminated in the following contributions:

« Comprehensive review of Internet-based systems architectures;
« Conception of an extensible system architecture for data analysis using DBNs;

» Deployment of the devised application as a widely available cloud-based web tool, accessible at

https://vascocandeias.github.io/maestro;

« Publication of a video tutorial that exemplifies the use of the application, which can be consulted

at https://youtu.be/VWfPkxaSWMI;

» Demonstration of the implemented functionalities through a case study using real Alzheimer’s

disease data;
« Performance evaluation of the publicly available tool by stress testing it with ambitious requests;

» Implementation of an on-premises version of the application, distributed at https://github.com/

vascocandeias/maestro-backend;

» Proposal of possible future work to improve the architecture and its implementations.

The aforementioned have also been compiled in an article which is awaiting approval by the co-authors

to be submitted to the international journal Computer Methods and Programs in Biomedicine [11].

1.3 Document outline

Having introduced the problem to solve in this thesis, this chapter is followed by an introduction to the
relevance of ML in biomedicine as well as a review of the state-of-the-art approaches for Internet-based
system architectures in Chapter 2.

A more explicit definition of the problem at hand is then devised in Chapter 3, where its requirements
are drawn from a set of imposed constraints. The proposed functionalities are then explored in Chapter 4,
followed by the system design in Chapter 5.

Having explained the architecture, the two implementations of this application are presented in
Chapter 6. In Section 6.1, we go through its deployment using a cloud infrastructure, and in Section 6.2,
we analyse its on-premises version.

Chapter 7 begins with a demonstration of using the web tool in Section 7.1 and further includes some
stress testing in Section 7.2 that allows to benchmark the implementation’s scalability and concurrency.
A discussion regarding these findings is then made in Section 7.3.

Finally, Chapter 8 serves as a wrap-up of this dissertation, summarising its most significant aspects

and suggesting future work that can be undertaken to improve this tool.
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Chapter 2

Background

In this chapter, we start by analysing the relevance of ML, and the use of DBNs in specific, in biomedicine.
Then, we look into some technical details relevant for any computer engineer when planning to develop a
web tool. Since these applications may run on either the server or the client’s browser, these paradigms

are separated into two different sections.

2.1 Machine learning in biomedicine

2.1.1 The rise of electronic medical records

Health providers have for long collected medical data from their patients and resorted to knowledge about
the general population to learn how to treat them better [12]. But until very recently, these documents
only consisted of paper records. However, their digitalisation, allied with fast-growing computational

resources, pave the way to saving lives and helping treat diseases that are so far considered incurable.

In 1995, Hersh predicted a heavy interaction between clinicians and computers [13]. He was not
wrong, and 25 years later, the European Bioinformatics Institute revealed that by the end of 2019 they
had accumulated 307 petabytes of raw medical data, an increase of 34 over the course of a year, and an

average of 62.6 million daily requests [14].

Naturally, it follows that the ML field has contributed immensely to the medical community, with
autism subtyping [15] and lymph node metastases detection from breast pathology [16] being two notable
cases. However, it still faces many obstacles when seeking to make use of the medical data that is gathered
daily [17].

Therefore, if in 1995 there was the fear that the adoption of electronic medical records was not following
the growth of computer technology, the tables have now turned, and practitioners are struggling to find
intelligible methods to analyse them. This need led to the surge of multiple ML models such as the
Bayesian networks (BNs).



2.1.2 Bayesian networks

When dealing with ML models in biomedicine, one common concern is to have a model that not only
works but is also interpretable. This is where PGMs come into play, with BNs being one of its major
branches. To illustrate how these directed acyclic graphs are built, a simple example should suffice. Take
an individual that has a tumour. While its type probability — whether it is malignant or benign — might
depend on its size [18, 19], it is definitely not related to the person’s Social Security number (SSN). This

situation can be represented by the BN in Figure 2.1 without any loss of insight.

SSN

Figure 2.1: Example of a simple Bayesian network.

In a BN, the nodes represent variables and the edges their dependencies. Taking Figure 2.1 as a case
in point, the edge means that the probability of the type of tumour being malignant or benign given
its size, P (Type | Size), is not just the type probability, P (Type). At the same time, the SSN has, in
no way, an impact over the type of tumour. As such, there is no link between these two edges, and
P (Type | SSN) = P (Type). Hence, this model is probabilistic and not deterministic in nature.

Even though this example is intuitive and easily deductible by hand — after all, it is clear that a
tumour’s size may have an impact on its type [18, 19] —, this is not the case for real-world applications
of these models, and, as such, many insights can be deduced by simply computing a BN and visually

analysing it.

2.1.3 Dynamic Bayesian networks

Although the traditional BNs provide helpful insight regarding the relationship between attributes, they
lack the accounting for time and cannot depict this critical dimension for medical forecasting. This is
where DBNs are needed so that doctors can track the evolution of a patient over time and analyse how
some measurements might affect future outcomes.

Taking Figure 2.2 as an example, the relevance of this model for the study of MTS becomes clear: it
allows to analyse how multiple variables relate themselves between two points in time. For instance, the
type of tumour will influence the next therapy session, which, in turn, will have an impact on the size.

Notwithstanding, the latter only dictates the tumour type at the same time point.

Type > Type
\‘
Therapy Therapy
\
=
Size > Size
t—1 t

Figure 2.2: Illustration of a dynamic Bayesian network.



However, notice how only the previous instance of time is taken into account. In the given case, the
idea that causality goes beyond one time slice is evident, as the size of a tumour in a moment ¢ does
not solely depend on its size at ¢ — 1, as it might be growing or shrinking. This apparent negligence of
information is the application of the Markov property: a forgetting assumption.

By taking one step back and generalising the attributes to X, let X 1) be their state from time 0
to t, and X Y the state at time ¢ + 1. Naturally, the probability of these variables from time 0 to T,
P (X(OZT)), will be given by

P (X(O:T)) —p (X<0>) Tﬂl P (X(t“) ‘ XW)) . (2.1)
t=0

Since this is too complex to compute, the Markov assumption states that there is an equivalent equation,

T—1
P <X<0=T>) —p (X<0>) I1e (X““) ‘ X“)) : (2.2)
t=0
by assuming that attributes in the next step are independent of their values in the past if their present

state is known, that is, if

(X(t+1) 1L x (0:t=1) ‘X(t)) (2.3)

holds.

While this might erroneously suggest that variations in previous time slices, such as the one suggested,
should not be analysed, note how it just means that a new attribute should be added to the network: the
growth rate, for this scenario. Consequently, the network in Figure 2.2 turns into Figure 2.3. Nonetheless,
there might always be some loss of information or context, and that is why there is a relaxation to this

assumption: the network can include time-slices up until ¢ — m, where m is the Markov lag.

Type > Type
Therapy 74 Therapy

Size

N

Vl

Size

Growth > Growth
t—1 t

Figure 2.3: Example of a dynamic Bayesian network.

Finally, time invariance might also be assumed. This is the case when a network that models the
relationship between two time slices can be generalised to accurately represent any other consecutive
observations. These networks are called stationary and, in other words, assume that the dynamics of the
system do not change over time. Transposing into the running example, this would mean that a tumour
that has expanded with only one therapy session and another that has been growing over multiple sessions
— two very different scenarios — are the same. To accommodate this assumption, another attribute can

be added — Duration of Therapy —, and the model becomes applicable to any moment in time.



2.2 Server-side processing

Web applications are traditionally envisioned as client-server relations where a front-end service makes
requests to a back-end server, which processes the heavy tasks. When compared to client-side processing,
where the requests never leave the user’s browser, this paradigm leverages the server’s computational
power, which should be far superior. Moreover, the extensibility of these environments is endless since
there are no limits on what to install on the servers.

Due to its overwhelming scope, this approach poses questions such as where to offload the processes
to, how the components, or even the browser and the servers, communicate with each other, or how to

ensure security. All of these topics are covered in this section.

2.2.1 Computation offloading

The purpose of processing the data in a server is to offload the computation to an external platform so
that the user’s resources are not consumed and allowing the tasks to be rapidly concluded. This can be

done through various approaches, as explained below.

Cluster computing The most conventional offloading consists of multiple servers performing similar
tasks and therefore ensuring availability and fault resilience through redundancy. Furthermore, node
replication allows for easier horizontal scaling by server acquisition instead of relying entirely on vertical
scaling by hardware replacement. This architecture has been successfully used in data analysis, being

the foundation of the data imputation web application WIMP [20].

Grid computing Once considered the future of global computation [21], this type of offloading is
similar to cluster computing in that it uses multiple nodes but differs on how each of them operates.
While in clusters every server handles the same application, grid computing nodes perform distinct tasks
and are more loosely coupled, being adequate for embarrassingly parallel problems, i.e., work that requires

minimal manipulation to be separated into parallel tasks.

Cloud computing The most recent offloading paradigm is defined as a system that provides on-
demand computing power, storage and other services from a shared pool of computing resources [22].
This paradigm is therefore specialised in distributed computing and has the edge over the so-far introduced

models when it comes to scalability, abstraction and maintenance [23].

Edge computing Since the cloud might pose some privacy concerns and have higher latency, edge
computing brings the data storage and computation closer to the user [24, 25]. By placing the edge
servers nearby, bandwidth usage reduces dramatically, and organisations no longer have to expose their
data to others. Building on this idea, a centralised service may provide the methods to be used by
edge servers for processing, which will upload less, if any, information back to the main one. However,
to ensure data safety, this paradigm requires the organisation to have dedicated servers suited for the

needed computation, which may be complicated for some applications and institutions.



2.2.2 Monoliths and microservices

Servers have been commonly used to deploy monolithic systems — structures that have their entire logic as
a single application. While this is the most comfortable method of quickly releasing a viable product, it no
longer satisfies the scalability and rapid development required by modern big companies. Microservices
— the decomposition of an application into a set of loosely coupled services — have thus emerged as a
growing architectural style that attempts to tackle these issues.

Developing this newer type of architecture is more complex, and so is deploying features that comprise
multiple services, since these are distributed systems [26]. In contrast, improving each functionality
becomes a continuous and fast process, due to the underlying separation of concerns [27].

As far as more objective comparisons go, studies have shown that microservices may reduce costs
dramatically while improving performance, albeit with increased latency [28, 29]. This does not come
as a surprise, since each request will have to take more steps to be handled. However, the scalability
advantages of this architecture might compensate for this shortcoming, as it is much easier to increment
the number of processing nodes: it is an inherent characteristic of this pattern, whereas monolithic
services require load balancers to scale.

All in all, microservices should be seen as a gradual migration from monoliths, where components
can be more or less loosely coupled. If decomposing the architecture into multiple services from day
one seems straightforward, then it may be the best course of action. Otherwise, starting with a working
monolithic platform and progressively decomposing it into distinct services might be the best approach.

After all, this was the path followed by companies like Netflix and Amazon [30].

2.2.3 Synchronous communication

Given that this approach relies on a client separated from the server, it is necessary to establish how
the communication between them will be done. Moreover, when opting for a microservices architecture,
multiple components in the back-end of the application are separated and thus require establishing
connections. As such, this section focuses on detailing various methods of synchronous communication,

where a client makes a request and waits for the server’s reply.

Remote procedure calls (RPC) and simple object access protocol (SOAP)

RPC is the most “native” approach of the two, having been first implemented in 1984 [31]. This paradigm
allows remotely calling procedures as if they are local while hiding the entire process from the user, being
a significant step forward for the area of distributed systems. In fact, all the client needs is the interface
through which the server offers its operations, providing seamless client-server computing. Its required
components can be distinguished in Figure 2.4, where it is clear that the client must request the procedure
from a stub (the process that converts the parameters passed between the two entities) which, through
the communication module, requests the server to run it. Finally, the latter’s dispatcher selects the
appropriate stub for the received procedure identifier, who can then unmarshal the parameters, have the

server procedure run, and marshal the output, which is similarly returned to the client.
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Figure 2.4: RPC architecture.

At the same time, to accommodate object-oriented programming, Remote Method Invocation was
born [32]. The most significant change was allowing to call a method in a remote object: something
impossible with RPC. However, this application programming interface (API) is Java dependent, meaning
that it only works for communications between processes developed in this language.

However, even if being widely adopted in its early stages, RPC has also been subject to a lot of
criticism when it comes to using it across a network due to issues related to transparency, crash handling,
and lack of parallelism [33]. To improve upon this technology, many protocols emerged, with one of them
being the simple object access protocol (SOAP) [34].

SOAP appears as the successor of XML-RPC — the RPC for the Web — and is able to communicate over
more than just Hypertext Transfer Protocol (HTTP) and Hypertext Transfer Protocol Secure (HTTPS),
supports a broader range of security implementations and, above all else, allows the use of Web Services
Description Language (WSDL). The latter is an Extensible Markup Language (XML) document published
by the service provider to a Universal Description, Discovery, and Integration (UDDI) registry and
describes the server interfaces such as its procedures and data types. The client only has to find this
interface in the service registry and then communicate directly with the service provider via XML, already

knowing its interfaces. This process is illustrated in Figure 2.5.
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Figure 2.5: SOAP architecture.
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Representational state transfer (REST)

More recently, Web Services evolved into a paradigm of resources, where every resource has its own
interpretable Uniform Resource Identifier (URI) and is therefore accessed hierarchically. For instance,
/students/vasco represents one object while /students describes an entire collection of this type of
objects. To access and manipulate these resources, Fielding proposed the REST architecture in his famous

dissertation [35] with the central feature of adopting the HTTP uniform interface, whose methods are:

« GET — To access existing resources;
» POST — To create a new resource;
« PUT — To modify existing resources;

« DELETE — To delete existing resources.

In his dissertation, Fielding purposes that this new architecture should move as much load away from the
server and towards the client as possible. As such, the first constraint imposed on his original style was
adopting the client-server separation of concerns by isolating the user interface from the data storage.
This simplifies the server and consequently not only improves scalability but also allows components of
the system to evolve separately: when a server is updated to a newer version, the client has no need to
change anything, with the update going unnoticed.

Secondly, the stateless concern is a significant game-changer in this new architecture. The server
no longer maintains records of the session of a user and receives the needed information from the client.
A simple example would be that of a website with multiple pages that should be rendered sequentially. In
a stateful design, the server has the information that the user is currently viewing the first page. Hence,
the user only needs to ask for the next page and will get the second one. Converting this scenario into a
stateless design, the server does not need to keep in memory the user’s current page, as the latter provides
both this information and a request for the next one. In other words, the server does not maintain state,
the user does. Nonetheless, there are some trade-offs. For starters, there is a noticeable increment in the
amount of data being transferred over the network, as the client is now the one keeping the state and
must provide the server with every information needed to complete a given request. This might lead to
a reduction of bandwidth and loss of packets (and their consequent re-transmission). Furthermore, the
correct application development is much more dependent on the client’s implementation, which might
lead to some inconsistent behaviour.

Another constraint that improves scalability, but now reducing the network congestion and improving
efficiency, is caching in the client by setting the resources as cacheable when sending them from the server.
This directly heightens user satisfaction as it dramatically reduces latency, since a lot of requests are no
longer needed.

Finally, REST also improves on extensibility by allowing mobile code to be run on demand: a client
might get the code needed to perform a specific action and execute it himself instead of overloading the

server unnecessarily. Again, this significantly improves scalability and reduces network congestion.
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Comparison

As can be seen from the review of literature, multiple arguments can be made in favour of each paradigm.
Many comparisons have been made as well [36, 37], and the consensus is that none is clearly better than

the other.

For instance, while REST is easier to develop and maintain on the client-side, SOAP is more suited
for distributed programming, as it is built on top of RPC. Moreover, on the one hand, when using SOAP,
many errors will be caught when compiling the code, while as for REST, this detection will be delayed
until execution. On the other hand, being restricted to such generic operations means that it is much
easier to make changes to the method implementations since the coupling between client and server is

much looser.

Overall, while REST outperforms in execution speed, scalability, compatibility, and simplicity, SOAP
shines when it comes to security and reliability [36, 37]. As such, an adequate approach would be to build
a small prototype using both protocols and compare them. This approach led to the discovery that, even
if still being supported, SOAP has been deprecated from Java and is no longer included by default since
its 11*" version. While searching about this decision, the consensus was that developers should simply
switch over to REST unless some SOAP-specific features were absolutely needed. This prompted further
research on the modern trends for Web Services, with some intriguing results being found on Google

Trends — Figure 2.6.
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Figure 2.6: Worldwide Google searches for “Representational state transfer (kind of software)” and
“SOAP (protocol)” from January 2004 until December 2020. Data source: Google Trends (https:
//www.google.com/trends). Consulted in 23'¢ December 2020.

Even though Google searches do not dictate that a particular technology is better than the other,
they do indicate how the interest over each of them has progressed over time. As such, it is interesting
to see that SOAP has been losing interest since 2004, whereas REST has been on the rise, which goes in
line with some published articles that stood by the latter’s adoption [38, 39]. In addition, these results
support the data presented by Halili and Ramadani [37], who further claim that most new projects should
adopt the REST architecture.
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2.2.4 Asynchronous communication

Synchronous communication may sometimes be inadequate, as services cannot always block waiting for
replies. As such, there is a need for asynchronous methods of delegating tasks, a problem which this
messaging pattern tries to solve [26].

In essence, this pattern uses a channel to where clients post messages, which will be read by servers.
Doing so relies on the assumption that the former does not need to receive a reply to his request imme-
diately, as long as this is sent at some point in the future. In fact, he may not even require an answer at

all, splitting this pattern into two main paradigms:
» Request /reply — The client will receive a response to his request, albeit asynchronously;
« Publish/subscribe — Subscribers will receive and interpret the messages but will not reply to them.

The first one might seem like an unnecessary complication of synchronous communication. Still, it brings
many benefits, such as improved scalability — as any number of servers can be listening for requests — and
easier loose coupling — as the client must only know to which channel he should address the messages.
Furthermore, it makes it simpler for the client to attend to other tasks while waiting for the response,
as he will get a notification of this message instead of having to interrupt his logic. However, message
queues are not bi-directional, so this approach has the increased complexity of dealing with a channel for
each communication direction, as the server must reply to a different one.

On the other hand, publish/subscribe channels allow the client to have one-to-many relations, where
any number of subscribers receives the published message and processes it. A widespread use of this
architecture is to have the client notifying every subscriber of changes in the state of an application.
Another vastly implemented workflow is having many processing nodes available but only one of them
attending to each message, assuring its completion. Here, the message broker may also act as a load
balancer, fairly distributing the messages without overwhelming any node.

Even though asynchronous communication usually implies a more complex architecture, messaging is
one of the most used patterns in microservices, seeing that clients are often satisfied by knowing that less

urgent tasks will be completed whenever possible.

2.2.5 Databases

No system is complete without data storage, where processes perform create, read, update and delete

(CRUD) operations. Nowadays, these break down into relational and NoSQL databases.

Relational Dating back to the 1970s, relational databases were developed to provide atomicity, con-
sistency, isolation and durability (ACID) guarantees, in an era where data was small, and there was no
need to have distributed data stores [40]. In modern days, they benefit from features such as transac-
tions, which improve consistency, or allowing complex queries with table joins, thus remaining the most
well-known and widely adopted databases. As such, they are every developer’s entry point to the realm

of data storage.
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NoSQL With the growth of big data analysis and cloud computing, there has been an urge to de-
velop databases that can instantly scale horizontally by being simpler and distributed over clusters of
computers. However, the famous CAP theorem clearly states that from consistency, availability and
partition tolerance, only two may be chosen [41]. This was not a problem that relational databases faced,
since these were originally centralised systems. For distributed databases, however, either consistency or
availability must be, even if lightly, left out, with NoSQL solutions opting to sacrifice the former and

introducing the ironic basically available, soft state and eventually consistent (BASE) properties.

Comparison When compared, while relational databases allow transactions and perform better for
complex queries that join tables, NoSQL stores have the upper hand as far as overall performance and
scalability go, since they are based on key-value systems and can be easily sharded and deployed in

multiple nodes [42, 43].

2.2.6 Security

When offloading sensitive data analysis to external servers, it is mandatory to ensure privacy by taking
authorisation and confidentiality measures. Since HTTPS [44] already secures data in transit, we should

focus on understanding how to provide authentication and security at rest.

Authentication and authorisation

Traditionally, authentication in web applications has been achieved using sessions and cookies: the user
sends his username and password to the server, who replies with a session cookie. From then on, every
request is sent with this cookie, and the server is responsible for matching it with the client’s information.
This solution, however, does not scale well, since different server replicas would need to have access to
the same table, originating a point of failure and tight coupling.

More recently, JSON Web Tokens (JWTs) were introduced [45] as a way to transparently share the
client’s information between both agents: the server replies to the authentication request with the required
information for future use. If this is attached to subsequent requests (usually in the HTTP headers), the
servers have instant access to the user details. By properly encapsulating the information and signing the
JWT, the server also ensures it cannot be tampered with and that no impostor can use his own token to
confuse the back-end into thinking he is someone else.

However, an intruder who could somehow get this token would be able to impersonate another user
and access the latter’s sensitive data. To secure against these attacks, the OAuth2 specification [46]
states that this access token must expire shortly, recommending a lifetime of 10 minutes. This does not
mean the client must resend his credentials regularly. Instead, by also receiving a refresh token with a
longer lifespan, the browser can check if the access token has expired before each request and, if needed,
refresh it using this other secret.

Finally, having safeguarded authentication, it is then up to the resources servers to determine which

content the authenticated user has access to.
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Confidentiality

When data privacy is a concern, encryption is the first suggestion to emerge. Using the Advanced
Encryption Standard (AES) with 256 bits is generally considered as safe as possible, and it is even trusted
by the U.S. government [47] for securing the country’s most secret information. Therefore, encrypting
data at rest might seem to be enough to ensure privacy.

The problem is when services need to use the data, temporarily decrypting and loading it into memory,
a period during which a proficient software engineer may access the memory pages and retrieve the data.
The most straightforward solution is to encrypt the volume where the application is running itself. This
way, it would be necessary to bypass the software security during execution to retrieve the information,
as it could only be read from within.

Some might say this still poses a security risk since developers might have backdoors [48] for trou-
bleshooting that may be exploited. And they are right. For this reason, security specialists are now
recurring to homomorphic encryption [49], which allows operations to be performed on top of encrypted
information, meaning that the client is the only one to see both the decrypted input and output. The
downsides are that, as of the time of writing, these methods require specific programming libraries, do

not encompass every computational operation and are overall too slow [50].

2.2.7 Deployment

When opting for a server-side processing system, it is necessary to establish where to host it, with the
more traditional approach being to acquire a server to deploy the services. This can be done in multiple
ways, each bringing a new layer of abstraction [26].

Firstly, by deploying code directly on the server, its resources may be more efficiently used, but there
is no isolation between different services and their consumption cannot be controlled. Secondly, by using
virtual machines (VMs) — computer systems emulations that allow replication across various hosts —,
services can be isolated by encapsulating the entire technology stack. Nevertheless, these deployments
are relatively slow, as building these images is not immediate, and depend upon system administrators
keeping the operating systems updated. Finally, the developer may use containers — lightweight images
that merely contain applications while sharing the host’s kernel —, which have improved portability and
deployment speed but still need system and runtime patching.

What is common to all of these approaches, however, is that they require a premature prediction of
the workload; that is, it is necessary to anticipate how many users the system will have and what the
size of their data will be. This leads to the situations in Figure 2.7.

The best solution in terms of meeting demand is the one depicted in Figure 2.7a, where the prediction
was well done, and the resources are enough to provide the service. In this scenario, the peak load is
accounted for, and the demand is never higher than the capacity. However, notice the size of the shaded
area: this represents economic losses. If the server is idle most of the time because the resources were
allocated for the peak, it means that the server is consuming power unnecessarily. This leads to the

scenario in Figure 2.7b, where the capacity grows with the demand. This increase might be challenging
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Figure 2.7: Demand and capacity scenarios over time: grey areas represent unused excess, red areas
represent insufficient capacity.

to follow, as upgrading the server cannot be done instantaneously and, in the worst case, may even
require a complete replacement. In fact, this approach requires a system administrator to keep track of
the demand, predict its growth, and be ready to scale the system whenever needed. Finally, it is also
possible to disregard the peaks — Figure 2.7c — and try to serve the customer most of the time, having
a worse performance whenever the demand is higher than the capacity. This solution might be more
cost-effective but definitely does not provide the best QoS.

All of the solutions presented above have their limitations and one notable drawback in common: they
require a system administrator that keeps track of the demand. This intuitively means that a project
which is not the main focus of an organisation would end up being disconnected, as the server would

eventually be “forgotten”. This is where looking into cloud options may be rewarding.

Infrastructure as a service (IaaS)

Popularised by Amazon in 2006 [51], this cloud service model consists in renting spare hardware to clients,
with minimal maintenance conducted by the provider. It is up to the service developer to update, patch
and secure it, while the TaaS provider solely ensures that the hardware remains operational [52].

Paired with auto-scaling and a load balancer, these services can scale up and down automatically —
albeit not instantaneously —, keeping up with the client’s needs. Additionally, since clients have access

to the entire VMs, they gain deeper control over security and performance.

Container as a service (CaaS)

If containers follow VMs in local deployment, the same is true for the cloud. This newest layer of
abstraction allows clients to develop their applications using any environment they require since the
latter is described and replicated in a server without the developer having to deal with the underlying
resources [53].

This technology facilitates testing — since the local environment is similar to the production one —,
deployment — given the container images’ portability — and scalability — as the cloud provider can easily

replicate the described container [54].
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Platform as a service (PaaS)

When the user is comfortable with outsourcing the server maintenance and runtime definition, simply
wanting control over the application and its data, choosing this technology might be the answer [55].

In a nutshell, platform as a service consists in deploying long-running services, similarly to IaaS, but
without having to set up the entire server and exclusively focusing on code development, with the cloud
provider tending to the remaining matters such as network, operating system or storage.

Nonetheless, to ensure high availability and allow long-running tasks, these applications do not allow
scaling down to zero without some considerable cold start upon relaunching, negatively affecting response
times in applications like web servers. On top of that, since there is no control over the operating system
and the installed languages and libraries, the developer may not have every framework he needs at his

disposal.

Function as a service (FaaS)

Amazon led the way again by releasing its FaaS solution in 2014 [56], being the first large public cloud
provider to allow code to scale up from zero instantly and down again with minimal cold start — the time
it takes to launch the first instance in a new host.

These functions can be seen as short-lived scripts that run in response to triggers such as file uploads
or HTTP requests and focus on the user paying only for the execution time, with no provisioning. Withal,
this is not to say these functions are flawless, as they do have some shortcomings — from limited language

support to time execution caps — that prevent their adoption in every cloud application.

Serverless

Serverless computing is a server solution provided by big organisations, such as Google or Amazon, who,
by having many costumers, can balance the load between their servers, optimise their use, and rapidly
supply them to clients.

On the one hand, serverless computing allows scaling the application up and down as fast as possible.
In other words, the resources are made available on-demand, as soon as they are needed. On the other
hand, when the demand is lower, so is the capacity, implying that there are no wasted resources. This
reduces the need for provisioning and allows the programmer to focus on the service itself. Furthermore,
the service provider only pays for when the service is in use, instead of having to pay for idle times or
having a fixed price per period.

Moreover, there is no need for a system administrator anymore: the provider automatically manages
services’ resources. This is why this concept and FaaS are commonly used interchangeably, even though
serverless file storage or authentication have existed for years [57]. However, this misconception is now
changing with the appearance of CaaS, which aim at being serverless containers [53].

As far as drawbacks go, while some are directly related to which “as a service” is running on top of
this execution model, others are inherent to the technology: latency is forcefully higher than for already

running instances and state is harder to maintain [57].
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2.3 Client-side processing

As already stated, the lesser the load on the server, the higher the scalability of the service. Ergo why
not move the entire process to the client and have the service run in the user’s browser? This can be

achieved with code on demand, which, as always, has its pros and cons.

JavaScript

In conjunction with Hypertext Markup Language (HTML) and Cascading Style Sheets (CSS), JavaScript
forms the trio of core technologies of the World Wide Web (WWW), allowing scripting in webpages. Even
though this language was initially intended for use in the client-side, it has grown to be so powerful that
its server-side counterpart — Node.js — has been, since 2015, the language whose package manager has

more modules by a large amount — Figure 2.8.
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Figure 2.8: Number of modules for some representative languages from March 2010 until December 2020.
Data source: Module Counts (http://www.modulecounts.com). Consulted in 23'¢ December 2020.

As far as performance is concerned, JavaScript has been tested for running deep learning algorithms
on the browser, using the Tensorflow.js library, and the results are comparable to the native frameworks
when taking advantage of the computer’s GPU [58]. Nevertheless, it is also stated in this research that

deep learning on the web is still in its early stages and thus has a lot of room for improvement.

‘WebAssembly

The arrival of WebAssembly expands the range of applications that can be achieved by simply
using Open Web Platform technologies. In a world where machine learning and Artificial
Intelligence become more and more common, it is important to enable high-performance ap-
plications on the Web, without compromising the safety of the users, [59]

— Philippe Le Hégaret, W3C Project Lead

On the 5" December 2019, the WWW trio becomes a quartet when the World Wide Web Consortium
(W3C0) officially recommends WebAssembly as the fourth language for the web in a press release [59] and

by now every major web browser already supports it.
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But what is WebAssembly? Wasp, as it is abbreviated, defines a new portable binary code, allowing
to bridge the gap between strongly typed languages and the web. Doing so enables programs written in
languages such as C/C++ or Rust to run on the client’s browser. And the advantages do not stop there:
research has shown that regardless of still being in its first version, WebAssembly can achieve benchmark
results close to native C [60] — a truly remarkable feat.

Finally, a significant drawback of this approach is the current lack of native support for Java to Wasp
compiling. This can be bypassed by using compilers such as JWebAssembly or TeaVM, but this may

lead to errors that cannot be yet fixed.

Comparison

While both have proven to be capable of high-performance computation, experimental results corroborate
the notion that WebAssembly surpasses JavaScript, as it shows noticeable gains over the latter [60].
Moreover, the former does not require any transpilation, as the source files can be compiled into .wasm
files. However, this technology is still in its early stages and, as such, its support might not be sufficient.

All in all, one thing is certain: both of these client-side approaches have the privacy advantage on
their side, as there is no need for users to upload sensitive information to the server, and that is something

that the server-side solutions cannot surpass.
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Chapter 3

Problem definition

Having covered the essential theory behind designing and implementing an Internet system, it is now
paramount to clearly establish the web tool’s objectives and constraints, which will then be used to

define its fundamental requirements.

3.1 Constraints

Since the resulting website is meant to remain freely available and considering it is not a major product
of any organisation, its budget is necessarily modest, leading to one of the most restrictive constraints:
finding a low-cost solution that safeguards its longevity. However, opting for an economical design and im-
plementation should not mean sacrificing security, since medical data entails a high level of confidentiality
and privacy for which data anonymisation is important but insufficient.

Moreover, there is one other decisive characteristic of the website’s functionalities to take into ac-
count: time complexity. Most methods hereby used to learn DBN structures are linear in the number of
observations, polynomial in the number of attributes, and exponential in the number of parents [61-63],
meaning that computing a network with four parents is not just twice as time-consuming as a network
with two, but takes exponentially more time instead. As such, the analyses’ execution times are not
bounded, either above or below, meaning they can take seconds, hours, or even days. Consequently,
users might want to be notified whenever prolonged requests have finished.

On top of this, we must further comprehend the target users: researchers and practitioners. Due to the
nature of these fields of knowledge, these professionals must be able to extend the tool’s functionalities
with their own programs, in spite of the programming language and environment. Also, they should
at any time have access to their data sets — uploaded as potentially sizeable CSV files — and previous
analyses, whose processing time cannot depend on the server’s load, seeing that the programs are already
inherently slow.

Last but not least, it is essential that deploying the platform is as straightforward as possible, allowing
any hospital or investigation centre to adopt and modify it to better suit their needs. This completes the

set of major constraints, which can be summed up in the following topics:
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« The solution ought to be low-cost for improved longevity;

« Medical data needs to be secured;

« Tasks may be both short- and long-running;

» Researchers and practitioners need to be notified when their results are finished;
« Execution time cannot depend on the server’s load;

» Every data set and past analysis must be immediately available;

« Users may need to add their own packages, despite the development language;

+ Sizeable CSV data sets may be uploaded;

« Deployment must be as simple as possible.

3.2 Requirements

After gathering the constraints, these can be converted into a list of musts to keep in mind during the

designing and implementation phases:
« The system should lean towards free or low-cost solutions, contributing to its longevity;
« The entire infrastructure must be encrypted to protect sensitive data;

« The application must tolerate both short- and long-running tasks, to accommodate ex-

ponentially complex running times;
« The architecture ought to be extensible to integrate new packages supplied by analysts;

« The server must be vertically scalable to ensure that processing more demanding tasks in less

time is possible, should it be needed;
« The system is required to scale horizontally, accommodating userbase growth;
« The design must ensure concurrency so that users are not affected by others’ requests;

« The web tool needs an authentication system that allows users to access their private data

sets and previous analyses;
« The tool should contain a notification system that alerts users when results are ready;

« The services ought to gracefully handle errors and clearly present them instead of having
the packages quit unexpectedly without any output, leaving it to the user to interpret the issue and

adjust the input;
« The system is required to ensure transparency, with users perceiving it as a whole;
« The tool ought to accept data sets of any size, as MTS records may be sizeable;

« The back-end must be developed with service orchestration tools to facilitate deployment.
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Chapter 4

Functionalities

As previously stated, this web tool should encompass many packages useful for data analysis. These
follow the methodological pipeline depicted in Figure 4.1 and will be briefly presented in this section,

along with their input parameters and files.

Data Set
Preprocessing )
N
LOCF/LR/DBN EQW/EQF Outlier
Imputation Discretisation Detection
J

Y

f [ Visualisation ~N

Inference

[ Modelling Data

Y

[ Inference ] [ Clustering ]

Figure 4.1: Web tool pipeline for analysing data sets.

4.1 DBN learning

Before diving into the proposed functionalities, a brief overview of methods for learning DBNs is war-
ranted, as most packages use them. It is thus pertinent to clarify that finding these models is NP-hard,
that is, it is at least as hard to solve as any nondeterministic polynomial time problem, meaning that
there must be some kind of relaxation. Hence, this model selection challenge is often approached with

score-based learning algorithms, i.e., methods that choose the best network according to some given score.
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Tree-augmented dynamic Bayesian network (tDBN) [61] This temporal model assumes intra-
slice dependencies, whereas most methods in the literature focus on inter-slice relations only. The search
space is then limited by restricting the former to tree-augmented networks, meaning that nodes have at
most one intra-slice parent. Unlike the heuristic algorithms, this model has the advantage of finding a

global maximum instead of a local one.

BFS-consistent k-graph dynamic Bayesian network (bcDBN) [62] To exponentially increase
the tDBN’s search space in the number of variables, the bcDBN algorithm starts by computing an optimal
tDBN. It then looks for dependencies consistent with the breadth-first search (BFS) order of this tDBN,

that is, relations that are in the transitive closure [64] of this order.

Consistent k-graph dynamic Bayesian network (cDBN) [63] This method is similar to the latter
but does not use the level-order, opting for a simple consistency with the topological order induced by

an optimal tDBN.

tDBN with static and dynamic variables (sdtDBN) [65] While the others only accept temporal
features, this algorithm also takes static ones. Moreover, it is possible to specify prior knowledge, i.e.,

constraints on which attribute relations are mandatory or forbidden, thus restricting the search space.

4.2 Data preprocessing

As a first step, it is necessary to preprocess the given data before trying to learn from it, since most
methods require discrete and complete data. Here, it is possible to receive both continuous and discrete

data. For the latter, discretisation is skipped, while it is mandatory to discretise any continuous input.

4.2.1 Imputation

Since most method implementations assume the MTS are complete, the given data either must not have

any missing values, or these should be imputed using one of the following methods:

+ Linear regression (LR) — Generates a linear interpolation using the available values in the TS

and assigns the missing values accordingly;

« Last observation carried forward (LOCF) — Copies the most recent state prior to the missing

one. If there is none, the next value is used;

+ learnDBN [66] — Learns a tDBN, bcDBN or ¢cDBN despite the missing values and then uses it to

impute them.

When the input is continuous, the first two methods can both be used, with the last two being viable
otherwise. For this step, the first two simple methods were developed using Python and have the following

input argument:

+ -i (string) — Name of the data set.
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In contrast, the 1earnDBN Java package [66] takes multiple parameters:

+ -bcDBN (Boolean) — Learn a bcDBN structure;
+ -cDBN (Boolean) — Learn a cDBN structure;

« -i (string) — Name of the data set;

+ -ind (number) — Intra-slice in-degree;

« -m (number) — Markov lag;

+ -ns (Boolean) — Learn a non-stationary network;
« -p (number) — Number of parents;

+ -sp (Boolean) — Force intra-slice connectivity to be a tree.

4.2.2 Discretisation

After correcting for missing data, it is paramount to discretise it as the proposed models are only suited

for this sort of input, which can be done by either one of the following:

« Equal frequency binning (EQF) — Creates bins containing approximately the same number of

data points;

+ Equal width binning (EQW) — Splits the range of values into a fixed number of bins and

respectively distributes the data points.

As in the simple imputation methods, the discretisation packages were developed using Python, taking

the following arguments:

« -d (string) — Discrete attributes space separated;
« -i (string) — Name of the data set;

« -n (number) — Number of bins.

It is important to acknowledge that both of these methods take not only the number of bins but also a
parameter with a string containing the discrete features. This ensures that the package will not reduce

already discrete attributes to smaller alphabets.

4.2.3 Outlier detection

The final step of preprocessing the input is to detect its outliers, that is, both the transitions (from
time-slice ¢ to ¢ + 1) and the subjects (i.e., entire time series) that considerably deviate from the rest.
This phase replicates METEOR [5], which learns a tDBN and then scores each transition and TS. By

setting a score threshold, it is then possible to classify them as being legitimate or outliers.
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Considering the transitions cannot be removed from the input file, it is only possible to automatically
filter out entire subjects to continue to the next step. In any case, the results can also be downloaded as
a CSV file with the classification or score of each transition or subject.

Unlike learnDBN, this package allows scoring with both minimum description length (MDL) and

log-likelihood (LL) criteria, as can be seen in the following arguments:

+ -i (string) — Name of the data set;

+ -11 (Boolean) — Use LL scoring criterion;

« -m (number) — Markov lag;

» -mdl (Boolean) — Use MDL scoring criterion;

« -ns (Boolean) — Learn a non-stationary network;

+ -p (number) — Number of parents.

After retrieving the network and scores from the back-end, METEOR requests the servers every time the
user adjusts the threshold or number of bins in the histogram. This should in no circumstances be done,
since JavaScript is perfectly capable of handling these calculations and renderings. Doing so results in

the user having immediate feedback instead of waiting for replies.

4.3 Visualisation

Although in Figure 4.1 this step appears after preprocessing the data, it is also used to show the data to
the user in a graphical way at any other stage, so that the evolution of the attributes is evident. This plot,
inspired by the R package mvtsplot [67], may be accomplished using the D3.js JavaScript framework.

Since a data set of multiple MTS has four dimensions (time, subject, value and attribute), we may

display a single feature per diagram, allowing users to compare subjects over the same metric.

4.4 Analysis

Having preprocessed the file, the user can decide whether he wants to split the data into clusters of
subjects or make a prediction based on new input. While the later relies on separately generating a DBN

model that fits the data, this is not the case for the first one.

4.4.1 Clustering

Using the program developed by Arcadinho [68], it is possible to group subjects in clusters. To determine
them, the author proposes finding the & DBNs which best describe k clusters of subjects in the data, and
then classify each TS accordingly [6]. Besides downloading the clustering results, the user may analyse
the learnt networks — which can be tDBNs, cDBNs or bcDBNs — to understand the model that could

generate each cluster. This method’s arguments are as follows:
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+ -bcDBN (Boolean) — Learn a bcDBN structure;
« -cDBN (Boolean) — Learn a ¢cDBN structure;
 -i (string) — Name of the data set;

+ -ind (number) — Intra-slice in-degree;

+ -k (number) — Number of clusters;

« -m (number) — Markov lag;

« -ns (Boolean) — Learn a non-stationary network;
« -p (number) — Number of parents;

+ -sp (Boolean) — Force intra-slice connectivity to be a tree.

4.4.2 Modelling

Before making inference on new data, it is necessary to model a DBN using the sdtDBN package [65],
which allows learning an sdtDBN structure. By including the mandatory and forbidden dependencies,
clinicians may specify relations between attributes that they are certain exist and exclude those they
already know to be impossible, which might effectively save time when facing model selection problems.
The resulting model is then available to be later used for inference and saved for future use. This packages

accepts the following parameters:
+ -b (number) — Number of static parents;
+ -i (string) — Dynamic features to be used for network learning;
« -is (string) — Static features to be used for network learning;
« -m (number) — Markov lag;
« -mA _dynPast (string) — Dynamic nodes from ¢’ < ¢ that must be parents of each X;[t];
+ -mA_dynSame (string) — Dynamic nodes from ¢ that must be parents of each X;[t];
« -mA _static (string) — Static nodes that must be parents of each X;[t];
+ -mNotA _dynPast (string) — Dynamic nodes from ' < ¢ that cannot be parents of each X;[t];
+ -mNotA_dynSame (string) — Dynamic nodes from ¢ that cannot be parents of each X;[t];
« -mNotA _static (string) — Static nodes that cannot be parents of each X;[t];
 -ns (Boolean) — Learn a non-stationary network;
+ -p (number) — Number of dynamic parents;

+ -sp (Boolean) — Force intra-slice connectivity to be a tree.
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4.4.3 Inference

Using the already learnt model, new observation files and another functionality of the sdtDBN package,
it is possible to make two sorts of inference: either predict how the new time series will progress until a
certain time point or infer a given attribute in specific time slices.

This step allows, for both prediction and inference, two types of sampling modes:
« mostProb — The most probable values are always chosen;
 distrSampl — The values are randomly sampled according to their probability distributions.

When inferring, it is also possible to view the probability distribution, with intermediate values being

chosen using distrib, as can be seen in its arguments:
« -fromFile (string) — Serialised object of the sdtDBN;
« -inf (string) — Variables to perform inference on;
o -infFmt (string) — Inference format: mostProb, distrSampl or distrib;
+ -obs (string) — Dynamic observations to make inference;
+ -obsStatic (string) — Static observations to make inference.
As for prediction, its parameters are as follows:
« -fromFile (string) — Serialised object of the sdtDBN;
+ -infFmt (string) — Inference format: mostProb or distrSampl;
« -obs (string) — Dynamic observations to make inference;
+ -obsStatic (string) — Static observations to make inference;

+ -t (string) — Final timestamp.
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Chapter 5

Architecture

Before implementing the web tool, a careful design of its architecture should be elaborated. To do so,
this chapter will serve as a description and comparison of some proposed architectures, which will allow

selecting the most suitable approach.

5.1 Possible architectures

After reviewing the literature and going through the system’s requirements, it was possible to define
several possible architectures: two client-side and one server-side.

The difference between the first two is merely writing the code in JavaScript or compiling it to
WebAssembly. To host these applications, a free and reliable option would be GitHub Pages [69], since
both run on the browser. If the tools were to be developed from scratch, JavaScript would be the best
approach: it is a mature language that has proven to be able to handle demanding machine learning
tasks, as shown in Section 2.3. However, having the Java programs already been developed, transpiling
to JavaScript might be a step back when it is possible to compile them to WebAssembly. Nevertheless,
this is such a new technology that there is still a lack of official support for Java and, as such, it should
not be taken for granted.

On the other hand, the imputation, discretisation, clustering or any other package can be used as
it is and serve as a microservice behind a gateway that decides which of them to request for each step
of the pipeline. The reasoning behind having multiple microservices instead of running everything in a
monolithic back-end is to separate concerns and improve scalability and extensibility, with new services
being easily added to the system. For this architecture, both SOAP and REST were considered as
synchronous communication protocols, and a comparison between the two can be read in Section 2.2.3.
With such evidence of REST’s growth in relative popularity hereby presented and having no concrete
reasons to choose the oldest of the two, the chosen paradigm for this thesis was the representational state
transfer. The main advantage of server-side processing is the ease of adaptation and release of the already
available packages whereas its most significant disadvantage is the user having to upload the (possibly

sensible) data to a server. To sum up, this architecture is depicted in Figure 5.1.
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Figure 5.1: Server-side architecture.

5.2 Early prototype

Given both the advantages and disadvantages of each architecture, an early server-side model was de-
veloped, since this was the most comfortable architecture to prototype rapidly. This early version, which
mostly serves as a proof of concept, was a minimal implementation of the clustering package [68] and is
represented in Figure 5.2, where the Python interface calls the Java Archive (JAR) as it is, passing in
the requested parameters and specifying the multi-threading flag. The purpose of this mock-up was to

illustrate and analyse some of this architecture’s advantages, facilitating a more educated decision.

)

Browser REST Gatewa REST Python Java
Y Interface | Application

—

Figure 5.2: Prototype architecture.

As far as implementation goes, both the gateway and the interface are simple Python 3 scripts running
the Flask web framework, with the first rendering the HTML templates itself. However, to reduce network
and server load, in a final version, the browser should only retrieve the results and dynamically compose
the webpage accordingly.

The implemented clustering service, running on the root endpoint of the system’s 5001 port, receives

a CSV file with the data set as well as a JSON body with the following keys:

« type (string) — Which network should be trained: tDBN, ¢cDBN or b¢DBN;

« -ns (string)— Indicating if there should be one transition network per time transition (non-stationary

network). If so, its value should be equal to checked;
« -pm (string) — checked if the network parameters should be learned and outputted;

« -sp (string) — To force the intra-slice connectivity to be a tree instead of a forest, eventually

producing a structure with a lower score, this should be checked;

+ -ind (number)— The in-degree of the intra-slice network;
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« -k (number) — Number of clusters in the data;
« -m (number) — Maximum Markov lag to be considere. If not specified, it will be equal to 1;

e -p (number) — Maximum number of parents from preceding time-slices, which is also 1 if not

specified.

As for the tests, they were done with the combinedDataset.csv, available in the package’s GitHub
Page [68] and consisting of 2,000 TS with five attributes and 10 time steps each, produced by two distinct

DBNs. Moreover, two different computers were used:

« Laptop 1 — Intel i7-10710U, with 6 cores, base frequency of 1.10 GHz and a max turbo frequency
of 4.70 GHz. Also used as the server;

« Laptop 2 — Intel i7-5500U, with 2 cores, base frequency of 2.40 GHz and a max turbo frequency of
3.00 GHz.

For each computer, two tests with two clusters, multi-threading enabled and every remaining parameter
set to default were done: one executing the program locally and another using the prototype running on
Laptop 1.

The results were as expected: not only did the program keep its correctness, but, as Table 5.1 suggests,
the elapsed time of the web tool for Laptop 1 was approximately the same as when executing the JAR
file locally. Moreover, while Laptop 2 took over two times as long as the other to run the program locally,
when using the prototype, it took less than 10 % more time. This residual difference could be explained
by Laptop 1 using the loopback interface, avoiding some network delay, but what should be noticed,
however, is that Laptop 2 runtime goes down to almost half since it is taking advantage of the server’s
resources. Furthermore, this could only improve using JavaScript in the browser to request the response

instead of having the back-end rendering the HTML.

Table 5.1: Time elapsed (s) when clustering the combinedDataset.csv five times for each laptop and
taking the average (A) and standard deviation (o), both locally and using the prototype, with the default
parameters, two clusters and multi-threading.

Locally Prototype
Als] ofs] Als] ol

Laptop 1 142 0.18 149 0.15
Laptop 2 3.17 0.35 1.60 0.07

Client

Secondly, another test, whose results are shown in Table 5.2, also revealed a possible complication: by
tweaking the parameters, the analysis took around 52 seconds in the best scenario and 98 in the worst.
Requests to REST APIs should return almost immediately so that the browser does not hang and freeze.
As such, this is a major factor to take into consideration when designing the architecture.

Other than that, given the standard deviations, the reason for the prototype running faster than locally
for Laptop 1 in this second test might be the result of natural fluctuations. Furthermore, Laptop 2 has
once again shown a considerable gain from using the server, reinforcing some disadvantages of client-side

processing, especially when the latter is limited to running in one single thread.
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Table 5.2: Time elapsed (s) when clustering the combinedDataset.csv five times for each laptop and
taking the average (A) and standard deviation (o), both locally and using the prototype, with a bcDBN,
an intra-slice in-degree of two, a maximum of three parents, two clusters and multi-threading.

Locally Prototype

Client
Afs] ofs] Als] ol]s

Laptop 1 55.15 15.15 51.79 10.83
Laptop 2 97.96 19.93 61.75  6.62

5.3 Choosing an architecture

When choosing the architecture for a web application, it is essential to consider the input characteristics
and the complexity of the tasks to be executed. By doing so, it is possible to put aside the possibilities
that would not fulfil the basic requirements. As such, Chapter 3 should now be revisited.

For this system, no matter the package, the input is well defined: each program receives a small and
constant number of parameters and up to six (depends on the package) data sets, represented as CSV
files, for which the size is unknown: they can either be small (a few hundred bytes) or large (hundreds of
megabytes), depending on the number of attributes, subjects and time points.

If the time discrepancy between distinct requests had been theorised in Section 3.2, it has now been
demonstrated in Section 5.2, since learning a network with three times the number of parents took
50 times longer. Dealing with these time complexities results in apparently small adjustments having a
hefty impact on the execution time, leading to another unknown: the programs might take just a few
seconds to run, but may also take many minutes, even hours or days, to complete.

All in all, the fundamental requirements to take into consideration at this point are:

« The input files are in a text format — CSV;

« The size of the input files can go from hundreds of bytes to hundreds of megabytes;
« The execution time has no upper or lower bounds.

Regarding the first observation, the fact that the input can be either sent in files or the body of the
request (as it is already pure text) gives considerable flexibility on how to handle the requests, therefore
alleviating any possible restrictions on both the client- and server-side architectures.

The same can be said for the second conclusion, as the size of the input files has no impact on choosing
whether the application runs on the server or client-side since the size of the uploaded files has no limit on
either: both allow gigabytes of data to be used. In fact, as far as the server architecture goes, the HT'TP
protocol does not establish any maximum request size, meaning that this value is only determined by the
browser and server used, with the most popular solutions allowing the mentioned multiple gigabytes of
file upload.

However, this is no longer true when it comes to the execution time. If a client-side website takes too
long to execute a request, it is the users’ experience that suffers, as they will usually not wait for hours

to get a result while having their computer potentially slowed down from the data analysis.
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And this only gets worse when a user wants to analyse multiple data sets at the same time, as the
work is accumulated over each running request. Furthermore, while it would be possible to admit that
long-running requests could be preformed overnight, the consequence would be to have a service that is
only truly useful if the user does not intend to use the computer simultaneously, and that is prone to an
accidental power outage deleting any progress on the requested analysis.

On top of it all, the client’s resources are always limited, and multiple requests would run side by
side, limiting each other’s computing power and, consequently, prolonging the execution. In opposition,
a server can always not only be improved, providing more power and, potentially, faster results but also
scaled, as already mentioned in Section 2.2.7.

Taking the above facts into consideration, the client-side architecture must be put aside, as it would

provide the worse QoS, reliability and concurrency (from a single user perspective).

5.4 Improving the server-side architecture

Knowing about the program’s potential time complexity, exposed by the prototype implemented in Sec-
tion 5.2, the solution schematised in Figure 5.1 is not viable either, since neither should the browser
indefinitely hang waiting for the response nor should the gateway keep stacking up pending requests.
This hints at running the packages asynchronously, in the background, and allowing the user to retrieve
the answer when it is ready, without having to keep the browser tab open. In other words, the gateway
should not communicate with these microservices via REST, as this implies a fast response, but delegate
the request and answer the client immediately.

Building on this idea, and considering Section 2.2.4, using a publish/subscribe message queue perfectly
fits this scenario. Replacing the synchronous requests to the methods services with this channel allows
the gateway to place a message in the queue and immediately reply to the client, while a worker will
read and handle the pending task. Moreover, this solution will improve scalability, given that when more
computing power is needed to distribute requests, instead of buying a new and more powerful server to
move the services into, all that is necessary is to run a new worker in another server. This way, the old
one is not wasted, and the computing power may be easily doubled, with the message queue handling
the load balancing.

After replacing the last layer of the back-end with the proposed communication channel, the archi-

tecture evolves into the one depicted in Figure 5.3.

)
REST
Browser Gateway ——MMX
—_

Figure 5.3: Server architecture with the message queue and a worker.
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Notice how the multiple microservices so far considered are now replaced by a single one, the worker,
which can be replicated across multiple servers to increase the number of processing nodes. Although a
point could be made that each package should be its own microservice for improved extensibility, this
level of abstraction is still done inside the worker, as will become apparent in Section 5.5. Moreover, when
thinking about scaling the system, having one microservice per package would require one process to be
running per method, implying that whenever the available resources needed to be increased, the number
of new microservices to be launched would be equal to the number of packages. At the same time, this
would rely on the assumption that every package is requested with the same frequency, when in fact some
might rarely be needed, but their processes would still be running, consuming system resources.

Having defined the workflow from the gateway to the workers, it is now necessary to establish how the
results will be sent back to the user. In fact, the browser is no longer waiting for any response, considering
it has already received an answer from the gateway informing that the request is being executed. With
that in mind, the information that the gateway sends back should be enough to allow the browser to
query the back-end for the result, which can be done either periodically, until the worker has finished, or
sporadically, whenever the user needs to access the information. This allows the user to make as many
requests as he desires and check for their completion anytime later.

Looking deeper into this idea, the gateway can generate a universally unique identifier for the request
and use it as a key for a new entry in a database. By sending this identifier to both the worker in the
message and the user in the reply, the former will update the table with the result after finishing, while
the gateway will be able to retrieve it whenever the latter asks for the output.

However, the results’ table is not the only necessary, as the message queue should not be a database
itself, that is, it should not store the data sets to be used, since the messages ought to be as small as
possible, guaranteeing that the queue’s performance is not degraded. Doing so also has a positive impact
on scalability, given that the message queue will be able to handle many more messages, leaving the data
storage to a component optimised to do so. Furthermore, this indicates that both the gateway and the
worker may communicate with the data service. A data service that contains multiple tables is therefore

needed, resulting in a new architecture represented in Figure 5.4.

)
REST
Browser Gateway
—

Figure 5.4: Server architecture with the data service.

This new architecture comes at a price, and adding this data service could raise some privacy concerns
since Chapter 3 classifies security as of the utmost importance. Therefore, either should the databases
follow Section 2.2.6 or the entire back-end should be implemented in the servers of the centre where the

original data is already stored, being accessible only to those within the organisation. As for authorisation,
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a JWT authentication mechanism should be implemented, preventing users other than the owner from
having access to the data sets and results. The resulting token must then be sent in the Authorization

header of every HTTP request. The architecture will then evolve into Figure 5.5.

REST

Browser

Gateway
REST

Figure 5.5: Architecture with authentication service.

Finally, a simple email service to notify the users of their tasks’ completion, as well as a logging service
— essential for microservice architectures — that centralises every service’s logs, should be added to the
system, resulting in the diagram presented in Figure 5.6. Since logs do not require any reply, this service
reads every record asynchronously from a message queue, while the latter receives REST requests, to

ensure emails are successfully sent.

REST

Browser

Gateway
REST

Figure 5.6: Final architecture.

5.5 Worker architecture

As already discussed, the workers retrieve tasks from a message queue to execute asynchronously. These
messages should have a structure similar to the one in Figure 5.7, which is only an example and will vary

according to the requested package but always including the following keys:
+ address (string) — Email address to be used when sending the result, if notification is true;

« inputFiles (dict) — Contains every file to be used by the package, where the keys are the files’
names as detailed in the package’s interface (explained below). Since the learnDBM package only

takes a -i file, the given example indicates that this should be the one identified by datasetid;

« link (string) — URL for the results’ webpage. If notification is true, the worker will concatenate

this URL with the requestld and send it to the given address via the email service;
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"address": "useremail",
"inputFiles": {

"-i": "datasetid"
},
"link": "resultlink",
"method": "learnDBM",
"notification": true,
"params": {

"-ind": 1,

"_k”: 2’

n_mn: 1’

"-ns": false,

Il_pll: 1’

"-sp": false,

"-tDBN": true
3,
"requestId": "requestid",
"requestName": '"requestname',
"time": "2020-10-13T15:01:29.721657",
"userId": "userid"

3

Figure 5.7: Message received by the worker when running the learnDBM package to find two clusters in
the combinedDataset.csv, a stationary tDBN structure, one intra-slice in-degree, a Markov lag of one
and one parent.

method (string) — A string that corresponds to the package to be executed;

notification (Boolean) — Whether the user wants to receive an email notification when the result

is available and if the execution takes longer than 30 seconds;

params (dict) — A dictionary with the package’s parameters and their values, represented as key-

value pairs, respectively. If the values are Boolean, the parameters will simply be set;
requestld (string) — The id of this request, used to place the result in the database;

requestName (string) — Request’s name, given by the user, which will be used to name the output

and resulting files, if any;

time (string) — Coordinated universal time in ISO format. This will be used to determine whether

30 seconds have passed since the request was placed if notification is true;

userld (string) — The user’s id.

After polling and retrieving the message, the worker proceeds to import the files from the data service

and build the command to execute by parsing the message’s params. Here, it should be noted that the

packages are executed as terminal commands, as to allow any type of program to run, independently

of their development language, improving the system’s extensibility — if a user can run it in using the

command line, so should this tool. To build the command, the worker makes use of the package’s interface,

which should be presented in a JSON file with the method’s name. Figure 5.8 exemplifies this file.

Once again, while the contents will differ from package to package, the interface should always consist

in a JSON object with the following fields:
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{

"emd": [
"java",
"-jar",
"packages/learnDBM. jar",
"-mt",
"—pm",
l|_oll s
"clusters.csv",
n_gn

1,

"params": {
"-ns": false,
"-sp": false,

"-bcDBN": false,
"-cDBN": false,

"-ind": O,

"-k": -1,

"-m": 1,

"-p": 1
},
"inputFiles": {

"-i": "Input CSV file to be used for network learning"
1,

"outputFiles": {
"dbn.txt": {3},
"dbn.json": {1},
"clusters.csv": {}

}

}

Figure 5.8: Interface for the learnDBM package — learnDBM. json.

« cmd (strings list) — The base command to execute the package as a list of strings, to which the
remaining parameters will be added. For this case, if the user were to execute the package locally, the
command would start with java -jar packages/learnDBM.jar -mt -pm -o clusters.csv -d,

assuming the executable was saved in a directory called “packages”;

« params (dict) — A dictionary containing the flags accepted by the package, as key-value pairs, used
to filter the request. When the value is a Boolean, the flag takes no value, and should simply be
either present or absent. Otherwise, the value is either the default value or a representation of the
type of input (whether it is a number, a string, etc.), but will not affect building the command.
Ergo, this interface does not check for mandatory parameters, leaving it to the package to throw

the correct error and message, which will be used as output;

« inputFiles (dict) — A key-value representation of the accepted input files, where the value is a

description of the file used for the corresponding key;

+ outputFiles (dict) — The only field unrelated to building the command is a dictionary containing
as its keys the files that the package will output, which should be saved in the database. As for the
values, while they are empty dictionaries in the running example, this only happens when the file

has no metadata. When it does have this extra data, the dictionary will have a table key, containing
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the name of the table that should hold the file’s metadata, followed by this information represented
as key-value pairs and, finally, it might even have an original field, reserved for whenever the result
inherits metadata from one of the inputFiles. To accommodate these unknowns, this original
attribute consists of key-value pairs where the keys must also be present in inputFiles and the

values are dictionaries consisting of the following attributes:

— table (string) — The table containing the original file’s metadata;

— attributes (string list) — A list with the metadata attributes to copy from the original file.
Figure 5.9 represents a more complex example of this field, taken from the eqw package’s interface.
This package exposes the need for this field since, when discretising a file, it is impossible to know

whether it will contain missing values — this depends on the original file having them or not, since

the discretisation methods do not impute any values.

{

"output.csv": {
"table": "datasets",
"discrete": true,
"original": {

n—ime {
"table": "datasets",
"attributes": [

"missing"

]

}

}
¥
¥

Figure 5.9: outputFiles field for the eqw package’s interface.

Since the resulting command is built with user input and ran as a terminal instruction, it is of utmost
importance to not only use an extensible yet secure interface that filters out invalid input but also call the
command without invoking a shell, to prevent against command injection exploitation [70]. Otherwise,
a user could potentially make a request where -i is equal to ; rm -rf /, generating the java -jar
packages/learnDBM. jar -mt -pm -o clusters.csv -d -i ; rm -rf / command, which, after run-
ning the package, deletes the worker’s entire root directory. However, the mentioned measures secure
against these attacks, as the first item in the command will be the only program to run, while the
rest are its arguments. In this way, the command becomes java, which gets executed with the argu-
ments ["-jar", "packages/learnDBM.jar", "-mt", "-pm", "-o", "clusters.csv", "-d", "-i",
"; rm -rf /"], resulting in a controlled error that is of no threat to the worker, as it is caught and
flagged as such. The same happens when the packages themselves halt, with the worker uploading the
fault message to the database.

It now becomes clear that there is no need to have each package as a microservice: the extensibility
is achieved by allowing packages to be easily added/removed by simply including/deleting the JSON

interface and the executable, which can even be done without stopping and rebuilding this component.
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5.6 Data service

While the data sets and other files should be stored in tables to allow for easy operations such as lookups,
their size is not compatible with this solution, as data tables usually have a maximum size per item.
However, they cannot be simply stored as files in a file system either, as not only does every file have
metadata related to it (for instance, whether a data set has missing values), but some results might also
not even have a corresponding file. Therefore, a solution may be to mix both options and use a data
table to store the metadata and a file system for the files. This results in some endpoints returning files’
metadata and ids instead of the files themselves, as their contents should be fetched separately.

Even though the file system is a straightforward solution, the same cannot be said about the data
table, as either a relational or a NoSQL one can be elected. Taking Section 2.2.5 into account, and
considering that having a BASE database is acceptable, as this is not a real-time application, and that
there will be no need for complex queries, a NoSQL system should be preferred due to its edge on
scalability, improved performance, overall ease of use, and flexibility of the stored data structures.

Having chosen the technology to be used, while the files are stored in a separate folder for each user,

there should be four distinct data tables:

« datasets — This should contain the uploaded data sets’ metadata, and its id should match a file in

the file system,;

« networks — Here, the ids for files with DBN models should be stored, as well as the id of the

request that created the network;

« others — A table that is in everything similar to the datasets, but with files that are not intended

to be available as TS for analysis;
» results — Where the results, as well as information on their output and input files, are saved.

Here, it might be argued that the datasets and others tables could be merged by using an extra
parameter which differentiated them, since items in NoSQL tables do not follow specific schemas and,
besides the additional metadata, these tables are similar. As true as this is when considering two tables,
so is the fact that this merger does not scale as well, with the query performance taking a hit when
filtering the results based on this extra key, since there is a distinct endpoint for each table and no case
where a list of both will be retrieved. This reasoning applies just as well to the networks and results.

Additionally, note that any package may upload files to tables other than the results one, since the
output files can be data sets and networks themselves, meaning that they will not only appear as output
files but also constitute an entry in the respective table.

Finally, this service’s endpoints, used by the gateway and the workers, are listed below. Since they

can only be accessed within a private network, there are no authentication issues to address.

/examples

Where the gateway GETs a list of the example data sets, receiving a JSON with an array of dictionaries

containing the files’ names and intended methods.
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/examples/{name}

This endpoint allows to GET a specific example CSV file.

/methods

To GET a list of dictionaries with each available method’s name and characteristics of its main input file,
which are equivalent to the mainFile field of the /methods/{method} GET response.
/methods/{method}

The gateway may GET a method’s template, to know its parameters and input files that allow to dynam-
ically build the front-end, through this endpoint. This template, represented in Figure 5.10, should not

be confused with the package’s interface in the worker service, having the following fields:

+ checkboxes (dict) — Every Boolean parameter as key-value pairs where the key is the parameter’s

name and the value is its description;

« fields (dict) — Key-value pairs representing text or number input fields where the keys are the

parameters’ names and the values are dictionaries containing their descriptions and default values;

. files (dict) — Every input file (except the main one) represented as key-value pairs, where the key

is the file’s input name and the value is its description;

» mainFile (dict) — A dictionary containing the name of the main input file and its metadata (for

instance, if it must be discrete or have missing values);
« method (string) — The method’s name;
« options (dict) — Key-value pairs with the parameters that have multiple options, where the keys
are their names and the values have their descriptions and a list of the possible values.
/{userid}

To DELETE an entire user’s data (objects and files), the gateway must use this endpoint.

/{userid}/{fileid}

Knowing in advance the fileid (as the worker may deduce it from the request’s id), this endpoint allows

to POST and GET a specific file to/from the file system.

/{userid}/{table}

When the gateway POSTs to this endpoint, a new entry is added to the table and the resulting id is

returned. It is also possible to GET a list of names and ids of the entries in the specified user’s table.

/{userid}/{table}/{fileid}

This endpoint is used to GET, update (PUT) or DELETE entries and files, identified by fileid.
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"checkboxes": {

"-ns": "Learn non-stationary network",
"-sp": "Force intra-slice connectivity to be a tree"
3,
"fields": {
"-ind": {
"description": "Intra-slice in-degree",
"value": 1
+s
(L P {
"description": "Number of clusters",
"value": 2
1,
"_mp": {
"description": "Markov lag",
"value": 1
1},
Il_pll: {
"description": "Number of parents",
"value": 1
+
s
"files": {3},

"mainFile": {
"name": "-i",
"metadata": {
"discrete": true,
"missing": false
}
},
"method": "learnDBM",
"options": {

"type": {
"description": "DBN structure",
"values": [
"-tDBN",
"-bcDBN",
"~cDBN"
]
}

Figure 5.10: Template for the learnDBM method.

5.7 Gateway API endpoints

Before implementing the back-end, it is necessary to document the API endpoints, that is, the URLSs
that will be used to access the data, make requests, and any other relevant interaction with the services.
These may be split into three classes, as they can be either authenticated and unauthenticated calls, or
even requests where the user’s authentication is irrelevant. Note that when not specified, the back-end

might return 5XX errors if an internal error occurs and return 200 on success.
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5.7.1 Unauthenticated requests

These calls should only be done by unauthenticated users, as they relate to registering an account and

logging the user in, to receive a JWT.

/auth/confirm

After signing up, the user should receive an email with a confirmation code, so that every address is
verified. By POSTing a JSON object with the code and the email address, the back-end checks if the code

matches and replies with a 200 code if it is correct.

/auth/login

To log into the website, the user must POST his email address and password to this endpoint. If the
request is successful, he will then receive a JWT back. If the address has already signed up but is yet to

verify the email, a new code is sent.

/auth/refresh

Whenever the user’s access token expires, he may use this endpoint to GET a new one. While this
requires the Authorization header, this should be the refresh token, so this request is not considered

authenticated.

/auth/signup

This endpoint allows to POST a user’s email address and password to sign himself up. If the email is
not already registered, a message is sent to the address with a confirmation code, to be later used in the

/auth/confirm endpoint.

5.7.2 Authenticated requests

It is after logging in that the users have access to most of the endpoints. For these, the Authorization
header should carry the access JWT, so that the gateway can not only verify if the user is allowed to
perform these actions, but also decode his id. Thus, this last information is never directly required by

any endpoint.

/datasets

This endpoint allows to GET the user’s data sets as an array of names and ids. The user will also POST
to this endpoint whenever he wants to upload a new data set, sending the details and file in the request
body. As a reply, he will get the new data set’s id.

/datasets/{datasetid}

To GET a specific data set’s information as a JSON response, the user should indicate the id in the URL.
It is also possible to DELETE the data set entirely from the back-end.
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/files/{fileid}

Using this endpoint, the client can GET the content of a file, given its id, or DELETE it if needed.

/methods/{method}

Whenever the user wants to analyse a data set, he should POST to this endpoint, using the method’s
name in the URL and passing the parameters to the method in the body. As a response, he will receive
the id for the future result. Figure 5.11 represents an exemplifies the body of these requests, whose fields

are explained below:

{
"inputFiles": {
"-i": "datasetid"
1,
"params": {
"-ind": 1,
"-k": 2,
"-m": 1,
"-ns": false,
"-sp": false,
"-p": 1,
"-tDBN": true
1,
"requestName": "requestname",
"notification": true
}

Figure 5.11: Body of a request using the learnDBM package with a stationary tDBN structure, one
intra-slice in-degree, a Markov lag of one, two clusters and one parent.

« inputFiles (dict) — Contains every file to be used by the package, where the keys are the files’
names as detailed by the package’s interface. Since the learnDBM package only takes a -1 file, the

given example indicates that this should be the one identified by datasetid;

« notification (Boolean) — Whether the user wants to receive an email notification when the result

is available and if the execution takes longer than 30 seconds;

« params (dict) — A dictionary with the parameters of the packages and their values, represented as

key-value pairs, respectively. If the values are Boolean, the parameters will simply be set;

» requestName (string) — Request’s name, given by the user, which will be used to name the output

entry and files, if any.

/networks

As one of the methods allows to create DBNs, which can be used to make predictions, it is necessary to

have an endpoint to GET a list of the networks’ names and ids.
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/network/{networkid}

This endpoint allows to GET and DELETE a network. Since the network’s id is the same as the id of its

original request, this endpoint essentially redirects to the /results/{resultid} endpoint.

/others

This is similar to the /datasets endpoint, but to GET and POST files that are not data sets, such as files

for inference.

/others/{otherid}

The “other” files can be downloaded with a GET request or deleted with a DELETE HTTP call.

/results

By making a GET request to this endpoint, the user will retrieve his results’ ids and names as an array.

/results/{resultid}

After getting the id of a new request, the user can use this endpoint to GET or DELETE the result. If the
package is still processing the request, the call will wait up to 30 seconds for it to finish. If that time
is not enough, it will reply with a 504 error (“Endpoint request timed out”). However, if the given id
does not exist (either because it never existed or because it has already been cleared from the database),
a 404 error (“Not found”) is produced. On success, it returns a 200 with the result in the body of the
response. This body may vary from package to package, but Figure 5.12 is an illustration of a possible
clustering response.

Even though the result varies according to the package, data set and parameters, the main structure

is common across every request, with the keys having the following meanings:

+ done (Boolean) — The state of the request. Should be always true, as the request will only return

a 200 code when the package has finished its execution;

« errors (Boolean) — Specifies if there were any errors in the worker, specifically when running the

package;

« files (dict) — Contains every file generated by the worker. In this dictionary, the keys are the files’
names as outputted by the package and the values are dictionaries containing the files’ names and

ids, so that the user can request them from the back-end individually;

« inputFiles (dict) — Contains every file that was used by the package, where the keys are the files’
names as detailed by the package’s interface. Since the learnDBM package only takes a -1 file, the

given example indicates that this should be the one identified by datasetid;

« method (string) — The method requested, which produced this result;
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"done": true,
"errors": false,

"files": {
"clusters.csv": {
"datasetId": "requestid_clusters.csv',
"datasetName": "requestname_clusters.csv"
1,
"dbn. json": {
"datasetId": '"requestid_dbn.json",
"datasetName": "requestname_dbn.json"
1},
"dbn.txt": {
"datasetId": "requestid_dbn.txt",
"datasetName": "requestname_dbn.txt"
}
s
"inputFiles": {
"-i": "datasetid"
1,
"method": "learnDBM",
"output": {

"bic": -116800.9730292124,
"clusters": 2,
"logs": [
"Number of networks with max score: 1",
"Network score: -81.3409407547621",
"Number of networks with max score: 1",
"Network score: -71.04462891866356",
"Starting with stochastic EM."
1,
"observations": 2000
},
"pending": false,
"requestId": "requestid",
"requestName": "requestname',
"userId": "userid"

}

Figure 5.12: Response obtained after requesting the 1learnDBM package using the combinedDataset.csv,
a stationary tDBN structure, one intra-slice in-degree, a Markov lag of one, two clusters and one parent.

output (JSON) — The package’s standard output will be parsed as a JSON object, so that it can
be easily read by the consumer. In case of an error, the standard error output will be listed here,

usually as a list of strings;

« pending (Boolean) — Whether the result is still waiting for the files to be inserted. The back-end

should only return a 200 response when this entry is false;

« requestld (string) — The identifier of the requested result, which should correspond, in the end-

point, to the resultid;
» requestName (string) — Name of the result, given by the user;

« userld (string) — The user’s id.
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/users/me

The user can also DELETE his account using this endpoint, consequently deleting all his files and results.

5.7.3 Requests with or without authentication

The requests concerning logging out and retrieving mehods’ templates or example data sets to test the
packages can be done by both authenticated and unauthenticated users, using the following endpoints.
/auth/logout

The user may POST his refresh JWT to this endpoint so that it is invalidated and can no longer be used
to generate access tokens. This call does not require the Authorization header, as the refresh token will

be revoked regardless. Hence, this is not considered an authenticated request and can be done by anyone.
/examples

Only allows a GET request, to retrieve the list of example data sets available, as an array of names and
intended methods.

/examples/{exampleid}

Endpoint to GET an example data set as text, in CSV format.

/methods

The user may GET a list of dictionaries with each available method’s name and the characteristics of its

main input file using this endpoint.

/methods/{method}

The user may GET a specific method’s template using this endpoint. This request is then redirected to

the /methods/{method} endpoint of the data service, detailed in Section 5.6.

5.8 Emails and logs

Both the logging and the email services are rather simple: the former reads messages solely containing
logs to write to a file, while the latter receives POST requests on its / endpoint with bodies composed by

the subject, message and a list of recipient mails.

46



Chapter 6

Implementation

As discussed in Chapter 2, the best way to guarantee this web tool’s longevity and scalability is by
implementing it in the cloud using a serverless stack, if possible. However, medical and academic insti-
tutions might need to deploy the application on-premises either to ensure their data does not leave a
managed network or to include their own packages. In this chapter, we analyse both of these back-end

implementations, which are accessed by identical Angular client applications.

6.1 Cloud

Since there is no one-size-fits-all service when it comes to the cloud, this section focuses on breaking down
an optimal architecture that is robust enough to withstand pressing workloads while being consistently
suitable for sporadic demand, starting with evaluating multiple cloud providers and choosing one based
on the so-far mentioned requirements and constraints.

The resulting cloud implementation — Figure 6.1 — is accessible through API Gateway [71] via REST
requests and Cognito [72] authentication, which uses JWTs itself. Both Lambda [73] and Elastic Compute
Cloud (EC2) [74] workers are used for processing, with the latter being dynamically launched per task
queued using Amazon Simple Queue Service (SQS) [75]. The workers’ logic is similar and both retrieve
data from DynamoDB [76] and Simple Storage Service (S3) [77], sending notifications through Amazon
Simple Email Service (SES) [78]. Moreover, AWS Identity and Access Management (IAM) [79] is used
for privacy assurance when accessing S3 and Amazon CloudWatch [80] allows monitoring each service.

As for the front-end, the chosen platform to deploy the Angular application that makes use of this

back-end was GitHub Pages due to its longevity, scalability and no-cost availability.

6.1.1 Choosing a cloud provider

First and foremost, price is of the essence when conceptualising an architecture or choosing a cloud
provider. With an unlimited budget, the latter would hardly matter, and the former could be effortlessly
over-provisioned. However, for this project to remain feasible, costs must be kept to a minimum, starting

with choosing where to host the back-end.
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Figure 6.1: Complete cloud architecture.

While the world is currently facing a rise in cloud providers [81], we will focus on four of the major

solutions [82]:
« Amazon Web Services (AWS) [83];
« Google Cloud [84];
« Microsoft Azure [85];
« Heroku [86].

Firstly, Heroku is the only to exclusively offer one type of service — PaaS —, which runs on top of Amazon’s
TaaS [87]. Moreover, it does not adopt a pay-as-you-go policy, meaning the customer pays in advance for
a specific tier, which is not ideal for sporadic traffic. Not only that, but the free tier has no encryption
solutions and does not scale well, since it has only one worker, which would need to execute tasks in
parallel threads. For these reasons, this platform can be immediately ruled out.

On the other hand, the remaining three providers implement equivalent services between themselves,
with consequently identical pricing plans. Since all encompass the needed tools and are capable of satis-
fying the minimum requirements, we focused on investigating which had the lowest and most consistent
average cold start latency for both VMs [88, 89] and serverless functions [90] while continually providing
excellent performance [91]. For these reasons, and since it is a pioneer in cloud computing that has
endured through time, we elected AWS, whose main building blocks are its IaaS and FaaS services: EC2

and Lambda, respectively.
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6.1.2 Developing the workers

Perhaps the most relevant component in the back-end, the worker must be able to scale well with the
number of requests, support any programming language, and be readily available to execute pending
tasks. Not surprisingly, this is also where cost and the clients’ sporadic demand are most pertinent.

The immediate solution to ensure high availability would be to have a server listening to the queue
and executing the packages as soon as tasks are published. Doing so leads to the scenarios in Figure 2.7,
which can be improved using a load balancer and an auto-scaling group that automatically scales up and
down the number of servers, ensuring that there is always the right capacity while reducing the time
where the demand exceeds it. This time can even be null if new servers are spawned before the available
ones reach their maximum capacity. However, a trade-off between unnecessary costs and computational
power arises: the better the servers, the higher the idle charge will be. Since the requests are expected
to be relatively infrequent, albeit arriving in large volume, having at least one server always running and
waiting for tasks implies that it will be idle most of the time. Moreover, if each server is sized to handle
multiple exponentially complex requests, its fixed cost will necessarily be significant.

To mitigate this fixed cost while ensuring scalability with every request, an EC2 instance can be
launched whenever a client needs to analyse a data set. Since API Gateway cannot do this on its own, a
Lambda function should connect the two components. As such, the former will redirect the request to the
latter, which will then queue the task using Amazon SQS and launch an EC2 VM running a Docker [92]
container. This process is schematised in Figure 6.2 and can be seen as an auto-scaling that has the

advantage of not needing a server manager nor to pay for unnecessary preemptive servers.

SQS Queue

Queue __,
Request
t R t
Invoke Invoke Launch Get Reques

"_" API ‘MI Lambda _\ EC2
QEB Return Return m
Response API ResultID Lambda EC2 Instance
Gateway Function

Figure 6.2: Cloud architecture that scales with the number of requests.

Notwithstanding the above, cold start, defined as the time it takes to have the VM running after
requesting it, is a major problem with the proposed approach. Even if some studies have proved that
Amazon has the overall best startup times which are continuously decreasing, the fact is that they still
go beyond 15 seconds (and may even take up to a few minutes) and depend on the deployment location
as well as the time of the day [88, 89]. Since it is not acceptable for a user to wait for minutes while
requesting one-second tasks, the so-far designed architecture is still insufficient. However, going back
to Section 2.2.7, a serverless architecture would allow to instantly scale up as much as needed with low
latency [90]. Therefore, using Amazon’s answer to FaaS — AWS Lambda —, it is possible to execute the

tasks in parallel without having any cold start, resulting in the architecture depicted in Figure 6.3.
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Figure 6.3: Cloud architecture that immediately scales with the number of requests.

But why not resorting solely to FaaS? Although these scale as much as necessary and without notice-
able cold starts, there are still some limitations: they are subject to execution time limits (15 minutes
for AWS), have much lower computational power (being comparable only to the most basic VM instance
types) and do not accept every programming language out of the box. Thus they are best suited to fill
the time taken to launch EC2 instances and complete those requests that take a few minutes or less, with

the guarantee that their failures do not compromise the tasks’ completion.

Finally, serverless containers are also a noteworthy concept for this section, as they try to merge
Lambda’s scalability and lack of server maintenance with EC2’s extensibility in terms of allowing to run
a Docker container with almost no limits. Some notable cases are AWS Fargate [93] and Google Cloud
Run [94], but while the former still has the same cold start issues — essentially just abstracting away the

servers themselves —, the former is only now starting to allow tasks to run for up to one hour.

6.1.3 Adding the data service

Since the workers cannot perform their tasks without input files and taking into account that users must
be able to upload files of any size, this service must follow the architecture described in Section 5.6 while

ensuring complete availability.

To implement the already conceptualised service, both a NoSQL database and a file system were
needed. For Amazon, these are DynamoDB and S3 respectively, and both can be accessed by the workers
using AWS software development kit (SDK). The same is not true for the users: even though they upload
and download S3 files directly (resorting to the AWS Amplify [95] framework for Angular), the data
tables are accessed using API Gateway. Ideally, both would be available through the API, but this is not
possible since Amazon limits the requests’ payload size to 10 MB. This results in the back-end portrayed

in Figure 6.4, which does not have the /files or the data service’s endpoints.

50



DynamoDB

Tables
- CRUD > <
Methods g 3 ) CRUD Methods
— = )
Create SQS Queue
Result Quee __|
Request
Get Request
: Invoke v Invoke Launch l e e
||—] API Lambda | _\ EC2
|| 2 Return Return .
T Response API ResultID Lambda EC2 Instance
Gateway Function
Invoke
Lambda
< J
>
Lambda
Function
- > B Download and Upload Files )
Download and Upload Files <
S3 Bucket

Figure 6.4: Cloud architecture including the data service.

6.1.4 Ensuring privacy

Since the users retrieve files directly from S3 and must make authenticated requests to API Gateway,
Amazon’s authentication service — Cognito — is also needed. This component takes care of managing the
User Pool, generating JWTs and controlling service access.

Cognito essentially replaces the /auth/ endpoints detailed in Section 5.7.1, as these authentication
actions are also included in AWS Amplify. API Gateway then confirms the JWT’s validity and retrieves
the user. Moreover, when the application tries to access S3, the storage service will check whether the

Cognito User has the necessary permissions resorting to AWS TAM. These interactions result in Figure 6.5.

6.1.5 Alerting the users

There is also no need to develop an email service since AWS has its own: Amazon SES. When any of the
workers finish running the packages or encounter an error, they invoke this service using Amazon’s SDK.
On the other hand, Cognito does not use SES, as it sends address confirmation emails itself. Figure 6.6

represents the cloud architecture after adding this component.

6.1.6 Keeping track of what is happening

Instead of creating a logging service, Amazon CloudWatch may be used, since it allows monitoring every
components’ usage and gathering their logs. This piece of the architecture is not represented in the

implementation scheme since it is inherent to every AWS service.
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Figure 6.6: Cloud architecture that allows sending emails.
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6.2 On-premises

For the intranet version of the application, the back-end can be developed using Docker containers which
are orchestrated using Docker Compose [96], facilitating its deployment and management. This approach
follows the advantages of using containers, detailed in Section 2.2.7, and leads to the network depicted

in Figure 6.7, with the gateway and auth services being merged due to their simplicity and similarities.

docker
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Figure 6.7: On-premises architecture.

To implement the services, the traditional NGINX, uWSGI and Flask architecture [97, 98] was chosen,
with all of them running on an Alpine Linux container, where NGINX is the web server and reverse proxy,
uWSGI is the application server, and Flask is the application itself, where the logic written in Python lies.
As for the gateway, NGINX also serves the Angular static files, to be fetched when the user first accesses
the website, and its Flask program uses an SQLite [99] table to save the authentication information.

In this architecture, the number of workers no longer corresponds to the number of requests, but to
the number of servers running these containers, which can be easily added to the network. This is not to
say they can only handle one request at a time, as they launch a new thread for each package execution.
And while, by default, the workers come with Java and Python installed, as the former is needed to run
most of the packages and the latter to fetch messages from a RabbitMQ [100] work queue and execute
the analyses, any other language can be included by adjusting this service’s Dockerfile [101]. In addition,
if there are no extra servers to add more workers when they exhibit signs of resource starvation, it is
always possible to limit the number of messages each worker can process simultaneously, allowing them

to process pending tasks before retrieving any more from the queue.
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Moreover, for the database tables, the predominant NoSQL MongoDB [102] management system was
adopted, due to its ease of use and remarkable performance [103]. As for the logs, similarly to the cloud
implementation, a logging service was not designed, since Docker handles this centralised role itself. When
running containers as part of Docker Compose, every service’s logs are displayed on the screen and saved
to a dedicated file.

Finally, although Docker Compose will run all the containers in the same server by default, they were
developed to be distributed over a network. This means that it is possible not only to spin up as many
containers as necessary in different hosts but also to have each service deployed in an adequate server (for
instance, the data service needs a lot of free disk space and fast I/O operations whereas the email only
needs minimal resources). Furthermore, this orchestration tool guarantees that services are restarted if

they halt for any reason.
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Chapter 7

Results

Now that MAESTRO — Figure 7.1 — has been designed and implemented [7], it is time to put it to
test. This chapter begins with a demonstration of the web tool’s potential by going through how a
researcher could use it to analyse a real data set, which is followed by performance assessments on the

cloud implementation and a discussion on which requirements were met and how each of them is delivered.

MAESTRO Dashboard

MAESTRO

Dynamic Bayesian Networks Tools
Multivariate time series analysis brought online.

TECNICO @ .
w LISBOA inescid

Figure 7.1: MAESTRO’s landing page.

7.1 Case study

The web tool’s usage is now illustrated with real data extracted from the Alzheimer’s Disease Neuroima-
ging Initiative (ADNI) database [104], which has been extensively analysed in various studies [105, 106].
The ADNIMERGE data set consists of 13,413 time series with 113 attributes (including identifiers, dates
and other codes) measured from 1,973 patients through multiple case report forms — such as Alzheimer’s
Disease Assessment Scale (ADAS) or Rey’s Auditory Verbal Learning Test (RAVLT) — and biomarker

lab summaries across the ADNI protocols.
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Patients that had examinations after 24 months were selected, as suggested in previous studies [107].
Afterwards, we merged duplicates and inserted empty rows for the missing observations, allowing us to
compute the percentage of missing values per feature. By removing every attribute where these exceeded

20 %, we picked the 13 features presented in Table 7.1, which reduced the number of patients to 1,286.

Table 7.1: Continuous features selected from ADNIMERGE and their ranges, averages (A), medians
(Mdn) and percentages of missing values (%m).

Feature Range A Mdn  %m
CDRSB — Clinical Dementia Rating Scale sum of boxes [0,17] 1.8 1 16.8
ADAS11 — ADAS (11 items) [0, 70] 10.6 9 16.5
ADAS13 — ADAS (13 items) [0,71.3] 165 143 17.3
ADASQ4 — ADAS with delayed word recall [0,10] 5.1 5 16.5
MMSE — Mini-Mental State Examination [1,30] 27.0 28 16.4
RAVLT_immediate — Sum of five RAVLT trials [0, 75] 35.0 34 16.8
RAVLT learning — RAVLT trial 5 minus trial 1 [—5, 14] 4.1 4 16.8
RAVLT_forgetting — RAVLT trial 5 minus delayed recall [—9,15] 4.3 4 17.0
RA.VLT,perc,forgetting — RAVLT forgetting divided by [—450, 100] 58.9 60 175
trial 5

TRABSCOR — Trail Making Test part B 0,996] 1195 89 18.7
FAQ — Functional Activities Questionnaire [0, 30] 4.7 1 16.6
sicssan Moled Pl N s O iy i) 5 a7
mPACCdigit — mPACC with Digit Symbol Substitution [-39.7,7.1] 5.7 —4.1 16.4

When uploading the data — Figure 7.2 —, the application detects missing values and assumes attributes

are continuous (albeit the user may specify otherwise).

Your data set

Some missing values were found in your data set.
Both null, "NaN" and "?" are considered missing values.
The following attributes seem to be discrete, but you can select the ones we did not find.

] CDRSB

O ADAS11

] ADAS13

[0 ADASQ4

] MMSE

[0 RAVLT_immediate
[J RAVLT _learning
[0 RAVLT_forgetting
[0 RAVLT _perc_forgetting
O TRABSCOR

O FAQ

O mPACCdigit

[J mPACCtrailsB

=

Figure 7.2: Result of selecting the file to be used. MAESTRO automatically interprets missing values
and which attributes are discrete, but the user may select more.
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The visualisation of the Mini-Mental State Examination (MMSE) is shown in Figure 7.3 and allows us
to see some patterns. In this case, it is clear that most patients do not have examinations for the fourth

values. For visualisation purposes, continuous values

~—

time point and usually tend towards high (blue
are binned by equal intervals, but hovering over them will reveal their real value. To observe another

attribute, there is a drop-down menu where the user can select any feature.

Menu MAESTRO  Dashboard [E2 ]

Upload

adni.csv

Datasets
Results ttibute MMSE v temsperpage: 20 v -200f1286 > %

Networks

Others H

j
i

Download Data

Figure 7.3: Visualising the patients’ MMSE results before imputation and discretisation.

Since this data is continuous and has missing values, we are given the option of either imputing or
discretising the time series, with the first one being restricted to LOCF and LR. Using the latter results

in the data presented in Figure 7.4. As expected, the missing values were filled using linear interpolation.

Menu MAESTRO  Dashboard [E2 ]

Upload

Datasets adni_imputation_imputed.csv

o Atiose MMSE v ftemsperpage 20 v 1-20071286 >
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5 ] ]
B The value of 3
10 . ]
. 0 ¥ Ty ¥ 0 0¥
15 R S G G
16 S G S S £ ——
2 - x5 5§ ]
22 . ]
23 @ = 2« 020000 _________________N ]
50— I
s ¥  ___F ]
g R
. ¥ ¥ oy Ty
rg s -y ________x ______ _§ ]
s
42 S S
g ¥ Ty Ty ]
ry sy x5 __ ________§ ]
g 1 2 3 0

j
i

Download Data

Figure 7.4: Result of using linear regression to impute the data.

Subsequently, we discretise the data using EQF and three bins (representing low, medium and high

values). For MMSE, the following bins are generated:

o a—[1,27];
+ b [28,29];
- ¢ —30.

Doing so produces the data represented in Figure 7.5.
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Figure 7.5: Result of discretising the data using EQF and three bins.

Following that, we proceed to clean the data by removing outliers. Through learning a tDBN using
log-likelihood as the scoring criterion, a Markov lag of one and two parents, it is possible to plot the

outlierness of each transition and subject in a histogram — Figure 7.6.

Menu MAESTRO  Dashboard [E2-}
Upload

Network DBN used to score outliers v
Datasets
Results
Networks 1l Controls Subjects Transitions

Threshold
threshold: -15.20

Others q :

—e 100

90-|

Bins

-16 E E - 5 4

temsperpage: 20w 121-140071286 < >

Use Data Set Without Outliers Download Outliers as CSV. Download Scores as CSV

Figure 7.6: Result of outlier detection using log-likelihood as the scoring criterion, a Markov lag of one
and two parents. The threshold is set to the result of using Tukey’s strategy.

In this step, the user may tweak the number of bins in the histogram and change the score not only
to Tukey’s and GMM’s results but also to any other value. Through the histogram, we have an idea of
how the data is getting split, with the lower panel showing exactly which subjects or transitions are being
classified as outliers. Moreover, the user may expand the upper card and reveal the resulting network,
which can be then downloaded as either a text file or an image. For this case, the representation of the

network is shown in Figure 7.7.
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CDRSB[0] @
Coan
mMPACCdigit[0]
e >
'®
RAVLT. Ieamlng[O] RVLT |mmed\ale[1]

Figure 7.7: Network learnt for outlier detection using log-likelihood as the scoring criterion, a Markov
lag of one and two parents.

Having removed the three outlier subjects using Tukey’s threshold, we now analyse the remaining pa-
tients, starting with training an sdtDBN model for inference. Since this method accepts static attributes,

we selected the three variables described in Table 7.2.

Table 7.2: Static features from ADNIMERGE, their classes and percentages of missing values (%m).

Feature Classes J%om
PTGENDER — Gender {Male, Female} 0.0
PTETHCAT — Race {Not Hisp/Latino, Hisp/Latino} 0.5
PTMARRY — Initial marital status {Married, Divorced, Widowed, Never married} 0.3

Adding these observations, we may train the sdtDBN using a log-likelihood scoring criterion, a unitary
Markov lag, one dynamic parent, two static ones, and no restrictions. However, knowing this package
cannot process static files with subjects that do not exist in the dynamic input, we added a new one to

induce an error. As seen in Figure 7.8, this is gracefully caught and presented to the user.

Menu MAESTRO  Dashboard [E2 -]

Upload
Datasets o F:’ror‘ (
Results

Networks
Subject 41is not in temporal file! Aborting!

Others

Figure 7.8: Error handling in the application.

When using the original observations, the result is successful. Again, this network may be viewed

through an expandable card, where it is also possible to download it — Figure 7.9.
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Figure 7.9: DBN learnt using log-likelihood as the scoring criterion, a unitary Markov lag, one dynamic
parent and two static ones.
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Knowing the MMSE value for subject 6 at the seventh time point is 22 (falling into bin a according
to this discretisation), we can test the model’s prediction by feeding it this subject’s dynamic and static
observations and requesting the most probable inference of this attribute at the 36" month. The model
makes an accurate prediction, as can be seen in Figure 7.10. Moreover, even though the prediction was
solely made on one subject, attribute and time point for testing purposes, the request may include any

number of the aforementioned, which are added to the table.

Menu MAESTRO  Dashboard [E2 ]

Upload

Network DBN leamnt v

Datasets

Results

()  Prediction id [ MMSE6]
Networks Use network for prediction
6 a

Others

adni_6.csv x Download Data

adni_6_static.csv x
Attribute inference -
Most probable -

adni_infVar.csv x

adni_6_prediction

Email results that take longer than 30

seconds

Figure 7.10: Most probable MMSE for subject 6 at the seventh time point.

To further understand this result, it is possible to use the same dashboard to compute this attribute’s
distribution of probabilities for the requested subject and time point. Upon completion, the new result
is a histogram that replaces the previous table and graphically represents the probability of each class.
From Figure 7.11, it is clear that the likelihood heavily inclines towards the predicted class. However,
there is some fluctuation on these probabilities across multiple requests, since the intermediate attributes
are predicted using random sampling according to each node’s probability distribution. There is also a

drop-down for when the request contains multiple analyses.

Menu MAESTRO  Dashboard [E2 ]
Upload
Network DBN learnt v Logs ~See the program's output logs +
Datasets
Results
(@  Prediction
Networks Usenetworkforprediction A cMMs. v w8 v b

Others e
adni_6.csv % 104
094
adni_6_static.csv x 08
Attribute inference - 0.6
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Distribution v 02
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adni_6_distribution o T

Email results that take longer than 30

seconds

Download Data

Figure 7.11: MMSE’s predicted probability distribution for subject 6 at the seventh time point.

61



Finally, we may group the TS into clusters. Since there are three possible diagnoses — clinically
normal, mild cognitive impairment, and dementia —, we try to fit three tDBNs using an intra-slice in-
degree of one, two parents and a unitary Markov lag. After handling the request, MAESTRO presents
the results as in Figure 7.12. It is also possible to download both the network as text and the scores or
clustering results as CSV files. Furthermore, every network representation of each cluster is presented in

an individual tab.

Menu MAESTRO  Dashboard £
Upload
Clusters See the programs output logs A
Datasets lusters Logs See the programs output log
Number of networks with max score: 1
Results Clustero — S Network score: -19.631173328503408
- o o Number of networks with max score: 1
Networks Network score: -13.016039128952626
Alpha: 0.7061574434918161 Number of networks with max score: 1
. I, Network score: -10.539043143734574
Others Hover over nodes to see paramete &

Starting with stochastic EM
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Download Clusters as CSV

Download Networks as Text

Figure 7.12: Result of finding three clusters using tDBNs with a Markov lag of one, two parents and an
intra-slice in-degree of one.

Notice how, as in every other network displayed by the application, hovering over a node will show a
table with the conditional probabilities that describe it. Moreover, as in most of the other DBN-related
functionalities, it is possible to view the application’s logs, which correspond to the information that the
command-line executable usually prints to the standard output.

This might lead to the assumption that errors are only caught when the packages quit successfully
since the workers are retrieving the standard output. As such, it should be clarified that, even though the
error shown in this section is a controlled one, any exception that causes the packages to quit unexpectedly

is also caught. However, these may be too verbose if not handled properly by the program.
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7.2 Stress testing

7.2.1 Vertical scalability

One of the fundamental requirements for this website was ensuring it was capable of handling every
long-running analysis within an acceptable time frame, which is tightly related to the system’s vertical
scalability: if we are able to augment the processing nodes’ computational resources, the execution time
will decrease. To assess this metric in the cloud architecture, we chose the 1earnDBM package for its higher
resource demand and used the combinedDataset.csv introduced in page 31 with a Markov lag of two,
a unitary intra-slice in-degree, two parents, two clusters and multithreading. The test was conducted by
launching three distinct EC2 instance types — m5.large, m5.xlarge and mb.2xlarge —, connecting to each
of them, and executing a Python script which sequentially started and timed ten child processes that
performed the aforementioned task. Since the purpose was to evaluate the hardware impact on execution
time, we opted not to include any network-bound operations in the measurements and solely timed the

package execution. The results are plotted in Figure 7.13.
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Figure 7.13: Execution time when clustering the combinedDataset.csv for ten times in three differ-
ent instances with a Markov lag of two, a unitary intra-slice in-degree, two parents, two clusters and
multithreading.

As expected, the most powerful VM — the m5.2xlarge with 8 virtual processors and 32 gibibytes of
memory — was substantially faster than the one with the least resources — the mb.large with 2 virtual
processors and 8 gibibytes of memory. The vertical scalability is thus warranted, since the developer may
easily choose to specify a more robust instance to be used for subsequent requests whenever these are
taking too long.

Furthermore, it is worth mentioning that using extra computing resources may not be significantly
more expensive, since the instances are terminated after the requests complete. For instance, even if
the mb.xlarge — with 4 virtual processors and 16 gibibytes of memory — costs $0.222 per hour and
the m5.2xlarge costs $0.444 when hosted in London [108], their average cost in this test would not be
significantly different: while the former would take $0.062 to execute the process in over 16 minutes, the

latter would cost $0.065 to accomplish it in almost half the time.
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7.2.2 Horizontal scalability and concurrency

Another major priority for the application was its horizontal scalability, which would allow the users to
concurrently access the application and make analysis requests without performance degradation. Even
though, for the cloud implementation, invoking a Lambda function and launching a new EC2 instance
per request should suffice this constraint, we decided to conduct a test to ensure this characteristic. This
was accomplished by sending bursts of 10, 100 and 1,000 requests and measuring their execution times.
The requests consisted in finding two clusters in the combinedDataset.csv, using a Markov lag of one,

a unitary intra-slice in-degree and one parent. Figure 7.14 graphically represents the results.
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Figure 7.14: Elapsed time as a function of the burst size when clustering the combinedDataset.csv with
a Markov lag of one, a unitary intra-slice in-degree, one parent and two clusters.

From this experiment, it is clear that the application maintains its performance despite the load and
that the users will not notice whenever the servers are under pressure. As for the slightly lower duration
of the smaller burst, it can be explained by the lower number of requests which is not enough to represent

the amplitude of values: in fact, it falls inside the confidence interval of the remaining sizes.

7.3 Discussion

After demonstrating and appropriately stress testing the application, we should go through the require-
ments presented in Section 3.2 and confirm their assurance. Since the development comprised both a
cloud and a local version, let us first address the prerequisites that the two address equally, and later
focus on those that differ between implementations.

First off, as Section 7.1 demonstrates, QoS is ensured as the website is user friendly and extends the
capabilities of the original packages with its visualisation tools, while still being transparent as the user
has no perception of the multiple components involved and their interactions. What it does not depict
is the notification and authentication services, both of which have been implemented, with the former
sending an email upon either correct or unexpected completion of long tasks, if the user so requests, and

the latter resorting to the commonly used JWTs, as explained in Sections 2.2.6 and 5.4.
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Additionally, the architecture was designed to effortlessly accommodate new packages through the
inclusion of their source codes and two simple interface files per functionality — detailed in Sections 5.5
and 5.6 —, as long as they can be executed in a Linux system with Python and Java installed. If that is
not the case, augmenting the environment is just as simple, as it solely requires updating a Dockerfile.
Besides, the users may rest assured that erroneous executions will not disturb the tool’s correct execution,
but will be caught by the workers and properly displayed to the practitioner, as detailed in Section 5.5
and then exemplified in Section 7.1 through a deliberate error.

Diving into implementation-specific characteristics, we can state that two of the most crucial pre-
defined objectives — accepting sizeable data sets and handling both short- and long-running tasks — are
accomplished in the cloud by uploading directly to S3 and launching a Lambda and an EC2 instance in
parallel, as described in Sections 6.1.3 and 6.1.2 respectively. Likewise, separating files from metadata
storage prevents data tables from exceeding capacity, as discussed in Section 5.6, and asynchronously
executing the analyses frees processes from having to wait on lengthy requests, as argued in Section 5.4.

Furthermore, since MAESTRO is focused on clinical data interpretation, security was also one of
the fundamental concerns. By distributing a local implementation where data never has to leave the
premises, we give practitioners the option to improve confidentiality if they opt not to trust AWS security
guarantees, which rely on AES-256 encryption [109]. Notwithstanding, it is up to each organisation to
then implement HTTPS connections and secure the servers themselves from unwanted agents. This
should, however, not be a concern, given that the communication with the cloud back-end uses HTTPS
and that the S3 storage, the DynamoDB tables and the EC2 instances are all encrypted, with every
processing instance being isolated from the others. This last assertion is quite important, as it means
that in the eventuality of a hacker finding and accessing the physical server handling his request, he is
still unable to retrieve anyone else’s data.

As for scalability, both of its dimensions are satisfied: the two solutions support not only adding
more nodes by using a message queue and a microservices architecture but also easily enhancing the
existing ones by changing the instance type in the cloud architecture (as shown in Section 7.2.1) or
simply upgrading the servers in the local version. Moreover, concurrency is achieved in the cloud, much
like the horizontal scalability, by launching one Lambda function and one EC2 instance per processing
request (without performance deterioration, as proven in Section 7.2.2). On-premises, it is up to the
organisation to provide enough computing power, but since Docker Compose — an orchestration tool —
was used, increasing the number of workers could not be easier, so assuring local concurrency is only a
matter of having the right hardware. Besides processing, using NoSQL databases in both implementations
further guarantees horizontal scalability, but now in the realm of data storage.

Finally, longevity may be evaluated by consulting web applications such as WIMP [20] or RISP [110].
When trying to access these tools’ websites, the user will realise they are no longer available, demon-
strating they have not withstood the test of time. While the longevity of the local platform can only
be ensured by the organisations that adopt it, by using low-priced AWS services and free GitHub Pages
instead of hosting our own cluster of servers, we are confident the publicly available version will remain

online without much maintenance or restructuring.
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Chapter 8

Conclusions

To conclude this thesis, this chapter focuses on summarising its accomplishments and outline possible

future improvements that can contribute to the widespread use of the developed web application.

8.1 Achievements

In this dissertation, a language-agnostic microservice architecture for both short- and long-running web
applications was devised so that practitioners no longer have to download and locally execute data analysis
software. The proposed approach satisfies all of the prerequisites, including being secure, scalable and
transparent while still managing to efficiently complete tasks of any duration.

This design can be adapted to incorporate any demanding data analysis command-line program and
was adopted in this thesis to implement MAESTRO [7], a multivariate time series interpretation tool that
makes use of dynamic Bayesian networks to impute data, detect outliers, cluster time series and predict
their progression. By deploying this application using Amazon Web Services and merging the use of
serverless functions with auto-scaling virtual machines, the application showed positive results regarding
both concurrency and scalability.

Besides the publicly available web tool, an on-premises implementation of the introduced architecture
was also developed, and its source code was made available in a GitHub repository [111]. This version
can be extended with any scriptable package and is aimed at any analyst or organisation that needs this
flexibility or the added layer of security that only on-premises solutions can guarantee.

With this thesis, the lack of user-friendly applications that merge machine learning and biomedicine
should be closer to fulfilment, as every practitioner and organisation can now both use state-of-the-art

DBN-based data analysis software online, and effortlessly host their own tools.

8.2 Future work

This final section suggests improvements and enhancements of MAESTRO that may strengthen its use

by the medical and scientific community.
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Bearing in mind the ease of vertically scaling the workers underlined in Section 7.2.1, it is possible
to further improve the cloud implementation by choosing the EC2 instance type to launch according to
the expected execution time of each incoming request. To accomplish this, the Lambda function that
launches the container may consult a table that maps the input parameters and data size to an instance
and the elapsed time. This table may be dynamically built by the workers when they conclude each task.
Doing so will improve the application’s QoS and optimise its costs.

With the advancements in homomorphic encryption, the packages could also be re-written to allow
operating on top of encrypted data, which would require the front-end code to encrypt the data before
uploading. However, this is only advised whenever this technology matures to the point where the added
time complexity becomes negligible.

As for the on-premises implementation, the task queue may be replaced by another that allows
distributing each request to the worker that is processing fewer messages. In fact, the fair dispatch used
by RabbitMQ@ is only equitable to a certain degree: since some tasks are exponentially more demanding
than others, some workers might get all of the most expensive ones. Delivering each message to the worker
with the smallest number of unacknowledged messages will mitigate this issue. In case some workers are
considerably less resourceful than the rest, this load balancer would not be fair as well, as these would
be starved out while the others are still capable of higher loads. Solving this is a matter of limiting the
number of unacknowledged messages in the more limited servers.

The monitoring and logging service of the on-premises version also has room for improvement. Even if
the Docker logs are parsable, they still lack the usage and performance metrics that tools such as Amazon
CloudWatch combine in a user-friendly manner. There are multiple services — the ELK stack [112] or
Prometheus [113] and Grafana [114] for instance — that can be easily integrated using Docker Compose,
providing a dashboard that centralises the entire system’s information.

Lastly, this private dashboard could also allow to more easily upload the files regarding new packages.
In this way, the tool administrators would not have to access each worker nor use command-line instruc-
tions to update the Docker Compose file and update them. Creating a fan-out queue that carries the new
packages (or instructions to remove old ones) to every worker or programmatically updating the Docker

images and reloading the services are just two of the methods that can help to combine this feature.
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