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Abstract. The digital disruption has been changing the way people live
and interact with the world. One of these great changes is the continuous
evolution of the digitization of personal identity. In the digital world in
which we live today, it is becoming less practical for citizens to keep as
much personal information in the form of a physical document, be it cit-
izen’s card, driver’s license, health card, among others. Because different
personal information comes from different sources, it is not feasible to
control the digitization of this information by a centralized entity.
With the advent of blockchain technology, for the first time it is possible
to create a decentralized eco-system where different entities can not only
emit their traditional physical cards but also emit them in digital form
and with the same credibility, thus creating, for the first time a demate-
rialization of the cards that today serve as a form of identification.
However, the current solutions that provide a digital identity are based
on public blockchains. Since companies prefer to minimize their risks
and avoid the unknown, a private blockchain makes more sense for more
important use cases, one of which is the opening of bank accounts. Thus,
there is a gap between the needs imposed by the companies, in this case
the banking institutions, and the existing services. This way, this thesis
proposes PDID, a service that provides a digital identity based on a
private blockchain. A demonstration is also done at a bank to exemplify
how this type of service can facilitate and accelerate the opening of a
bank account, facilitating the KYC process.
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1 Introduction

Nowadays, some digital identity services are starting do adopt blockchain as a
common database shared by the institutions that use the service. It is no surprise
that blockchain has become very popular over the last years. It functions as a
Distributed Ledger Platform (DLP) that has all transactions since the beginning.

Unlike a traditional database, blockchain technology does not rely on a single
central institution to validate transactions. In a blockchain network, transactions
can be done in a Peer-to-Peer (P2P) way [3]. Every transaction needs to be
validated by the entire network and committed into blocks that are distributed
through the network, meaning that is almost impossible to tamper it. Even an
attempt to forge a transaction would be easily detected since every node will
check the block [3].

Although, most digital identity services are starting to adopt blockchain,
they are using permissionless blockchains. In this case, a user is not bounded to
a single wallet address, this means that a user can have several wallet addresses,
allowing him to avoid identity exposure.

In this thesis, we want to take the opposite path that most similar services
took. We want to bound a digital identity with a real identity to give it more
credibility. Thus, we believe the future is in using permissioned blockchain. In a
permissioned, not every actor can participate in the consensus. Only a restrict
number of actors can validate transactions of a block that afterward will be
added to the blockchain [1].

These networks function in contained ecosystems, where several entities, usu-
ally business to business (B2B), intend to exchange information and store it at
the same time. In this type of blockchains, there is no need to use complex
cryptographic problems since all participants are trustworthy. This allows trans-
actions to be verified very quickly since there is no need to reward the miners.
Only authorized entities can write in the ledger.

2 Problem

With blockchain, it is possible to achieve decentralization and have a network
where institutions and users can interact with each other and request information
to others. Because it can be such a good solution, there are at the moment
more than thirty projects and proof-of-concepts in the literature taking similar
approaches [8].

Although there are many projects, most of them are in a very early stage,
meaning they have not developed all their functionalists or they lack maturity
making them not ready a production environment. In addition, the most devel-
oped projects, such as uPort [2] and Civic [6] are developed on top of Ethereum
Blockchain. Ethereum is a permissionless blockchain thus every person can have
has many different identities as he wants. As it was mentioned previously, the



interviews show that companies will most likely adopt a service based on per-
missioned blockchain than based on a permissionless blockchain.

A permissionless blockchain creates a perfect decentralization, however, it
also disables the possibility to restrict the actors from the network, to create
private channels of communication between participants and to give different
privileges and rules to different participants.

With a permissioned blockchain, it is possible to design a network that fits
best in the Portuguese or even in the European context. The related work pre-
sented in Chapter 2 shows that most projects are either very generic (uPort) or
very limited (Civic). In addition, although many projects claim that they work
for the whole world, they will always be more compatible in the country they
were created. For example, Shocard has their own KYC process, it will always
work better with American citizens than with Portuguese citizens because they
will not see Portuguese identifications so often, thus they will not know how to
handle them properly or as fast as they should be.

Despite the fact that digital identity can solve multiples problems, this thesis
will analyzes how digital identity can help the banking industry to facilitate and
improve the registration and the KYC process.

Know Your Customer, usually called as KYC is the process of a business
verifying the identity of its clients and assessing potential risks of illegal in-
tentions for the business relationship’ [9]. In the banking industry, the KYC
process started to prevent and detect money laundering. Banks need to verify if
the customer is who he says he is and if he is in any prohibited list [5].

In the banking industry, the process to open a new bank account is laborious.
According to a survey made in 2017 by Thomson Reuters [? ], a bank takes
an average of twenty-four days to complete the customer onboarding process.
In the banking industry, the process to open a new bank account is laborious
because it is divided into two phases: the time it takes for the user to provide the
necessary information and the time it takes the bank to validate the information.
In addition, the number of documents that a bank may ask may differ from bank
to bank [7].

The current method used by banks to validate information has a big problem
with scalability because it is done manually, so the current way to solve it, is to
hire more employers. That increases compliance costs and the problem persists
if the rate of new customers per day or per month grows. According to the
survey mentioned previously, the costs have increased 22% from 2015 to 2016
and another 18% from 2016 to 2017. Also, financial institutions spend up to $500
million annually on KYC and customer due to diligence [7].

Data freshness is another problem, both institutions and single users update
their personal information regularly. It can easily produce inconsistencies. In fact,
according to a survey made by the Global Entity Identifier Foundation (GLEIF),
it is very common to have inconsistencies with updates. The GLEIF questioned
more than one hundred senior specialists and ”58% said the associated reference
data is not up-to-date, while 46% said reference data from different sources is



inconsistent.” What’s more, 49% said the same ID is used for different legal
entities. [4]

Data portability, the concept of a reusable KYC started to solve that prob-
lem, but there isn’t a standard with the information needed by banks, it is
different for every country. Thus it is hard to create a universal service that has
enough information about its users. In addition, a service able to provide every
information needed to open an new account may also have centralization, trust
and safety problems associated.

2.1 Problem Statement

As mentioned in the Motivation, the current digital identity services will not
properly work in Portugal. There is a need to create a service focused on the
Portuguese and European laws. In addition, we will explore the advantages and
disadvantages of using a permissioned blockchain instead of a permissionless
blockchain.

In this thesis, we will conduct an investigation to answer the question: Can
a digital identity service based on a permissioned blockchain help the
banking industry to facilitate the onboarding process?

2.2 Participants

A participant is an actor in the network. PDID is designed to be used by three
different type participants: (i) Person, (II) Institution and (III) Regulator.

The participant Person is the participant that will submit personal identifica-
tions to PDID, in this case, every Portuguese Citizen. The participant Institution
is linked to a company, institution or organization. For last, the participant Reg-
ulator, since this use case is in the banking industry, it is important to have a
neutral participant. Regulators are allowed to read everything in the network
and are responsible for the creation of the participants Person and Institution.
By allowing this kind of participants, PDID fails to create a truly decentralized
network because users of the network may be conditioned on the possible mali-
cious use of a Regulator. However, a Regulator is restricted to read information,
not being able to write or rewrite any personal information on another’s behalf.

2.3 Claim

Since the beginning, our goal has always been to create a digital identity network
that works as the base layer for multiple uses cases. The KYC in the banking
industry is just one possible use case. However, we took special attention when we
were designing the attributes of a Claim to be able to use the same architecture
in multiples uses cases. This way, more Portuguese citizens will use the service,
maximizing its success.

A Claim is a ”statement that one subject, such as a person or organization,
makes about itself or another subject. For example, the statement can be about



a name, group, buying preference, ethnicity, privilege, association or capability.
The subject making the claim or claims is the provider.” [10]

As it is explained previously, Hyperledger Composer uses Assets to represent
abstractions of objects with attributes. In this case, a Claim can be seen as an
Asset. A Claim has 6 attributes:

– owner: The attribute owner is a link between the Participant and the
Claim. A Participant can have multiple Claims but a Claim can only have
one owner.

– id: This attribute is the unique identification of a Claim. Every Claim in
the network must have a different id. It can be a random number or a string
concatenated with an integer (e.g. ”CLM 001”).

– name: Since the definition of a Claim is very generic, a claim must have
a name for what it represents. For example, if a user wants to issue a
claim saying his phone number, the claim’s name should be something like
”phone number”.
Since the same claim can be represented by several different names (e.g.
”phone number” or ”phone), it is important to have a standard code for
each type of claims.

– value: This attribute represents the claim’s information. For example, a
value for a possible Portuguese phone number would be ”923444555”. Once
again, this attribute is represented by a string, to allow more flexibility for
the user.

– expireDate: This attribute represents the expiration date of the claim.
It is an optional attribute because some personal information may have an
expiration date and another may not have. For example, some attributes in
the Portuguese Citizen card have an expiration date but the user’s name
does not have an expiration date.

– authorized: This attribute represents the list of Participants that are au-
thorized to see the Claim. This attribute is also optional because a user may
not want to store information to share with others. Instead of creating an
empty array for every claim, it is created when it is needed.

2.4 Transactions

Giving the nature of PDID, it has two possible transactions. The first one is
a grant permission transaction. It means that one participant Person can grant
permission to a participant Institution to see his claim. This transaction receives
two parameters, the id of the claim (claim id), and the identifier of the partic-
ipant (id foreign), that will be allowed to check the claim. The smart contract
responsible for that transaction will first see if the authorized array of that claim
is initialized and then it is added the (id foreign) to the array.

The second one has the opposite functionality. It is a revoke access transac-
tions. It means that one participant can revoke permission to another participant
to see his claim. This transaction also receives two parameters, the id the claim
(claim id), and the identifier of the participant (id foreign), that no longer will



be allowed to see the claim. The smart contract responsible for that transaction
will remove the (id foreign) from the authorized array.

3 Evaluation

– Usability: PDID is very simple and be used and can be used by a wide
range of ages - This criterion is fully completed.

– Maintainability: This criterion can’t be evaluated since PDID is a PoC -
This criterion is not fulfilled.

– Efficiency: Transactions take less than one second and Hyperledger Fabric
is scalable very easily - This criterion is fully completed.

– Portability: PDID was not developed a mobile application, only a web
application - This criterion is half fulfilled.

– Reliability: PDID is not ready for a production environment, it is currently
in a proof of concept phase - This criterion is half fulfilled.

– Functionality: The service only allows to request personal information for
users. Information that could possibly be used for registration processes -
This criterion is half fulfilled.

– Security: PDID protects the users’ accounts by asking for a username and
password - This criterion is half fulfilled.

– Type of blockchain: PDID uses a permissioned blockchain - This criterion
is fully completed.

– Laws and Regulations: PDID is not subject to laws and regulations to
protect clients against all kind of irregularities in the providers country -
This criterion is not fulfilled.

– Confidentiality and data loss: The information is restricted to authorized
people - This criterion is fully completed.

3.1 Discussion of PDID

PDID is a proof-of-concept digital identity service created at Banco de Investi-
mento Global. Regarding its architecture, it offers the main requests asked by
BiG:

(i) it uses a permissioned blockchain;
(ii) claims are restricted to authorized people;
(iii) it allows institutions to request information about users;
(iv) it allows institutions to request a batch of claims necessary for a KYC

in the banking industry;
(v) it is easily scalable to create a real network.
Despite the simplicity of PDID’s interface, it allows users to introduce their

personal identifications and manage them, letting users to decide who can have
access to the information, creating for the first time, an eco-system where Por-
tuguese citizens are in control of their information. Further, institutions can
request information about their current and new users. This feature is very im-
portant because it solves two of the problems identified in the Motivation: it



facilitates the onboarding process because a bank can request all the necessary
information once; and they have a source where the information about their
users is always updated.

Due to the nature of PDID, we decided to not assess the Maintainability and
Laws and Regulations. However, using IBM Cloud Platform, we were able to
calculate that our service had an uptime of 100% and its average response time
was 0.65 seconds.

A digital identity service compliant with GDPR is very important for BiG
and for all industry. We did not explore further in this area because it was out
of our scope. However, it is encouraged in the next Chapter to continue this
research and to explore how PDID can be in compliance with GDPR.

The overall score of PDID is 53,58. Although it has the lowest score, the
intention behind this thesis was never to create the best overall service, but to
build a different approach and show that it is a viable option to use a permis-
sioned blockchain instead of a permissionless one.

uPort has the best score, it is currently the most developed service and it has
more than twenty developers working in that project. As explained in Chapter
2, uPort allows users to emit credentials, being possible to use it to issue claims.
However, uPort does not offer any standardization when issuing claims, making
it more difficult for companies to automate tasks. On the other hand, PDID was
designed to be used by a group of companies that share a common goal. By
following claim standards, it makes it easy for companies to use and share that
information.

The idea of a reusable KYC: information validated once and used multiple
times; came from Civic. Even though Civic did not implement their feature of
reusable KYC, we implemented in PDID a version of it. PDID has a feature
that allows companies to request every information necessary for an onbording
in one batch. In a real network, only the first bank would need to validate that
information and then it could be transferred to other banks without needing to
validate it again.

With this evaluation, we concluded that the four services evaluated have
something in common: they desire to be global. We concluded that trying to
create a service that works everywhere does not necessarily mean that they will
have more users. As a matter of fact, none of the services has a relevant number
of users, and their users are in majority tied to to the country where they were
created. For example, uPort works well in Switzerland and Shocard in the United
States and consequently they have more users in those countries.

We proved with this thesis that if a group of companies in Portugal wants to
create a private network, it is possible to accomplish it without being bound to
an existent service, the service would be more restricted, with its pros and cons.
It is up to the company or the group of companies to decide which alternative
is better for them.



4 Conclusion

In this thesis, we explored whether digital identity using permissioned blockchains
can provide value for organizations, in particular in the banking industry.

We started by conducting a set of interviews with Chief Information Security
Officers of Portuguese companies to understand their needs regarding a digital
identity service. We found that uPort, Civic, Shocard and Sovrin were the most
advanced and developed services available. Yet, we discovered that there were no
guidelines to compare or evaluate them. Thus, our first contribution was a paper
that is currently under review for the Journal of Information Systems where we
proposed a new framework to evaluate digital identity services.

Based on the evaluation, we discovered that the market does not offer a few
important features that companies value. With the feedback from the interviews
and from Banco de Investimento Global, we realized that companies will mostly
prefer permessioned blockchains and the current alternatives do not provide
that option. Thus, we decided to propose a digital identity service based on a
permissioned blockchain, called PDID.

PDID uses an Hyperledger Fabric network with the smart contacts developed
in Hyperledger Composer. Like other services, it allows users to share personal
information with other companies in a more accessible and convenient way. The
fact that PDID is based on a permissioned blockchain gives a certain comfort to
the participants in the network because they know who is on the other side of
the transaction.

As we explained in the related work, every service claims to be generic and
work across different industries and different countries. However, after our eval-
uation, we realized that it is not that simple and true. Having that in mind,
PDID was developed to work with Portuguese citizens and with its focus on the
banking industry, although it was designed to be used other industries and used
cases with little or even zero alterations.

In Chapter 6, we concluded with our evaluation that our architecture is as
competitive as the current alternatives, but the overall service can be improved
with a better interface, allowing users to authenticate themselves with biometric
data and by offering a native mobile application.

Finally, this thesis made the first step towards the possible first decentralized
ecosystem of Portuguese companies and citizens in an attempt to remove physical
proofs of identity by creating advantages for both parties.
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