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the Diffusion of Adaptive and Scalable
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Abstract—Applications in Peer-to-Peer (P2P) mode, use distributed resources to perform functions in a decentralized
way. These applications facilitate the transport of multimedia contents with scalable features, which adapt to the network
and receiver conditions, reaching a very high number of participants with the best possible quality. The distribution
of video information on Internet Protocol (IP) networks, whether pre-recorded or transmitted in real-time, is becoming
more frequent, both due to the quality improvements provided by the latest codecs, As well as to the increase of
bandwidth of the access networks and also to the processing capacity of the terminal devices. These applications
where the dissemination of content is carried out cooperatively by us (typically) anonymous participants, raises security
concerns, in particular aspects related to the integrity and confidentiality of content, as well as authentication and access
control of the various Stakeholders. With this work we intend to study and develop a security mechanism that allows to
guarantee the identification of Peers through the registration process, which will give access to authentication and future
authorization to the system, based on the normative specifications of the Peer-to-Peer Streaming Protocol (PPSP) of
the Internet Engineering Task Force (IETF), ensuring the security of the transmitted content and the access control, of
the participants of the session, the confidentiality and its availability.

Index Terms—( Networks Peer-to-Peer (P2P), adaptive multimedia content, content dissemination, information security,
Peer-to-Peer Streaming Protocol (PPSP)).
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1 INTRODUCTION

W ITH, in the evolution of computer net-
works, triggered in the emergence of ap-

plications that use distributed resources to per-
form functions in a decentralized way, which
are called P2P applications. This evolution con-
tributes, in a way so that information can be
transmitted in any point and in different for-
mats, also allowing in this way a consider-
able reduction of the costs of computational
resources motivating the proliferation of the
networks in all the sectors of the society, es-
pecially the applications based in Web mech-
anisms, which provide data sharing in real
time or by video conference. However, P2P net-
works have been widely used for the diffusion
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of multimedia content, because they have the
flexibility and the accessibility in the transport
of the multimedia contents, reaching them to
a considerable number of receivers and of the
best possible quality. In addition, there are
other reasons that contributed to this model of
computation still being used.

• One of these is the fact that these networks
do not have a central point of failure:
this means that failure of a device does
not interfere with the functioning of the
system.

• On the other hand, it is a scalable network
because it has the capacity to handle a
number of participants simultaneously.

• Finally, P2P networks offer autonomy to
their participants by giving them freedom
to enter or leave the network according
to their interest and availability, without
having dependence with third entity.

With these advantages, there has been a di-
vergence of P2P type applications, and these
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systems have become increasingly popular
with the Internet community, so Content Distri-
bution Network (CDN) providers have started
using these technologies to distribute their
Streaming content, and most of these systems
used proprietary protocols, performing similar
functions, this caused difficulties of integration
and inter-operation of resources, which led to
the standardization of activities of multimedia
content diffusion, with the emergence of the
Peer-to-Peer Streaming Protocol (PPSP) protocol
that was developed by the Internet Engineering
Task Force (IETF) [1]. Thus, with the implemen-
tation of the PPSP protocols, the issue of in-
tegration and inter-operation of resources was
solved, but the question of security in these
types of solutions, which has been the subject
of much research, has remained open to ensure
a system secure streaming.

2 OBJECTIVES

The main objective of this work is to study the
security mechanisms applicable to the dissem-
ination of adaptive and scalable multimedia
content in P2P networks, namely in systems
implemented on the basis of the normative
specifications PPSP of the IETF [1]–[3]. Based
on the study, it is demonstrated the implemen-
tation of a security mechanism, which allows
the identification, authentication and autho-
rization of a peer in this type of systems 1.

3 BACKGROUND

A P2P network is a distributed system com-
posed of interconnected nodes, where each
node functions as both client and server, ca-
pable of self-organizing in diverse network
topologies, in order to share processing, storage
and bandwidth resources , directly available
to other participants, with capacity to adapt
to failures and accommodation to a variable
number of participants, simultaneously main-
taining connectivity and performance in ac-
ceptable levels, without need for support or

1. The P2P system us d to demonstrate the implementation
of the security mechanism was based on the code used by
the authors of RFC 7846 [1] in the process of developing this
specification and within the framework of the European Project
SARACEN [4]

intermediation of a central coordination [5].
Different from the client server model, which is
a centralized system that receives and executes
all the requests that are made to it and the com-
munication in this process works only between
the client and the server. In this case there is no
data exchange, that is, an interaction between
the clients in terms of information sharing, and
when the server is unable to respond to the
requests they are made, it can cause network
bottlenecks, thus damaging the system opera-
tion. The decentralization in these applications
refers to the sharing of information at system
level, in such a way that network elements
must be able to share their resources, to other
network members and to request services from
other participants. In principle, all elements
of the system must attend the above crite-
rion so that the system can be considered as
P2P, but in order to ensure security in this
system and allow information to flow safely,
centralized systems must be considered, thus
applying Hybrid systems concepts and ensure
the optimization of functionalities.

3.1 Vulnerabilities, Attacks, Risks and De-
fenses

Information security is a mechanism used to
protect the system data.

One of the reasons for the lack of security of a
computer system is vulnerability. Vulnerability
can be considered as a characteristic of a sys-
tem, which makes it sensitive to certain attacks.
The vulnerability that the systems present, al-
lows access of certain attacks, causing the inse-
curity of this system.

It is considered an attack, the set of steps
executed in the scope of exploitation of vul-
nerabilities, allowing the accomplishment of
illegal actions. A risk or threat is the damage
resulting from the successful execution of an
attack. Finally, it is considered a defense, the
set of policies and mechanisms defined in order
to prevent illicit actions, caused by the attacks.

3.2 Multimedia broadcasting in P2P

In order to contribute to the implementation
of a security mechanism, several studies have
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been done investigating security problems in
these networks.

The stream corresponds to the streaming
of multimedia data, which is encoded by the
streaming source. The source needs to subdi-
vide this stream into smaller Chunks segments,
which corresponds to a few seconds of Stream-
ing, or a certain physical size (block) of bytes,
identified in the corresponding metadata file.
These Chunks or parts of themselves, desig-
nated by Pieces, correspond to Stream units
that will be propagated and made available
to Peers for Stream replication. There are two
typical application scenarios for P2P Streaming:

1) Live (real-time broadcasting): When nodes
join the network they can only access what
is being transmitted at that time.

2) Video on Demand (VoD) (video on demand):
When nodes join the network they can
access all content as well as interact with
it by navigating to any time points.

3.3 P2P Streaming Architectures

Some research initiatives, notably those pro-
moted and supported by the European Union
in the Seventh Framework Program (FP7) ad-
dress at different levels the issues of scalable or
adaptive multimedia broadcasting in P2P tech-
nologies. Two of these initiatives, the Socially
Aware, collaboRative, scAlable Coding media dis-
tributioN (SARACEN) and P2P-NEXT projects
were precursors in the development of pro-
posals for standardization at the IETF level of
protocols for P2P diffusion, namely PPSP.

[SEAmless Content Delivery (SEA):]
In this project, an was designed, that
creates a tree-based at Overlay for
video streaming, optimizing Peers re-
covery, ensuring the delivery of mul-
timedia content and offering visual
quality by exploration advanced cod-
ing techniques for broadband net-
works [6].
Network-Aware P2P-TV Application
over Wise Networks (NAPA-WINE):
In this project the system relies on the
appropriate P2P technology for high
quality live TV broadcasting, using

design patterns that associate com-
munication and primitives to a new
network class of multimedia content
P2P-aware [7].
Socially Aware, collaboRative,
scAlable Coding media distributioN
(SARACEN):
This network is considered
decentralized or hybrid and consists
of distributed Peer nodes capable of
transmit flows and multimedia files
in continuous flow finding content
through a central meta data repository
trackers) based approach or metadata
distributed in an approach based on
Distributed Hash Table (DHT) [4].

Figure 1. SARACEN Architecture

P2P-NEXT - Next Generation Peer-to-
Peer Content Delivery Platform In this
project, it is possible to construct an
efficient and customized open-source
system, suitable for medium-diffusion
with social and collaborative connota-
tion using the paradigm P2P.
The system architecture is built on a
user-centric perspective ensuring that
the network is able to support fu-
ture Internet traffic to enable me-
dia sharing through perfect fusion
of content, communities, communica-
tion, and commerce. The technical ap-
proach included researching and de-
veloping sustainable business models
for the value chain, researching and
specifying a set of payment models,
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and a set of tools suitable to transform
nonlinear services 2 in linear foot-
note Linear Service: traditional televi-
sion service where the contents are
broadcast (pushed) to users via P2P [8].

The security aspects in these solutions are not
explored in detail since the objectives were
essentially related to the diffusion mechanism
in P2P of adaptive and scalable multimedia
contents in linear mode (direct TV type) or
nonlinear (type VoD).

A common feature of all of the investigated
solutions that approach streaming with P2P is
to propose scheduling algorithms for the dis-
tribution of mean data blocks between sev-
eral Peers (Piece-picking modes in Pull mode,
Push diffusion, or hybrids), but based on the
knowledge of the encoding characteristics of
the Media to Streaming, so that the selective
propagation strategies priorities can be used for
transmission.

3.4 Standard protocols

For the operation of the PPSP protocol, two
protocols are involved, being a Peer protocol
and another Tracker protocol.

The Peer protocol controls the exchange of
data between Peers and the Protocol Tracker is
used as bootstrap in the perspective of registra-
tion and control of peers while they are active
in swarm and allows the exchange of metadata
information between Peers and Tracker, thus
reporting the state of Streaming.

The architecture requires Peers capable of
communicating with a Tracker in order to par-
ticipate in a swarm that distributes a certain
content.

During the streaming process, the Peer Pro-
tocol will act in two steps

• Step 1: When there are not enough Peers
with content, SEED will make the Content
Chunks available to Peers directly and un-
restricted as if it were a Super Peer.

• Step 2: In the second stage, as soon as the
first Peers have Content Chunks, SEED is

2. non-Linear Service: on-demand television service, where
the contents are requested (pulled) by users
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WAN

Portal

Tracker

Media Server Peer 
(VoD)

Media Server Peer  
(Live)

IP Network

AAA
Plataformas do Serviço Clientes (Peers) + Media Player

Tracker Protocol

Peer Protocol

Figure 2. PPSP Architecture

not available to provide content to new
Peers, forcing peers to connect to each
other to access Streaming content. And in
this process the peers who interact most
form a group of interest and generate rep-
utation indicators.

In terms of multimedia data sharing, Peer has
two peculiarities:

• The Peer SEED:is the Peer that contains the
complete content, that is, the structure of
the Media files with all segments (Chunks).

• The Peer LEECH: is a Peer that has not
yet completed the transfer of all segments
of the Media content and contributes its
resources to the Streaming mechanism in
Swarm with the segments already ob-
tained.

4 SECURITY MECHANISMS

In order for content transmission to be con-
sidered secure between P2P structures or sys-
tems [9], based on the implementation of the
PPSP protocol, several aspects must be taken
into account in terms of security, and the mech-
anisms applied to the PPSP protocol are:

• Confidentiality
It maintains the secrecy, or privacy of an
information, can also be considered as the
absence of unauthorized disclosure of a
message, ensuring that only the parties
involved have access to it. This mechanism
can be applied at several levels, starting
with protecting the data transmitted be-
tween two entities or protecting the spe-
cific fields of a message. In order to achieve
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this mechanism one can use the encryption
method based on the use of ciphers, in
order to avoid the analysis of traffic by
third parties.

• Integrity
Prevents information tampering by ensur-
ing that messages are received in the same
way as they are sent from the source, with-
out duplication, insertion or modification,
this mechanism can be based on an in-
tegrity control algorithm, against malicious
insertion of data in the payload, as well as
the calculation of the hash of the content
acquired.

• Availability
It must ensure that authorized users gain
access to information and the correspond-
ing rustler at the time they are needed, the
technique used to ensure this mechanism
is based on the replication of the data, so
as to avoid the existence of single points
of responsibility in a single node, with the
use of high availability systems, such as
the cluster.

• Authentication
Ensures the veracity of the user’s data in
accessing the system, in order to verify if
someone is in fact who claims to be, for
this it is necessary that the validation of
the credentials must be done.

• Authorization
Limits and controls access in a given sys-
tem, creating policies restricting access to
shared content defining who, when, and
what can be accessed throughout the com-
munication process.

• Anonymity
This mechanism must ensure that the real
entities of the system remain unknown,
preventing a station can be identified in a
communication with another station. Thus,
this mechanism must guarantee the non-
identification of the author responsible for
the publication of the message, the node
that is storing the object or service and the
identity of the content of the object. In this
mechanism it is also possible to guarantee
the privacy of information using a scheme
that allows messages not to be transported
directly from source to destination, caus-

ing each message go through node-to-node
chains where each channel is individually
cyphered [10].

5 DEMONSTRATION OF A SECURITY
MECHANISM IN PPSP
In order to be able to structure the security
mechanisms to demonstrate, it was necessary
to resort to a system of Streaming in the ex-
isting P2P based on PPSP in which one of the
mechanisms object of this work is incorporated.

Part of the reference code for Tracker and for
Peer was used (only in the system interaction
component, i.e., Portal and Tracker) developed
under the SARACEN , which was the basis for
the development of PPSTP, and thus enables
the incorporation and testing of applicable se-
curity mechanisms.

The security aspects are complex in terms
of implementation, which makes it unrealis-
tic to implement all possible security mecha-
nisms. However, the context, the constraints
and the functional tolerance of the environment
or system must be taken into account. want
insurance. One of the important aspects in
these systems is the identification, authentica-
tion, and authorization of Peers in the system.
We thus take this aspect as the basis for the
demonstrative prototype of the mechanisms
recommended.

5.1 Functional implementation
For the demonstration of the security mecha-
nism, a real-time network emulator was used
that instantiates network elements and com-
puting nodes in which the system’s applica-
tions are executed (Portal, Tracker, Peers, ).

For the development and testing, the net-
work emulator runs on a Linux operating sys-
tem virtual machine, so the network comput-
ing nodes correspond to Linux Containers that
execute the native applications of the system
PPSP.

The tools used were as follows:
1) VirtualBox O VirtualBox is a virtualization

Hypervisor, which creates environments
for installation of distinct systems, thus
executing applications (Softwares) for these
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systems, physically sharing the same Hard-
ware.

2) Vagrant is an automated release mecha-
nism for virtual environments, which en-
ables programmatically (scripting) instan-
tiation and configuration of systems that
are reproducible in real-world environ-
ment.

3) Virtual Network Emulator C.O.R.E. The
Common Open Research Emulator (CORE) is
a robust network emulator, developed in
Python by Boeing Research and Technology
together with theNaval Research Laboratory
of the United States of America 3. The
CORE allows the emulation of a network
in real time, where abstract models are
used. Emulation can be connected to real
physical networks, providing an environ-
ment to run real applications and proto-
cols, taking advantage of the virtualization
provided by Linux operating systems.

In this emulated system, was been imple-
mented a Portal, which corresponds to the
entity that will manage the users of this system,
which will allow them to select the desired
contents, and also executes the logical function
of Tracker of the system, which will assign
keys (Peer ID) to the peers associated with the
Streaming Client application on the P2P in the
swarm.

Figure 3. PPSP system scenario Implemented
(running). The volume of traffic exchanged be-
tween the nodes of the network is represented
by red lines of greater

3. https://www.nrl.navy.mil/itd/ncs/products/core

Thus, in this Portal run the following ser-
vices:

1) Authentication for Peer validation and so
that it is considered as a system entity.

2) Unique client identifier assignment, Peer-
ID, which will give you access to service
features.

3) The server process that implements the
Tracker of the system, is configured to
work in secure Hypertext Transfer Proto-
col (HTTP) mode. The Tracker also has
the mission to provide the list of active
Peer textures in each Swarm (and each
multimedia content) and other functions
performed by it in the Streaming process.
The HTTP protocol was used to provide
security in transactions made with Peers,
ensuring that data is transmitted over
an encrypted connection. This security is
achieved through the transport layer secu-
rity protocol Transport Layer Security (TLS),
which provides protection of the data in
three main aspects:

a) Cryptography: the data exchanged be-
tween peers and Tracker is free from
attacks relative to the known content of
the exchanged messages.

b) Integrity: Data can not be modified or
corrupted during your transfer.

c) Authentication: allows you to prove
that the peers communicate with Tracker
Portal with protection increasing trust.

4) Maintenance and availability of content
meta-data (Media Descriptor) which are
files in Extensible Markup Language (XML)
format, and are used by both Peers and
Tracker.

Also considered a special SEED Peer type
which plays the role of Media Server, and
which will function as the initial guaranteed
source of Stream.

During the Streaming process, as is illus-
trated in Figure 4, we have the Streaming archi-
tecture, with several Streaming groups, i.e. the
Peer joins a particular Swarm to share content
of the same nature, different from what is being
shared by the other groups.

https://www.nrl.navy.mil/itd/ncs/products/core
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Figure 4. Streaming Architecture

5.2 Operational procedure
The operating procedure has been imple-
mented as a set of “services” in the emulator,
which are executed at startup (bootstrap) of
each virtual node and each network compo-
nent.

The services referred to refer to for example
the characteristics of the connections between
nodes and network elements, protocols and
configurations of the network elements, appli-
cations invoked in the virtual nodes (in essence,
each node executes a script BASH with the
required commands), etc. Thus, after starting
the network emulation, the steps for each Peer
are as follows:

1) A Client process is authenticated in the
system (for simplification, it is assumed
that the user corresponding to that Client,
has previously registered in the system)
and acquires a Client identifier that will be
used to associate the Peer-ID of the process
Peer. The Peer-ID is generated initially by
associating the address IP and the tempo-
rary access register to the system;

2) User, through the Client process, and al-
ready authenticated in the system, selects a
content for Stream, thus obtaining the cor-
responding meta data file Swarm, which
also identifies the associated Tracker.

3) The Peer process on the Client then con-
tacts the Tracker by displaying its Client
identifier and the Swarm identifier con-
tained in the corresponding metadata file.

4) Tracker requests the validity of the Client
identifier Peer from the Portal.

5) The Portal confirms the validity of the
identifier.

6) The Tracker then gives Peer its Peer-ID and
a list of IP addresses corresponding to a
subset of other Peers active in Swarm, and
which includes the address of the Peer-
ID. Media Server, which is a Peed of type
SEED.

7) The Peer then joins the swarm, to start
the Stream of the content, sharing the
segments obtained from it with the other
Peers.

At the beginning the interest group is being
formed based on the list of Peers provided by
Tracker. As long as the nodes remain in Swarm,
they will tend to use the best possible connec-
tion to form interest groups, as illustrated in the
Streaming architecture Figure 4. These interest
groups can be based, for example, using maxi-
mum interaction nodes or (higher reputation).

The Peer protocol will act in two steps:
• Step 1: While there are not enough peers

with (part) of the content, SEED makes
the content Peers available directly and
unreservedly as Peers as if it were a tra-
ditional Media Server in a Client-Server
architecture.

• Step 2: As soon as the first Peers already
have Content Chunks, the Media Server
manifests itself to provide content to new
peers. they have to connect with the other
Peers to access the contents of Streaming.
For mutual benefit the most interacting
nodes form an interest group (alliance) and
generate reputation indicators.

6 OPERATIONAL EVALUATION OF THE
MECHANISMS

After all the implementation, a functional eval-
uation of the security mechanisms was per-
formed, due to the fact that the system PPSP
concerning the direct communication between
Peers fulfills the objectives defined in the spec-
ifications of protocol PPSPP, ensuring that the
information content exchanged between Peers
will not be forged in transit, and that the
information exchanged between the Peers and
the logical elements of the system (Tracker and
Portal) will now be (with the implementation
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carried out in this work) transmitted safely
under encryption using cipher.

On the basis of the tests, it start by testing
the operation of the secure protocol HTTP,
in terms of authentication of the Peers at the
moment in which a client process makes the
request of authentication to the server, using
its credentials , once the credentials of the client
process are validated, an authorization key is
attributed to it, and later the TLS and SSL
protocols are used, which are responsible for
encrypting all communication that circulates in
the system.

In case a client process is not recognized as
authentic, by the use of incorrect credentials,
that happens when a client process executes a
request to the server, using an entity not valid
by the system, as soon as this happens the
server refuses the authorization of this client
process. As the attribution process of identifiers
was also evaluated, so that Peers do not have
the same identifier in the same session or in
different sessions and give Peers the possibility
of allocating their own identifier, jeopardy the
safety of the system.

7 SHARING CONTENT

After the authentication and key exchange pro-
cess between the server and the Peer process
on the client, the peer protocol agents assist in
performing the final communication process.
In the list Listing 2 and Listing 1 lists the
contents of the Peers “HOME” folders, where
load, configuration and “log” generated during
execution. In lines 2 and 3 of Listing 1, we have
the representation of Hash, as identification of
their Peers, the connection configuration scripts
conflinkadsl.sh and defaultroute.sh
and the script startup startpeer.sh

Listing 1. Example of a video file of type 32
1 root@PEER02:/tmp/pycore.53223/PEER02.

conf# ls
2 32_sea_2s_d80s_svc_p2p_emu.xml loaded
3 NzRkMDNiMmUwYTkxN2Q2ODUzNzQ0NTgy.pid

peer-agent-plugins prefs.xml
4 cache

peer_agent startpeer
.sh

5 conflinkadsl.sh
peer_engine_client_retry var.log

6 defaultroute.sh
player_emulator var.run

Listing 2. Example of a video file of type 30
1 root@PEER04:/tmp/pycore.53223/PEER04.

conf# ls
2 30_sea_2s_svc_p2p_emu.xml loaded
3 M2RjNWE3ZTE4MmMwNzg3MzZkNzE2YTc0.pid

peer-agent-plugins prefs.xml
4 cache

peer_agent startpeer
.sh

5 conflinkadsl.sh
peer_engine_client_retry var.log

6 defaultroute.sh
player_emulator var.run

8 DISCUSSION

After the researches, it was verified that it is a
current tendency to use the P2P networks for
the diffusion of multimedia contents in Internet,
since they provide to their users an incredible
range of resources, that can be divided between
the various Peers components of the network.

Despite its great utility and ability to provide
resources to its users, this type of network
is sensitive to security fault and vulnerabili-
ties, which requires the implementation of se-
cure mechanisms to ensure an efficient content
streaming and with the best possible quality.

Following the study on the appropriate
mechanisms, a demonstrator was implemented
that evidences the functioning of some of the
mechanisms, using an emulated environment,
functioning in real time. Because P2P networks
are widely used for broadcasting multimedia
content, they need to be protected in order to
ensure that data travels safely, and for that
purpose to be achieved in a functional envi-
ronment, it is necessary to achieve a level such
as the one illustrated with the demonstration.

In general, we can consider that the un-
derlying objective for the accomplishment of
this work was satisfactorily achieved and can
already be considered as a valid contribution
to the transmission of multimedia content in a
network of nature P2P, with the support of the
PPSP protocol.
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9 RECOMMENDATION

In addition to the implementation of the mech-
anisms identified and the mechanisms demon-
strated in this work, we also propose the in-
clusion of a reputation management system, in
order to establish a degree of trust between
the entities in the system. This reputation man-
agement system will be created based on the
collaboration of the nodes in swarm. This ap-
proach will allow us to allocate weights to the
most interacting nodes in a way that encour-
ages them to continue collaborating with the
other peers on the network.
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