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Abstract

Building a secure network to be used in real-world applications where there are constraints strictly
imposed to the capabilities of the network’s elements and to the data flow requires a customized
cryptographic analysis in order to protect the communications and detect and minimize the system’s
exploitable vulnerabilities. In this document a network under such conditions is presented and one is
challenged with providing an optimal topological scheme prior to choosing the network’s cryptographic
components embedded in the communication and data storage protocols and posteriorly analyzing
their security. Among the scrutinized alternatives a single one of them is elected as the solution by a
comparison in terms of performance, security and suitability under the enforced restrictions. This solution
is implemented using C and Java programming languages. The selected encryption schemes and
protocols are proven to be highly reasonable options and their use in practice is advised. These results
are only valid for this specific case of study, for if any of the established constraints is ruled out then it is
most likely the insurgence of an enhanced solution.
Keywords: ciphertext indistinguishability; block cipher mode of operation; semantic security; symmetric
cryptosystem.

1. Introduction

The first approach to secure a certain piece of in-
formation dates back to the Ancient Greece. Ever
since, the humankind has been continuously de-
veloping new methods for securing desired secrets
and while some create the methods to secure in-
formation, others put a lot of effort on discover-
ing weaknesses in order to retrieve the envisaged
secrets. An example that reflects cryptography’s
tremendous relevance in modern days is World
War II. The victory of the Allies was mainly due to
their ability to eavesdrop on the enemy’s communi-
cations after being able to break the Enigma [5] ci-
pher and as such, this war propelled the major ad-
vancements in the fields of cipher construction and
cryptanalysis. The continuous demand for protect-
ing information is the fuel that thrives the evolution
of computational security.

In the current work one is presented with a net-
work composed by several types of devices with
certain restriction with respect to memory, space
and power consumption and aims to choose the
most suitable topology for the network and to cre-
ate a security mechanism to be included in the
communication protocol with the objective of pro-
viding the satisfiability of some cryptographic prop-
erties to the messages travelling through the net-
work.

Cryptographic tools are undoubtedly necessary
in order to grant the data critical properties like
confidentiality, integrity, authentication and non-
repudiation, which are crucial to nowadays growing
communication needs in the prosper field of infor-
mation technology.

In section 2 the most relevant state-of-the art
concepts related with the developed work are ad-
dressed. In section 3 the problem is introduced,
the options with regard to the network’s topology
and communication protocols are discussed, the
general protocol for the upstream and downstream
data lifecycles is presented and its underlying mes-
sage formats are defined. Section 4 contains a se-
curity analysis for the network defined in section
3. Section 5 contains a general overview of the re-
sults obtained and motivation for future work on the
subject.

2. Basic Concepts
Cryptanalysis is the study of cryptosystems with
the objective to find flaws or weaknesses that en-
tail a gain of information from unauthorized parties,
without necessarily discovering the secret key.

Definition 2.1 (Ciphertext-only attack). A
ciphertext-only attack is one where the adversary
possesses information regarding the ciphertext
and is able to deduce either the corresponding
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plaintext or the key, without being provided any
details about the plaintext itself.

Definition 2.2 (Known-plaintext attack). A Known-
plaintext attack focuses on finding the secret key
(or key stream) of the cryptosystem at hand, pro-
vided the knowledge of both the ciphertext and its
corresponding plaintext.

Definition 2.3 (Chosen-plaintext attack). In a
chosen-plaintext attack, the adversary has access
to an encryption oracle, which encrypts any plain-
text given by the attacker and outputs the corre-
sponding ciphertext.

Definition 2.4 (Chosen-ciphertext attack). In a
Chosen-ciphertext attack, the adversary has ac-
cess to a decryption oracle, which decrypts any ci-
phertext given by the attacker and outputs the cor-
responding plaintext.

Definition 2.5 (Semantic Security). Let C =
(X,Y,K, E ,D) be a cryptosystem and ek ∈ E . A
cryptosystem is said to be semantically secure if
given y = ek(x), then V (A(y, l)) = V (B(l), where
A and B are two polynomial-time bounded adver-
saries, l = |y| and V is the advantage of the adver-
sary, which is defined by

V (a) = Pr(a0)− Pr(a1) (1)

for every adversary a, where ai represents the
event of a choosing a wrong or the right plaintext
x, respectively for i = 0 and i = 1.

Consider the following scenario: an adversary
A living in one of two worlds (left world L or right
world R) is trying to break a cryptographic system
C and has access to an encryption oracle Oe. A
does not know which world lives in but the world W
is defined a priori and cannot be changed through-
out the entire activity of A. The encryption oracle,
given any two plaintexts p0, p1 always returns the
ciphertext ek(pb) where ek is the encryption func-
tion of C for some k ∈ K and b ∈ {0, 1} is picked
according to the following relation

b =

{
0 if W = L

1 if W = R
(2)

Oe is known as lr-oracle.

Definition 2.6 (IND-CPA). Let C = (P,C,K, E ,D)
be a cryptosystem with encryption and decryption
functions ek and dk, respectively, for some k ∈ K,
let A be an adversary and O an encryption lr-
oracle. Consider that A is in possession of X =
(x1, . . . , xn) ∈ Pn and also that |xi| = |xj |,∀i 6=j .
IND-CPA is a game defined as follows:

1. A picks two messages x′0, x′1 ∈ X;

2. A queries the oracle O with (x′0, x
′
1);

3. O encrypts x′b yielding ek(x′b), according to 2;

4. O returns the encryption output ek(x′b) to A;

(A can repeat steps 1 to 4 at will);

5. A chooses b′ ∈ {0, 1};

6. A wins if b′ = b and loses otherwise.

Definition 2.7 (IND-CCA). IND-CCA is a game
analogous to the one from Definition 2.6, but herein
the adversary has access to two lr-oracles: an en-
cryption lr-oracle Oe and a decryption lr-oracle.
This game has the additional requirement that the
adversary A may not query the decryption oracle
with challenge ciphertexts.

Property 1 (IND-CPA secure). A cryptosystem is
said to be IND-CPA secure if a polynomial-time
bounded adversary who plays the IND-CPA game
cannot win with probability negligibly greater than
1/2.

Property 2 (IND-CCA secure). A cryptosystem is
said to be IND-CCA secure if a polynomial-time
bounded adversary who plays the IND-CCA game
cannot win with probability negligibly greater than
1/2.

The minimum threshold of security required for
a cryptosystem to be acceptable with regard to its
security level is to satisfy property 1.

2.1. Cryptographic Hash Functions
A cryptographic hash function outputs a fixed-
length message on any given input of arbitrary
length and satisfies the following properties:

(i) Efficiency: The computation of the hash
value must be incredibly fast.

(ii) One-Way Function: It’s infeasible to invert.

(iii) Avalanche Effect: A small change in the input
of the hash function produces a very distinct
output.

(iv) Collision Resistance: It is very hard to find
two distinct inputs with the same image.

Definition 2.8 (HMAC). Let m be a message, k
an l-bit key and h a cryptographic hash function
whose compression function’s block size is of n-
bits. The following function f defines the HMAC-h:

f(k,m) = h((k′ ⊕ opad) ‖ h((k′ ⊕ ipad) ‖ m)) (3)

where ipad and opad are fixed strings and k′ is the
resulting key such that for j = n− l:

k′ =


k ‖ 0j if l < n

h(k) if l > n

k otherwise
(4)
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2.2. Randomness
The higher known level of randomness is extracted
from physical elements, like for instance the move-
ment of electrons.

Definition 2.9 (PRF). A family of functions {Fk :
X → Y }k∈{0,1}∗ is a PRF if, for a randomly chosen
instance function Fk, its output is indistinguishable
(for a polynomial-time algorithm) from the output of
a random function R : X → Y , where X and Y are
the domain and range sets of the functions of the
family, respectively.

3. Network
The main purpose of this work is to develop an op-
timal solution for the topological and cryptographi-
cal components of a restricted network. Basically,
upon being provided with network requirements,
which are either constraints to the network’s el-
ements and their connections or to the capabil-
ities of the communication channels, one is in-
tended to choose the encryption and authentica-
tion schemes and analyze their level of security
for fitting state-of-the-art properties and definitions.
The goal of these schemes is to provide the data
cryptographic properties that will strengthen the re-
silience of the data stored in the network elements’
memory against possible threats. The security
layer of any of the protocols used for the transmis-
sion of data between any two network parties is
also a relevant subject of study for it will determine
the level of security of the communications.

The imposed network consists of distinct clus-
ters such that each is composed by a fixed num-
ber of elements, each element of the same group
shares a set of features and the connections be-
tween clusters are restrained under some pre-
defined rules. The previously mentioned par-
ties’ features range from the computational power
scope and available cryptographic algorithms and
their respective keys to the assigned mission of the
network element. More specifically, the purpose of
the network is to gather real-time data and transmit
it to a secure database while granting the collected
evidence confidentiality, integrity, authenticity and
non-repudiation properties.

3.1. Details
Let the network be composed by three main com-
ponents:

• GDs: field-deployable parties that gather the raw
data (with a maximum threshold of 256kB/s),
process it and subsequently send it to an autho-
rized party via an asynchronous channel. The
length of each of the generated messages is a
multiple of a minimum defined length l1 and is
maximized by 256 octets. These elements are
restricted with respect to memory (256kB RAM)

and autonomy, as their energy source is a non-
rechargeable battery and remain in the same ge-
ographic location throughout the extent of their
lifetime.

• MPP: a very flexible party who is able to go near
the deployed gathering devices in order to wire-
lessly receive the data and/or send command
messages. Also possesses a serial connectiv-
ity option for posteriorly transmitting the sensitive
data to an authorized party.

• MnDM: headquarters’ positioned device that re-
ceives the data from the middle-point party,
makes the necessary verifications and stores
it in a secure centralized database. It is also
capable of generating and sending command
messages, whose length is a multiple of a pre-
defined minimum length l2.

The GDs do not communicate directly with the
MnDM and vice-versa. The data flow from the GD
to the MPP and subsequently to the MnDM is de-
noted by upstream data lifecycle UDL and in the
inverse direction is denoted by downstream data
lifecycle DDL. The command messages are pre-
defined formatted messages whose contents are
intended to give an instruction to another network
party and can only be generated by the MPP and
MnDM.

For secrecy, authentication and non-repudiation
purposes some cryptographic algorithms are going
to be used, for which are compelled cryptographic
keys. Prior to deployment there must be a setup
stage, in which the required keys are generated,
transmitted to the envisaged target and stored in
solid memory. These keys are generated inside se-
cure headquarters, called the PMS. Figure 1 con-
tains a simple diagram that depicts the whole step:
at the PMS, a family of keys K = (K1,K2,K3) is
generated such that K2 and K3 are the sets of
keys transmitted to MPP and MnDM, respectively,
and K1 =

⋃n
j=1K

j
1, where n is the total number of

GDs and Kj
1 is the set of keys transmitted to GDj ,

∀j∈N : 1 ≤ j ≤ n. When the setup stage is con-
cluded the devices meet the required constraints
for the set up of the network.

The GDs, upon deployed, can be in one of two
states: active mode or sleep mode. When the de-
vices are in active mode they keep on gathering
evidence around the clock according to their data
collecting schedule and send the processed data
to the envisaged end party via an asynchronous
communication channel [9] according to the data
flow schedule. For this reason, the data stored in
solid memory of the gathering devices is expected
to be encrypted. The sleep mode, in turn, is a low
power consumption state in which the devices are
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Pre-Mission System

Generate key family K

GDj

MPP

MnDM

Kj
1

K2

K3

Store keys

Store keys

Store keys

READY FOR DEPLOYMENT STAGE
Figure 1: Pre-deployment stage

not actively performing any activity other than pe-
riodically searching for a connection to an asyn-
chronous communication channel.

The GDs are connected to the MPP via Wi-Fi
therefore the communication protocol has been de-
cided to be WPA2-PSK. WPA2 is the most robust
option for Wi-Fi communication channels and the
choice of PSK over EAP follows from two facts:
firstly, the gathering devices do not need to hide in-
formation from one another and secondly the EAP
mode of the WPA2 protocol requires more compu-
tations for the initial authentication step and there-
fore it increases the energy consumption when
compared with PSK.

3.2. Network Topology

MPP

GD1

GD2

GD3

Wi-Fi
MnDM DB

Internet

Figure 2: Topology of the chosen network.

The chosen option is represented in Figure 2 and
features the MPP as the access point of the net-
work. Since the MPP is considered to be a versa-
tile element in the sense that it is not deployed on
the field, this layout is considered to be very suit-
able for the features at hand.

3.3. Protocol
Let n be the number of gathering devices and GDi

be the GD at hand for some fixed index i ∈ I.
Moreover, consider the following notation:

• (kGMPA )i: The 128-bit key shared between the
GDi and the MPP, used by the AES cipher.

• kMPMA : The 128-bit key shared between the MPP
and the MnDM, used by the AES cipher.

• (kGMPH )i: The 256-bit key shared between the
GDi and the MPP, used in the HMAC-SHA-
256 algorithm.

• (kGMDH )i: The 256-bit key shared between the
GDi and the MnDM, used in the HMAC-SHA-
256 algorithm.

• kMPMH : The 256-bit key shared between the MPP
and the MnDM, used in the HMAC-SHA-256
algorithm.

These abbreviations are to be considered
throughout the entire text.

3.4. Setup
The key generation protocol occurs at PMS and
comprises the following steps:

1. The user inputs (n, pass), a tuple consisting in
the number of gathering devices that are going
to be deployed and a password, respectively;

2. The key generation algorithm is applied with
input (n, pass) and outputs K = (K1,K2,K3)1;

3. Export the keys to the envisaged devices ac-
cording to the following distribution:

• Kj
1 = {(kGMPA )j , (kGMPH )j , (kGMDH )j};

• K2 = {kMPMA , kMPMH } ∪ {(kGMPA )j}j∈I ;

• K3 = K1 ∪ K2;

The devices are now ready for deployment.

3.5. Communication Protocol
Let GDi be one of the deployed gathering devices
for some i ∈ {1, . . . , n}, let fid ∈ Z256 be the
unique identifier of GDi stored in its solid memory
and consider the following abbreviations:

• eIV1 ≡ Encryption mode AES-CTR-128 with
key (kGMPA )i using IV as the initialization vec-
tor.

• dIV1 ≡ Decryption mode AES-CTR-128 with
key (kGMPA )i using IV as the initialization vec-
tor.

1As defined in section 3.1
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• eIV2 ≡ Encryption mode AES-CTR-128 with
key kMPMA using IV as the initialization vector.

• dIV2 ≡ Decryption mode AES-CTR-128 with
key kMPMA using IV as the initialization vector.

• h1 ≡ HMAC-SHA-256 with key (kGMPH )i.

• h2 ≡ HMAC-SHA-256 with key (kGMDH )i.

• h3 ≡ HMAC-SHA-256 with key kMPMH .

3.5.1 Upstream Data Lifecycle

The operations that are carried out in each device
will now be listed.

Gathering Devices
1. GDi transforms the gathered analog raw data

to digital data D and assigns to it a 4-octet
message identifier mid;

2. Compute h1(D), h2(D) and inner pack :=
h1(D) ‖ h2(D) ‖D;

3. Generate IV1 and compute eIV1
1 (inner pack);

4. Pack1 := fid ‖mid ‖ IV1 ‖ eIV1
1 (inner pack);

5. Store Pack1 in solid memory.

GDi sends the message subject to the WPA2-PSK
protocol to MPP.

Middle-Point Party
6. Compute dIV1

1 (eIV1
1 (inner pack)) in order to

obtain inner pack;

7. Verify D’s integrity and authenticity. If the
verification is unsuccessful, then consider the
message at hand as compromised and abort
at this step by clearing all the memory associ-
ated with it.

8. Send mid as an acknowledgement2 to GDi;

9. Pack2 := fid ‖ IV1 ‖ h1(D) ‖ h2(D) ‖
eIV1
1 (inner pack);

10. Generate IV2 and compute h3(eIV2
2 (Pack2));

11. Pack3 := h3(eIV2
2 (Pack2)) ‖ IV2 ‖ eIV2

2 (Pack2);

12. Store Pack3 in solid memory.

MPP transmits the data to MnDM subject to the
TCP/IP protocol

2The message acknowledgement is subject to the WPA2-
PSK protocol and thus is protected while travelling through the
network. Upon receiving this information, the GDi will trust that
this information has been successfully delivered to the intended
party.

Mission and Data Manager
13. Verify the integrity and authenticity of the en-

crypted data. If successful, proceed to the
next step, otherwise consider the message as
compromised and abort at this step.

14. Compute dIV2
2 (eIV2

2 (Pack2)) in order to obtain
Pack2;

15. Compute dIV1
1 (eIV1

1 (inner pack)) in order to
obtain inner pack;

16. Verify D’s integrity and authenticity. If suc-
cessful send Pack3 to the DB. Otherwise re-
ject the message.

3.5.2 Downstream Data Lifecycle

The list of steps that are carried out in each device
on the UDL is now presented.

Mission and Data Manager
1. Generate a message M and fix the target

GDi;

2. Compute inner pack := h2(M) ‖M

3. Generate IV1 and compute eIV1
1 (inner pack);

4. Pack0 = h3(eIV1
1 (inner pack)) ‖ fid ‖ IV1 ‖

eIV1
1 (inner pack).

5. Generate IV2 and compute eIV2
2 (Pack0);

6. Pack1 = IV2 ‖ eIV2
2 (Pack0);

7. Store Pack1 in solid memory.

Pack1 is now sent via Internet to the MPP subject
to the TCP/IP protocol.

Middle-Point Party

8. Compute dIV2
2 (eIV2

2 (Pack0)) in order to obtain
Pack0;

9. Verify integrity and authenticity on
eIV1
1 (inner pack);

10. Compute dIV1
1 (eIV1

1 (inner pack)) in order to
obtain inner pack;

11. Build inner pack1 := flag‖h1(M)‖h2(M)‖M
where flag = 1 and |flag|2 = 1;

12. Generate IV3, m∗id and compute
eIV3
1 (inner pack1);

13. Pack2 := m∗id ‖ IV3 ‖ e
IV3
1 (inner pack1);

14. Store Pack2 in solid memory;

The message is sent to GDi subject to the WPA2-
PSK protocol.
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Gathering Devices
15. Compute dIV1 (eIV1 (inner pack)) in order to ob-

tain inner pack;

16. Verify M ’s integrity and authentication.

17. StoreM in the commands’ FIFO stack, waiting
to be applied as soon as possible. Success-
fully exit the downstream data protocol after
applying the envisaged command.

3.6. Message Formats
F1 : encrypted by a GD and decrypted by the MPP.

F2 : encrypted by the MPP and decrypted by a GD
(plaintext generated by the MPP).

F3 : encrypted by the MPP and decrypted by a GD
(plaintext originally generated by the MnDM).

F4 : encrypted by the MPP and decrypted by the
MnDM.

F5 : encrypted by the MnDM and decrypted by the
MPP.

All the abovementioned message formats are
built based on two other category of message for-
mats F∗i and F∗∗i , which are, respectively, the for-
mats correspondent to the outer and inner layers
of encryption within Fi for every i ∈ I5.

Definition 3.1 (Confidential plaintext). A confiden-
tial plaintext is any element from the set of the raw
data gathered by the GDs or from the set of com-
mand messages.

Let G be the ciphertext generator operator such
that

G(C,M, v, k, x) = y (5)

where y is the result of encrypting x via block ci-
pher C using mode of operation M with initializa-
tion vector v (if applicable) and key k. Analogously,
G−1 is the inverse operator and returns the corre-
sponding plaintext:

G−1(C,M, v, k, y) = x (6)

Consider the set of all words with format Fi,

Si = {y ∈ Σ∗ : y is of format Fi} (7)

Moreover consider a family of functions

Ei : I × Σ∗ × Σ∗ ×K × P → Si (8)

such that Ei(j, a, b, k, x) represents the instance
that outputs an element of Si, for some confidential
plaintext x, key k, GD’s identifier j and global pa-
rameters a and b. This function is called of PCgF

and hereinafter will be addressed accordingly. For
a fixed key j, the function

Ej
i : Σ∗ × Σ∗ ×K × P → Si (9)

is an instance function from the family of PCgF with
the same expression.

Definition 3.2 (Package ciphertext). Let x be a
confidential plaintext, j ∈ I, k a key and a, b ∈ Σ∗

two parameters of choice. The data resulting from
the computation of Ei(j, a, b, k, x) is designated as
package ciphertext.

The inverse function for the PCgF is defined by

Di : I × K × Si → P (10)

where K is the set of keys and P is the set of all
confidential plaintexts and is defined of PCuF. This
means that for every z ∈ P:

Dj
i (k,Ej

i (a, b, k, z)) = z (11)

for every j ∈ I, where

Dj
i : K × Si → P (12)

is an instance of the family Di of PCuF.

Definition 3.3 (Packing Scheme). A packing
scheme (PSch) is defined by a 3-tuple (E,D,K)
where E is a family of PCgF, D is a family of PCuF
and K is the key set.

Let Pi
S be the PSch associated with message

format Fi such that ∀i∈I5 :

Pi
S =(Ei, Di,K)

and

Ei =

n⋃
j=1

Ej
i and Di =

n⋃
j=1

Dj
i

(13)

where Ej
i and Dj

i are as according to expressions
9 and 12, respectively. For every i ∈ I5, the pack-
ing schemes Pi

S define the distinct message for-
mats.

4. Security Analysis
The network considered in section 3.2 has some
ingrained fragilities induced by the chosen topol-
ogy or by the communication protocol descripted
in section 3.3.

In the key generation stage all the required
cryptographic keys are generated and in order to
increase the resilience of the key against key-
recovery attacks it must be generated as randomly
as possible. Based on the results presented in
[7] PBKDF2 is a good option for the generation
of the keys, namely with HMAC-SHA-1 because it
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is the keyed-hash function with better performance
and provides enough security [3], even though the
inherent hash function is not strong with respect
to collision resistance [13]. The password serves
both as the seed for the pseudo-random genera-
tor that constructs the salt byte array as well as the
password passed as argument to the PBKDF2 al-
gorithm.

Proposition 4.1. It is infeasible for an adversary to
perform replay attacks or trick the MPP into assum-
ing the gathering material is located elsewhere.

Proof. Let i 6= j and Fj and Fi be two gathering
devices with identifiers djid and diid, and located at
positions X and Y , respectively. Consider that an
adversary wants to display malicious activities at
location X, which would be detected by Fj . If he
is aware of the presence of Fj , he might attempt to
tamper with the reports on the location by chang-
ing djid for diid; this way the information transmit-
ted to the MPP would be that the malicious activ-
ity is in effect in location Y instead of X. How-
ever, changing the GD identifier value to diid will
result in the MPP calling the PCUF of P1

S using
the keys shared with Fi, meaning that the result-
ing decrypted text would be distinct from the orig-
inal plaintext, due to the injectivity of AES. Thus
such an attack becomes infeasible since the ad-
versary has a very thin margin of success. The re-
sistance to replay attacks follows directly from the
WPA2 protocol [1].

Due to simplicity purposes, consider Ej
1(x) to

represent the PCgF with omitted global parameters
a and b and for which the keys used in the encryp-
tion scheme are associated with GDj .

Proposition 4.2. PSch Pi
S grants secrecy, integrity

and authenticity to the confidential plaintext, for ev-
ery i ∈ I5.

Proof. Let A be an adversary and j ∈ I a fixed
identifier representing the operational gathering
device GDj . For some unknown confidential plain-
text x suppose that A is in possession of y :=
Ej

i (x), the associated package ciphertext.

• i = 1: The secrecy of the plaintext follows di-
rectly from the secrecy property of the AES-CTR
encryption scheme; A cannot obtain x simply
with the knowledge of y because the former is
encrypted with AES-CTR using the key (kGMPA )j ∈
K1, which is of private knowledge uniquely to the
MPP and GDj .

Based on figure ??, recall that Ej
1(x) = did ‖

mid‖IV ‖g(AES,CTR, IV, (kGMPA )j , w), where w =
h1(x) ‖ h2(x) ‖ x. Clearly there is no integrity nor
authenticity protection to the encrypted message

and the malleability property of the AES-CTR en-
cryption scheme gives the attacker an opportu-
nity of tampering the ciphertext. In case A in-
terferes with the ciphertext, then after decryption
one ends up with the word w∗ = h1(x)∗ ‖h2(x)∗ ‖
x∗, due to the properties of AES-CTR. It is cer-
tainly very unlikely that ∀i∈I2 : hi(x)∗ = hi(x

∗)
because of the avalanche property of crypto-
graphic hash functions, which means that the
adversary has a negligible probability of corrupt-
ing an encrypted message without compromis-
ing the plaintext’s integrity check. The integrity
and authenticity follows from the fact that the
HMAC keys (kGMPH )j and (kGMDH )j are uniquely dis-
tributed among the pairs (GDj , MPP) and (GDj ,
MnDM), respectively.

• The same arguments can be applied analo-
gously for i = 2, . . . , 5.

Proposition 4.3 (Non-repudiation). The data
stored in the DB is granted the non-repudiation
property, provided complete trust on the user of the
PMS.

Proof. Let U be the user of the PMS, J the um-
pire, V the entity asking for the verification and y
an arbitrary message stored at DB. In order for J
to show V that y corresponds to a package cipher-
text of some message that originated at the GDj ,
he requires of U a simulation of the key genera-
tion stage. Because U is the only one with access
to the password used at the process then, having
access to the correct PCUF f , V just needs to ex-
ecute the function f with the keys that were as-
signed to GDj . If the output is a valid message
then all the verifications for the unpacking proce-
dure succeeded and J has proved to V that y is
legitimate, as well as its secret contents.

4.0.1 Semantic security

Proposition 4.4. For every i ∈ I5, the PSch Pi
S

is semantically secure against chosen-plaintext at-
tacks.

Proof. The fields did and mid within message for-
mat F1 are independent of the plaintext and so A
cannot infer any relation with the associated plain-
text. As has already been stated, the IV must be
exposed as plaintext for the security of the AES-
CTR encryption scheme and it does not leak any
information for the adversary to exploit. Therefore,
for i = 1, 2, 3 the semantic security of Pi

S follows
from the IND-CPA security of AES-CTR proved in
[4] and from the equivalence between IND-CPA
and SEM-CPA proved in [10].
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The previous proposition holds for plaintexts of
equal length. However, it so happens that the
confidential plaintexts are not all of the same size
and no padding method is used in the packing
schemes, thus POAs are infeasible and the pro-
cess is more efficient but it means that the ci-
phertext transmits the plaintext’s length information
to the attacker. This unfortunate leak of informa-
tion makes the cryptosystem vulnerable to chosen-
plaintext attacks in which the adversary is able to
pick plaintexts of non-equal length.

Proposition 4.5. For every i ∈ I5, PSch Pi
S is not

semantically secure against chosen-ciphertext at-
tacks.

Proof. LetA be an adversary playing the IND-CCA
game [4] with the words w0 = 0n and w1 = 1n

for some n ∈ N and w.l.o.g. fix j ∈ I. Let Oe

and Od be the oracles with access to the PCgF
and PCuF of P1

S . The following strategy grants A a
non-negligible IND-CCA advantage:

1. A queries Oe with (w0, w1);

2. Oe encrypts wb into y := Ej
1(wb), for b ∈ Z2

and returns it to A;

3. A flips the last bit of y and obtains y′;

4. A queries Od with y′;

5. Od returns w′b;

6. If w′b = 0n−11 then A chooses b′ = 0. If w′b =
1n−10 then A chooses b′ = 1.

The last step is only feasible due to the properties
of error propagation of the CTR mode of operation
[11]. Thus, A can tell to which confidential plaintext
belongs the package ciphertext with probability far
from 1/2, meaning that P1

S is not IND-CCA secure.
The result follows from the equivalence between
semantic security and ciphertext indistinguishabil-
ity in [15].

For i = 2, 3 and 5 the proof is analogous, with a
single remark for the case i = 5, in which there are
two layers of encryption on the confidential plain-
text but the result is the same as in the previous
cases due to the direct error transmission property
of CTR.

For i = 4 one faces an encrypt-then-MAC pro-
cedure which is the only layout susceptible to be
IND-CCA secure. However, the fact that the IV is
not targeted by the HMAC entails that P4

S is also
IND-CPA insecure. In fact, note that if an adversary
has access to a decryption oracle and the HMAC
does not include the IV then the adversary can
change the value of the IV at will in order to claim
the keystream for the new IV. Hence A will be able
to decrypt any message that was encrypted using
any of these new IVs.

If an encrypt-then-MAC mechanism was
adopted and the header of the message was
targeted by the HMAC the previous result would
not hold.

4.0.2 Encryption Schemes

In order to make use of asymmetric cryptosystems
in the development of digital signatures there is the
need for a CA whose role is to evaluate the au-
thenticity of the messages travelling throughout the
nodes of the network. The need for a CA immedi-
ately deprecates the use of asymmetric cryptogra-
phy because it is required that it provides all the
demanding certificates on the fly and the chosen
network topology does not include any permanent
party on the field other than the GD. Moreover the
overhead in terms of memory entailed by the us-
age of asymmetric cryptographic systems and the
increased key size makes these types of systems
not suitable under the current restrictions, either for
authentication or privacy purposes.

AES was the chosen cipher to provide secrecy
to the confidential messages. Since this is a very
fast algorithm and a it is hardware-implemented
in the GD makes it the most suitable choice for
the case. CTR was the chosen mode of opera-
tion, since ECB is not semantically secure, CBC
requires an unpredictable IV and CFB is extremely
vulnerable to transmission errors and has a non-
parallelizable encryption.

CTR-H mode was chosen over is CCM and GCM
because its run-time execution is faster due to the
fact that it is implemented in the chosen device’s
hardware, opposite to the latter; Moreover it uses
an extra key (the authenticity and privacy keys are
distinct) thus it is a high resilient system against
brute-force attacks.

4.1. Attacks
Let A be a polynomial-time bounded adversary
with physical access to the GD. By propositions 4.2
and 4.4 A cannot directly retrieve the secret data
gathered by GD. Moreover, the adversary will not
be able to retrieve the keys from memory because
these are stored in a memory location of restricted
access [6]. Now assume that the GD are deployed
at time 0 and that at time t there is an event E which
will directly or indirectly provide information to be
gathered by some GD. The latter will get to know
this information upon collecting the data within the
time interval T = [t, t+ ε[, where ε > 0 is the dura-
tion of the intelligence leak of the event E. Suppose
also that A is aware of both E and ε. Then, the ad-
versary just needs to interfere with the envisaged
GD in the time interval T in order to prevent them
from collecting any of the relevant data. Thus, for
an intelligent adversary who is able to physically
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interfere with the GD, this technique is less likely
to be spotted by a tamper detection mechanism,
while allowing A to optimize his/her energy con-
sumption on the attack.

Another attack that could be performed is the
reading of volatile memory [2] by a capable ad-
versary. No message is ever stored as plaintext
in solid memory, but both before encryption and af-
ter decryption, the confidential plaintext is automat-
ically stored in volatile memory, even if for a short
time frame. Nonetheless, this time frame may suf-
fice for the adversary to harvest the secret informa-
tion.

Assuming thatA cannot physically harm or inter-
fere with the GD a straightforward attack would be
for the adversary to perform a MiM attack known
as wireless denial of service attack that consists
in jamming the communication channel with junk
data, making the exchange of data between the
GD and the MPP impossible, provided that he finds
the correct frequency.

4.2. Possible Solutions
A reasonable approach to prevent an attack where
the adversary takes advantage on the physical ex-
posure of the device is to choose a device whose
hardware provides a tamper detection mechanism
and memory management [8] such that in case of
memory compromise it clears all the memory as-
sociated with the confidential data. This is a last
resource and leads to the disablement of the de-
vice at hand. With respect to the jamming attack
on the wireless communication channel, there is no
way to prevent it from happening. The only solution
would be to wire the connection, where the adver-
sary would be unable to jam the channel without
being targeted by the MPP.

4.2.1 Chosen-plaintext attack

Let x1, . . . , xk be confidential plaintexts for some
k ∈ N and y1, . . . , yk their correspondent package
ciphertexts, respectively. Recall that ∀i∈I5 : Pi

S
is not secure against chosen-plaintext attacks in
which the adversary is able to pick plaintexts of dis-
tinct length. The length Lj of confidential plaintext
xj is a multiple of a minimum length l, i.e.,

Lj = lmj ∀j∈Ik (14)

Furthermore, let h be the length of the header
of a package ciphertext, which is assumed to be
fixed for any PSch, for simplicity purposes. If one
does not consider the header’s overhead, then it
is equivalent to partition each message of length
Lj into mj messages of length l and the system
would become resistant to variable-length chosen-
plaintext attacks. This is uniquely a theoretical so-
lution for this problem because the assumption of

the absence of the header does not hold in prac-
tice. The only way to overcome this issue is to
define all confidential plaintexts to have the same
length.

4.2.2 Chosen-ciphertext attack

Proposition 4.5 refers to the fragility of the PSch Pi
S

with respect to chosen-ciphertext attacks. The pre-
vious result holds under the assumption that the
adversary A has access to a decryption oracle.
However, in practice there is no feasible way for
A to be admitted such resources. The only way
A would be able to succeed would be to imper-
sonate an element of the network, use the correct3

PCGF and then send it to the end party and be
able to extract the plaintext from its volatile mem-
ory at the moment of decryption. This approach
is infeasible in practice because no element of the
network can be impersonated by a polynomial-time
bounded adversary, as shown in proposition 4.2.

5. Results
The study, decisions and analysis of this specific
network were performed under the supervision of
analysts and developers of the company GMVIS
Skysoft, S.A..

The keys’ generation process is very reliable
in the sense that it is not only performed within
secured headquarters but also a very efficient
method regarding security and time. More specif-
ically, it is a linear-time process with respect to
the number of gathering devices that are to be de-
ployed.

The selected network topology is considered to
be the one that better suits the practical needs of
the mission, whilst in theory an ad-hoc network
might have a better performance when combined
with elliptic curves [14].

The set of chosen packing schemes is consid-
ered to be a robust and secure option for the
case, but would achieve a higher level of security if
adopting an encrypt-then-MAC method of encryp-
tion and authentication with addition to including
the header in the input to the HMAC; this approach
would assure the system to be IND-CCA secure.
However, even though it would strengthen the the-
oretical level of security, it would have no impact in
practice because the variable size of the plaintexts
induce an inexorable fragility. As for the encryption
scheme, AES-GCM should be preferred over AES-
CTR-HMAC in order to grant authenticity, integrity
and privacy to the plaintexts in a theoretical point of
view. The former is underqualified simply because
it is not implemented in the hardware of this par-
ticular type of devices. Would any other devices

3By correct one means the correct function using the correct
keys.
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with distinct characteristics have been chosen, the
outcome would certainly differ from the one pre-
sented. All packing schemes are vulnerable to cho-
sen ciphertext attacks which is a fact of some con-
cern because an attacker with access to a decryp-
tion oracle might be able to break the system, even
if just partially. There is virtually no way of prevent-
ing an adversary of performing a lunchtime attack
[12] when the devices are in sleep mode.

All the data processing methods are linear in the
size of the input. Given the GDs’ memory limita-
tion, the size of the confidential plaintexts gener-
ated by these elements is upper bounded by some
constant value, which implies that the running time
of the previously mentioned data processing algo-
rithms is also upper bounded due to this constraint,
for their time complexity is O(n). Thus, in practice,
these algorithms are time-efficient.

5.1. Future Work
One possible improvement to the amplitude of the
given network would be to allow the parallel activ-
ity of more than one MPP. This would require more
keys to be generated not only for privacy and in-
tegrity purposes on the data, but such that all the
MPPs are uniquely recognizable by the network
parties (that is, provide an authentication mecha-
nism).

Another subject with good prospects is the hard-
ware improvement of the devices such that their
capabilities allow more efficient and secure pack-
ing schemes. By efficient one means both in terms
of time and space complexity. A good example is to
implement in hardware a randomized primitive that
makes use of analogue entropy sources in order to
obtain fairly randomized values. This feature would
be extremely useful for the IV scheduler within the
GDs and, in the event of increasing the devices’
battery lifetime, it would also be very fruitful for the
development and maintenance of a key scheduler
algorithm.

In addition, a potential improvement would be to
implement in hardware standardized authenticated
modes of operation such as GCM. Thus, adopting
AES-GCM instead of AES-CTR-H would optimize
the system’s memory usage and therefore allow
the GDs to be able to store more messages as well
as shorten the GDs’ sleep mode time-frame.
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